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RADIUS Client

RADIUS Accounting for Management Access can only be enatided when TACACS+ Accountng is disabled. TACACS+ Accounting is currendly Disabled

RADIUS Accountng: [ Port Based Access Control (802.1X. MAC Based)
Managoemont ACCess
Both Port Based Access Control and Management Access
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TACACS+ Client

RADIUS Client

P RADIUS Server

Login Settings

Login Protection Status

P Mgmt Access Method

Management Access
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Properties

Port-Based Authentication: Enable
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Port Authentication
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Filter: Interface Type equalsto Port of Unit 1 +~

Current Port  Administrative RADIUS
Entry No. Port Control Port Control VLAN Assignment

QO 1 GE1  Authorized Force Authorized  Disabled
Q 2 GE2 Force Authorized  Disabled
O 3 GE3 Force Authorized  Disabled
O 4 GE4 Force Authorized Disabled
o 5§ GES5 Force Authorized  Disabled
QO 6 GE6 Auto Disabled
o 7 GE7 Force Authorized  Disabled
@] 8 GE8 Authorized Auto Disabled
Qo 9 GE9  Authorized Force Authorized Disabled
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Edit Port Authentication
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v [ Endposnt Idenbty Groups Harme « Description

b [ Uker identity Groups [0 5t ALL_ACCOUNTS (default) Default ALL
O 5 Empioyee Default Em
[ .'::l Fimer-10 Filter-10
O s GROUP_ACCOUNTS (default) Difault GR
O 5 GuestType_Coniractor (defaul) Identity g

B35

3 2 Administration > Identity Management > Identities3 8 LAE A F H 5 BT Z)
4,

" ﬁn [ 1centiey Managemen: w Resoufces ¢ Device Portal Managemen!  pxGrid Services ¢ Feed Se

Groups  Exiemal idenlity Sources  Idenlity Source Sequences  F Saftings

ace  Wdentity Services Engine o ¢ Conbext Visibility v Operations » Polie

L]
T Metwork Aiccess Users
Latest Manual Network Scan Results _*i.-.u 8 e i e b
Status Hame & (Desoription Firs
[] @Enabled ¢ userl :
F45

S ElPolicy > Policy Elements > Results3 &, 7EAuthorization ™ , # &Downloadable
ACLs,



aiiai] i o - . .
tisco Identity Services Engine Harme ¥ Context Visi 2 ¢ Operations

Policy Sets  Profiling Puslur:ﬁllent Proviskoning |"Fullcy Elememsl o
Dictionaries  + Conditions
< ]
Downloadable ACLs
» Authentication
4 i [ i Aatn ot
T T o S Edt deadd [yDuplicate | 3¢ Delet
[(] Name D¢
Authorization Profiles [0 DENY_ALL_IPV4_TRAFFIC D
(Bownicadabie AcLs) @) O DENY_ALL_IPV6_TRAFFIC De
M macL Al

HI] 5

B HAdIEFREA B2 ] T EAYACL,

‘tsco. Identity Services Engine Home » Context Visibility

Policy Sets Profiing Posture Client Provisioning  ~ Policy Elements
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Downloadable ACL List > ITACL
Downloadable ACL

* Name | ITACL

Description  Allow all traffic

IP version IPv4 IPV6 Agnostic &

* DACL Content [1234567 permit ip any any <
8910111

2131415
1617181
9202122
2324252
6272829
3031323
3343536

» Check DACL Syntax

m Reset
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Downloadable ACLs
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Click Save.



Authorization Profiles > IT_Auth
Authorization Profile

* Name IT_Auth

Description

" Access Type | ACCESS_ACCEPT v

Network Device Profile &4 Cisco » &

Service Template
Track Movement F

Passive Identity Tracking ]

» Common Tasks
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Status Policy Set Name
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Policy Sets

+ Status Policy Set Name

Search

@ DACL_Policy
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JFAllowed Protocolsfi &y Default Network Access , ARG # diSave,

Allowed Protocols / Server Sequence Hits

72.19.1.250

Default Network Access
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¥ Authentication Policy
¥ Authorization Policy - Local Exceptions

> Authorization Policy - Global Exceptions

2| Authorization Policy
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# ARule Name,
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Status Rule Name
Search
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Conditions
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B K Authenticationit I+ H ¥ 4% 2 /5 F§802.1X authentication,

a Ethernet Properties

Networking Ashertcaton Jshamng

Select this option to provide authenticated network access for
this Ethemet adapter.

(E)Enable IEEE 802.1X authentication
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f£Additional Settings T , #%$ZUser authenticationfEy &R IIEER, #dSave
Credentials , /5% HOK,

Advanced settings

802. 1X settings

[ speafy authentication mode
I ——

[] Delete credentials for all users

[ ] Enable single sign on for this network
Perform immediately before user logon

Perform immediately after user logon

Maximum delay (seconds) 10 -
Allow additional dialogs to be displayed durng single
Sgn on

This network uses separate virtual LANs for machine
and user authenticabon
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# i Settings , F R K% Verify the server’s identity by validating the certificate 3534
MI#E. Click OK.



Protected EAP Properties

When connecting:
[_] verify the server's identity by validating the certificate

Connect to these servers (examples:srv 1;srv2;. *\.srv3\.com):

Trusted Root Certification Authorities

JB]4a2 Certiicate Services | ~
[ ] Baltmore CyberTrust Root

] Certum Trusted Network CA

[[] Qlass 3 Public Primary Certification Authority

[[] comoDO RSA Certification Authority

[C] DESKTOP-NONBRSQ

[] DigiCert Assured ID Root CA v
< >

Notifications before connecting:
Tell user if the server's identity can't be verified v

Suh:tluﬂ'mhhmﬂelmd
Secured password (EAP-MSCHAP v2) ¥ Configure...

[/ Enable Fast Reconnect
[] Disconnect if server does not present cryptobinding TLV Y

[ Enable Identity Privacy
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for extablishing Layer 2 connettivity 5 Windows Search Provides con.,  Aunning Automatic [De.  Local System
and/'or providing access to network (5 Windows Security Service Windows 56 Fumning  Manual Local Systerm
m$$1m;:::$m 1 Windows Time Masntaingd_  Running  Automatic De_  Locsl Service
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ﬂ'lﬁndﬂu. Update Medec Ser-  Enables rems Manual Local System
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MAC-Based ACL

MAC-Based ACE
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IPv4-Based ACL

IPv4d-Based ACL Table

-+

ACL Name Originators
redirect_acl Static
filter _id_acl Static

xACSACLx-IP-ITACL-67a... Dynamic

Auth-Default-ACL System

Note:
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IPv4d-Based ACE

MAC-Based ACL

IPvd - Based ACE Table
MAC-Based ACE

+ (& =
IPvd -Based AC 9.

Filber;  ACL Navpe equals to xACSACLe-IP-ITACL-67a39353 «

Tirme Range Source IP
1Py - Based AL T ——— e
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v 802.1X Authentication

Properties

Port Authentication

Host and Session
Authentication

Supplicant Credentials
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