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/ Port 2 ™
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RasPBX image installed)
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EKAEE EiIREVLAN
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vt]tar] ey Small Business . cisco [EFTIEEE looOut About Help

CISCO RV325 Gigabit Dual WAN VPN Router

Setig Siarted VLAN Membership

System Summary

VLAN: || Enable
Create VLANs and assign the Outgoing Frame Type.
Up to fourteen new VLANSs can be created. VLAN IDs must be in the range (4...4094)

Port Setup VLAN Table

Port Status VLAN ID | Description Inter VLAN Routing | Device Management | LAN1 LAN2 LAN3 LAN4 LAN5 LANG

‘ ) 1 Default Disabled Enabled Untagged Untagged Untagged Untagged Untagged Untagged

QoS:CoS/DSCP Setting Guest Disabled Disabled Tagged Tagged Tagged Tagged Tagged Tagged

DSCP Marking Voice Disabled Disabled Tagged Tagged Tagged Tagged Tagged Tagged

802.1X Configuration
» Firewall

——

Edit Delete

User Management

© 2013 Cisco Systems, Inc. All Rights Reserved.
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st]tar] ey Small Business cisco LogOut  About  Help
CISCO RvV325 Gigabit Dual WAN VPN Router

SalluoSlaiad VLAN Membership

System Summary
» Setup VLAN: ¥/ Enable

Create VLANs and assign the Outgoing Frame Type.

» System Management .
Up to fourteen new VLANs can be created. VLAN IDs must be in the range (4...4094)

Port Setup VLAN Table

Port Status || | VLAN ID Description Inter VLAN Routing = Device Management = LAN1 LAN2 LAN3 LAN4 LAN5 LAN6

Traffic Statistics 3

VLAN Members! a 1 Default Disabled Enabled Untagged Untagged Untagged Untagged Untagged Untagged

QoS:CoS/DSCP Setting O 25 Guest Disabled Disabled Tagged Tagged Tagged Tagged Tagged Tagged

DSCP Marking [ 100 Voice Disabled Disabled Tagged Tagged Tagged Tagged Tagged Tagged

802.1X Configuration
» Firewall

Edit Delete

User Management

© 2013 Cisco Systems, Inc. All Rights Reserved.
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st]ear]ae Small Business . — clsco LogOut  About
CISCO RV325 Gigabit Dual WAN VPN Router

Getting Started

System Summary

VLAN Membership

VLAN: ¥/ Enable

Create VLANs and assign the Outgoing Frame Type.

» System Management .
Up to fourteen new VLANSs can be created. VLAN IDs must be in the range (4...4094)

Port Setup VLAN Table

Port Status VLAN ID | Description Inter VLAN Routing | Device Management = LAN1 LAN2 LAN3 LAN4 LAN5
Traffic Statistics

VLAN Membership

QoS:CoS/DSCP Setting 25 Guest Disabled Disabled Tagged Tagged Tagged Tagged Tagged

1 Default Disabled Enabled Untagged Untagged Untagged Untagged Untagged

DSCP Marking 100 Voice Disabled Disabled Tagged Tagged Tagged Tagged Tagged
802.1X Configuration
» Firewall
» VPN Add Edit Delete

Disabled Enabled Tagged Tagged v Tagged Tagged Tagged

» Certificate Management

» Log

User Management

© 2013 Cisco Systems, Inc. All Rights Reserved.

SBAEVLAN IDFERFH AVLANG S, VLAN IDAITEARI40945BEI N, EAR RIS
, 200 F4ERVLAN IDMIBUE, ARE , EiRAFZERPH AVLANB G, W ABIE/ERHA
., ARBETERE.

AR BNERT |, ELbiRA=R L6 TiESTVLAN 100, &2 AT LA6)2 +EN#HVLAN,

-Ill-lll- Small Business cisco |[ESNTSIRY LcoOut About Help

CISCO RV325 Gigabit Dual WAN VPN Router

SallioSlaiad VLAN Membership

System Summary

VLAN: ¥ Enable

Create VLANs and assign the Outgoing Frame Type.

» System Management .
Up to fourteen new VLANSs can be created. VLAN IDs must be in the range (4...4094)

Port Setup VLAN Table

Port Status VLAN ID Description Inter VLAN Routing | Device Management = LAN1 LAN2 LAN3 LAN4 LANS
Traffic Statistics
Q0S:CoS/DSCP Setting 25 Guest Disabled Disabled Tagged Tagged Tagged Tagged Tagged

DSCP Marking Voice e Disabled Disabled Tagged Tagged Tagged Tagged Tagged

802.1X Configuration
Disabled v Enabled Tagged Tagged v Tagged v Tagged v Tagged

» Firewall

1 Default Disabled Enabled Untagged Untagged Untagged Untagged Untagged

» VPN Edit Delete

» Certificate Management

» Log

User Management

© 2013 Cisco Systems, Inc. All Rights Reserved.
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CISCO RV325 Gigabit Dual WAN VPN Router

Getting Started
System Summary
» Setup
» DHCP
» System Management
- Port agement
Port Setup
Port Status
Traffic Statistics

VLAN Membership

QoS:CoS/DSCP Setting
DSCP Marking
802.1X Configuration
» Firewall
» VPN
» Certificate Management
» Log
» SSL VPN
User Management
Wizard

VLAN Membership

Lol English v

Log Out  About Help

VLAN: ¥/ Enable
Create VLANs and assign the Outgoing Frame Type.
Up to fourteen new VLANSs can be created. VLAN IDs must be in the range (4...4094)

VLAN Table

| | VLAN ID Description Inter VLAN Routing = Device Management = LAN1

Disabled Disabled Tagged

Add Delete

Tagged

Tagged

Save Cancel

<

© 2013 Cisco Systems, Inc. All Rights Reserved.
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vt]tar] ey Small Business

EARFIH | FATFAVLANID 1,

CISCO RV325 Gigabit Dual WAN VPN Router

Getting Started
System Summary

» System Management

Port Setup
Port Status
Traffic Statistics

VLAN Membership

Q0S:CoS/DSCP Setting
DSCP Marking
802.1X Configuration

» Firewall

» Certificate Management

User Management
Wizard

VLAN Membership

100#1200/3 AVLANE B H .

cisco English v

Log Out  About Help

VLAN: ¥/ Enable
Create VLANs and assign the Outgoing Frame Type.
Up to fourteen new VLANSs can be created. VLAN IDs must be in the range (4...4094)

VLAN Table

VLAN ID Description Inter VLAN Routing = Device Management = LAN1 LAN2

LAN3

LAN4 LANS

1 Default Enabled

(Enabled v)

Disabled

Enabled v

Untagged v

25 Guest Disabled Tagged

100 Voice Disabled v Tagged v

200 Data

Add Delete

Enabled v Tagged v

Untagged v
Tagged
Tagged
Tagged

Tagged

v Tagged
v Tagged

Untagged v

v

v

Untagged v Untagged v

Tagged Tagged
Tagged v Tagged v

Tagged v Tagged v

Save Cancel

© 2013 Cisco Systems, Inc. All Rights Reserved.
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st]ear]ae Small Business

o [EFISEEd looOut About Help

CISCO RV325 Gigabit Dual WAN VPN Router

Getting Started

System Summary

» System Management

Port Setup
Port Status
Traffic Statistics

Q0S:CoS/DSCP Setting

DSCP Marking
802.1X Configuration
» Firewall

» Certificate Management

User Management

VLAN Membership

VLAN: ¥/ Enable
Create VLANs and assign the Outgoing Frame Type.
Up to fourteen new VLANSs can be created. VLAN IDs must be in the range (4...4094)

VLAN Table
VLAN ID Description Inter VLAN Routing | Device Management = LAN1
1 Default Enabled v Enabled Untagged V¥

25 Guest Disabled Disabled Tagged
100 Voice Enabled v Disabled v [ Tagged

200 Data Enabled v Enabled v

Add Delete

Tagged

© 2013 Cisco Systems, Inc. All Rights Reserved.
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DHCF

1 WANConnection Type

1, Small Business Pro

e SPA502G

Voice

System

Personal Directory

Attendant Console Status

in basic | advanced

System Information
Connection Type:
Host Name:
Current Netmask:
Primary DNS:
Secondary DNS:

Product Information
Product Name:
Software Version:
MAC Address:
Customization:

Phone Status
Current Time:
Broadcast Pkis Sent:
Broadcast Pkis Recv:

© 2009 Cisco Systems, Inc. All Rights Reserved.

HI2.SMENF

g
Y

Small Business Pro

alaln
cisco SPA502G

System

DHCP
SipuraSPA
255.255.255.0
192.168.1.1

SPA502G

713
0018B9FFDI7A
Open

12/18/2017 06:52:56
9
6

Undo All Changes

>7H1, BITITF

Personal Directory

Submit All Changes |

Attendant Console Status

Current IP:
Domain:

Current Gateway:

Serial Number:
Hardware Version:
Client Certificate:

192.168.1.138
routerf72530.com
192.168.1.1

CBT133400JK
1.0.0(0001)
Installed

Licenses: None

Elapsed Time:

00:00:07

Broadcast Bytes Sent: 2014

Broadcast Bytes Recv: 360

SPA502G IP Phone

User Login basic | advanced

General
Line Enable:

Share Line Appearance
Share Ext:

Subscription Expires:

NAT Settings
NAT Mapping Enable:

NAT Keep Alive Msg:

Network Settings

RTP TOS/DiffServ Value:

SIP TOS/DiffServ Value:

Network Jitter Level

SIP Settinas

© 2009 Cisco Systems, Inc. All Rights Reserved.

SNOTIFY

‘ Undo All Changes

Submit All Changes |

Shared User ID:

NAT Keep Alive Enable:

NAT Keep Alive Dest:

SIP CoS Value:
RTP CoS Value:

Jitter Buffer Adjustment:

up and down ¥

SPA502G IP Phone

£ 3.7EProxy and RegistrationZf 2 fIProxy FER F R AR EBIRSKS 85, EAREIH
, Raspberry Pify 111 (192.168.3.10)F AER B ARS8 VLAN 10012 F EH192.168.3 xH F
™,

AR EAXWHEEE D
HEEEE[RZE D

&G Bl ERaspberry PifyIPi#bit |, MMRBETHEZER | BAE
FfRaspberry Pify ik



" | 1 | 1, Small Business Pro

cisco SPAS02G Co

Call History

System

iguration Utility

Personal Directory

Provisioning Regional

Attendant Console Status

Attendant Console

User Login basic | advanced

CFWD Notifier:

Proxy and Registration
Proxy:
Outbound Proxy:
Register:
Register Expires:
Use DNS SRV:
Proxy Fallback Intvl:

Subscriber Information
Display Name:
Password:
Auth ID:
Mini Certificate:
SRTP Private Key:

© 2009 Cisco Systems, Inc. All Rights Reserved

L 1

(192.168.3.10 )

Use Outbound Proxy:

Use OB Proxy In Dialog:
Make Call Without Reg:
Ans Call Without Reg:

DNS SRV Auto Prefix:
Proxy Redundancy Method:

User ID:
Use Auth ID:

Undo All Changes

Submit All Changes

v

v

SPA502G IP Phone

HPR4. 7 Subscriber Information ™ , AR ZZ VW EREHMAFID (25 ) . EAHIH

, BAVRERA 2411003,
AE

" | 1 | 1, Small Business Pro

cisco SPA502G Co

Call History

System

guration Utility

Personal Directory

Provisionil Regional

B #ERaspberry Pi L8| H B ET E 1003,

Attendant Console Status

Attendant Console

User Login basic | advanced

REyISE CApIeS.
Use DNS SRV:
Proxy Fallback Intvl:

Subscriber Information
Display Name:
Password:
Auth ID:
Mini Certificate:
SRTP Private Key:

Audio Configuration
Preferred Codec:

Second Preferred Codec:
G729a Enable:

G726-16 Enable:
G726-32 Enable:

© 2009 Cisco Systems, Inc. All Rights Reserved

(1003

‘Al Uil Williout Rey,

DNS SRV Auto Prefix:
Proxy Redundancy Method:

User ID:
Use Auth ID:

G711y v
Unspecified ¥

yes ¥

yes ¥

yes v

Undo All Changes

Use Pref Codec Only:
Third Preferred Codec:
G722 Enable:
G726-24 Enable:
G726-40 Enable:

Submit All Changes

no v

Unspecified ¥

yes Vv

yes Vv

yes Vv

SPA502G IP Phone

FR5. 50 A BT Raspberry Pif B30 FELEM £ HH 253, E£Raspberry PifIEdit
ExtensionZf % T th #5159 Secret, EARHIF | FHZHIE12345,

PSS
N
/.

=
=]

25N

O512345{X AERS] ; BIEAEE RN B,



|l| oL Small Business Pro User Login basic | advanced

cisco SPAS02G Co

T Voiee Call History Personal Directory Attendant Console Status

System isionil Regional

eSS e 3500 AT CaT RTOR RSg | T0
UseDNSSRV: o v| DNS SRV Auto Prefix: | no v

Proxy Fallback Intvl: 3600 Proxy Redundancy Method: Normal v

Subscriber Information

Display Name: 1003 User ID: 1003
Password: (12345 ) Use Auth ID:

Auth ID:

Mini Certificate:
SRTP Private Key:

Audio Configuration

Preferred Codec: G711u v Use Pref Codec Only: no v
Second Preferred Codec: Unspecified ¥ Third Preferred Codec: Unspecified ¥

G729a Enable: yes Vv G722 Enable: yes Vv

G726-16 Enable: yes Vv G726-24 Enable: yes ¥

G726-32 Enable: yes Vv G726-40 Enable: yes v

Undo All Changes Submit All Changes

© 2009 Cisco Systems, Inc. All Rights Reserved SPA502G IP Phone

HE6.MER FHRIEID TSI RAEFEAMFMNIED, ETNYesHNo. EF AL EREDY
(SIP) S BRI (EZFHRIEF , ALRASIPHELBECIEEHZARERERN
) , iEMAuth IDTFHFIRFEREYes, EAHIH | HiTEREYes,

lll l'l'l Small Business Pro User Login basic | advanced

cisco SPA502G guration Utility
Call History Personal Directory Attendant Console Status

System

REUISIEl CADIES. | 90UU ‘Al Uil Williout Rey,

Use DNS SRV: DNS SRV Auto Prefix:

Proxy Fallback Intvl: Proxy Redundancy Method:

Subscriber Information
Display Name: User ID:

Password: Use Auth ID:

Auth ID:

Mini Certificate:
SRTP Private Key:

Audio Configuration
Preferred Codec: G71lu v Use Pref Codec Only: no v

Second Preferred Codec: Unspecified v Third Preferred Codec: Unspecified ¥

G729a Enable: yes VvV G722 Enable: yes VvV

G726-16 Enable: yes Vv G726-24 Enable: yes Vv

G726-32 Enable: yes V G726-40 Enable: yes ¥

Undo All Changes Submit All Changes

© 2009 Cisco Systems, Inc. All Rights Reserved SPA502G IP Phone
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o | I | h Small Business Pro User Login basic | advanced

cisco SPAS502G Configuration Utility

Call History Personal Directory Attendant Console Status

System isi Regional Attendant Console

OeVECE g GRS G VY oaT TNey.

Register Expires: Ans Call Without Reg:

Use DNS SRV: DNS SRV Auto Prefix:

Proxy Fallback Intvl: Proxy Redundancy Method: Normal v

Subscriber Information

Display Name: User ID: 1003
Password: Use Auth ID:

Auth ID:
Mini Certificate:
SRTP Private Key:

Audio Configuration
Preferred Codec: G71u v Use Pref Codec Only: no v

Second Preferred Codec: Unspecified v Third Preferred Codec: Unspecified ¥

G729a Enable: yes v G722 Enable: yes ¥
G726-16 Enable: yes ¥ G726-24 Enable: yes v

‘ Undo All Changes Submit All Changes

© 2009 Cisco Systems, Inc. All Rights Reserved SPA502G IP Phone

FIR8. AR5 & E7Submit All Changes.

AR MREREESSPAMPPEIE | HREIEESPA/MPPEEID ISR,

R LBEEVLAN

SR BRI ETWebIZAEFHSMBIVLANEE>SZ2VLAN,
AE  BEETREREREMRT. EARRAS | RAMFEHASF220-24PKELEVLAN,

.|||.|||. Small Business / _Save cisco Language: Logout  About
cisco SF220-24P 24-Port 10/100 PoE Smart Switch -

Getting Started
» Status and Statistics

Create VLAN

» Administration VLAN Table

» Port Management [/ | VLANID | VLAN Name | Type
1 default Default

Default VLAN Settings
(E=)
Interface Settings
Port to VLAN
Port VLAN Membership
GVRP Settings
» Voice VLAN

» Spanning Tree

» MAC Address Tables

» Multicast

Edit... Delete

» IP Configuration

» Security

» Access Control

» Quality of Service
» SNMP

© 2014-2017 Cisco Systems, Inc. All Rights Reserved.
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'l' I|I Small Business /,_; cisco  Language: Logout About Help
cisco SF220-24P 24-Port 10/100 PoE Smart Switch

Getting Started
» Status and Statistics
» Administration VLAN Table
» Port Management [ VLANID VLANName  Type

Create VLAN

1 default Default

Default VLAN Settings

()
Interface Settings
Port to VLAN

Edit Delete

Port VLAN Membership
GVRP Settings
» Voice VLAN
» Spanning Tree
» MAC Address Tables

» Multicast

» IP Configuration

» Security

» Access Control

» Quality of Service
» SNMP

© 2014-2017 Cisco Systems, Inc. All Rights Reserved.

SEIEQEEANVLAN |, HiERVLANE LR, 8 AVLAN IDFMVLANE#. RERSE
ApplyfRTZEVLAN, TEARHIH | HAPHFSIZEVLAN 100H FiE8F , 200 F#HE.

AR REFEEARZLEVIANT REARNTRE , Rt REZEL M ARBVIDMSESRVID (2
FERBVIDMERVID ) REIBXLVLAN, ERARangeBI#EY , — XA LGN VLANB & KX
HEN100,

[ Add VLAN - Google Chrome — (I X
A Not secure  https;//192.168.1.100/html/vlan_createAdd.html

o

% VLAN |D:9000 ) (Range: 2 - 4094)
VLAN Name: (Voice ) (5/32 Characters Used)
Range
% VLAN Range: | - (Range: 2 - 4094)

©
(~Apply—)| Ciose |

AR MRFEGES—NME-VLAN , FEESR2,

AR LIREFEFVLAN

LS. B FE|Webfl B H S EIVLAN Management > Voice VLAN > Properties,




AR BEADEFVLANG B AEFVLANBQoSIREFH L LA BEFRE.

all B e ave cisco  Language: Y v
0 0-24P 24-Po 0/100 Po a
Getting Started 9
» Status and Statistics Propertles
» Administration Co0S/802.1p and DSCP values are used only for LLDP MED Network Policy and Auto Voice VLAN.

» Port Management

Voice VLAN Settings:

Default VLAN Settings

Create VLAN Administrative Status: Operational Status:
Interface Setti
ntertace Settings # Voice VLAN ID: 1 (Range: 1 - 4094, Default: 1) Voice VLAN ID: 1
Port to VLAN
Port VLAN Membership CoS/802.1p: 5 v | (Default: 5) CoS/802.1p: 5
GVRP Settings

~ Voice VLAN DSCP: 46 Vv | (Default: 46) DSCP: 46

Telephony OUI Dynamic Voice VLAN Settings:

Telephony OUI Interface
Dynamic Voice VLAN: e Enable Auto Voice VLAN

Enable Telephony OUI
MAC Address Tables Disable

Multicast
IP Configuration Apply
Security :
Access Control

Spanning Tree

Quality of Service
SNMP

v|v|v[v|[v]|v][v]¥

$ B2 £ Administrative Status T , £Voice VLAN IDZFE&# i A E R /EE ZVLANAVLAN,
EAREIF | VLAN 100# 5 A NiEZVLAN,

EE  IBEVLAN ID, ARF3E51(CoS)/802.1p /== 7 BRS5 X HE R(DSCP)WE X F BIR &
EEEFTVLANBE N BAREFTVLAN, MREFEHNEIEZTVLANALKR B Auto Voice VLAN
activationit 1 , N FE B4 FINME. EATRHIF , CoS/802.1pfRE N RINES, DSCPREN
#INE46,

I'lllllll Small Business E— cisco Language: Logout About Help
cisco SF220-24P 24-Port 10/100 PoE Smart Switch

Getting Started P i
» Status and Statistics oS

» Administration CoS/802.1p and DSCP values are used only for LLDP MED Network Policy and Auto Voice VLAN.

» Port Management

Default VLAN Settings
Create VLAN

Voice VLAN Settings:

Administrative Status:

Operational Status:

Interface Settings
Port to VLAN
Port VLAN Membership CoS/802.1p: 5 v | (Default: 5) CoS/802.1p: 5
GVRP Settings
» Voice VLAN
Telephony OUI Dynamic Voice VLAN Settings:
Telephony OUI Interface

# Voice VLAN ID: 100 (Range: 1 - 4094, Default: 1) Voice VLAN ID: 1

DSCP: 46 v | (Default: 46) DSCP: 46

Dynamic Voice VLAN: @ Enable Auto Voice VLAN
Enable Telephony OUI
Disable

Spanning Tree
MAC Address Tables

»
>
» Multicast
>

IP Configuration Apply
——

» Security
» Access Control

» Quality of Service
» SNMP

© 2014-2017 Cisco Systems, Inc. All Rights Reserved.
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'l' I|I Small Business - Save cisco Language: Logout About Help
" 0 ] . 7’_’____———"
cisco SF220-24P 24-Port 10/100 PoE Smart Switch

Getting Started
» Status and Statistics

Properties

» Administration Co0S/802.1p and DSCP values are used only for LLDP MED Network Policy and Auto Voice VLAN.

» Port Management

Voice VLAN Settings:

Default VLAN Settings

Create VLAN

Interface Settings

Port to VLAN

Port VLAN Membership CoS/802.1p: 5 v | (Default: 5) CoS/802.1p:

GVRP Settings
v Voice VLAN

Properties|

Telephony OUI Dynamic Voice VLAN Settings:
Telephony OUI Interface

Spanning Tree

MAC Address Tables
Multicast

IP Configuration € ) Cancel
Security —
Access Control

Administrative Status: Operational Status:

“ Voice VLAN ID: 100 (Range: 1 - 4094, Default: 1) Voice VLAN ID: 1

DSCP: 46 v | (Default: 46) DSCP:

Dynamic Voice VLAN: e Enable Auto Voice VLAN
Enable Telephony OUI
Disable

Quality of Service
SNMP

© 2014-2017 Cisco Systems, Inc. All Rights Reserved.

ARG LEEEORE

ALAEED (R EHYERAD ) PERALEATREZ—

o —fi% : Xm0 AXIFIEEE 802. 1B EN MMM B TR, ZEOAUR—INEHZAH
VLANKI EFRIE S RFRIE K Ao

° ?&AEDL/ EE AVLAN E./\Eg’fgﬁ AVLANO

o HgK: AILAE— %ﬁiﬂ%t’fﬁﬁi%/\VLANE’Jumg HAFEFVLANT BRIZANML,

« Dot1p-Tunnel:FEOETFQINQER, X , AP UTUERHAEMNE LEAECH
VLANZHE(PVID), HRIEHE — N BN dot1p-tunnelis OB , RERHLFLFQinQIER

o

ST B FE|Webfl & H S ZIVLAN Management > Interface Settings.

|l|lnl|l- Small Business - cisco Language: Logout About Help
cisco SF220-24P 24-Port 10/100 PoE Smart Switch .

Getting Started
» Status and Statistics

Interface Settings

» Administration Settings Table Showing 1-26 of 26  All ¥  per page
Port M: it
>urort, anagemen Filter: Interface Type equals to Port v

Entry No. | Interface = Interface VLAN Mode = Administrative PVID = Frame Type | Ingress Filtering Uplink

Admit All Enabled Disabled
Admit All Enabled Disabled
Admit All Enabled Disabled

Default VLAN Settings

Create VLAN FE1 Trunk

FE2 Trunk

Port to VLAN FE3 Trunk

Port VLAN Membership
GVRP Settings

+ Voice VLAN F=5 0

FE4 Trunk Admit All Enabled Disabled
Admit All Enabled Disabled

Admit All Enabled Disabled

Properties FE6 Trunk

Telephony OUI FE7 Trunk
Telephony OUI Interface

» Spanning Tree
» MAC Address Tables

1

1

1

1

1

1

1 Admit All Enabled Disabled
FE8 Trunk 1 Admit All Enabled Disabled
EEY Trunk 1 Admit All Enabled Disabled

1

1

1

1

1

1

1

1

1

Trunk Admit All Enabled Disabled
Trunk Admit All Enabled Disabled
Trunk Admit All Enabled Disabled

» Multicast

» IP Configuration
» Security

Trunk
Trunk
Trunk
Trunk

Admit All Enabled Disabled
Admit All Enabled Disabled
Admit All Enabled Disabled
Admit All Enabled Disabled

» Access Control

» Quality of Service
» SNMP

Trunk
Trunk

Admit All Enabled Disabled
Admit All Enabled Disabled

© 2014-2017 Cisco Systems, Inc. All Rights Reserved.
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||| I|I Small Business cisco Language: Logout About Help
cisco SF220-24P 24-Port 10/100 PoE Smart Switch

Getting Started
» Status and Statistics
» Administration Settings Table Showing 1-26 0f 26 All ¥  per page
» Port Management

Interface Settings

Filter: Interface Type equals to Port v

~ VLAN Managem

Default VLAN Settings Entry No. | Interface = Interface VLAN Mode = Administrative PVID = Frame Type | Ingress Filtering Uplink

Create VLAN @) FE1 Trunk Admit All Enabled Disabled
) FE2 Trunk Admit All Enabled Disabled
Port to VLAN .

Port VLAN Membership

GVRP Settings
» Voice VLAN /) Admit All Enabled Disabled

Admit All Enabled Disabled

» Spanning Tree 2 Admit Al Enabled Disabled

» MAC Address Tables @) Admit All Enabled Disabled

» Multicast ) Admit All Enabled Disabled
» IP Configuration D) Admit Al Enabled Disabled
» Security Q Admit Al Enabled Disabled
» Access Control ) Admit All Enabled Disabled
» Quality of Service ) Admit All Enabled Disabled
> SNMP O Admit Al Enabled Disabled

Admit All Enabled Disabled
Admit All Enabled Disabled
Admit All Enabled Disabled

,|||.|||. Small Business cisco Language: Logout About Help
cisco SF220-24P 24-Port 10/100 PoE Smart Switch

Getting Started
» Status and Statistics

Admit All Enabled Disabled

Admit All Enabled Disabled

Admit All Enabled Disabled

10 Admit Al Enabled Disabled

" Admit All Enabled Disabled

Default VLAN Settings 12 Admit All Enabled Disabled
Create VLAN

) 13 Admit Al Enabled Disabled

Port to VLAN D) 14 Admit Al Enabled Disabled

Port VLAN Membership O 15 Admit All Enabled Disabled
GVRP Settings

» Voice VLAN
Spanning Tree
MAC Address Tables
Multicast

» Administration

» Port Management

VL/ ag

16 Admit Al Enabled Disabled
17 Admit All Enabled Disabled
18 Admit All Enabled Disabled

19 Admit All Enabled Disabled
20 Admit All Enabled Disabled

IP Configuration
Security O 21 Admit All Enabled Disabled

Access Control ) 22 Admit All Enabled Disabled

Quality of Service D) 23 Admit Al Enabled Disabled
SNMP @) 24 Admit All Enabled Disabled
25 GE1 Admit Al Enabled Disabled
26 GE2 Admit Al Enabled Disabled

Copy Settings.

© 2014-2017 Cisco Systems, Inc. All Rights Reserved.
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[M Edit Interface Settings - Google Chrome — O X

A Not secure | https://192.168.1.100/html/vlan_intfEdit.html?port=FE3

Interface: ® Port () LAG

Interface VLAN Mode: ( ) General

f’T_) Dot1g-Tunnel (The switch will be in Q-in-Q mode when it has one or more Dot1g-Tunnel pg

£ Administrative PVID: |1 (Range: 1 - 4094, Default: 1)

Frame Type: e Admit All
Admit Tagged Only
Admit Untagged Only

Ingress Filtering: ¢/ Enable
Uplink: Enable
TPID: 0x8100 v

LApply| | Close |

S5 B HApplyRFIRE,

[ Edit Interface Settings - Google Chrome — O X

A Not secure | https://192.168.1.100/html/vlan_intfEdithtm|?port=FE3

Interface: ® Port () LAG
Interface VLAN Mode: () General
(® Access
() Trunk
) Dot1g-Tunnel (The switch will be in Q-in-Q mode when it has one or more Dot1g-Tunnel pg
£ Administrative PVID: |1 (Range: 1 - 4094, Default: 1)
Frame Type: e Admit All

Admit Tagged Only
Admit Untagged Only

Ingress Filtering: #| Enable
Uplink: Enable
TPID: 0x8100 ¥

(apply—)| Ciose |




£ 3l L BB vm O VLANX R

BIEVLANSG , BFEERVLANS B BB EEENK O,

ST B FEWebEl B H SHEIVLAN Management > Port VLAN Membershipo

all B e ave  cisco  Language: §afolih] v ogo AL elp
0 0-24P 24-Po 0/100 Po a
Getting Started . o
» Status and Statistics Port VLAN MemberShlp
» Administration F - Forbidden member T - Tagged member U - Untagged member P-PVID G - Guest VLAN
> Port Management Port VLAN b Table Showing 1-26 0726 | All ¥ per page
D;faul( VLAN Settings Filter: Interface Type equals to Port v
Create VLAN Interface = Mode Administrative VLANs = Operational VLANs | LAG
Interface Settings FE1 Trunk 1UP 1UP, 100T
FE2 Trunk 1UP 1UP, 100T
' Port VLAN Members|
FE3 Access 1UP 1UP
» Voice VLAN FE4 Trunk 1UP 1UP
» Spanning Tree FE5 Trunk 1UP 1UP
» MAC Address Tables FE6 Trunk 1UP 1UP
» Multicast FE7 Trunk 1UP 1UP
» IP Configuration FE8 Trunk 1UP 1UP
» Security FE9 Trunk 1UP 1UP
» Access Control FE10 Trunk 1UP 1UP
» Quality of Service FE11 Trunk 1UP 1UP
e SNME, FE12 Trunk 1UP 1UP
FE13 Trunk 1UP 1UP
FE14 Trunk 1UP 1UP
FE15 Trunk 1UP 1UP
© 2014-20 0 e Rig Re ed

SEW2AEROVLANK R BB RS | EREREVLANRK A EENED, EARGS | RAFE
iERaspberry Pi(i% O : FE3){L FVLAN 100 L,

AR A EFRFHRNEEDSEREXRY LN IETVIANER S FIEFAEFVLAN,

llllolll- Small Business - cisco Language: Logout About Help
cisco SF220-24P 24-Port 10/100 PoE Smart Switch :

Getting Started A
» Status and Statistics Port VLAN MemberShlp

» Administration F - Forbidden member T - Tagged member U - Untagged member - G - Guest VLAN

hmizortyanagament Port VLAN Membership Table Showing 1-26 0f 26 All ¥ per page

Filter: Interface Type equalsto  Port v
Default VLAN Settings oy -
Create VLAN Interface | Mode Administrative VLANs | Operational VLANs | LAG
Interface Settings FE1 Trunk 1UP, 100T
Port to VLAN FE2 Trunk 1UP, 100T
Port VLAN Membership
GVRP Settings
» Voice VLAN Trunk 1UP
» Spanning Tree Trunk 1UP
» MAC Address Tables Trunk 1UP
» Multicast Trunk 1UP
» IP Configuration Trunk 1UP
» Security Trunk 1UP
» Access Control Trunk 1UP

» Quality of Service Trunk 1UP
» SNMP

Trunk 1UP

Trunk 1UP
Trunk 1UP
Trunk 1UP

© 2014-2017 Cisco Systems, Inc. All Rights Reserved.
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||| I|| Small Business — cisco  Language: Logout About Help
cisco SF220-24P 24-Port 10/100 PoE Smart Switch ’

Getting Started Y Trunk
» Status and Statistics

Trunk
Trunk
Trunk
Trunk
Trunk

» Administration

» Port Management

Default VLAN Settings
Create VLAN
Interface Settings ) Trunk
Port to VLAN ) T
‘ .
GVRP Settings : =—
» Voice VLAN
» Spanning Tree Trunk
» MAC Address Tables Trunk

» Multicast DS

» IP Configuration Trunk

» Security ) Trunk
» Access Control @) Trunk
» Quality of Service ) Trunk
» SNMP . GE1 Trunk
) GE2 Trunk

‘ Join VLAN... ' Details....

F - Forbidden member T - Tagged member U - Untagged member P -PVID G - Guest VLAN

© 2014-2017 Cisco Systems, Inc. All Rights Reserved.

SRAEFEIUP , AR IE<MEERVLANTR S Ry OMIBRVLAN 1, Z#EORE AR AR
, RBEMIZE DR M1 TAR 12 VLAN,

[ Join VLAN - Google Chrome — O X

A Not secure | https://192.168.1.100/html/vlan_portMembershipEdit.html|?port=FE3

Interface: ® Port () LAG

Mode: Access
Select VLAN:

100 a (1up )-
200

©

F - Forbidden member, T - Tagged member, U - Untagged member, P - PVID, G - Guest VLAN

Tagging: () Forbidden
Excluded
Tagged
(® Untagged
< PVID

lApply| | Close

HPR5IEFE100 , RFET>RARRICHAVLANGR RO,



[ Join VLAN - Google Chrome

A Not secure | https://192.168.1.100/html/vlan_portMembershipEdit.html|?port=FE3

Interface: ® Port ) LAG
Mode: Access
Select VLAN:

200
i ®

A 4 v

F - Forbidden member, T - Tagged member, U - Untagged member, P - PVID, G - Guest VLAN

Tagging: () Forbidden
Excluded
Tagged
(® Untagged

< PVID

lApply| | Close

S6. £ HApplyREIRE,



[ Join VLAN - Google Chrome — O

A Not secure | https://192.168.1.100/html/vlan_portMembershipEdit.html|?port=FE3

Interface: ® Port () LAG
Mode: Access

Select VLAN:

200 a 100UP a

1

F - Forbidden member, T - Tagged member, U - Untagged member, P - PVID, G - Guest VLAN

Tagging: () Forbidden
Excluded
Tagged
(® Untagged

# PVID

(npply—)| Close

HPR7 HEinterface F R PIAFREZFHAB/AEARO, EARHIP , EFETIHROGE



[ Join VLAN - Google Chrome — O X

A Not secure | https://192.168.1.100/html/vlan_portMembershipEdit.html|?port=FE3

Success. To permanently save the configuration, go to the Copy/Save Configuration page or click the Save

icon.
Interface: (e Port GE1 v ) LAG
Mode: Trunk
Select VLAN:
100 a 1UP a
200

F - Forbidden member, T - Tagged member, U - Untagged member, P - PVID, G - Guest VLAN

Tagging: () Forbidden
Excluded

(®) Tagged
() Untagged

PVID

lApply—| |  Close

SIRSIEFRERMBFTEEONVLAN | REEE>TEEFRVLANIE S R INIXLEVLAN, TEA 5]
F o, RATF%EFEVLAN 10051200,



[ Join VLAN - Google Chrome — O X

A Not secure | hittps://192.168.1.100/html/vlan_portMembershipEdit.html?port=FE3

|W| Success. To permanently save the configuration, go to the Copy/Save Configuration page or click the Save
icon.

Interface: e Port GE1 v LAG
Mode: Trunk
Select VLAN:

1UP

200

Tagging: Forbidden
e Tagged
Untagged
}—Apply—“ Close

SR B HAPplyREFIRE
AR UREEERIPHRELEHRB , IPHut FsEE RN ERBHFM,

FfRaspberry PifyIP#s it B i R B HY F M

$ 13833 Secure Shell(SSH)E#E| &K Raspberry PisiffRaspberry PiiEZE| 1+ EH LM 25
o TEARGIF | HAVEEFHSSHEERaspberry Pio

AR ERBEOEEN , £HNITEN/EIE A BN R YLIE O EESRaspberry Pif FE—
VLANL , HEBREARO, ESRAXHWEREN EREBZEOEEMEREY EHEBERO
VLANEL B #85. HREM Pt SRaspberry Pify TR — M4 , LUEEIT SSHIE 12 21% M 4
o MEBEBHIEEZ ERaspberry PINER—ME L | FEABSIPHUH Fo Pt BN E
—ME L , REATUESTRRF TEAS Tipconfig /release Mipconfigirenew SUIREVETHY
IPibit, SSHEF IR AIBERRERSE MR, EAREH , PUTTY A TRIESSHEREER
Raspberry Pi. B<SSHEVFMER , HEEHLLL,


https://www.cisco.com/c/zh_cn/support/docs/smb/switches/cisco-small-business-300-series-managed-switches/smb4982-access-an-smb-switch-cli-using-ssh-or-telnet.html

Category:

~/Session Basic options for your PuTTY session

Logging
[=}Terminal

-Keyboard Host Name (or IP address) Port
- Bell 22

~Features :
[~'Window Connection type:

Appearance (ORaw () Telnet () Rlogin ® ssH () Serial

- Behaviour

- Translation )
- Selection Saved Sessions

Specify the destination you want to connect to

Load, save or delete a stored session

- Colours
[-}Connection
- Proxy

- Telnet Save
[ﬂggg n Delete
Serial

Default Settings Load

Close window on exit:
O Always O Never @ Only on clean exit

About Open Cancel
|

F 2.7 Host Name ( ZKIP address ) FEtH & ARaspberry PifyIP#ztit, FEATRABIH | #A
192.168.1.10,

SEE  BULMERA AR PHDHCPRE K Raspberry Pifyitbiit, AR5 | lkRaspberry
PiETE &N EFFHASIPHbL,



% PuTTY Configuration
Category:
=/Session Basic options for your PuTTY session
Logging Specify the destinati tt ctt
=i Terminal pecify the destination you want to connect to
-Keyboard Host Name (or IP address) Port
- Bell @92.168.1 10 )22
~Features c ction type:
='Window onnection type: _ _
- Appearance O Raw O Telnet O Rlogin @ SSH O Serial
Beha\no_ur Load, save or delete a stored session
- Translation
- Selection Saved Sessions
~Colours
[=IConnection -
Default Sett
- Proxy
~Telnet Save
~Rlogin
+/SSH Delete
- Serial
Close window on exit:
O Always O Never @ Only on clean exit
About Open Cancel

FRIEWOFEPMA22ERN KOS, iF 0222 SSHIMYAIFR RO,




% PuTTY Configuration

Category:

[-ISession
Logging
[=ITerminal
~Keyboard
- Bell
-Features
[=IWindow
-Appearance
- Behaviour
- Translation
- Selection
-Colours
[=IConnection
Data
- Proxy
~-Telnet
~Rlogin
+/SSH

- Serial

About

Basic options for your PuTTY session

Specify the destination you want to connect to

Host Name (or IP address) Port
192.168.1.10 (22
Connection type:

(ORaw () Telnet () Rlogin ® ssH () Serial

Load, save or delete a stored session

Saved Sessions

Default Settings Load

Save

Delete

Close window on exit:
O Always O Never @ Only on clean exit

Open Cancel

S PR4 . fEConnection type™ : % , £ HSSHEIEZHLUEIESSHIEN ERRNEERE S

o REELHEOpenFHBLIE,




% PuTTY Configuration
Category:
=/Session Basic options for your PuTTY session
Logging Specify the destinati tt ctt
=i Terminal pecify the destination you want to connect to
-Keyboard Host Name (or IP address) Port
- Bell 192.168.1.10 22
~Features c ction type:
='Window onnection type: _ _
- Appearance ORaw () Telnet O Rlogin O serial
Beha\no_ur Load, save or delete a stored session
- Translation
- Selection Saved Sessions
~Colours
[=IConnection -
Data Default Settings Load
- Proxy
~Telnet Save
~Rlogin
+/SSH Delete
- Serial
Close window on exit:
O Always O Never @ Only on clean exit
About ( Open ) Cancel

S PR5.7Elogin asFpassword ¥ E& 4 ARasPBXHI i = & M &,



login as: root
root@192.168.1.10"s password: D

SR6.EFLAAME Pt B A EEASIPH#bE |, 548 Aifconfig ethO [IP address] netmask
[netmask]o FEARRHIF |, FHAFEH192.168.3. 10*”“ X1 255.255.255.0

ifconfig ethO 192.168.3.10 netmask 255.255.255.0

TR BEdiPtbit /5 , BT 2FERE., EEHEEEIRaspberry Pi , BRI TTEN/E 12K SH
& E 5Raspberry Pi(192.168.3. ) F & —FM L,

92.168.3.10 - PuTTY

Linux raspbx 4.9.59-v7+ #1047 SMP Sun Oct 29 12:19:23 GMT 2017 armv7l

Welcome to RasPBX - Asterisk for Raspberry Pi

RasPBX is based on Debian. The programs included with the Debian GNU/Linux
system are free software; the exact distribution terms for each program are
described in the individual files in /usr/share/doc/*/copyright.

RasPBX comes with ABSOLUTELY NO WARRANTY, to the extent permitted by
applicable law.

List of RasPBX specific commands:

raspbx-upgrade Keep your system up to date with the latest add-ons and
security fixes

configure-timezone Set timezone for both system and PHP

install-fax Install HylaFAX

add-fax-extension Add additional fax extension for use with HylaFAX

install-failZban Install Fail2Ban for additional security

install-dongle Install GSM/3G calling capability with chan dongle

raspbx-backup Backup your complete system to an image file

Last login: Mon Dec 18 19:56:37 2017 from 192.168.1.151
root@raspbx:~#(ifconfig eth0 192.168.3.10 netmask 255.255.255.00

HIRT S IR6H BB R B IP b I E B B &I Raspberry Pi, ARG |, HAEA




192.168.3.10F #E,

EE  BRIENITEN/ZIZAEMSRaspberry PIFMIVLANL FE—F M, MEEHITEN
I B i 5Raspberry P FE—VLANA |, H BESEERIPHbiE , WEATUEEGS
RRFFH 2 Aipconfig /release , A Aipconfig /renewBAiERFTHYIPHbHE | SHE O] LUFR %
BENEUAAMEEPISHSIPHL,

&% PuTTY Configuration X

Category:

~ISession Basic options for your PUTTY session
Logging Specify the destinati tt tt

S Terminal pecify the destination you want to connect to
~Keyboard Host Name (or IP address) Port
-Bell 192.168.3.10) 22
-Features c tion type:

]Window onnection type: _ _
Appearance (ORaw () Telnet () RIogin ® sSSH (O Serial
Beha\no_ur Load, save or delete a stored session
-~ Translation
. Selection Saved Sessions
~Colours

[={Connection :

Data Default Settings Load
- Proxy
~Telnet SEE
~Rlogin
+SSH Delete
- Serial
Close window on exit:
(O Always () Never  (® Only on clean exit
About Open Cancel

S| IE T ITHE Aroute add default gw [Router IP address of subnet] SAZINERIA R 3%,
AR BU LU FERGmSrouteEERA R,

route add default gw 192.168.3.1



g’ 192.168.3.10 - PuTTY — O X
/+ #1047 SMP Sun O

terisk for Ra

BCMERNZEELRINZET —MEAWIBEETME, ERIIX—R , HEE— ﬁBSPA/MPPEEiﬁ
,Mr“lzﬂﬁ’éu&vﬁao EAF  Hdh—ASPA/MPPEEFENDHER1002 , Z—EBEFN
AHER1003, EHS 1‘J110028PNMPPEE1§HT,1§ ZEEM Y 4 411003,
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