REPB AR R HSWASE BT TS
EEXBEBHESHE
PACY 4+l E
X %8 25 L & (Microsoft Edge, Internet Explorer, Google Chrome)
R 58 25L& (Mozilla Firefox)

X %5 23 T B (Apple Safari)
48 B

LESWAR K EBMATRE
HxnE

Gkl
AXENBEREMEZRE(SWA) PRI REN SR,
TERFAM

=R

Cisco BB THELLT & :

® SWA%IEO
o B GRFACIR Y

BRBWERRUTIEA



« YIESESWA

. FSWARF P RE(GU)H SR

EHVA L

AR R TR E RV A A AR AR o

AXHEPNEEHRRETREXRENEFNREFEN, AXHFEANMAERZHNERAR
(RN ) BRE. MRENMELTEIRS , FHRETHAERSHBERNE,

NS

ESWAH , BE=MAENGEATUEDREZIASWA , BEARRTRERE (EXHNERRE )
SWAZ I MHAHENRE, UTREX=1H2NHERR

SEIBH IR EEIASWARIRE |, TREMEZEORNICRBRHAEBRAF MR ZRANEE
E=K.

B A E AR IESWARBHTTPSHE, REML , 221 EHEREFTZTENS

= PMNEFEFIRMSWAZE , 5 —NMMESWATIWebiRS 88 Z .

A IHEREFHIRE , HPHTTPH EMR BN RE T HAIFSWASIZ ( WWAMP,

Sophos, WebRootfMNATIEEE ) HITHRE, EXFERLT , SWARBEARNXIE,

Configuration Path Logging Description

Number of
Sessions

Applies to

Transparent
Deployment
Explicit
Deployment

SWA routes the traffic to

Bypass from SWA  HTTPS & HTTP IE GUI = Web Security Manager > Bypass Settings Bypasslogs 1 configured gateway (Layer 3
redirection)
Bypass from . El Traffic Redirects to the
WCCP Router HTTPS & HTTP E WCCP Router No Logs on SWA 0 Gateway from Router
Bypass from PAC HTTPS & HTTP @ From the PAC file Mo Logs on SWA 0 :::;;ests are not sent to the
Bipasalton HTTPS & HTTP |Z| From the Browser or Group Policy No Logs on SWA 0 I SO EE
Browser Proxy.
SWA does not decrypt the
> >
Pass Through HTTPS & HTTP g;:: UL SR AL S (s Accesslogs 2 traffic and sends the same
Y ClientHello to the web server.
./ J SWA does not Scan the traffic
Decrypted Traffic & - . with its scanning engines, such
Allow HTTP GUI > Web Security Manager > Access Policy Accesslogs 2 as AMP, Saphos, WebRoot,

AVC and ...



E& — LR E

BREBREN T HISWASBETE

ERSERNRERERATMRF. AT E2SHRENHERL

- EXRE  EREEFIEENFREEDICE,
- BRARE  MEEMRESNFREEEQINRE , TEFFREE

EEAHBARSEIRE

SEEAMEFNRE  KTRFFHREEN THAFEURLAWebEREREISWA, 10 4% E Fr
™, BEREBEERD K ERIIAFRUETSWA ( BBERFS2) o

Al — O

Client Firewall Web Server

2 (2]

@ o The Traffic is explicitly redirected to the web Proxy (SWA)

Default Gateway 9 The Traffic is Bypassed from the web Proxy (SWA)

MG — P EAERNRE

BREENEXANRERE , EUTURBRFELURLEEDZISWA.

S XREEE BEBRURLIARISWARY SR

PACT M E (BB AREPACT AR | AT LU L BISAFI % 3 1512 % B HDIRECT,
BT R — 4 A P AL BASWARI R

var resolved_ip = dnsResolve(host);




if (isInNet(resolved_ip, "10.0.0.0", "255.0.0.0") ||
isInNet(resolved_ip, "172.16.0.0", "255.240.0.0") ||
isInNet(resolved_ip, "192.168.0.0", "255.255.0.0") ||
isInNet(resolved_ip, "127.0.0.0", "255.255.255.0"))

return "DIRECT";

T RSN REHR Awwwl R4, cisco.comMEE [ SWA:

if (localHostOrDomainIsChost, "www.cisco.com")) return "DIRECT";

I R BIfFSEE cisco.comBI FR B F I8 SR E E BISWA

if (dnsDomainIs(host, ".cisco.com")) return "DIRECT";

N orE . MTFPACKHFRENER , HFAERL , RITEFILMREIES
. MEM—H B | BRI,

W ERECE

(Microsoft
Edge.
Internet
Explorer,
Google
Chrome)

S I T EHE G | 8 Alnternet Options , R FIREnterig,
FER2. S M EIConnectionsi&T+~ , A/F K THLAN Settings.
ST EHER

HRRAFEBIINER D P E L FTEHURL,




| &) Internet Properties l 9 ? X
General Security Privacy Conten Programs Advanced

To set up an Internet connection, dick Setup
Setup.

Dial-up and Virtual Private Network settings

Add...

Add VPN...

Remove...

Choose Settings if you need to configure a proxy Settings
server for a connection.

Local Area Network (LAN) settings

LAN Settings do not apply to dial-up connections.
Choose Settings above for dial-up settings.

BB — SMElLani& &




) Local Area Network (LAN) Settings X

Automatic configuration

Automatic configuration may override manual settings. To ensure the
use of manual settings, disable automatic configuration.

] Automatically detect settings
[ use automatic configuration script

o, idress

Proxy server

EUseapmxy server for your LAN (These settings will not apply to
dial-up or VPN connections).

Address: | 10.20.3.15 Port: |3128 ||| Advanced ] 9

[ ]Bypass proxy server for local addresses

OK Cancel
& Proxy Settings pod
Servers
!— . Tvpe Proxy address to use Port
WE
HTTP: 10.20.3.15 |+ [3128 |
SECUre: 10, 20, 3. 15 « | 3128
FTP: 10.20.3.15 | 3128
Socks: -

[ Use the same proxy server for all protocols

Exceptions

L B
NE]

Do not use proxy server for addresses beginning with:

You can define the URLs/IP address to bypass going to e
proxy

Use semicolons ( ; ) to separate entries.

OK Cancel

BB — & XLBI5




AR B E
(Mogzilla
Firefox)

TR1IELALA  REEEXEHIRRRE,
S22 EHE RE DR Aproxyo
SRIELTREAT 2 FENLFIENURL,

Connection Settings X

Configure Proxy Access to the Internet
() No proxy
(O Auto-detect proxy settings for this network
(O Use system proxy settings
® Manual proxy configuration
HTTP Proxy 10.20.3.15 Port 3128
Also use this proxy for HTTPS

HTTPS Proxy 20.3.1¢ Port

SOCKS Host Port 0
(O SOCKS v4 ® SOCKS v5

(O Automatic proxy configuration URL

No proxy for

You can define the URLs/IP address to bypass going to proxy

Example: .mozilla.org, .net.nz, 192.168.1.0/24
Connections to localhost, 127.0.0.1/8, and ::1 are never proxied.

["] Do not prompt for authentication if password is saved
‘hen us

Proxy DNS when using SOCKS v5

& 1§ — 7EFire Fox¥ & LBl

W BREC E
(Apple Safari)

SBIEELR , RiiAppleB#rHiEIRESystem Settings.
SE2 NENERS A EINetwork , AFIERE T A InternetlI M &&3EA,
FB3. [ ifiDetailso

H R4 M E AR ik Proxies.




S PR5.7EBypass Proxy Settings ( ZHRREIRE ) 80 P EXFTENURL,

o0 e < MNetwork

K ,
s
B wi-Fi @ ree

Bluetooth Firewall

Wi-Fi «
@ = | Details.. 9

® Connected

= .
MV @ Connected Auto proxy discovery
TCPIP
DNS Automatic proxy configuration

WINS
Web proxy (HTTP
802.1X obRroxy (HTTF)

0 Proxies
Secure web proxy (HTTPS)

Hardware

SOCKS proxy

Exclude simple hostnames

Bypass proxy settings for these hosts & domains: 9
You can define the URLs/IP address to bypass from going to the

proxy

Forget This Network... Cancel m

& — 7EFire Fox¥ & X B4k

ARBEEE

BRI LAE X BIANFIR , EFBUAT SR EA R UAHIEREIRE,

EERAZFERIRE

&R LAEFAWCCPEE HHBRHSWAS BRIRBSE S ZBHIEPHRE. SWASKRERIEEEM , R
BERAIMKINMXATEETRE , NTMALELENZEMHNSE,




m 2 - @ - =
Client WCCP Router SWA

@ o

@

— D

Firewall Web Server
o The Traffic is Transparently redirected to the SWA
9 The Traffic is Redirected from the WCCP Router, to not go to the SWA

9 The Traffic is Bypassed in the SWA as a layer 3 traffic and routes to the SWA Default Gateway

MG — I BALBHRE

U REEHNERE S MEFASWAR Z TR
SWASZRIEE FT1EGUIFR |, BEREMBREEER,

SE2IEFREZRIRE

$ 3. % FEdit Proxy Bypass Settings.

SIRASETT LA AURL, 1Pt it R 51 2% A 7800 B E LURL3E R
SRR HARIEHR.




Bypass Settings

Sources/Destinations to Bypass Proxy: None

‘Custom Categories to Bypass Proxy: None Selected
Application Scanning Bypass
Cisco WebEx: Do Not Bypass Scanning
Microsoft Update: Do Not Bypass Scannin 9

Edit Application Bypass Settings... |

Edit Proxy Bypass

Proxy Bypass List: (2 Aud stinations and clients in this list will bypass web proxy policies when the appliance is in transparent

1020315 10.0.0.60

P
(e.g. 10.0.0.1, 2001:420:80:1::5, example.com.)
Note: Domains included in the bypass list will not support explicit requests if IP spoofing is enabled,

‘Custom URL Categories: (2. Add custom URL categories to Proxy bypass list.

None Selected

[Concel @ [Suomic |

& — EEZHIRE

a5 BRRREBETNRETSIEREAccesslogs® | AL
#EBypass_LogsH&EE,

BEEBREWeDBFBED |, R
W(WCCP)/E T 8 B0 B i;gfv\\//\;CCPjPBRqﬂﬁﬂl_ﬁjﬁ1‘T\|Piﬂjiﬂ: UERHELERES

R (PBR)WRE

BLESWARREBM A HRE

MBEREHASWA , HEHFRAEZERE , A TEHPLSWALW AT K BFRFERLURLIFER
SWARE , BEAUTSE,

SR SR

FSH1IFURLBIZEBENLURLER, |5B1.15 : EGUIF |, %&FWeb Security Manager , AE & &
Custom and External URL Categories.

%1.2% : B HAdd Category AR B E X URLZEF,
581.3% : 7B ME—HCategory Name,

81.45 (A& ) IR,

81.5%  NIIRIAFHIEREREEMLNE —1E.

281.625 : MCategory Type TR FIFER A , % Local Custom




Category,
%1 7-'-": E“Jjﬁ/\\ I:l %buﬁﬁ%ﬂl‘JURLo
S8R,

Custom and External URL Categories: Add Category

Edit Custom and External URL Category

B & — 62 8 %E LURLKA!

SIR2 BIEIRRE E LA R BRI TR
EMN 5B RIE,

%2.1% : EGUIF | %&£ Web Security Manager , RE R

Identification Profiles,

5%2.2% : mAdd Profile LR INEL B 324

#2.3% : £ AEnable Identification Profile & & 4E 7] J5 A It B

B, SRR EE A B & ST AR MR

8245 . HEM—NEEXHE M.

582.5%5 ( AIIE ) AINEEA,

262.6% : MInsert Above TR %R |, EF B EXHERF
WERE,

582.7% : fEUser Identification Method&8 %" , iEFExempt
from authentication/identication.

$28F  ERFMENKAR , FHFEREZUTEHER
PPttt | BRIFFBEEEIFEIPHUATRE,

5295 : N\ERED , EFEBEELURLER,




Identification Profiles: Add Profile

Client / User Identification Profile Settings

Enable Identification Profile

2.4 r{ Name: 2| [No Auth 1D ]

Te.g. 7y 17 Profte)

®

Description:

(Maximum allowed characters 256)

Insert Above: | 1 (Global Profile) v

User Identification Method

2.7 ‘ = i and

=)

Exempt from authentication / identification v

00
|

This option may not be valid if any preceding Profile requires on all
subnets.

Membership Definition
Membership s defined by any combination of the following options. Al criteria must be met for the pelicy to take effect.

Define Members by Subnet:

.
(examples: 10.1.1.0, 10.1.1.0/24, 10.1.1.1-10, 2001:420:80:1::5, 2000:db8::1-2000:db8::10)

Define Members by Protocol: HTTR/HTTPS
29 $ = Advanced | Use the Advanced options to define or edit membership by proxy port, destination (URL Category), or
User Agents.

The following advanced membership criteria have been defined:

axy Ports:
URL Categories

None Selected
None Selected

User Agents: None Selected

The Advanced options may be protocol-specific. For instance, user agent strings are applicable only

for HTTP and decrypted HTTPS. Similarly, URL Categories, including Custom URL Categories are not

applicable for SOCKS transactions or transparent HTTPS (uniess decrypted). When Advanced options
that do not apply to a protocol are selected, no transactions in that protocol will match this Identity,

regardless of the protacol selection above.

[Corcer

B & — R IFRRE & 3
562.105%, HMEE 1%+ 6l Custom URL Category.
E2.11%5, BEHEZEK.

FER2.12.1XK,

SRS QIR R R LUET

3.1 : £GUIs | #%&$EWeb Security Manager , AF# &
Decryption Policy,

563.24 . JiEAdd Policy U IR 27 3R B

583.3% : £ AEnable PolicyE % 4E /5 F LL SR BE o

83.45 . HEME— R RBE B,

$£3.55% ( Wik ) AR,

563.625 : MInsert Above Policy THI%|&RH | &R E — KA

o

££3.7% : Mldentification ProfilesflUsers/ , &R EEE2S
fh 6 2§ Identification Profiles

HI3IBER,




Decryption Policy: Add Group

Policy Settings

Enable Policy

_—.p[ Poliey Name: (21 ["5p pass Through ]

(e.g. my IT policy)

Description:

(Maximum allowed characters 256)

—  —»  Insert Above Policy:

1 (Global Policy)

? ¢

Policy Expires:
CJ set Expiration for Policy

On Date:

AL Time:

Policy Member Definition

ip is defined by the

of the following options. All criteria must be met for the policy to take effect.

> = . —
Identification Profiles and Users: | select One or More Identification Profiles v/

Authorized Users and Groups || agq 1dentification Profile

[ ‘ No Auth ID o lNc authentication required ™
hentication Thormation may ot be available at HTTPS connection time. For transparent

proxy traffic, user agent information is unavailable for decryption policies.

Identification Profile

?0

b Advanced | Define additional group membership criteria.

BRI — B2 4R 2 SR B

3.9 : IEMRF FK B (Decryption Policies)H , EURLYE
(URL Filtering) T , R 5 1L 57 Hif 23 SR B < BR Y 4% 3%

Decryption Policies

Success — The policy group "DP Pass Through" was added.

Policies
Add Policy...
Order Group URL Filtering Web Reputation Default Action Clone Policy Delete
DP Pass Through
1 Identification Profile: Na Auth 1D (global policy) (global policy) [ @
All identified user
Pass Through: 0
Monitor: 0
Global Policy Decrypt: 0 '
Identification Profile: Al Drop: 0 Nt valizble Dearvit
Time-Based: 0

Quota-Based: 0

BB — EFRURLEE

$3.10%, #%£{EPass ThroughtEF 7E 5815 812 AIURLE B
HEBRE,

Decryption Policies: URL Filtering: DP Pass Through

Custom and External URL Category Filtering

Add, edit, reorder or defete categories in the Custom and External URL Categories list.

Use Override Global Settings
Global 5 7
Settings | P2ss Through | | Monitor  Decrypt | Drop Quota-Based Time-Based
=) o (=] ©
Category Category Type  Select all Select all elect all Select all | Select all (Unavailable) | (Unavailable)
) No Proxy URL Custom (Local) - v - -

B — REEBEIMERE

FE3I1ER,

S84 612 R FMicrosoft EET R EN
T B SR B

%414  FEGUIH | i Web Security Manager , ARG8T
Access Policy,

4.2 ;. BHAdd Policy BUR BN (7] SR BE




584.3% : fEAEnable Policy Ei%4E /3 A LL K RE

F4.4% . DO —HRER

584.5% ( Wk ) AR,

54.62 : MInsert Above Policy FHIFI RS | kT E— PRI

)

84.758 . Mldentification ProfilesflUsers® |, &R EEFE25
EFﬁ'JLH’J* Vl«/\ﬁagjc'{q:o

$BABIER,

Access Policy: Add Group

Enable Policy

_,—_pl Policy Name: (7 I AP Aliow ]
(eg. my IT poley)

Description:

(Maximum allowed characters 256)
—’ Insert Above Policy: 1 (Global Policy) "|

Policy Expires:

[ set Expiration for Policy

on Date: MM/DD/YYYY
At Time:
Policy Member Definition
ip is defined by the combination of the foilowing options. All criteria must be met for the policy ta take effect.
dentification Profiles and Users: | | select One or More Identification Profiles |
Identification Profile Authorized Users and Groups | add [dentification Profile

@ hll No Auth ID v r‘aaumenumiun required &

b Advanced | Define additional group membership criteria.

BREG — 6722175 7] SR A

£4.9%, EHRKBRAENURLIIET , REELHIEFRER
B o< B Y B 2

Access Policies

Success — The policy group "AP Allow” was added.

Add Policy..

Protocols and
order Group UserAgents  URLFitering | Applications | Objects Anti-Malware and Reputation | HTTP ReWrite Profile | Clone Policy | Delete
AP Allow
1 dentcaion Proie: No An ID_(ggnatas Montor: 1 (global policy) | (glabal polcy) | (global policy) talobal policy) L] L]
Al identiied
Block: 0
warn: 0
Monitor: 0
Siobet Poley. —disc il No blocked kems | Alow. O ok Avllale | No blocked fems | Secure Endpolt: Enaled  None
Time-Based: 0
Quota-Based: 0

BB — EFRURLEE

%4105, EBRAlowER A E1SHEIENURLERIBIZEDN
Custom URLZE B #y 4k,

Access Policies: URL Filtering: AP Allow

L ———

Add, ecit, reorder or deiete categories in the Custom and External URL Categories st

use Global Override Global Settings
i
U | giock  Redrect [ Alow? ) Monkor | Wam 7 Quota:Based Time-Based
o © o o @ (=] [}
Category. Category Type. Selectall | Selectal  Selectall | Selectal |Selectan | Selectal (Unavailable) (Unavaitable)

€ Noprowy URL Custom (Local) - ") - -
= >

BE — NREREAAT




TR B,

FTERAIN2EBRER,
HRARE
s T EWebi® A Microsoft RE

s YT EMEIR 51 & UF

- BRlZS2Webi& & AsyncOS 15.0F1ERM —GD (EAIE ) — NHRAAFHITEBENHS
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- EZ2WebRBEHEE B FE L URLEF)
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