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Compatibility with Secure Web Appliance

Secure Web Appliance Secure Emall and Web Manager

Select Version  any v Any v

Version Compatibility [ & Show Deprovisioned Releases] [* Export to Excel

Secure Web Appliance
15.5.1- 15.5.0- 15.5.0- 15.5.0- 15.2.5- 15.2.4- 15.2.3- 15.2.3- 15.2.2- 15.2.2- 15.2.1- 15.2.0- 15.0.1- 15.0.0- 15.
002 (MD) 710(GD) 574 (GD) 566(LD) 013 (MD) 022 (MD) 505 (HP) 007 (MD) 009(MD) 009(MD) 011(MD) 164(GD) 004 (MD) 612 (HP) 60!
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https://www.cisco.com/c/dam/en/us/td/docs/security/security_management/sma/sma_all/web-compatibility/index.html
https://www.cisco.com/c/dam/en/us/td/docs/security/security_management/sma/sma_all/web-compatibility/index.html
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Configuration File

Current Configuration

Configuration File:
@  Download file to local computer to view or save .—@
(O Save file to this appliance (sourceSWA.amojarra.amojarra)

O Email file to: I

Separate multiple addresses with commas. Maximum allowed
characters 8192

Password Display Options:

@®  Encrypt passwords in the C Files

O Mask passphrases in the Configuration Files
Note: Files with masked passphrases cannot be foaded using Load Configuration.

(O Use system-generated file name

O

@©  Use user-defined file name:  [Source-SWA-Before-Migrate
Note: ".xml" will be appended to the specified file-name
automatically.
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2.5. 8 F &I Configuration Manageri&#Import
Configuration,

il Secure
CISCO  Email and Web Manager M10OV

Configuration Manage  Publish History | Assigned Web Appliances  Options,

Centralized Upgrade

15.5 (15.5.0)
155

Livew |

ort Configuration
Security Appliances
“This setting can be changed at Web > Uilties > Security Services Display. j \@
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Import Web Configuration for Configuration Manager 15.5
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Security Services Display

Configuration Manager Settings for Display of Security Services

Configuration Managers

15.0 (disabled) 15.2 (disabled) / 155 \
Yes
ding
HTTPS Proxy
SOCKS Proxy o
Upstream Proxy Groups
Cisco Web U

Acceptable Use Controls with Roicaton

Yes
(Adaptive Scanning: Yes)

Yes
(File Analysis: Yes)

ncryption
Identity Provider for SaaS

@
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For advanced remediation, click here.

atlialis Secure
Email and Web Manager M100V

Centralized Services Network System Administration
System Status

[ Security Appliances

Email

Spam Quarantine

Policy, Virus and Outbreak Quarantines

Centralized Reporting rantine: | The feature key for thi feature has expired or is unavailable.
Centralized Message Tracking ‘antines: | Serviee disabled
Web Migration configuration need to be completed before enabling Centralized Quarantines service from
Centralized Configuration Manager [espective E34s.
Centralized Reporting iporting: | The feature key for this feature has expired or is unavailable.
Centralized Upgrade Manager ‘racking: | The feature key for this feature has expired or is unavailable.
Centralized Web Configuration Manager: | Enabled, using 0 licenses
Centralized Web Reporting: | Enabled, using 0 licenses
Centralized Upgrades for Web: | Service disabled

Security Appliances

o centralized services are currently available.

Web
[l

No appliances have been added.
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4.7. 5 Bt Configuration Manager.

Add Web Appliance

Manager
B centratzed Reporting

entralzed Upgrades: service disabled (@

on your appliance.

Assign Configuration Manager: (7 - -
l 155 ] © Shared Key-based Authentication (0

Estabiish Connection
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Web Appliance Status

[ 4\ pttention Required. Click on the appliance name for details. ] Total Web Appliances: 1

Web Appliances

Last Published Configuration Security Services
Appliance Name 1P Address or Hostname | AsyncOS Version | User Job Name Configuration | Enabled | Disabled
A\ SWA SMA Integration | 10.48.48.181 155.0-710 | admin | admin.10_Mar_2026.09:37 155 12 11
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Add Web Appliance

Appliance Name: | |Swa SMA Integration

IP Address or Hostname: | 10.48.48.1

Web Appliance Centralized Services:

Centralized Configuration Manager
Centralized Reporting

Centralized U rades: service disabled ";‘.'
. e d “'| upgrade Enable ®

Connection Status: | Not established.

To enable the services navigate to centralized
Establish an SSH connection for Centralized WY services -> centralized upgrade Manager .

Establish Connection... | Test Connection

Assign Configuration Manager: @
More assignment options may be enabled once an SSH connection is established.

® Not Assigned
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Add Web Appliance

Error  — Authentication Failed for IP: 10.48.48.181. ]

Web Appliance Settings

Appliance Name: | [Swa SMA Integration

I IP Address or Hostname: 110_4&43.131 ]

Web Appliance Centralized Services:

Centralized Configuration Manager
Centralized Reporting
Centralized Upgrades: service disabled (7)
Connection Status: | Not established.

Establish an SSH connection for Centralized Web Services.

[ Establish Connection... |] Test Connection

Assign Configuration Manager: (7)
More assignment options may be enabled once an SSH connection is established.

®) pot Assigned
15.5
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Security Services

4\ one or more of the services on the Web Appliance does not match the corresponding Security Service Display setting on the Management Appliance.
Services Feature Keys
Is Service Displayed
Description Web Appliance Service on Management Appliance? Status | Time Remaining | Expiration Date
Cisco Web Proxy & DVS(TM) Engine Enabled Yes Active | Perpetual N/A
Cisco L4 Traffic Monitor Enabled N/A Active | Perpetual N/A
Proxy Mode Transparent Yes (Bypass Proxy)
Range Request Forwarding Disabled No
FTP Proxy Disabled No
Cisco HTTPS Proxy Disabled No Active | Perpetual N/ A
SOCKS Proxy Disabled No
Upstream Proxy Groups Configured Mo (Routing Policies)
AnyConnect Secure Mobility Disabled No Active | Perpetual NSA
Cisco URL Filtering N/A N/A N/A N/A N/A
Cisco Web Usage Controls Enabled Yes Active | Perpetual NSA
Application Visibility and Control Enabled Yes
Application Discovery and Control Disabled No
[ Cisco Centralized Web Reporting Disabled Yes | ]
Cisco Web Reputation Filters Enabled Yes Active | Perpetual N/A
Adaptive Scanning Enabled Yes
Advanced Malware Protection (File Reputation) Enabled Yes Active | Perpetual N/A
File Analysis Enabled Yes Active | Perpetual N/A
Webroot Anti-Malware Enabled Yes Active | Perpetual N/A
McAfee Anti-Malware N/A No N/A N/A N/A
Sophos Anti-Malware Enabled Yes Active | Perpetual NSA
End-User Acknowledgement Disabled No
Cisco Data Security Filters Enabled Yes
External DLP Servers Mot Configured No
Credential Encryption Disabled No
Identity Provider for SaaS Not Configured No
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SWA_CLI> reportingconfig

Choose the operation you want to perform:

COUNTERS - Limit counters recorded by the reporting system.

WEBTRACKINGQUERYTIMEOUT - Timeout value for Webtracking Queries.

AVERAGEOBJECTSIZE - Average HTTP Object Size used for Bandwidth Savings Calculation.
WEBEVENTBUCKETING - Enable or Disable web transaction event bucketing.

CTROBSERVABLE - Enable or Disable CTR observable based indexing.

CENTRALIZED - Enable/Disable Centralized Reporting for this Secure Web Appliance.
[I> CENTRALIZED

Reporting service status: Local Reporting enabled. (Show usernames in reports.)
Do you want to enable Centralized Reporting for this appliance? [N]> Y

Do you want to anonymize usernames in reports? [N]> N



Reporting service status: Centralized Reporting enabled. (Show usernames in reports.)

Choose the operation you want to perform:
- COUNTERS - Limit counters recorded by the reporting system.
- WEBTRACKINGQUERYTIMEOUT - Timeout value for Webtracking Queries.
- AVERAGEOBJECTSIZE - Average HTTP Object Size used for Bandwidth Savings Calculation.
- WEBEVENTBUCKETING - Enable or Disable web transaction event bucketing.
- CTROBSERVABLE - Enable or Disable CTR observable based indexing.
- CENTRALIZED - Enable/Disable Centralized Reporting for this Secure Web Appliance.
[1>

SWA_CLI> commit
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Publish in Progress: admin.10_Mar_2026.13:19

Warning — Configuration Publish job admin.10_Mar_2026.13:19 has completed. The configuration was not
successfully published to at least one of the destination web appliances.

Job admin.10_Mar_2026.13:19 Started at 10 Mar 2026 13:19 (GMT)

Web Appliances Progress Status

) Failure: The list of URL categories on this WSA was older than the list
SWA SMA Integration | | publishe. .. more

Final status of this job will be reported on the Publish History page.
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Edit Web Appliance: Source SWA

Error — The host key for 10.48.48.181 appears to have changed.

« It is possible that someone is trying to hijack the encrypted connection to the remote host|

Please use the logconfig->hostkeyconfig command to verify (and possibly update) the SS|

host key for 10.48.48.181.

Web Appliance Settings

Appliance Name: |Source SWA

Web Appliance Centralized Services:

IP Address or Hostname: |10,48.48.181

Centralized Reporting

Establish Connection...

Centralized Configuration Manager

Centralized Upgrades: service disabled (7

Connection Status: | File transfer credentials have been established.

Establish an 55H connection for Centralized Web Services.

Test Connection

Assign Configuration Manager: (2

15.5

® Not Assigned

More assignment options may be enabled once an SSH connection is established.
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RBREX :

SMA_CLI> Togconfig

Currently configured Togs:
Log Name Log Type

Retrieval

Interval

1. aggregatord_logs Aggregatord Logs
2. authentication Authentication Logs

Choose the operation you want to perform:
- NEW - Create a new log.

- EDIT - Modify a log subscription.

- DELETE - Remove a log subscription.

- DELETELOGFILE - Delete log files

- SETUP - General settings.

- LOGHEADERS - Configure headers to Tog.

- HOSTKEYCONFIG - Configure SSH host keys.
[1> HOSTKEYCONFIG

Currently installed host keys:

Manual Download
Manual Download

1. 10.48.48.182 ssh-rsa AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA. . .ZhW4AgEXWE=
2. 10.48.48.181 ssh-rsa BBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBb. . .4p74b9Q9k=

Choose the operation you want to perform:



- NEW - Add a new key.

- EDIT - Modify a key.

- DELETE - Remove a key.

- SCAN - Automatically download a host key.

- PRINT - Display a key.

- HOST - Display system host keys.

- FINGERPRINT - Display system host key fingerprints.
- USER - Display system user keys.

- REGENERATESCPKEYS - Regenerate SSH Keys for SCP Log Subscription Retrieval.
[1> DELETE

Enter the number of the key you wish to delete.
[1> 2

Currently installed host keys:
1. 10.62.131.143 ssh-rsa AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA. . .ZhW4gEXWE=

SMA_CLI> commit
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https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa-15-2/user-guide/swa-userguide-15-2/b_WSA_UserGuide_11_7_chapter_01.html
https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa-15-2/user-guide/swa-userguide-15-2/b_WSA_UserGuide_11_7_chapter_01.html
https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa-15-2/user-guide/swa-userguide-15-2/b_WSA_UserGuide_11_7_chapter_01.html
https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa-15-2/user-guide/swa-userguide-15-2/b_WSA_UserGuide_11_7_chapter_01.html
https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa-15-2/user-guide/swa-userguide-15-2/b_WSA_UserGuide_11_7_chapter_01.html
https://www.cisco.com/c/zh_cn/support/docs/servers-unified-computing/vmware-esxi-cisco-ucs/222580-install-secure-web-appliance-on-vmware-e.html
https://www.cisco.com/c/zh_cn/support/docs/servers-unified-computing/vmware-esxi-cisco-ucs/222580-install-secure-web-appliance-on-vmware-e.html
https://www.cisco.com/c/zh_cn/support/docs/servers-unified-computing/vmware-esxi-cisco-ucs/222580-install-secure-web-appliance-on-vmware-e.html
https://www.cisco.com/c/zh_cn/support/docs/servers-unified-computing/vmware-esxi-cisco-ucs/222580-install-secure-web-appliance-on-vmware-e.html
https://www.cisco.com/c/zh_cn/support/docs/servers-unified-computing/vmware-esxi-cisco-ucs/222580-install-secure-web-appliance-on-vmware-e.html
https://www.cisco.com/c/zh_cn/support/docs/switches/vsg-microsoft-hyper-v/222581-install-secure-web-appliance-on-microsof.html
https://www.cisco.com/c/zh_cn/support/docs/switches/vsg-microsoft-hyper-v/222581-install-secure-web-appliance-on-microsof.html
https://www.cisco.com/c/zh_cn/support/docs/switches/vsg-microsoft-hyper-v/222581-install-secure-web-appliance-on-microsof.html
https://www.cisco.com/c/zh_cn/support/docs/switches/vsg-microsoft-hyper-v/222581-install-secure-web-appliance-on-microsof.html
https://www.cisco.com/c/zh_cn/support/docs/switches/vsg-microsoft-hyper-v/222581-install-secure-web-appliance-on-microsof.html
https://www.cisco.com/c/zh_cn/support/security/web-security-appliance/series.html
https://www.cisco.com/c/zh_cn/support/security/web-security-appliance/series.html
https://www.cisco.com/c/zh_cn/support/security/web-security-appliance/series.html
https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa-va-install-guide/virtual-appliance-install-guide.html
https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa-va-install-guide/virtual-appliance-install-guide.html
https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa-va-install-guide/virtual-appliance-install-guide.html
https://www.cisco.com/c/zh_cn/support/docs/security/secure-web-appliance-virtual/220557-configure-custom-url-categories-in-secur.html
https://www.cisco.com/c/zh_cn/support/docs/security/secure-web-appliance-virtual/220557-configure-custom-url-categories-in-secur.html
https://www.cisco.com/c/zh_cn/support/docs/security/secure-web-appliance-virtual/220557-configure-custom-url-categories-in-secur.html
https://www.cisco.com/c/zh_cn/support/docs/security/secure-web-appliance-virtual/220557-configure-custom-url-categories-in-secur.html
https://www.cisco.com/c/zh_cn/support/docs/security/secure-web-appliance-virtual/220557-configure-custom-url-categories-in-secur.html
https://www.cisco.com/c/zh_cn/support/docs/security/secure-web-appliance/220375-use-secure-web-appliance-best-practices.html
https://www.cisco.com/c/zh_cn/support/docs/security/secure-web-appliance/220375-use-secure-web-appliance-best-practices.html
https://www.cisco.com/c/zh_cn/support/docs/security/secure-web-appliance/220375-use-secure-web-appliance-best-practices.html
https://www.cisco.com/c/zh_cn/support/docs/security/secure-web-appliance/218441-configure-firewall-for-secure-web-applia.html
https://www.cisco.com/c/zh_cn/support/docs/security/secure-web-appliance/218441-configure-firewall-for-secure-web-applia.html
https://www.cisco.com/c/zh_cn/support/docs/security/secure-web-appliance/218441-configure-firewall-for-secure-web-applia.html
https://www.cisco.com/c/zh_cn/support/docs/security/secure-web-appliance/220474-configure-decryption-certificate-in-secu.html
https://www.cisco.com/c/zh_cn/support/docs/security/secure-web-appliance/220474-configure-decryption-certificate-in-secu.html
https://www.cisco.com/c/zh_cn/support/docs/security/secure-web-appliance/220474-configure-decryption-certificate-in-secu.html
https://www.cisco.com/c/zh_cn/support/docs/security/secure-web-appliance-virtual/220558-troubleshoot-secure-web-appliance-dns-se.html
https://www.cisco.com/c/zh_cn/support/docs/security/secure-web-appliance-virtual/220558-troubleshoot-secure-web-appliance-dns-se.html
https://www.cisco.com/c/zh_cn/support/docs/security/secure-web-appliance-virtual/220558-troubleshoot-secure-web-appliance-dns-se.html
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