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EZAEEIER :
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BMERTHEZEMN100 MBXH., X&£5H :
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J5 FMicrosoft E ¥ #YSE B 15 R

RESCEERERE T 48 , BEE2EBESWAREFNRZEARNREEE , RAXERELETE
BER

® PAR, AXLCRFEEERMERM R TMicrosoft Updateiii £
N rE EECEEREATAEATRETERYNA AMMEETEMAVC)ME , HOgkERE
e,

I Microsoft E /8 FASE B E RSB

SR = ASHEESR (B1.1F - ®BGUIF , KirSecurity Services &% Web Proxy,
%1.255, B HEdit Settings.
%1.3% : £ E%EMEEnable Range Request Forwarding.

£1.4%5, BHER,




Use Received Headers: Enable Identification of Client 1P Addresses using X-Forwarded-For

Trusted Downstream Proxy or Load Balancer Add Row

| |

IP aggress

| Range Request Farwarding: Enable Range Request Forwarding ]
¥
eff

MG — B RAEEERER

B2 . A Microsoft &
HURLBIZBE X
URLZE 3

%212 - \GUIHR | i£3EWeb Security Manager , g = B E X FHAED
URLZE 5,

5$2.2% : BHiAdd Category AR B E X URLZE S,

HIR2.3. 0 Bt — WK Bl B 7o

582.4% ( Wik ) AR AR,

2,58 : MNIIRIGFPEFRERTEME—NER,
582.6:5 : MCategory Type THI%l&«H | i Local Custom Category,

2758 : TE“UH SR WS hMicrosoft E $TURL.,

Je

2R BA BT e EMicrosoft EFHIER 245 — BE
WSUS | Microsoft¥ 3]

BL B2 EH/MIEMicrosoft XA A TSI Y URL S E 1] EH%
RILASWAKR, BXHFMES |, BFiHF  EXELWebikBFE

BEEEYURLES — BH
UTR—17HA
http://windowsupdate.microsoft.com ===> windowsupdate.microsoft.com
http://*.windowsupdate.microsoft.com ===> .windowsupdate.microsoft.com

$2.8%, BHER.



https://learn.microsoft.com/en-us/windows-server/administration/windows-server-update-services/deploy/2-configure-wsus#211-configure-your-firewall-to-allow-your-first-wsus-server-to-connect-to-microsoft-domains-on-the-internet
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Custom and External URL Categories: Add Category

Edit Custom and External URL Category
1 Category Name: | [windows Update URLS

Comment ts: (7.

2.3

25

List Order: ]z_

[ Category Type: | | Local Custom Category ~ ]
/ Sites: (7
windowsupdate.microsoft.com, .windowsupdate.microsoft.com,

.update.microsoft.com, .windowsupdate.com,
com, do microsoft.com,
.download, windowsupdate.com, wustat.windows.com,

il site URLs in Alpha-numerical
order.

ntservicepack.microsoft.com, go.microsoft.com,
dl.delivery.mp.micro:

\

(e.g. 10.0.0.1, 2001:420:80:1::5, example.com.)

soft.com, .delivery.mp.microsoft.com

2.7

Gleele

Sort URLs
Click the Sort URLs buttan to sort

e
lar expression per line. Maximum allowed characters 2048.

E& — el B8 E LURLEZ!

SIR3. (Wit ) Bl
FRIREL & X LA R BR
Microsoft®E ¥ i & i#
TR

Norm o ommeRR
THRASWALHR
FMicrosoft S ##Y

HREN B HRIER

o

83.14% : \GUIREEWeb Security Manager , A5 # Fldentification
Profiles,

%3.2% : BiAdd Profile LR INEL B ST4F

£ 3.3. 1 RiE P Enable Identification Profile & &4

HIR3.4. 5B — B E X H B,

5£83.55 ( Hik ) AR,

3.6 : MInsert Above TR FIF&KH , EFMBEEXHERFHERNE

o

83.7% : TEUser ldentification Method®f %" , &R Exempt from
authentication/identication,.

FIBLTHEEIFMENKAR , MREEI4SEAF B Microsoft RE , B
ANEAWIPHU SR 7N | SFI FEREB =N SIEFIEIPHLL,

5£3.9% : N\ERED , EEAENLURLES,
583.10%5, AN Microsoft E#T 81K B E L URLK A,
E3.11F, BEHETK.

S|W312.EHRR,




Identification Profiles: Add Profile

Client / User Identification Profile Settings

Enable Identification Profile

|

> Name: (7' [MS Update No Auth ]

TETTTY IO,

Description:

User Identification Method

@
)
‘Maximum allowed characters 256)
Insert Above: | 1 (Global Profile) ~

> ion and 1: .20 | Exempt from authentication / identification v

i e T ot fication Profile requires authentication on alf
subnets.

Membership Definition

Membership is defined by any combination of the following options. All criteria must be met for the policy to take effect.

Define Members by Subnet:

A
(examples: 10.1.1.0, 10.1.1.0/24, 10.1.1.1-10, 2001:420:80:1::5, 2000:db8::1-2000:db8::10)

Define Members by Protocol: HTTR/HTTPS
@ #| = Advanced  |Use the Advanced options to define or edit membership by proxy port, destination (URL Category), or
ser Agents.

The following advanced membership criteria have been defined:

Proxy Ports: Mone Selected
3.10 »|  URL Categories: Windows Update URLs
User Agents: None Selected

The Advanced options may be protocol-specific. For instance, user agent strings are applicable only

for HTTP and decrypted HTTPS. Similarly, URL Categories, including Custom URL Categories are not

applicable for SOCKS transactions or transparent HTTPS (unless decrypted). When Advanced options
that do not apply to a protocol are selected, no transactions in that protocol will match this Identity,

regardless of the protocol selection above,

Bl & — alErmRE B XX

HRR4. (FE ) B
R 2 R I LUB Y

Microsoft E ¥ £

~ EZ : Microsofts®
HEAHTTPH
HTTPSHRE1&i%
e, IRE
A FR{RSWA L/
R AE

%418 : \GUIHEFEWeb Security Manager , A5 % HDecryption
Policy.

584.225 : BEHAdd Policy BUR IR B2 K B o

FIR4.3. 9 BLhtE — B SRR B Ko
B4.45 (( Ak ) AANEEA,
%4.5% . MInsert Above Policy THI%|&RA | EBE — N KEL,

24.62% : Mldentification ProfilesFUsers™ , i£1%Select One or more
Identification Profiles,

BATH, RBEEEEISPRIENIRREEXH , RAEREEL4115,

5£4.855 : MNREB A WindowsE #0122 IDEE X4 , i MAdvancedEf %
1%£4#Custom URL Categories.

495K IR E 245 FHMicrosoft B H 022/ B E L URLZES,
$4.10F5, BEHETKo
L4115, BEHRER,




Decryption Policy: Add Group

Policy Settings

Enable Policy

4.3 { Policy Name: (2 I Bypass MS Update DP ]
ey IT PO,
Description:
A
(Maxtmum alfowed characters 256)
4.5 ,r Insert Above Policy: | | 2 (Global Policy) ~ ]
Policy Expires:
() set Expiration for Policy
On Date
At Time: g
Policy Member Definition
Membership is defined by the combination of the faliowing options. All criteria must be met for the policy to take effect.
4.6 { Profiles and Users: | seject One or More Identification Profiles ]
Identification Profile Authorized Users and Groups Add Identification Profile
a7 { M5 Update No Auth V] No authentication required ™

Authentication TTGrmation may not be available at HTTPS connection time. For transparent

proxy traffic, user agent information is unavailable for decryption policies.

se the Advanced options to define or edit membership by proxy port, subnet, Time Range, destination (URL
ategory), or User Agents,

The following advanced membership criteria have been defined:

Proxy Ports: None Selected
Subnets: None Selected
Time Range: No Time Range Definitions Available

i(see Weh Security Manager > Defined Time Banges)

URL Categories: URL Categories Windows Update URLs in Identification Profile MS Update No Auth ]

BR{G — O3 7% SR HE

$4.124  FURLTE THWMBEREUES , RESHEERIEHERNE

%,

%4.13%, % Pass ThroughfERMicrosoft Updates URL3E Bl By 124k,

4.13

Decryption Policies

Add Policy...

Order Group URL Filtering Web Reputation Default Action Clone Policy Delete
Bypass MS Update DP
1 Identification Profile: MS Update No Auth | Monitor: 1 {global policy) (global policy) G |
Identified users
Global Policy Manitor: 81
Identification Profile: All Decrypt: 4 Cie e

Edit Policy Order.

Decryption Policies: URL Filtering: Bypass MS Update DP

Custom and External URL Category Filtering

These URL Categories are defined as group membership criterfa. Al other categories are not applicable for this policy.
Use Override Glabal Settings
s‘zlg::\;ls Pass Through | Monitor Decrypt = Drop (2 Quota-Based Time-Based
2) 3] 3] (=] ©
Category Category Type  Select all Select all Select all Select all | Select all (Unavailable) (Unavailable)
) windows Update URLs Custom (Local) = v = =

Bl — FURLK R ERIERZE

B4.145, BHERR.




SSIR5. 82 5 0] KB
L 2 Microsoft E £

MESEEFRX

%514 : FEGUIR | KEFWeb Security Manager3i%£{%Access Policy,
$5.24% : #BHAdd Policy AR N1/ 8] 5K BE o

HIR5.3. 50 B — B9 SR BE B 7K
565.4% ( Wik ) A HNRER,
585.525 : MInsert Above Policy FHI 5K A | %R E—NEK,

265.625 : Mldentification ProfilesflUsers , i%#Select One or more
Identification Profiles.

S| 7IEREBHEEITPOENFREE XN , REREDS]RS.11,

565.88% : MREKMAdvanced ( B4 ) 9 FIWindows Update | ZIDEL
B X4 , ik Custom URL Categories ( HEXURLZES ) .

F5.95 7107 245 P MicrosoftE #0I Z2 /9 B E L URLZES,
$£5.10%, BEHZER.
FSB5.11.383%,

Access Policy: AP Windows Update

Enable Policy

7
- I AP Windows Update ]
(e.g. my IT policy)

——[ Policy Name

@
Description:
(Maximum gllowed characts
5.5 {Jnsert Above Palicy: 1 (Global Palicy)
Policy Expires:

Set Expiration for Palicy

)

On Date:

At Time:

Policy Member Definition

Membership is defined by the combinatien of the following options. All criteria must be met for the poiicy to take effect,

rL Profiles and Users: | sclect One or More Identification Profiles v J
1dentification Profile Authorized Users and Groups Add Identification Profile
——
[ MS Update No Auth v J No authentication required 1

e the Advanced options to define or edit membership by protocol, proxy port, subnet, Time Range, destination (URL
ategory), or User Agents.
The following advanced membership criteria have been defined:

© &

Protocols: HTTP/HTTPS/FTP aver HTTP in Identification Profile MS Update Mo Auth
Proxy Ports: None Selected

Subnets: None Selected

Time Range:

No Time Range Definitions Available
L= £ fi

ee Weh Security Manager > Defined Time Banges)

URL Categories: URL Categories Windows Update URLS in Identification Profile MS Update No Aum]

User Agents: Wone Selected

MR — B2 8 KR

885.12% : FEURLIIE(URL Filtering) T BYAccess Policies ( 7B 5K EE ) 71
H , QTSGR REHEXNEE,

$5.135% ; & A FER I Microsoft EH I Z /Y B E LURLZE BIHY R 4E,




85145, BHERR.

Access Policies

Add Policy.
Protocols and
Order | Group User Agents

AP Windows Update
Identification Profile: MS Update No Auth _(global policy]
T dentied o

URL Filtering  ppplications  Objects Anti-Malware and Reputation HTTP ReWWrite Profile  Clone Policy  Delete
Manitor: 1 & 11g | (global palicy) | (global policy) (global policy) G w

Block: 6 Wb Reputation: Enabled
No blocked items  Monitor: 85 poce 8 o | No blocked itams | Secure Endpoint: Enabled None
. Anti-Malware Scanning: Enabled

5.12 !

Global Policy
Identification Profile: All

Access Policies: URL Filtering: AP Windows Update

Custom and External URL Category Filtering

These URL Categories are defined a5 group membership criteria. il other categories are not applicable for this policy.

Use ide Global Settings
5‘:;:":5 Blgck Redi Mol:ilnr Wnrfl ¢) Quota-Based Time-Based
5.13 L] +] 5] [ (=] [+]
Category Category Type Select all | Selectall Selectal] Select all |Select all  Select all (Unavailable) | (Unavailable)

€ Windows Update URLs Custom (Local) -

_J Ezn

B — &% iEAction Allow for the URL Category

585.15% : £ Applications T #JAccess Policies U H £ , RS 157 KL
MRIVEELE,

Access Policies

Add Policy...

Protoecals and
Order Group User Agents URL Filteri Applications  |Objects Antl-Malware and Reputation HTTP ReWrite Profile  Clone Policy  Delete
AP Windows Update
5.15 1 Ident Profile; MS Update No Auth | (giobal policy) | Allow: 1 || Monitor: 324 |(global policy) | (global policy) (glabal policy) [ ] -]
- T usem &

‘Web Reputation: Enabled
i No blocked items | Monitor: 85 | Monitor: 324  No blocked items | Secure Endpoint: Enabled None
3 Anti-Malware Scanning: Enabled

B — RENA RS TESE

265.162 : FEEdit Applications Settings#f 4 , % Define Applications
Custom Settings.

885.174% : &£ Applications Settings#f% , B thEdit all for Games A , ¥
TR IR E HBlock,

585.18%, BHMNMA.




Access Policies: Applications Visibility and Control: AP Windows Update

Edit Applications Settings

I

Define Applications Customn Settings

Applications Settings

| Browse Application Types | Applications Info £

To identify some applications, inspection of HTTPS content may be required. For best efficacy, enable the HTTPS Proxy, then select the option that
enables decryption for application visibility and control (see Security Services > HTTPS Proxy).

Applications Settings
% Blogging ) 22 Monitor
Edit all...
% Collaboration )8 Monitor
Edit all
nan Enterprise Applications (:’ 6 Monitor
Edit all.

& Bandwidth Limit: No Bandwidth Limit
an Facebook

) 10 Monitor

Edit all...
o File Sharing ) 39 Monitor
Edit all
,",, Games Set action for 6 applications of type: Games

() Leave current settings
| Settings (& Monitor)

5.17 * | ® Block
Monitor

I [
5 —

- NARERENMELE

&

$1%85.19.[1 T R3I TIRange Request Settings for Policy3f % , R Bk
Forward range requests.

Total: 324 Applications (6 Blocked, 318 Monitored)

Range Request Settings for Policy

Range Request Bypass: | Forward range requests

For optimum application detection, range requests should be ignored (not forwarded to the web server)
when using AVC. However, this will result in higher bandwidth usage. Exceptions to this setting may be
specified below.

Exception list: (7

Enter a newline delimited list of clients or destinations. Regular expressions are accepted.

F & — REEHSE

BRIRE

585.20%, BHERER.

565.214% : £ Applications T~ #JAccess PoliciesT £ , 27 5Global
Policy < BrHY 5352,

Access Policies

Add Policy.
Protocols and
Order Group User Agents URL Filtering  Applications  Objects Anti-Malware and Reputation HTTP ReWrite Profile  Clone Policy Delete
AP Windows Update Block: §
1 Identification Profile: MS Update No Auth  (global policy) Allow: 1 Monitor: 318 | (glebal policy) (global policy) (global policy) [ ] -]

All identified users

Web Reputation: Enabled
f““m",mmﬂ:’pm,e. al No blocked items  Monitor: 85 [Monitor: 324] No blocked items | Secure Endpoint: Enabled None:
521 - Anti-Malware Scanning: Enabled

Edit Policy Order




MR — BRI B KBS N AR

H185.22 [0 Rz FIRange Request Settings for PolicyZf % , #RiEH
Do Not Forward range requests&f %

HIR5.23. RRXE K,

{&ekip | B &

BER—-STRIEEBEPREEER , BRI TEENLFR !

(B HEE= %<Em : ] ERESHERGEE ()

[content= %>Content-Length:] [ER FHEHABK/N ( FT7)

BXBSWAL R BERMBEL FERVFMAES , FSRILRE B EHHNEEMEESHIERE,

7:: RN
12 1T CURLAS B LABISWAKIESEE1E K :

curl -vvvk -H "Pragma: no-cache"™ -x 10.48.48.181:3128 -H 'Range: bytes=0-100' 'http://catalog.sf.dl1.del

MCURLK B H AR A AFEIHTTPIG R AHTTP/1.1 206:

GET http://catalog.sf.dl.delivery.mp.microsoft.com/filestreamingservice/files/f263aa64-f367-42f0-9cad
Host: catalog.sf.dl.delivery.mp.microsoft.com

User-Agent: curl/8.7.1

Accept: */*

Proxy-Connection: Keep-Alive

Pragma: no-cache

Range: bytes=0-100

*V VV V VYV VYV

Request completely sent off
< HTTP/1.1 206 Partial Content



https://www.cisco.com/c/zh_cn/support/docs/security/secure-web-appliance-virtual/220456-configure-performance-parameter-in-acces.html

MBI BES | EALLEZRERNTCP_CLIENT _REFRESH_MISS/206:

1773942471.096 14 10.190.0.206 TCP_CLIENT_REFRESH_MISS/206 860 GET http://catalog.sf.dl.delivery.mp.mic

EENAES

- BRlZSWebi®&AsyncOS 15.0F#EE —GD (BAIE ) — NBLRAFP#ITERENAY
EK[ERL L Webig ] — BF

2

- EEHRBEPNMEEESE
. Z2Webi BB HEXK — BB
- EdZEWebik 5 ¥if — B


https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa-15-0/user-guide/wsa-userguide-15-0/b_WSA_UserGuide_11_7_chapter_0110.html#task_B0229580F03F439B8B4C45DD272D6968
https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa-15-0/user-guide/wsa-userguide-15-0/b_WSA_UserGuide_11_7_chapter_0110.html#task_B0229580F03F439B8B4C45DD272D6968
https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa-15-0/user-guide/wsa-userguide-15-0/b_WSA_UserGuide_11_7_chapter_0110.html#task_B0229580F03F439B8B4C45DD272D6968
https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa-15-0/user-guide/wsa-userguide-15-0/b_WSA_UserGuide_11_7_chapter_0110.html#task_B0229580F03F439B8B4C45DD272D6968
https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa-15-0/user-guide/wsa-userguide-15-0/b_WSA_UserGuide_11_7_chapter_0110.html#task_B0229580F03F439B8B4C45DD272D6968
https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa-15-0/user-guide/wsa-userguide-15-0/b_WSA_UserGuide_11_7_chapter_0110.html#task_B0229580F03F439B8B4C45DD272D6968
https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa-15-0/user-guide/wsa-userguide-15-0/b_WSA_UserGuide_11_7_chapter_0110.html#task_B0229580F03F439B8B4C45DD272D6968
https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa-15-0/user-guide/wsa-userguide-15-0/b_WSA_UserGuide_11_7_chapter_0110.html#task_B0229580F03F439B8B4C45DD272D6968
https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa-15-0/user-guide/wsa-userguide-15-0/b_WSA_UserGuide_11_7_chapter_0110.html#task_B0229580F03F439B8B4C45DD272D6968
https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa-15-0/user-guide/wsa-userguide-15-0/b_WSA_UserGuide_11_7_chapter_0110.html#task_B0229580F03F439B8B4C45DD272D6968
https://www.cisco.com/c/zh_cn/support/docs/security/secure-web-appliance-virtual/220557-configure-custom-url-categories-in-secur.html
https://www.cisco.com/c/zh_cn/support/docs/security/secure-web-appliance-virtual/220557-configure-custom-url-categories-in-secur.html
https://www.cisco.com/c/zh_cn/support/docs/security/secure-web-appliance-virtual/220557-configure-custom-url-categories-in-secur.html
https://www.cisco.com/c/zh_cn/support/docs/security/secure-web-appliance-virtual/220557-configure-custom-url-categories-in-secur.html
https://www.cisco.com/c/zh_cn/support/docs/security/secure-web-appliance-virtual/220557-configure-custom-url-categories-in-secur.html
https://www.cisco.com/c/zh_cn/support/docs/security/web-security-appliance/214746-how-to-exempt-office-365-traffic-from-au.html
https://www.cisco.com/c/zh_cn/support/docs/security/web-security-appliance/214746-how-to-exempt-office-365-traffic-from-au.html
https://www.cisco.com/c/zh_cn/support/docs/security/web-security-appliance/214746-how-to-exempt-office-365-traffic-from-au.html
https://www.cisco.com/c/zh_cn/support/docs/security/web-security-appliance/214746-how-to-exempt-office-365-traffic-from-au.html
https://www.cisco.com/c/zh_cn/support/docs/security/web-security-appliance/214746-how-to-exempt-office-365-traffic-from-au.html
https://www.cisco.com/c/zh_cn/support/docs/security/secure-web-appliance-virtual/220456-configure-performance-parameter-in-acces.html
https://www.cisco.com/c/zh_cn/support/docs/security/secure-web-appliance/220375-use-secure-web-appliance-best-practices.html
https://www.cisco.com/c/zh_cn/support/docs/security/secure-web-appliance/220375-use-secure-web-appliance-best-practices.html
https://www.cisco.com/c/zh_cn/support/docs/security/secure-web-appliance/220375-use-secure-web-appliance-best-practices.html
https://www.cisco.com/c/zh_cn/support/docs/security/secure-web-appliance/222458-bypass-authentication-in-secure-web-appl.html
https://www.cisco.com/c/zh_cn/support/docs/security/secure-web-appliance/222458-bypass-authentication-in-secure-web-appl.html
https://www.cisco.com/c/zh_cn/support/docs/security/secure-web-appliance/222458-bypass-authentication-in-secure-web-appl.html
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