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R o PRI XHAREFTFEETRE L,

N2

il sudo openssl req -in server.csr -pubkey -noout -outform pem | sha2s6sum> MIE P & B & 3R 45 HH 2 $A I SHA-256 1%
A,

Tl 'sudo openss! pkey -in server_key.pem -pubout -outform pem | sha256sum > M FA 4R ST 4 5 H 2N 4B I SHA-256 K F o

Jﬂjﬁisudo openssl x509 -in server_cert.pem -pubkey -noout -outform pem | sha256wm’%}%ﬁﬁi7i H’f) iIE:FS jlﬁ: ':F' i-fﬁﬂ ;':H /Rﬁﬂ H’f)
SHA-256 85 Hl,

IEPMFAR M E ST E, WRREAEPBZHRER , Nserver_cert.pemXHFFE,

admin@ctb-manager:~$ sudo openssl req -in server.csr -pubkey -noout -outform pem | sha256sum
3e8e6b0d397adalbe7e89be21eb555c9527741460074385730d524c60e3ae315 -
admin@ctb-manager:~$

admin@ctb-manager:~$ sudo openssl pkey -in server_key.pem -pubout -outform pem | sha256sum
3e8e6b0d397adalbe7e89be21eb555c9527741460074385730d524c60e3ae315 -

admin@ctb-manager:~$ sudo openss1 x509 -in server_cert.pem -pubkey -noout -outform pem | sha256sum
3e8e6b0d397adalbe7e89be21eb555c9527741460074385730d524c60e3ae315 -

BN R Z BB R

LEBRAFPBHERZICTBEER. B1T T shkeygen-yf server_key.pem

MREMATEEZD , WFFEERHE,

admin@ctb-manager:~$ ssh-keygen -yf server_key.pem
ssh-rsa {removed for brevity}
admin@ctb-manager:~$
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LEBRAFEHEXEICTBEER.
FER S EFserver_cert.pem 34 Rsudo cat server_certpemBo AR AN EHIEB BB,

XHERE—1THE =172 B--BEGIN CERTIFICATE-—-JJ-——END CERTIFICATE——o

admin@ctb-manager:~$ sudo cat server_cert.pem
————— BEGIN CERTIFICATE-----
{removed_for_brevity}

————— END CERTIFICATE-----
admin@ctb-manager:~$

£ énH & Fserver_key.pem 3 sudo cat server_key.pemfo FHSABN GNP HESR.



XHERNE—THE =172 B-—BEGIN PRIVATE KEY - JJ -——END PRIVATE KEY o

admin@ctb-manager:~$ sudo cat server_key.pem
————— BEGIN PRIVATE KEY-----
{removed_for_brevity}

————— END PRIVATE KEY-----
admin@ctb-manager:~$
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1. URESRBRIHEENAF BEMENSSH ( Z255% ) BXEICTBEES , EE R admin”AF

o

2. ZV: ﬁ ‘lﬁ:"sudo openss req -x509 -newkey rsa:{key_len} -nodes -keyout server_key.pem -out server_cert.pem -sha256 -days 3650 -subj
/CN={ ctb_manager_ip} ‘% o
o fFArsafkey_len) BIERAFAEAKE (202048, 409658192 ) Bk
o f#FH{ctb manager i) CTBEIEZE T S MIPE X

admin@ctb-manager:~$ sudo openssl req -x509 -newkey rsa:4096 -nodes -keyout server_key.pem -
[sudo] password for admin:
Generating a RSA private key

admin@ctb-manager:~$

3. FEAB S EFserver_cert.pem3X #ca server certpem , FHFNFAREFHIFEHX | LMERFERREEI AR
 TESEPTIE X ARIEBER P, RIFH, &t A LU X L8 3248 M B % SCP H/home/adminZs

admin@ctb-manager:~$ cat server_cert.pem
————— BEGIN CERTIFICATE-----
{removed_for_brevity}

————— END CERTIFICATE-----
admin@ctb-manager:~$

4. FEHG S EEserver_key.pem3 #Fsudo cat server_key.pem , FFRBREH B E X | UEFERNE
Bl TR PTE XA mEBEE . RENXMH. BB LU XM B FSCP i /home/adminZ o



admin@ctb-manager:~$ sudo cat server_key.pem
————— BEGIN PRIVATE KEY-----
{removed_for_brevity}

————— END PRIVATE KEY-----
admin@ctb-manager:~$
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3. 1% 3F Upload TLS Certificate , FRATFTE“ L& server_certpemTLSiEserver_key.pem™P”(Upload TLS Certificate) Xt
FEP D BEFIERMIAAN. EEXHE , EFEUpload,

Upload TLS Certificate ot

Choose the file that contuing the certibcate (in PEM format) and the fle thal containg the
private key (in PEM format], and click Upload

Certificate Private Key

4+ Choose file & Choose file

Cancel

4. BBEXHE  RIEISESBINEBNZANES , AETTRENTENLBER , WTAAR

o



Ipload TLS Certificate b4

Choose the file that contains the certificate (in PEM format) and the fle that contains the
private key (in PEM format), and click Upload.

Cerdificate FPrivate Key

B cert.pem B key.pem
Certificate details

subject Name

10.2009.35.152

Issuer Mame
10,208,385, 152

ancel Upload

L3

CTBIiEH £4&

5. R LR RE EAFER, Web USEJLOBHANBTEMNED , ENMEIEBREFRRE

6. X F|CTBEE T RWebZ Hlsatings> TLS Certificae s , FFMEIUNEFIERIFMER ( WFHF
HEH)  IFEANEREFLEBFAEE (OFIF ).

¥ #Broker¥ &
—BCTBEERTRHETNEMIER K MARFHEFREF/NCTBRET =,

1. B ssh& FZ2|E M BrokerTs & F 1z 1T b sudo ctb-manage T

admin@ctb-broker:~$ sudo ctb-manage

We trust you have received the usual lecture from the Tocal System
Administrator. It usually boils down to these three things:



#1) Respect the privacy of others.
#2) Think before you type.
#3) With great power comes great responsibility.

[sudo] password for admin:

2. tHEij-TEEZ]__\HTJ-Cﬁ#%ﬁIﬁo

== Management Configuration

A manager configuration already exists for 10.209.35.152
Options:

(0) Associate this node with a new manager

(c) Re-fetch the manager's certificate but keep everything else

(d) Deactivate this node (should be done after removing this node on the manager UI)
(a) Abort

How would you 1like to proceed? [o/c/d/a] c

3. WIBEHFHAER (WRENELRIEHNERE ) , yHEREIIES, RESFAEIE
, —BERFEY , BRFERE, RSB ARERTERN155 T EET Ko

== Testing connection to server exists

== Fetching certificate from 10.209.35.152
Subject Hash

3fcbcd3c

subject=CN = 10.209.35.152

issuer=CN = 10.209.35.152

Validity:

notBefore=Mar 28 13:12:43 2023 GMT
notAfter=Mar 27 13:12:43 2024 GMT

X509v3 Subject Alternative Name:

IP Address:10.209.35.152

Do you accept the authenticity of the server? [y/n] y

== Writing /var/Tlib/titan/titanium_proxy/ssl1/titanium.pem
done

== Starting service

UE 5 25UR HLF9 (CA) 2 & BV iE+



A BRE B Z E 18 R (CSR) AL B 57 & AL 5 &

1. URESBHEENAF FMBESSH (Z£4% ) BXIICTBEHE:R , BER ‘admin”AF

o

2. ﬁﬂjﬁf’%openssl reg -new -newkey rsa{ key_len} -nodes -addext "subjectAltName =
DNS:{ctb_manager_dns_name},|P{ctb_manager_ip}" -keyout server_key.pem -out server.csro ﬂu% E 7‘HE§FVﬁﬂ'
FH“extra” BB =,

o {3 F{ctb_manager_dns name) CTBEEEES T RBIDNSE M E XK
o {FH{ctb manager i CTBEE T RIVIPE X
o {5 {key_len) KR FAEAKE ( HI202048, 409658192 ) Bk

admin@ctb-manager:~$ openss1 req -new -newkey rsa:4096 -nodes -addext "subjectAltName = DNS:
Generating a RSA private key

writing new private key to 'server_key.pem'

You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter '.', the field will be Teft blank.

Country Name (2 Tetter code) [AU]:US

State or Province Name (full name) [Some-State]:North Carolina

Locality Name (eg, city) []:RTP

Organization Name (eg, company) [Internet Widgits Pty Ltd]:Cisco Systems Inc
Organizational Unit Name (eg, section) []:TAC

Common Name (e.g. server FQDN or YOUR name) []:ctb-manager

Email Address []:noreply@cisco.com

Please enter the following 'extra' attributes
to be sent with your certificate request

A challenge password []:

An optional company name []:

3. FICSRMZ A X MrscpBI A it &AL , HECARMCSR, CALAPEMIEX X HCSRAE TAX
HEER

{58 F 85 0 2 UE
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AR 55 85 & 4B
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— BEGIN CERTIFICATE -

{CTB Manager Issued Certificate}

— END CERTIFICATE -

— BEGIN CERTIFICATE -

{Issuing Certificate Authority Certificate}
— END CERTIFICATE -

— BEGIN CERTIFICATE -

{Intermediate Certificate Authority Certificate}
— END CERTIFICATE -

— BEGIN CERTIFICATE -

{Root Certificate Authority Certificate}

— END CERTIFICATE -
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3. 3 upload TLS Certificate , RAEFHERE —T QIR EFEXHWIES , FE ELETLSIES
EEA 2 B FIUEBMFAEA LB CTBE BEeerver_key.pemino EFEXHF , EFUpload,

LIpload TLS Certificate b4

Choose the file that containg the certibcate (in PEM format) and the fle that conains the
private key (in PEM format), and click Upload

Certificate Private Koy

4+ Choose hle 4+ Choose hle

Cancel

4. EBENHE  RIEISRLWINEPNMBANAS , HETMRENTENLAEN , WTFAAR

o



Upload TLS Certificate x

Chonde the Blg e containg the cortificate (in PEM Tormal) and the Bla thal containg the
pirivate ey (i PEM Toermra®), andd ok Dipdosd.

Certiheate Private Key
B cth-mnansgon pem N server iy

~ Ceificate details

Subject Name
- ' LS
Mcrtt Cansding
HTF
CHCO SyFiemd Inc
M CEb~-manager

Tac

lssuer Mame
Exgdng A
CEcoTAL

Subject Alternate Mame  cto-manager

10,209,358, 152

Cance| Lohoad

CTB CAM A KYiE F I8 F
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Web Ul,
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1. B ssh& FFE N Broker¥ &= H 1= 17 il sudo ctb-manage T

admin@ctb-broker:~$ sudo ctb-manage

We trust you have received the usual lecture from the Tocal System
Administrator. It usually boils down to these three things:

#1) Respect the privacy of others.
#2) Think before you type.

#3) With great power comes great responsibility.

[sudo] password for admin:

2. HOUR REf el BRI

== Management Configuration

A manager configuration already exists for 10.209.35.152
Options:

(0) Associate this node with a new manager

(c) Re-fetch the manager's certificate but keep everything else

(d) Deactivate this node (should be done after removing this node on the manager UI)
(a) Abort

How would you 1like to proceed? [o/c/d/a] c

3. WIFIEHHAREE (MRENEEZRIEBHNERE ) , RAEEF/()ESILEH. BRSFHE
B3, —BERFEY , BRFEE, RSB AIRERTERN155 4T EETHKo.

== Testing connection to server exists

== Fetching certificate from 10.209.35.152
Subject Hash

fa7fdofb
subject=C = US, ST = North Carolina, L = RTP, 0 = "Cisco Systems Inc", OU = TAC, CN = ctb-manager,
issuer=DC = CiscoTAC, CN = Issuing CA

Validity:



notBefore=Jun 13 16:09:29 2023 GMT

notAfter=Sep 11 16:19:29 2023 GMT

X509v3 Subject Alternative Name:

DNS:ctb-manager, IP Address:10.209.35.152

Do you accept the authenticity of the server? [y/n] y

== Writing /var/Tib/titan/titanium_proxy/ssl1/titanium.pem
done

== Starting service

5 E

EXEICTBEE T R Webi2 Hllsetings > TLS Certificae® , HEMBIUEF IR FMER ( WFHFHA
) K SMFEANEREFILEREFAGEE (WFHS ).
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Overview Data Flow Destinations Inputs Broker Nodes Manager Node Integrations

Application Settings

General Software Update Smart Licensing User Management TLS Certificate MNotifications

{ostname ctb-manager

Sep 11, 2023, 0B:19 PM UTC

Certificate details

Subject Name
us
Province Morth Carolina
RTP
lization Cisco Systems Inc
Commeon MName ctb-manager

TAC

Issuer Mame
Issuing CA

CiscoTAC

Subject Alternate Name  ctb-manager

10.2098.35.152

@  + Each connected broker node needs to trust this certificate.
» If a broker node is not communicating with the manager node, re-register the broker node by doing the
following:
= Use 55H or the VM Server console to log in to the appliance using the admin credentials.
= Run this command: ctb-manage

https:f[10.209.35.162[sattings

CTBiERiFHEER

WIFCTBRET RECTBEERT KRWeb UIRREE RER.

HUBE HEER

MBIFPFZE (WRDENIES ) , CTBRETATEEEERT JEE , H B1EBrokerT 25l
Fz Y Status %l A & 7~ “Not Seen Since”,
Broker{y UM E S HIM 2 &4 T LIRS RE,

BEFIICTBEEEEE T RCLI , #AS K sudo grep -ic begin var/libititan/titanium_frontend/ssi/cert.pemH i B LA E FH
cert.pemX4HHIEPEE,



admin@ctb-manager:~$ sudo grep -ic begin /var/lib/titan/titanium_frontend/ssT/cert.pem
[sudo] password for admin:

3 <-- Output

admin@ctb-manager:~$
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MREAELBIUES , MR L.

MEPKIEFZHEISEMNBECA (BN EMCA) , WFEH H2,
MRPKIERIREEZERCATMACA , MIFHIH H3.

WMRPKIERIREHRCA. MECATMACALR , NI EAH 4,

HRHEEEHMMARR (W) PHYIEP A5 A PKIZE 1T EMicrosoft windows Crypto Shell ExtensionsR o

a Cemdate

Cormral Dataly Certfcaten Path
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PKIE R ie
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MRBEREHRY  FEEEREVBRILERHIFNLIR  BERSHET TIiEH,

Egmﬂ’ﬂiﬁ:ﬁMicrosoft Windows Crypto Shell Extensjonsﬂ?]L ) ﬂu%zkiﬂﬂ.ﬂ'g*ﬂlﬁﬁﬂﬁgE’ME,%\;E%'LIE'LIE:F; ) )ﬂ'JE.[
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