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Cisco SWAT@EN A& Z AR EBMEB4T B (MIME)WebR A A Stk E Lk ATHIT KR T &0
SWABET IR B X #HE A ( Hlinapplication/x-msdownload, application/x-msiFl E ftt 4 < BIMIME
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52 BT SWATERSITHOMMERE | BRIERE DRE,

application/octet-stream —fBAMIMERE |, AT RIS -HEBEN XS, EFEEXHH
MR, AL TATAESEEFHMIMERENEM 4. HWebBRS 2RI EHEERBA KR oY
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FEL R
SE1I ARG |8B1.15 . MNGUIF , SMHiEIWeb Security Manager %1% Custom and External
BEMXURLES] |URL Categories,

5£1.225 . B HAdd Category A B2 7 #Y Custom URL Category,
HBR1.3. 5 AR X B HIName,

SR1AEXERIEXHTROERFE (EARFIH , EMcisco.local X HFFE
%iﬁ ) (o]

TRIS5BREH,

Custom and External URL Categories: Edit Category

Edit Custom and External URL Category

Category Name: | |category

Comments: .7

]

Local Custom Category

List Order:

Category Type:
Sites: |7

cisco.local, .cisco.local Sort URLs
Click the Sort URLs button to sort
all site URLs in Alpha-numerical

order.

©)

;fe.g, 10.0.0.1, 2001:420:80:1::5, example.com.)

= Advanced | Regular Expressions: (7

4
xpression per line. Maximum allowed characters 2048.

Enter one regular e
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EBE
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/N L . mEABURL TS BT,

58215 . \GUIS M EIWeb Security Manager 1% 1% fi# 2 55 B
2.2 . AiAdd Policy,

52.3% : % ANamefER H 5 # .

582.4% (AL ) EF A A LRI AVARIRELE XA

SR (T MEESEMNATREAS (DEXERS TR

WiF ) , iEERAIl Users(authenticated and unauthenticated users).

882.55 : MPolicy Member DefinitiongB4 , R EFURL Categories8%1Z 7N B
E M URLZE S,

$2.6%  EBEREITRIFGIRAIURLEES,
B275, BHER.

Decryption Policy: DecryptingTraffic

Policy Name: (7 [ DecryptingTraffic
(e.g. my IT policy)

Description: ‘

Policy Settings

Enable Policy

(Maximum allowed characters 256}

Insert Above Policy: 1 (Global Policy)

Policy Expires:
[ set Expiration for Policy

On Date:

At Time:

Policy Member Definition

Membership is defined by the combination of the following options. All criteria must be met for the policy to take effect.

Identification Profiles and Users: All Identification Profiles V‘

) All Authenticated Users

O ®

) Selected Groups and Users (7
Groups: No groups entered

\serss No ysers entered

[ (O All Users (authenticated and unauthenticated users)

If the "All Users" option Is selected, at least one Advanced membership option must also be selected.
Authentication information may not be availabie at HTTPS connection time. For transparent
proxy traffic, user agent information is unavailable for decryption policies.

= Advanced | Use the Advanced options to define or edit membership by proxy port, subnet, Time Range, destination (URL
Category), or User Agents.

The following advanced membership criteria have been defined:

Proxy Ports: None Selected
Subnets: None Selected
Time Range: No Time Range Definitions Available
(see Web Security Manager > Defined Time Ranges)
URL Categories: Category @
User Agents: None Selected

BREG — B2 AR 2R R




52.825 : fEDecryption PoliciesTTH , REFREEMWURLY IS,

Decryption Policies

Add Policy... |

Order = Group URL Filtering Web Reputation Default Action Clone Policy Delete

DecryptingTraffic
Identification Profile: All . I . "

1 All identified users Monitor: 1 (global policy) (global policy) r. i §
URL Categories: Category
Global Policy Monitor: 107
Identification Profile: All Decrypt: 1 Enabled Decrypt

Ed

A& — EBURLEIE
%294 : iEFEDecryptfEN“BE LURLEFI" BV R 1E,
$£2.10%5, BHIER,

Decryption Policies: URL Filtering: DecryptingTraffic

Custom and External URL Category Filtering

These URL Categories are defined as group membership criteria. All other categories are not applicable for this policy.
ide Global Settings
Drop (?' | Quota-Based Timeigased

Use

Global

Settings Pass Through | Monitor
© 3]

Category Category Type | Select all Select all Select all| Select all | pelect all | (Unavailable) @ (Unavailable)
O Category Custom (Local) - — —
—

B — FHRERENRE

HIR3.FELEATINAT
X

%3.1% . NGUIF | S E|Web Security Manager} ik #Access Policies,
53.2%5 . SiAdd Policy,

583.3% : i ANamefER ¥R B

£34F (k) RBEFENA M RBNIMAEE X H,

S R (W) MEENFERSNAEE | DEXER SRR S 6%

iE , IEEFRAI Users(authenticated and unauthenticated users).
E355  NRBRRAENH S , REEURLERIEEEZELURN B E LURLES,

583.6%  MBEESRIPEIEHURLEES,

B3.7H, BEHER.




Access Policy: Block Exec

Policy Settings

Enable Policy

(7
RolleAN e | Block Exec
(e.g. my IT policy)

Description:

(Maximum allowed characters 256)

Insert Above Policy: 1 (Global Policy)

Palicy Expires:
L Set Expiration for Policy

On Date:

At Time:

Policy Member Definition

Membership is defined by the combination of the following options. AN criteria must be met for the policy to take effect.

Identification Profiles and Users: | | | 1dentification Profiles v]

@ ANl Authenticated Users
() Selected Groups and Users (7.

Groups: No groups entered

| O All Users (a icated and Iq_

If the "All Users" option is selected, at least one Advanced membership option must also be selected.

users)

= Advanced | Use the Advanced options to define or edit membership by protocel, proxy pert, subnet, Time Range, destination (URL
Categary), or User Agents.

The following advanced membership criteria have been defined:

Protocols: None Selected
Proxy Ports: None Selected
Subnets: None Selected
Time Range: No Time Range Definitions Available
(see Web Security Manager > Defined Time Ranges)
URL Categories: Category
User Agents: None Selected

MR — 15 R SR M

5P ET  WTRERN | BITHESEME MR R RE TR S .

883.84 : £ Access PoliciesTn# , #a{RURL Filtering##{Fi% & 73 Monitor.

2£3.9% : T£Access PoliciesTTH , R diObjects AIREUHT K B& o

Access Policies

Policies

Add Polic

it Policy Orde

Identification Profile: All

Protocols and
Order | Group User Agents URL Filtering = Applications | Objects Anti-Malware and Reputation HTTP ReWrite Profile | Clone Policy | Delete

Block Exec 4nnmnmmmmEng
Identification Profile: All " | N " -

1 | all igenified users (glebal policy) = Monitor: 1 onitor: 325 | (global policy) (global pelicy) (global policy) | ]
URL Categories: Category PEessmEERa

Web Reputation: Enabled

Global Palicy No blocked items | Monitor: 108 = Moenitor: 325 | No blocked items = Secure Endpoint: Enabled None

Anti-Malware Scanning: Enabled

E& — EENR

%3.10%, MTHEEF | #%#ZFDefine Custom Objects Blocking Settings.




Access Policies: Objects: Block Exec

Edit Objects Blocking Settings

r  Use Global Policy Objects Blocking Settings _

Define Custom Objects Blocking Settings

]
| Disable Object Blocking for this Policy

=4 | No Maximum

FTP Max Download Size: | No Maximum

Block Object Type
Mot Defined

| Block Custom MIME Types: = Mot Defined |

Conce [Submit |

A — EXEELE
E3.1ML  EEAHTABLLERER IEANREKE,
583.12F  BBRERF , RERAIENTREKE,

883.13%, WA, B UEBEMMIMESRE "o Hm AMIMESRE | ENEFE LR
MHRYIRE,

Access Policies: Objects: Block Exec

Edit Objects Blocking Settings

| Define Custom Objects Blocking Settings |

Objects Blocking Settings
Object Size

HTTP/HTTPS Max Download Size: 'e) |°_ MB @ No Maximum

FTP Max Download Size: O ,D_ MB @ No Maximum

Black Object Type

‘Object and MIME Type Reference =

b Archives

b Inspectable Archives (7.

b Document Types

= Executable Code <

Java Applet

UNIX Executable

Windows Executable

) ©

-

= Installers _— ( 2 )
S
UNIX/LINUX Packages
» Media
» P2P Metafiles

b Web Page Content

b Miscellaneous \

Custom MIME Types

Object and MIME Type Reference &

o/

Block Custom MIME Types: | |application/x-msdownload
application/x-msdos-program
application/x-msi

®

4
(Enter multiple entries on separate lines. Example: audio/x-mpeg3 or audio/* are valid entries. Maximum
allowed characters 2048.)

B — BREZEMELEHAXNR




52 25 EEEMIMEXEFI% | % #0bject and MIME Type
Reference.

HER3.14. 1R,
HIR315.RBRRE K,

MY R R R
EARAIS , HAPERTRTRIIMNN , 2ERATEERE :

fgl Motification: Policy: File Type X -+

T L]
€ InPrivate =

« G & https:/famojarra.ciscolocalfTImb.exe

This Page Cannot Be Displayed

Based on your organization's access policies, access to this web site or download
{ https:/famojarra.cisco localf1mb.exe ) has been blocked because the file type "application/x-
msdos-program” is not allowed.

End-User Notification PagesEnd-User Notification Pages

If you have gquestions, please contact your organization's network administrator and provide the
codes shown below.

b

B& — BHLEBHRE

p R~ : EEEEnd User Notification(EUN)ITE , i MGUIS M EISecurity Services , RFH &
End-User Notification # & End-User Notification PagesZf %o

MER BEF , BAUBEIRNSREMERNBET, BE-—NMESTESHERB(ER

: DecryptingTraffic), ##EJNDECRYPT_CUSTOMCAT,



FZNAE BEITEH B KR Block_Exec), ##4EABLOCK_ADMIN_FILE_TYPE,

i lﬁlli.l H 7oA
i 1772186569.823 182 10.48.48.192 TCP_MISS_SSL/200 39 CONNECT
= tunnel://amojarra.cisco.local:443/ - DIRECT/amojarra.cisco.local -
- DECRYPT_CUSTOMCAT_7-DecryptingTraffic-DefaultGroup-NONE-NONE-NONE-
m% LAB ACCGSS NONE <IIC C Catell’_,_’ll_ll’_’_’_’ll_ll’_,ll_ll,_’ll_ll’_ ll nn ll lI n ll " ll " Il n Il n ll n ll n 1 71 0 "
ll n ll_ll_ll ll_ll_ll ll_ll_ll - _ll_ll_ll _ll_ll_ll_>___
B 1772186576.735 2242 10.48.48.192 TCP_DENIED_SSL/403 0 GET
- https://amojarra.cisco.local:443/1mb.exe - DIRECT/amojarra.cisco.local application/x-msdos-
P program BLOCK_ADMIN_FILE_TYPE_12-Block_Exec-DefaultGroup-NONE-NONE-NONE-
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