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System Status

B rntable FOF &

System Uplime S -

Up since: 28 Jun 2024 13:45 (GMT +05:00)
(270d 21h 54m 572}

Evslem Pesource Uilization +

cru: 156.2% |
BaM: oores ]
Reporting/Logging Disk: 10.8% [l

Proxy raffic Characteristics

Transactions par Sacond

Average in last minule:

1.760

Mazimurm In last B 2,210
Aaverage in last how: 1,697
Maximum since proxy restart: 2,451
Average since proxy restal: 615

Average in last mhinute: 126 9Mbps
Mazimurm In 135t hor: 1.4Ghps
Average in last houws: 220 IMbps
Maximum since proxy restart: 22.1Gbps
Average since proxy restarl: &0, M b=

Average in last minute: F¥s
Maximum In last howr: 8.2M
Aversae in last hows: a4
Mazimum since proxy restart: 19.64
Average since proxy restast: Fi ]

R — RECRES

Proxy Capacity ﬂ

Prowy CPU Ueage: | 100,0%

Proxy Conneclion Backlog: | " 8080°: 2642, '443": O
Praxy Disk 1/0 Utilizatian: | 0%

Wah Traffic Tap CPU Utilization: 0.0%%

High Availability

Service Status: | 1 Failower Groups Enabled
Failover Group 0
Prioiity: 255

Slatus: MASTER

ldenlily Services Engine

Status: Unavailable

Current Configuration

Wich Froxy

Web Prooy Status: | Enabled
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Bamdwidth Out {Bytes)
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Export..

ESNEBRFERNBR , FSMEISWA GUI , EfiEIReporting Hi&EWebsites, EHHEE FERIRY
HTTPRHTTPSM A5 R A E S RERE FiHE AV,

RIFBENFAELER , EREIRERBEAURL , fliMicrosoft Updates., Adobe. Office365FE4L
2WUFE. FEEBTHAOSWALHRE , MNTRERIKIER FA LB R,

Web Sites

25 Mar 2025 11:00 0 26 Mar 2025 11:00 [GMT +05:040)

Top Domalns: Tolal Transactions

funmel:
L

tunmnel

Lunnel;/y

tunnel:;

tunnel:/s

W LOm

L 1008 2000 008 a000M

Tranzactions

‘ Frintaide PDI

Top Doenaing: Bamdwidil Used

s [ 2+4.1G6
n i_ 134,808
I 5Lo0GE

M 22368

W 129GB

W 13568

g Wl 12.168

B woce

: )l s4GB

I s4GE
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& — SWAR[™] I Uk 12 5 E AR

pomalns Matched
Items Displayed| 10
Domain or [P Bandwidth Used Time Spent Transactions Completed Transactions Blocked Total Transactions w
e 23514:57 0 24.5M 24.6M
[i].] 1909:50 i 12.0M 1:i.0Mm
[} 26710:03 0 6. 7M 6. 7™
2.0ME 4541:17 2,098 2.7M 2.0m
(1131 10029:17 L 2.5M 2.0M
;] 2579:58 0 1.7M 1.7M
4. 260 5581:18 | .5M [} 1.5
184, 8GR 2125:54 1.4M 1,806 1.4
OE 2062:27 0 1.1M L.1M
(]3] 1354:09 L} 1.0M 1.0
data): T41.1GB 111839:46 6.7M 64_8M T1.5M
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Users

" Printable POF &9

24 Dec 2024 00:00 to 21 Mar 2025 15:03 (GMT +05:30)

Top Users: Transactions Blocked Top Users: Bandwidth Used
TaS sl
245.0MB
40.MB
EERCT
R
r 7943 11.3M8
1,754 7 g
7 1.1ME
3 1.OME
1 60.8KE
1 I | | |
o 4,000 B000 12,0k 0B J200ME GS00ME 9G00ME  1.3GE
Transactions Bytes
Chart Opbtions... | Export... Chart Qptions... | Export...
User ID or Client IP Bandwidth Used Time Spent Transactiens Complebed Transactions Blocked = | Total Transactions
245.3MB 5156 5,916 7,943 13.9k
7.2MB 22 223 3,754 3,977
13.3MB 23 333 F 340
&0.8KB 0013 50 3 53
1.0MB 10 17 1 118
27.2MB k-4 187 [i] 187
TL5_4ME 02:33 1,589 1] 1,589
23.3MB Od:14 3,192 o 3,192
3.AMBE 00:07 104 o 104
A0.3MB 02:18 442 o 442
Totals (all available data): 1.1GE 16:03 12.2k 11.7k 23.9k
| Find User ID or Client 1P Colurmins.., | Export...
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SHDA&

B EEFESHD log , BRI D ELMEEENR , HlOMAF BISWAR &iEE(CliConn), MSWAZ|
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+ ClientConns &z & F iR iE .
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https://www.cisco.com/c/zh_cn/support/docs/security/secure-web-appliance/220446-troubleshoot-secure-web-appliance-perfor.html
https://www.cisco.com/c/zh_cn/support/docs/security/secure-web-appliance/220446-troubleshoot-secure-web-appliance-perfor.html
https://www.cisco.com/c/zh_cn/support/docs/security/secure-web-appliance/220446-troubleshoot-secure-web-appliance-perfor.html
https://www.cisco.com/c/zh_cn/support/docs/security/secure-web-appliance/220446-troubleshoot-secure-web-appliance-perfor.html
https://www.cisco.com/c/zh_cn/support/docs/security/secure-web-appliance/220446-troubleshoot-secure-web-appliance-perfor.html

CPULD: ¥ & CPUS .
RAMUTIL:RAMFI A £,

HER . — oA RS E.
DiskUtil: &% 58 F /O &E

WARBIFAR , BYARHY1,600NMEREFBRENRERERH

Wed Mar 26 11:09:30 2025 Info: Status: CPULd 16.3 DskUtil 19.9 RAMUti1 9.3 Reqs 1661 Band 152966 Latenc
Wed Mar 26 11:10:31 2025 Info: Status: CPULd 13.6 DskUtil 19.9 RAMUti1 9.5 Reqs 1699 Band 107048 Latenc
Wed Mar 26 11:11:31 2025 Info: Status: CPULd 15.0 DskUtil 19.9 RAMUti1 9.5 Reqs 1669 Band 178803 Latenc
Wed Mar 26 11:12:31 2025 Info: Status: CPULd 17.6 DskUtil 19.9 RAMUti1 9.2 Reqs 1785 Band 143721 Latenc

fE 15 1R B S HE BRI IR (7] &

HBEISWARENREHIGERRZR , GRS TRFRETEREARENAATIE, EEEE
BHERR T , B MERI AL R B SRERCIEIMNLR AL, BESEAELFRITESHRES
B, BAULERAMTRSBIERNRE , M ER M H1T 07 MEERFE,

BXRMESZBINRESRNFAES  BERELRBSHFEREMESH,

ESWAHRIWE A EWIFMIERE - HEEZEWebiBF HE,

AUBEESREXRBSURINELRR , IESHRBTHEFSFIHRNMSWA, SWAREHREZRW
SWAMIWebBRSF B ZAIRBHILER, FEEZRNERERSFETMENRS , HIADNSHET,
BRI B AR RS BRRE P imERET A, o, BHITEEMEEI% ( WAMP, SophosHl
AVC ) SBIVEER |, LATETE B X B AR HER K #20

1750344193.093 272 10.10.20.30 TCP_MISS_SSL/200 39 CONNECT tunnel:f/cisco.com:443f " cisco\user@cisco.com”
DIRECT/www.cisco.com-DECRYPT_WEBCAT _7-DefaultGroup-Authentication_Profile-DefaultGroup-NONE-NONE-DefaultGroup-
NONE<"C_Cis",6.3,1," =" ,=,=,=,=," =" ,=,=,=," =" ,=,=," =" " =" ,-,=,"IW_Com" ,-," =" " Computer" ," =" ," Unknown" ," Unknown" ," =" " -

tam et - =",==> - - [ Request Details: ID = 169121930, User Agent = "Mozilla/5.0 (Windows NT 10.0;
Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/137.0.0.0 Safari/537.36", AD Group Memberships = ( NTLMSSP )
"Cisco\Users" ] [ Tx Wait Times (in ms): 1st byte to server = 3, Request Header = 0, Request to Server = 0, 1st byte to client = 3
Response Header = 0, Client Body = 9 ] [ Rx Wait Times (in ms): 1st request byte = 0, Request Header = 0,Client Body = 0,1st response
byte = 0,Response header = 0,Server response = 13, Disk Cache = 0; Auth response = 0, Auth total = 3; DNS response = 0, DNS total = 0
WEBRS response = 0, WBRS total = 0, AVC response = 0, AVC total = 0, DCA response = 0, DCA total = 0, McAfee response = 0 McAfee
total = 0,/Sophos response = 0. Soohos total = 0. Webroot response = 0, Webroot total = 0.Anti-Spvware response=0 . Anti-Sovware total
= 0; AMP response = 0, AMP total = 0; Latency = 143; ' 19/Jun/2025:14:43:13 +0000" ] [Client Port = 57785, Server IP = 10.20.30.40,

Server Port = 443]



https://www.cisco.com/c/zh_cn/support/docs/security/secure-web-appliance-virtual/220456-configure-performance-parameter-in-acces.html
https://www.cisco.com/c/zh_cn/support/docs/security/secure-web-appliance/221977-access-secure-web-appliance-logs.html
https://www.cisco.com/c/zh_cn/support/docs/security/secure-web-appliance/221977-access-secure-web-appliance-logs.html
https://www.cisco.com/c/zh_cn/support/docs/security/secure-web-appliance/221977-access-secure-web-appliance-logs.html
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- HHISWAEE
- BORIEASHERRIBRERERXNT,
- BIEEHRRKE

- BPUWITE.....

- SWA ( EANRHFHREFFRAENR QAR RETEENIAES B RKHSWARE
) o

- BRBFIBEEFAENFERYMM%g , SRR S G UL EIFEH,
- EYFERNKRBFEFHAIHAR .

- testauthconfigan & MCLIEY 4 H o

LROIERE B BRI XA SR AT E

1750344193.093 5272 10.10.20.30 TCP_MISS_SSL/200 39 CONNECT tunnel://cisco.com:443/

"cisco\user@cisco.com” DIRECT/www.cisco.com-DECRYPT_WEBCAT_7-DefaultGroup-

Authentication_ProﬁIe—DefauItGroup—NONE-NONE—DefauItGroup—NONE <"C_Cis",6.3,1,"-",-,-,-,-,"-",-,-
= II_II II_II,_,_III [W Comll = " II "Computer"’" n llUnknownll’lFUnknownﬂlﬂ Illll U 0 06 OI_," IIJII_

| ]

R I [ Request Details: ID = 169121930, User Agent = " Mozilla/5.0 (Windows
NT 10.0; Win64; x64) AppIeWebKlti’537 36 (KHTML, like Gecko) Chrome/137.0.0.0 Safari/537.36", AD
Group Memberships = ( NTLMSSP ) " Cisco\Users" ] [ Tx Wait Times (in ms): 1st byte to server = 3, Request
Header = 0, Request to Server = 0, 1st byte to client = 3, Response Header = 0, Client Body = 9 ] [ Rx Wait
Times (in ms): 1st request byte = 0, Request Header = 0. Client Bodv = 0. 1st response bvte = 0, Response
header = 0, Server response = 13, Disk Cache = 0; Auth response = 5210, Auth total = 33; DNS response =
0, DNS total = 0, WBRS response = 0, WBRS total = 0, AVC response = 0, AVC total = 0, DCA response = 0,
DCA total = 0, McAfee response = 0, McAfee total = 0, Sophos response = 0, Sophos total = 0, Webroot
response = 0, Webroot total = 0, Anti-Spyware response = 0, Anti-Spyware total = 0; AMP response = 0,
AMP total = 0; Latency = 5243; "19/Jun/2025:14:43:13 +0000" ] [Client Port = 57785, Server IP =

10.20.30.40, Server Port = 443]

= DNSH} ]



WERDNSI AT A K , MTACEZE L TE B R RDNSIER &) &

- HFSWAELE
- REUBREERE R,
- DNSHRS8RIPH#E L,
- BIEEHRKE.
- BFWHITEN,
- SWA ( £ FIDNSRS BIP# TR ) .
- BRENTFE BSEAENLFRHPEE % <dM%:>d,
- EYEBENNEFRAHHAR &

ETHRBXADNSEEMWHEL RN FAFE |, FS R EZEWebi® B DNS AR 553t 17 5= HEBr 512

1t R E 7R EDNS R RREEAT #A X Y S HER B 8]

1750344193.093 4472 10.10.20.30 TCP_MISS_SSL/200 39 CONNECT tunnel://cisco.com:443/
" cisco\user@cisco.com” DIRECT/www.cisco.com-DECRYPT_WEBCAT_7-DefaultGroup-
Authentication_Profile-DefaultGroup-NONE-NONE-DefaultGroup-NONE <" C_Cis",6.3,1,"-",-,-,-,-," =" ,-,-
== "—","—",—,—,”IW Com",-," -"," Computer"," -"," Unknown" ," Unknown"," -" " -" 0.06,0,-," -" ," -

T e N [ Request Details: ID = 169121930, User Agent - M02|Ilaf5 0 (Wlndows
NT 10.0; W|n64 x64) AppIeWebK|t1537 36 (KHTML, like Gecko) Chrome/137.0.0.0 Safari/537.36", AD
Group Membershlps = ( NTLMSSP ) " Cisco\Users" ] [ Tx Wait Times (in ms): 1st byte to server = 3, Request
Header = 0, Request to Server = 0, 1st byte to client = 3, Response Header = 0, Client Body = 9 ] [ Rx Wait
Times (in ms): 1st request byte = 0, Request Header = 0, Client Body = 0, 1st response bvte = 0. Response
header = 0, Server response = 13, Disk Cache = 0; Auth response = 0, Auth total = 3; DNS response = 4320,
DNS total = 65, WBRS response = 0, WBRS total = 0, AVC response = 0, AVC total = 0, DCA response = 0,
DCA total = 0, McAfee response = 0, McAfee total = 0, Sophos response = 0, Sophos total = 0, Webroot
response = 0, Webroot total = 0, Anti-Spyware response = 0, Anti-Spyware total = 0; AMP response = 0,
AMP total = 0; Latency = 4353; "19/Jun/2025:14:43:13 +0000" ] [Client Port = 57785, Server IP =
10.20.30.40, Server Port = 443]
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https://www.cisco.com/c/zh_cn/support/docs/security/secure-web-appliance-virtual/220558-troubleshoot-secure-web-appliance-dns-se.html
https://www.cisco.com/c/zh_cn/support/docs/security/secure-web-appliance-virtual/220558-troubleshoot-secure-web-appliance-dns-se.html
https://www.cisco.com/c/zh_cn/support/docs/security/secure-web-appliance-virtual/220558-troubleshoot-secure-web-appliance-dns-se.html
https://www.cisco.com/c/zh_cn/support/docs/security/secure-web-appliance-virtual/220558-troubleshoot-secure-web-appliance-dns-se.html
https://www.cisco.com/c/zh_cn/support/docs/security/secure-web-appliance-virtual/220558-troubleshoot-secure-web-appliance-dns-se.html
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R~ E RESophos5| 2R S HER AT E :

1750344193.093 4500 10.10.20.30 TCP_MISS_SSL/200 39 CONNECT tunnel://cisco.com:443/
CT/www.cisco.com-DECRYPT_WEBCAT_7-DefaultGroup-Authentication_Profile-
faultGroup-NONE <"C_Cis" ,6.3,1,"-" ,-,-,-,=,"-",-,-,-," " o
-,"="," Computer"," -"," Unknown" ," Unknown" ," -" " -" 0.06,0,-," =" " =" =" ="
"-",-,-> - - [ Request Details: ID = 169121930 User Agent "Mozilla/5.0 (Windows NT 10 0 Wlnﬁd x64}
AppIeWebI(lt;'SS}' 36 (KHTML, like Gecko) Chrome/137.0.0.0 Safari/537.36", AD Group Memberships = (
NTLMSSP ) "Cisco\Users" ] [ Tx Wait Times (in ms): 1st byte to server = 3, Request Header = 0, Request to

Server = 0, 1st byte to client = 3, Response Header = 0, Client Body = 9 ] [ Rx Wait Times (in ms): 1st request
byte = 0, Request Header = 0, Client Body = 0, 1st response byte = 0, Response header = 0 Senrer response =
13 Dlsk Cache = 0 Auth response =0, Auth total 0; DNS response = 0, DNS total = 0, WERS nse =
. al =0 = 0, tots , DCA response =0, DCA total 0,
Sophos response = 4376 Sophos total 145 & nse = 0,
\ 3l ( VIP total = 0; Latency = 44009;
" 19_.-"Jun,:'2025 14 43 13 +0000" ] [Cllent Port 57785 Ser\rer IP = 'ID 20 30. 40 Sen.-'er Port = 443]
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FRT IEFRENAEN.

188 1% IFERESTART,



SR KEREnterlBH @5,

A

BE BB ARSI SSBURS T, BUVIEFREFHITZERE , BUFENMOMIT

o

BRI MR RIER KR
ERTEARESHRN , HRELESFSBNTACRE,

o BPum P M.

« B=HTRBURL,

- AXREEFIHPCHISWARURLEETRYIPih L,

- APG#R (FIMAEARMRIERs MR, WRENEAERER  FENFFER )

R+ 8: ORI 58

« XAFEPRITEV LA B EMRRRMMA, HRMNE , FIEERNFHIR IR/ RKE
BWEE , ABRRZEFHRE,

BXRMAESWAHRITHESHRNFAGE , BSHSEENE TS RE IR EHECHR

BLESE %

SERMMEENS I ELREERESERM, SSWARE TEZ&RM4, RMEXHFMKREEN , £
REXFER, XPEXRMLEBFEMENAREHAABERBHFRINENE., SRELTHEEKF
i, X—EEEELESEHEMHE,

UTRECEERN —LERTR

1. BREIHTTPSHE : EENLLRBEREENRE, RURHILEFE , BFRiERE
o

2. BERBMEER , RENE  £XRBIRNIBLREREANEXRE, XBIELLEERKH
ZIRREBBR T EROLE,

3. FMLERBEIRIT : BER TR REHENRELRE, XFTURD THRENLEH RS ES
REERE.

4. B ESZRGNFRESHE EFHESRANBRERENAHEE. SlITRSARE
CPU , At HAEN A UEERERFERE , MAERE M,

5. FARBREBENRER  BRERAEXRNARZENENRERX, BRI(ONMESEFFZHER
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https://www.cisco.com/c/zh_cn/support/docs/unified-communications/expressway-series/222484-configure-packet-capture-on-content-secu.html

o
D
o

BXRSWARESSERNFHAEES , BHREALZEWebiRE &

A
CLITn %
version

fFEAversiontn SRIFEH4H 2B ( A TEESWA ) MIRAIDIRA ( ATYESWA) , BREEHEE
CBRCPUZKAD, RFENEABERMBSE. EEMERSD  RADRSERF KR, MR
RAIDRSENERZR RN ERR R KM , F5Cisco TACKRRUBENEREFRUEARS,

THRZEEZCPURISWARN RHAI , ZRPAIREES BERRITH ¢

SWA Lab> version
Current Version

Product: Cisco S100V Secure Web Appliance

Model: S100V

BIOS: 6.00

CPUs: 3 expected, 4 allocated

Memory: 8192 MB expected, 8192 MB allocated

Hard disk: 200 GB, or 250 GB expected; 200 GB allocated
RAID: NA

RAID Status: Optimal

T RER

£ Adisplayalerts i T & AT 8RR R R B SWAR LR B4R E B,
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SWA LAB> displayalerts

Date and Time Stamp Description

26 Mar 2025 11:20:07 +0500 The File Reputation service is not reachable.

26 Mar 2025 11:20:07 +0500 Critical: Reached maximum failures querying DNS server 10.10.10.10

26 Mar 2025 11:20:07 +0500 Critical: Reached maximum failures querying DNS server 10.10.10.10

26 Mar 2025 10:16:18 +0500 Warning: Communication with the File Reputation service has been established
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<{froot>

SWA LAB> process_status

USER PID

YCPU
%VEM

VSZ RSS TT STAT STARTED

COVIVAND
root 11 2805.4 0.0 0
root 71189
102.0
19.5

6670700 6478032 - R 23Feb25
pr ox
root 91880 99.0 0.6 369564
root 91267 76.0 0.9 379804
root 12 25.9 0.0 0
root 46955 25.0 0.2 91260
root 95056 23.0 11.2 5369332
root 93190 12.0 1.4 3118384
root 64579 11.0 0.2 101336
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<#froot>

SWA LAB> Status detail

St atus as of: Wed Mar 26 11:51:27 2025 PKT

Up since: Fri Jun 28 13:45:43 2024 PKT (270d 22h 5m 43s)

System Resource Utilization:

CPU 16. 0%
RAM 10. 3%
Reporting/ Loggi ng Di sk 19. 8%

Transactions per Second:

Average in last minute 1745
Maximum in last hour 2210
Average in last hour 1708
Maximum since proxy restart 2451
Average since proxy restart 615
Bandwidth (Mbps):
Average in last minute 149.699
Maximum in last hour 1356.387
Average in last hour 229.634
Maximum since proxy restart 22075.244
Average since proxy restart 60.689
Response Time (ms):
Average in Tast minute 99
Maximum in last hour 8194128
Average in last hour 87
Maximum since proxy restart 19608632
Average since proxy restart 28

Cache Hit Rate:
Average in last minute
Maximum in last hour
Average in last hour
Maximum since proxy restart
Average since proxy restart
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Connections:

IdTle client connections 3481

IdTe server connections 754
Total client connections 21866

Total server connections 19049
SSLJobs:

In queue Avg in
Average 1in last
SSLInfo Average
Network Events:
Average 1in last

last minute 0
minute 12050
in last min 0

minute 16.0

Maximum in Tast minute 171
Network events in last min 151918
Ipcheck
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<tfroot>

SWA LAB > 1ipcheck
Ipcheck Rev
Date
Model
PTatform

1

Fri Mar 21 16:34:56 2025

S100V

vmware (VMware Virtual Platform)

Secure Web Appliance Version Version: 15.2.1-011

Build Date
Install Date
Burn-in Date
BIOS Version
RAID Version
RAID Status
RAID Type
RAID Chunk
BMC Version
Disk 0

Disk Total

Root

2024-10-03
2025-02-13 17:49:24
Unknown

6.00

NA

Unknown

NA

Unknown

NA

200GB VMware Virtual disk 1.0 at mptO bus O scbus2 target 0 lun O
200GB

4GB 64%
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Next r oot 4@B 65%

Var 400MB 38%
Log 130GB 24%
DB 2GB 0%
Swap 8GB
Proxy Cache 50GB
RAM Total 8192M

AS N

pr B

rate@d & 810 T Hl —RIERERNFHWE R,

<tfroot>

SWA LAB> rate
Press Ctr1-C to stop.

%roxy reqgs client

CPU /sec hits bl ocks m sses kb/ sec
100. 00 1800 17 16352 1626 178551
100. 00 1813 18 16453 1659 226301
99.00 1799 10 16338 1645 206234

server

kb/ sec

178551

224952

206234

%w disk disk

saved

0.0

0.6

0.0

wWr's rds
2366 0
3008 0
3430 1
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