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%1.1% . MGUISMEIWeb Security Manager , AJg%#ZFCustom
and External URL Categories,

H%1.2. 8 HAdd Category B EHHI B E X URLZEF,
H 1.3 A FE G AName,
FHR1.4 T[T D EXATURL:

Togin.microsoft.com, login.microsoftonline.com, Togin.windows.net
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Custom and External URL Categories: Edit Category

Edit Custom and External URL Category

Category Name: | [MS Tenant Restrictiof @

Comments: (2. {

List Order: |_,
Category Type: | Local Custom Category

Sites: (7
login.microsoft.com, login.microsoftonline.com, login.windows.net Sort URLs
Click the Sort URLs button to sort

all site URLs in Alpha-numerical
order

(e.g. 10.0.0.1, 2001:420:80:1::5, example.com.)

= Advanced | Regular Expressions: (2.

4
Enter one regular expression per line. Maximum allowed characters 2048.
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Decryption Policy: DP MS Tenant Restrictions

Policy Settings

Enable Policy
Policy Name: (/| [ pp Ms Tenant Restrictions @
(e.g. my IT policy)

Description: | |
|
|
| 4
(Maximum allowed characters 256)
- | Iy —rr——
Insert Above Policy: | [ 4 (Global Policy) |
Policy Expires:

[ set Expiration for Policy

On Date:

At Time:

Membership is defined by the combination of the following options. Alf criteria must be met for the policy to take effect.

Identification Profiles and Users: | [, 1dentification Profiles v

If "All Identification Profiles” Is selected, at least ane Advanced membership option must also be selected.
Authentication information may not be available at HTTPS connection time. For transparent
proxy traffic, user agent s ilable for decryption policies.

= Advanced | Use the Advanced options to define or edit membership by proxy port, subnet, Time Range, destination (URL
Category), or User Agents,

The following advanced membership criteria have been defined:

Proxy Ports: None Selected
Subnets: None Selected
Time Range: No Time Range Definitions Available
(see Web Security Manager > Defined Time Ranges)
URL Categories: MS Tenant Restriction @
User Agents: None Selected
Cancel | Submit |
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Decryption Policies

Policies
Add Polic

Order Group URL Filtering ‘Web Reputation Default Action Clone Policy Delete

DP MS Tenant Restrictions
i Identification Profile: All (global policy) (global policy) G ]
URL Categories: MS Tenant Restrictions
Monitor: 1

Global Policy " =
Identification Profile: All IR Uik L=l ERERE

Drop: 2

Edit Policy Order
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£ 52.10. 82 & Submit,




Decryption Policies: URL Filtering: DP MS Tenant Restrictions

Custom and External URL Category Filtering

These URL Categories are defined as group membership criteria. All other categories are not applicable for this policy.

Use

Global -

Settings Pass Through = Monitor | Decrypt |Drop ?/ Quota-Based | Time-Based
O o 5] Q ©

Override Global Settings

Category Category Type | Select all Select all Select all] Select all

-

elect all (Unavailable) | (Unavailable)

O MS Tenant Restrictions

Custom (Local)

E& — @& B ELURLES!

FERIQBHTTPEEE & X+

o

%3.1% : NGUIF | SinEIWeb Security Manager , A%
HTTP ReWrite Profiles,

S B3.2. 8 HAdd Profile,
SIR3.3. 50 A B E XA AIName,
518 3.4 f¥Restrict-Access-To-Tenants A F 5 — PR L B #ro

$£3.54% : 3 FRestrict-Access-To-Tenantsig & , i5EH
<permitted tenant list>{8 , ZEXAR A TR IHRINEFNIES
pal R

$53.6. 8 3HAdd Row,
#£3.74 ., FARestrict-Access-ContextfE R & = MR L B FFo

$3.84, X FRestrict-Access-Contextiz & , i5EH £/ B XIDH
EREENEFRBAE,,

FR3.9. 8 & Submit.

HTTP ReWrite: Edit Profile

Profile Settings

Profile Name: (2. IHeader Rewrite MS Tenant Restrictions

Headers: Header Name Header Value Text Format Binary Encoding

Add Row
Copy Row

L) | | [Restrict-Access-To-Tenants ¢ 3.onmicrosoft.com [ ascir ~] [NoEncoding ~] @
) | | [Restrict-Access-Context [¢ 2-9505-4097-a69a-c1553ef | [ASCID ] [NoEncoding ~]
Note:

HTTP header variables available for modification: X-Client-IP, X-Authenticated-User, X-Authenticated-Groups

$ReqMeta can be used to fetch standard HTTP header variables
Example: If the value of Header is entered as Username-($ReqMeta[X-Authenticated-User]) and X-Authenticated-User is joesmith, the final Header Value
that gets replaced will be Username-joesmith

$ReqHeader can be used to access values of the standard HTTP headers or values of the other headers defined under this HTTP Header Re-Write Profile.
Example:

Headerl: Valuel;

Header2: Value0-($ReqHeader[Header1])-Value2-($ReqMeta[X-Authenticated-User])

If X-Authenticated-User is joesmith and Header1 value is Valuel then the value of Header2 will be Valueo-Valuel-Value2-joesmith

If value of any header field is empty, that header will be removed from the HTTP header fields and shall not be part of the HTTP header information.
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Access Policy: AP MS Tenant Restrictions

Enable Policy
Policy Name: (7| [ 2p Mg Tenant Restrictians
(e.9. my IT policy)

Deseription:

(Maximum aliowed characters 256)

Insert Above Palicy: | | (Global Palicy)

Policy Expires:
[ set Expiration for Palicy

On Date:

At Time:

Policy Member Definition

Membership is defined by the combination of the following options. All crit

Identification Profiles and Use:

is selected, at least one Advanced membership option must also be selected.

efine or edit membership by protocol, proxy port, subnet, Time Range, destination (URL

The following advanced membership criteria have been defined:

Protocols: None Selected
Proxy Ports: None Selected
Subnets: None Selected
Time Ranges No Time Range Definitions Available

(see Web Security Manager > Defined Time Ranges)
URL Categories: MS Tenant Restrictions
User Agents:  None Selected
| cancel | | Submit |

BRI — BT ] SR
£4.8%  HEHREBRF , BRURLIIEAVREIRE N K,

$4.9% . REHTTPEEREX RS | FHTTPIRXEEX
e YIEIRER R




Access Policies

URL Filtering | Applications  Objects Anti-Malware and Reputation| HTTP ReWrite Profile | Clone Policy Delete

Monitor: 3145 | (global policy)

BRE& — 151 KB E

£4.10%  EBRESWIFUBRIHTTPEEREN .

Access Policies: Edit HTTP ReWrite Profile

Profile Settings

Profiles: ., Use Global Settings

None
Cancel [ Header Rewrite MS Tenant Res(n‘ctians] —
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Web Tracking

| Proxy Services L4 Traffic Monitor SOCKS Proxy

Available: 06 Nov 2024 13:47 to 17 Jun 2025 20:48 (GMT +02:00)
Time Range: | Hour v|
User/Client IPv4 or IPv6: ? I (e.g. jdoe, DOMAIN\jdoe, 10.1.1.0, or 2001:420:80:1::5)
Website: | (e.g. google.com)

Transaction Type: | [ Al Transactions v |

[ = Advanced Search transactions using advanced crr'terr'a] @

URL Category: ' @ Disable Filter
() Filter by URL Category:

=

Application: | @ pisable Filter

() Filter by Application:
I (ex. Twitter)
() Filter by Application Type:
I {ex. Social Networking)

Policy: () Disable Filter
@ Filter by Policy: @
|AP MS Tenant Restrictior
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