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REE B TELETCPE O8053128FISWA ( BRIASWAK iR O R TCP 80F13128 , TE Al

15 A ¥

12567
12568
12569
12851
12852
12992
12993

12995

12997

03128 )

TCPEF,

MNEFPIHIREHTTP ( B#5IP
SREREBHWHTTPIGRL ( JRIP

HELE

TCPIEIZEALLL (4REF)

2024-81-25 89:35:26. 46545
2024-81-25 0935126046877
2824-81-25 26. 846945
2074-91-25 09:35:26. 286288
2074-01=25 09:35:36. 186297
2024-91-25 89:35:26. 347713
FOEA-1-25 BU:35:26.347815

2024-81-25 B9:35:26.353217
2024-01-25 09:35:26.412438

18.61. 3
10.61.70.23
18.48.48. 185
10.48.48. 185
10, 46,48, 185
10.61.70.23%
10.61.70.23

10, 45, 48, 165

10.61.79.22

WMware_f8d: T3:64

Cisco_Gd:b9: £F

Image-Client to SWA , HTTPE K&K

SWARIWebBR 5527

P& 7

Destinaticn

18.48.48.185
18.48.48.185
18.61.78.23
18.61.70.23
19.61.78.33
18,48, 48,185
11,48, 48,185

10,61, 78.23

10.48,48.1285

SWAIP , Bl
SWA )

O=3128)

st MAL: Protocel Lengt stream info

Whhiare_Bd:13:64 TCP
WMuare_8d:f1:64 WITP
Cisco_Sd:pa:ff TCP
Cisco_Sd:ba:ff TCP
Cisco_9d:pa:ff  HTTP
Whhware_Bd: f3:64 TCP
WHware_Bd: f3:64 TCP

Cisco_Sd:bd:ff TP

VHaare_8d: f3:64 TCP

65
188
65
1254
599
66

(]
86

2 65238 - 3128 [ACK] Seq=1 Ack=1 Win=132288 Len=0 TSwal=1762371B4E TSecr=3227000B37

2 GET http://example.com/ HTTR/1.1

2 3128 -+ 65238 [ACK] Seq=1 Ack=123 Win=E5488 Len=® T5val=3217008847 TSecr=1762371849

2 3128 = G5238 [ACK] Seq=1 Ack=123 Win=65408 Len=1188 TSval=1227001086 TSecr=1762371849 (TCP
2 HTTR/1.1 260 OK (text/himl)

2 65238 - 3128 IACK] Seq=123 Ack=1189 Win=131872 Len=8 TSval=1762372145 TSecr=3227ed1086

2 65238 - 3128 [ACK] Seqelid Ack=1722 Win=130568 Lens=d TSval=1762371145 TSecr=3227201986

2 3126 - 65238 [ACK] Seq=172F Ack=124 Win=05408 Len=0 T5wal=3227001147 Thecr=1762372150

2 85238 - 3128 [ACK] Seq=124 Ack=1723 Win=131072 Len=8 TSval=1762372212 TSecr=3227881147

T ERAEERENIPHHEIWeb RS 851 1P 3t 2 8],

KRESWARRERETCPIRAS80 , A EXRBMNKA (FRAERKD )

12578
12778
12779
12780
12833

12835
12836
12837

TCP#EF,

MRIBIREXHTTP ( B4RIP = WebfRE 85 |, B #rif
SREWebRE2HHTTPImA (JRIP =RERSET )

WiEE

TCPIEIZELLL (4REF)

2024-91-25
2024-81=25
2074-81-25
2024-81-25
T0T4-81-25
2024-01-25
20E4-81-25
2024-91-25 09:35:26. 281801

Source
10.48.43,.185
0F.184.216.34
18, 4B.43, 185
18, 48.48. 185
93,184, 216,34
93, 184, 216,34
19, 48,48, 185
93,184, 216,34
18.48.48.185

Cisco_9d:b9: 11
Whware_8d: £3:64

Destination
93.184.216.34
18.48.48. 185
§3.184.216.34
93.184.216.34
10.48.48. 185
18,48, 48, 185
93.184.216.34
10,48, 48,185
53.184.216.34

B — HTTP-SWAZIWebfRE 2 — EX — £ERE

LT RKREBEFIKHUHTTP Get=l,

O0=80)

st MAG Pmmcnl Lm: stream  bnfo

Cisco_Sd:ba:ff

Wb re_Bd: f3:64 T(P
Cisco_Sd:ba:ff TCP
Cisco_9d:ba:ff HTTR
WMware_8d:f3:64 TCP
Whwa re_Bd: 13:64 TCP
Cisco_Sdiba:ff TCP
WHware_Bd:13:64 HTTP
Ciseo Sd:ba:ff  TCP

]'-t
65
24z
[
1414
(1]
325
66

23146 - 8@ [I5YN) Seqed Winwl2288 Lenwd MSS#1360 WSesd SACK_PERM TSwals3198021713 TSecred

BB - 23146 [SYN, ACK] Seq= Ack=1 Win=65535 Len=0 MSS=13B0 SACK_PERM TSwval=2163502063 TSecr:
23146 = 82 [ACK] Seqel Ackel Win=13568 Len=@ TSval=3190921832 TSecrs2163592063

GET f HTTRSL.1

B8 = 23146 [ACK] Seq=l Ack=177 Win=G67872 Len=@ TSval=2163532176 TSecr=3190021832

BB -+ 23146 [ACK) Seqsl Ack=177 Win=67872 Len=1346 TSval=2163592177 TSecr=3190021832 ITCP sey
23146 - 80 [ACK] Seq=17T Ack=1349 Win=12224 Len=8 TSval=3130@21942 TSecr=2163592177
HTTP/1.1 200 0K (text/himl)

23146 - 88 [ACK] Seq=177 Ack=1608 Win=11968 Len=8 TSval=3150021942 TSecr=2163502177

LW W W



Frame 12568: 188 bytes on wire (1504 bits), 188 bytes captured (1504 bits)

Ethernet II, Src: Cisco_9d:b9:ff (4c:71:0d:9d:b9:ff), Dst: VMware_8d:f3:64 (00:50:56:8d:f3:64)
Internet Protocol Version 4, Src: 10.61.70.23, Dst: 10.48.48.185

Transmission Control Protocol, Src Port: 65238, Dst Port: 3128, Seq: 1, Ack: 1, Len: 122

[Expert Info (Chat/Sequence): GET http://example.com/ HTTP/1.1\r\n]

Request Method: GET
Request Version: HTTP/1.1
Host: example.com\r\n
User—-Agent: curl/8.4.0\r\n
Accept: */#\r\n
Proxy-Connection: Keep-Alive\r\n
\r\n
[Full request URI: http://example.com/]
[HTTP request 1/1]
[Response in frame: 12852]

& — SWA HTTP GETHY & i — Explicit

XRIMNEFHEISWA, REEIWebfRS 2R, HEREEFHNEMNRER.

Source 37CMAC Destination dst MAC Pratocol Lengt stream Inio
19.61.78.23 Cisco Bd:b9:ff  10.48.48.185  VWware 8d:f3:64 TCP kL] 2 65238 - 3128 [SYN] Seqe® WinsG5535 Lensd MS5=1260 WisE4 TSvals1762371780 TSecr=f SACK_PERM
10.48.48.185  \Mware Bd:f3:64  18.61.70.23 Ciseo_dd:b3:{f  TCP 74 2 3128 - 65238 [SYN, ACK] Seq=d Ack=1 Win=65535 Len=d MSS=1368 WS=G4 SACK_PERM TSval=323700843
19.61.78.23 Cisco Sd:bS:ff  18.48.48.185 Wheare_8d: f3:64 TCP L] 2 B5238 - 3128 [ACK] Seqel Acksl Win=132288 Lensd TSvals=1762371848 TSecr=3227880837
10.61.70.23 Cises_0d:bO:ff  10.48.48.185  VMware 84:3:64 WTTR 188 2 GET http://exssple.cos/ HTTP/1.1
19,48, 48,185 Wuare Bd:f3:64  18.61.78.23 Cisco_Sd:bs:ff TCP &5 2 2128 - 65238 [ACK] Seqel Ack=123 Win=G5408 Len=8 TSval=3227008847 TSecr=1752371849

12578 2024-01-25 00:35:26. 853195 10.48.48.185  VMuare 8d:f3:64 03.184.216.34  Ciseo_Sd:b9:ff TCP 74 3 13146 - 80 [SYN] Seqed Wirs12288 Lensd MSS=136 Ws=64 SACK_PERM TSval=3100021713 TSecr=@

12778 2024-91-25 09:35:36.168035 93.184.216.34  Cisco 9d:b8:ff  10.48.48.185  \Ware 8d:f3:64 TCP 74 3 88 - 23146 [SYN, ACK] Seq=d Ack=1 Win=6553% Len=8 MSS=1380 SACK_PERM TSval=2163592063 TSecr=

12779 2024-01-25 09:35:26.168077 10.46.48.185  Wware_8d:f3:64  93.184.216.34  Cisco Sd:ba:ft TCP 66 3 23146 - 80 [ACK] Seqel Acks] Win=13568 Lensd TSvals3198021832 TSecrs2163592063

12780 2024-81-25 09: 10,48, 48.185 164 93.184,216.34  Cisco Bd:b9:iff HITP 242 3 GET f HTTR/1.1

12833 2024-91-25 @9: 93,184,316, 34 10.48,48.185 13 L] 3 B0 - 23146 [ACK] Sequl Acksl77 Wins&787% Len=d Tavals2163502176 TSecrs3190021832

126834 2024-91-25 89: 93,184,216, 34 10,48, 48.185 1414 3 8 ~ 23146 [ACK] Seq=l Ack=177 Win=E7072 Len=1348 TSval=2163592177 TSecr=3190021832 [TCP seg

12835 2024-01-25 @9: - 19,48, 48.185 3:64 53.184.216.34 L] 3 23146 - 80 [ACK] Seq=177 Ack=1345 Win=12224 Len=8 TSwval=3190021542 TSecr=2163552177

12836 2024-91-25 09:35:26.281793 03.184.216.34  Cisco_0d:b9:ff  10.48.48.185 315 3 HTTRF1.1 200 OK  (text/htsl)

12837 2024-01-2% 09:35:26.281801 10.48.48.185  \Muare_Bd:f3:64  63.184,216.34 3 3 23146 - 80 [ACK] Seqe177 Ack=160E Win=11968 Len=0 TSwal=1190021942 TSecr=2163852177

12851 2024-81=15 99:35:26.306288 10,48, 48. 185 Wware_Bd:3:64 10.61.78.23 1254 1 3128 - 65238 [ACK] Sequl Acks=123 Wins654@8 Lens1188 TSvals=32270@1886 TSecr=1762371849 [TCF s

12852 2024-81-25 99:35:26.286297 WMware Bd:f3:64  10.61.78.23 599 2 HTTP/1.1 208 0K (text/htal)

235: 26, Cisco _Sd:bS:ff  10.45.468.185 66 2 65238 = 3128 [ACK] Sequl23 Ackwll8S Winwl31072 Lenw® TSvalwl762372145 TSecrm3227001086
Cisco_9d:b3:iff  10.48.48.185 6 2 65238 - 3128 [ACK] Seq=133 Ack=1722 Win=138560 Len=g
H 353 Cisco_Bd:b3: ff  10.48.48.285 3 L] 2 B5238 - 3128 IFIN, ACK] Seq=123 Ack=1712 Win=131872 Len=f ﬁuhl‘l‘ﬂ!ﬂl” Thecr=3227001086

12905 2024-91-25 89:35:26.353217 10,48, 48,185  Wihare 8d:f3:64  10.61.70.23 Cisca_9d:b8: 1t TCP [ 2 3128 - 65238 [ACK] Seq=1722 Ack=124 Win=65408 Len=d TSval=3227081147 TSecr=1762372154

12996 2024-01-2% 89:35:26.252397 10,48, 48.185 Wheare_Bd:f3:64  18.61.70.23 Cisco Bd:ba:ff  TCP L] 2 3128 - 65238 [FIN, ACK] Seq=1722 Ack=124 Win=05408 Len=0 TSwal=3227001147 TSecr=1762372150

12907 2024-81-25 09:35:26.412438 10.61.78.23 Cisco_9d:b@:ff  10.48.48.185 Wheare _Bd:13:64 TCP {1 2 65238 - 3128 [ACK] Seqe124 Ack=1723 Win=131072 Len=8 TSval=1762372212 TSecr=3227001147

& — FIEREBHTTPEX — T&7F

Y
AR BINRERBUTEANHEX D ; NEFIREISWARRZE —fEE , MMSWAE

WebfRS5eRIIRR S —HE &,



Time

2024-01-25 09:35:25.080719
2024-01-25 09:35:26. 989748
2024-01-25 0935260496546
2024-M-26 09:35:26.048877

10.61.70.23
104848085

5738 BE238 4 3128 [ACK) Saq=t Acks] Wins1AE08 00
. GET ispjenampiy om| WTTRIL o

93.184.216.34

2024-01-25 09:35:26.046945
2024-01-25 DH35:26, 053165
2024-01-25 D9:35:26.168035
2024-01-25 08:36:26.168077
2024-01-25 09:36:26,169172

2024-01-25 09:35:26.280446
2024-01-25 08:36:26. 281757
2024-01-25 09:35:26.181789
2024-01-25 09-35:26.261793
2024-01-25 08:35:26.281801

2024-01-25 093526, 286268
2024-01-25 09-35:26. 296207
2024-01-35 08:35:26.347713
2024-01-25 09:35:26.247815
2024-01-25 09:35:26.353174

LT

o1 Acks 123 WineB58_|

nm
2a1ep 21188 » B0 |SvH] faqs0 WinsTI28E LesaO ML

aaqen J22 3140 [FYN, ACH] Faq=0 Aokl Winzh | o
29100 23028 4 B0 JACK] Se0at Asket Wiss135BE Loy

GET | HETRALY

23186 80
231es B0 32186 [ACK] Seq=t Ack=TT Wims6I0TE | oo

2314 50 23186 [ACK] Sequ) Acke17T WinsBT002 .|
2310p ZEME 80 [ACK] Sequi?7 Acke1340 Winstdy oo
o SETTRILY 300 Gkl frel) o
3r0p 23140 4 BO [ACK] Sequii7 Acks1608 Wisa1ly 4

BE1IA jﬂ& -+ BEXIS [ACK] Sege Acksill WineliB4_ e
e MTTR1.1300 0K flextbami) I
pszas SEZIE 3178 [ACK) 59123 Atks1180 Wina 55y
ey B5238 + 3138 [ACK] Se50123 Acka1PID Wiks_ e

Comment

TEP: 85230 <+ INIW [5TN] Segsl WinshE5I5
TCP: 3118 -+ 85238 [5YN, ACK] S4qe0 Ackel
TCP: 85236 + 338 [ACK] Seqnt Acke] Winst_

BITTP: GET Bt \anamply com) WETE

TGP 3128 + G518 [ACK) Seqs] Acks1Z3 Win
TEP: 23186 » B [$¥N] Seand Wina i34 Lo
TCR; B0 = T148 [S¥N, ACK| SeqaQ Ack= Wi
TGP ZHIAE + 80 [ATK] Seas) Ack=t Wins135
HYTP: GET TR

TEP: 8 + T3148 [ACK] Seq1 Atkm1iT Winsé
TCP: 83 5 ZI1AB [ACK] Seqet Ack=177 Winzi,
TER: 23186 -+ B0 [ACK] Seqe177 Acke1 349 Wi_
WETEP: MTTBILY 200 OK (Meatfend)

TCP: 23186 + B0 [ACK] Seq=177 Ack=1608 Wi

TER: 3128 -+ G538 [AOK) Se0s1 ACKe 123 Win
T MTTBIL 200 6K (beatibemi)

TCP: 63238 IV [ACK) S4q=1TD Ackz 1185
TCP: 85238 -+ 3928 [ACK] S4qe123 Acke1T22
TE: 85236 -+ SUIE [F1h, ACK] Sequtid Akst

2024-01-26 (8 35:26.363217 sy JI2A_LSEIIN [ACK] SequiTI2 Ackuild Winas] yypy TCP: 2120 + 573N (AGK] 591727 Acks124
2024-01-26 09:35:26.353387 TCP: 3K18 -+ 85238 [FIN, ACK] Sea=1722 Ack.
2024-01-35 0%:35:26.412438 sptyg SO238 + Jki® JACK) Segu 24 AtkaiPE) Wity 5 oy TER: 85236 + IUZ8 [ACK] Sequid AcksiP23 _
2l e =1 =5 = =
BG — REHTTPERX — L&EF

BT 2R B SR RA

1706172876.686 224 10.61.70.23 TCP_MISS/200 1721 GET http://www.example.com/ - DIRECT/www.example.com t

BEEFBENRE

BTNV TSWARERE , TRTINEFIRZISWARN B NRER.

Mo, Saurce Cestination a5 MAC Protgeal Lengt stream Info
r 18.61.78. 18.48,45.185 Whware_8d:f3:64 TCP T8 2 55790 - 3128 [SYN] Seq=8 Win=65535 Len=0 MS5=1260 WS=64 TSval=3417110271 TSecr=0 SACK_PERM
| 10.44.48. 185 18.61,79.23 Cisco_9d:b:4f  TOP 74 2 3128 - 55709 [SYN, ACK] Seqed Ack=l Win=63535 Len=d MSS=1360 WS=64 SACK PERM TSvals=3687923%
| 1922 2824-§1-25 00:56:41. 265937 18.61.708.23 19.48.48.185 VHware_Bd:f3: T 66 2 55700 - 3128 [ACK] Seq=1 Ack=1 Win=132288 Len=0 TSval=3417118333 TSecr=3687923030
| 1923 2824-81-25 P9r56:41. 266085 18.61.78.23 Cisco 9d:bS:ff  10.48.48.185 Viware_Bd:f3:64 HTTP 128 2 GET http://example.cos/ HTTR/1.1
| 1024 1824-81-25 BO:56:41.266114 18.48.48. 185 VMware_8d:13:64 10.61.79.23 Cisco_0d:bo:ff TCP B6 2 3128 - 55789 [ACK] Seqg=1l Ack=123 Win=65856 Len=d TSval=3687023938 TSecr=3417118333
| 1925 2024-81-25 89:56:41.2680061 10.48.48.18% 93.184.216.34  Cisco 9d:b0:ff TCP T4 3 16088 - B3 [SYN] Seq=0 Win=12288 Len=0 MSS=1160 WS=f4 SACK_PERM TSval=3191296932 TSecr=d
1943 2014-81=25 89 93.184.216. 34 10.48.48.185 VMware_sd: f3:64 TOP T4 3 B2 - 16888 [SYN, ACK] Seqed Acksl Wine65535 Lens@ MS55=1380 SACK_PERM TSvals811197678 TSecrs:
1944 2874-81-25 18.48.48.185 H 93.184.216.34 Cisco_9d:bo:f TCP 66 3 16888 - BA [ACK] Seq=1 Ack=1 Win=13568 Len=9 TSwal=3191297043 TSecr=811197678
1945 2024=-81=25 10.48.458.185 Viware_Sd: 3264  93.184.216.34 Cisco_8d:p9:ff HTTP 292 3 GET / HTTR/1.1
1946 2024-01-Z5 93. 184,216, 34 18,48, 48, 185 VMware_8d: 13:64 TCP 66 3 80 - 16888 [ACK] Seq=1 Ack=227 Win=67872 Len=@ TSval=B11197793 TSecr=3191297843
1947 2024-01-25 93.184,216. 34 10,468,458, 185 Viware_Sd: f3:64 HTTP 365 3 HTTR/L.1 384 Mot Modified
1948 2024-81-25 89;56: 18.448, 48, 185 93.164,216.34  Cisco 9d:pd:ff  TOP &6 3 16088 - 80 [ACK] Seq=227 Ack=30@ Win=13248 Len=9 TSval=3101297172 TSecr=811197793
| 1072 1024-91-25 09:56:41.513809 1@.48.45.185 18.61.78.23 Cisco_0d:bd:ff TCP 1254 2 3128 - 55789 [ACK] Seqel Ack=123 Win=55856 Lens1188 TSval=3687924170 TSecr=3417118333 [TCP ¢
| 1973 2824-91-25 09:56:41.513111 18.48.48.185 19.61.79.23 Cisco Od:ibG:ff HTTP 589 2 HTTP/1.1 208 OK {text/htal)
| 1974 2824-81-25 P9:56:41. 585507 18.61.70.23 109.48.48.185 B6 2 55700 - 3128 [ACK] Seqel23 Acke1189 Wins131272 Lensd TSvals3417110640 TSecre3SBTH24179
| 1975 28T4-91-25 00:56:41.600250 19.61.78.23 10.48.48.185 E6 2 55780 - 3128 [ACK] Seq=123 Ack=1722 Win=138560 Len=9 TSval=3417118640 TSeer=316BT024170
| 1976 Z824-81-25 BAr56:41.684113 18.61.78.23 19.48.48.185 &6 2 55709 = 3128 [FIN, ACK] Seqe123 Ack=1722 Win=131872 Len=@ TSwal=341711065F TSecr=3687924179
| 1977 2024-91-25 B9:56:41.604191 18.48.46. 185 VHware_8d:13:64 10.61.79.23 66 2 3128 - 55789 [ACK] Seq=1722 Ack=124 Win=65856 Len=2 TSval=3687924260 TSecr=3417118652
| 1978 2024-81-25 £9:56:41.604293 18.48.48. 185 Viware_Bd:f3:64  108.61.79.23 Cisco_9d:b8:ff TCP 66 2 3128 = 55789 [FIN, ACK] Seqe1722 Ack=124 Win=65856 Len=f TSval=36BT324269 TSecr=3417118652
1988 2024-91-25 89:56:41.636832 10.48.48. 185 VMware_B8d:f3:64 93.184.216.34 Cisco_9d:b9:ff TCP B 3 16088 - BO [ACK] Seq=228 Ack=381 Win=13568 Len=@ TSval=3191297302 TSecr=811197917
L1981 2024-81-25 09:56:41,662464 18.61,70.23 Cisco_9d:b9:ff  10.48.48,185  Wware_8d:f3:64 TCP 56 2 55700 - 3128 [ACK] Seqel24 Ackel723 Win=131272 Lensd TSval=341711R729 TSecr=3667924269
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Time

2024-01-28 09:56:41.208030
2024-01-25 09:56:41.208MM
20:24-01-25 09:56:41.265037
2024-01-26 (5:56:41 266065
2024-01-25 0:56:41,266114
2024-01-25 (9-56-41.269061
2024-01-26 09:56:41. 386086
2024-01-25 OeEE:41,385174
2024-01-25 09:56:41.385270
2024-01-26 0x58:41. 809528
2024-01=25 0NE641.510195
2024-01-25 09:56:-41.510259
2024-01-26 (0c56:41 510429
20240125 (8:56:41.513099
2024-09-25 095641513
2024-01-25 09:56:41. 585807
2024-01-25 (5641600259
2024-01-25 D9:56:41.604113
2024-01-25 09:66:41.604191
2024-01-25 09:56:41 604293
2024-01-25 D9:56:01,636731

10,61.70,23 93184,216.34
10.48.48.185

m:wufmn;mwmmai,“ :

Larog QUL 0L IR R SR RISy i

70 MRS - - un |
sa7pp - OET g am i
m_m-um m-mm_lm

1 i
sageg 100AR + 1D |5YH) Saqed Wins1IAN Lenad W gy
a0+ 18088 |SYH_ ACK] Sequd heice! WinsRE_| b,
Jooeg L1B0BS % 50 [ACK] Seqei Acks? Wins13S68 L) oo

1BOES - ST ITTRL B
Tonn S0 18088 JACK] Gegut Acksd7 WinsB 1672
. HITETLA 304 hiot Msdiied o

sages (0NN 4 RO JACK) Seqs330 Acks100 Wins1a2y gy

Comment

TE: 65709 + 3128 [SYN] Seqs0 WinsbE815
TER: 3138 + 55700 [SYH, ACK] Seqed Acks1
TES: 8703 5 3120 [ACK] Sequl Acks1 Winal
HTTR: GET hitgfjenameds coml HTTRLY

TR 3126 -+ BEI0 [ALK] Seqed Acks 23 Win_
TP 160HA & B0 [$YH] Seq=0 WinziII8 La
TGP 83 -+ 18088 [T, ACK] Sea=0 Ack=1 Wi
TEP: 18088 -+ B [ACK] Sage Ackst Wins135_
HTTE: GET | HTTRI

TCP: 80 -+ 1048 [ACK] Seqs1 Ack=117 Win=
HTTR: HTTRILT 304 Not Wodfied

TP 18088 -+ B0 [ACK] Se3237 Acks300 Wi
TECP: 18088 < B3 [FIN, ACK] Seq=327 Ack=30.
TEP: 3128 + 55700 [ACK] Seael Acks 123 Wi
HIFTS: HETBILT 300 OK [teayhimiy

TEP: 45708 + 3120 [ACK] 5632123 Ack=1180
TGP: BETER -+ 3128 [AGK] Seae123 Acka 1722
TER: §5700 5 3128 [P, ACK] Sege128 Askel_
TEP: 2120 + B5709 [AGK) 51732 Ack 12
TCP: 3128 + BETNE [FIH, ACK] SeqetT22 Acks..
TR B0 -+ 18088 [P, ACK] Seaed00 Aksdd_

2024-01-25 09-66:41 636832 \toss 1E0BE 4 BD JACK) Baqe378 Ack=300 Wins 28] oo TEP: 15088 B0 [ACK] $eq=E28 Ack=30N W
2024-01-26 09:56:41 662464 sargp SSTOD ¥ 310 [AGK) Sequ12d ArkelTEd Winaf gy ] TCP: 55708 + 3128 [ACK] 5635128 Acks1723 .

B — HERENEAHTTPR
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Frame 1947: 365 bytes on wire (2920 bits), 365 bytes captured (2920 bits)
Ethernet II, Src: Cisco_9d:b9:ff (4c:71:0d:9d:b9:ff), Dst: VMware_8d:f3:64 (00:50:56:8d:f3:64)
Internet Protocol Version 4, Src: 93.184.216.34, Dst: 10.48.48.185
Transmission Control Protocol, Src Port: 80, Dst Port: 16088, Seq: 1, Ack: 227, Len: 299
i == or F
I Not | n
[Expert Info (Chat/Sequence): HTTP/1.1 304 Not Modified\r\n]
[HTTP/1.1 304 Not Modified\r\n]
[Severity level: Chat]
[Group: Sequence]
Response Version: HTTP/1l.1
[Status Code Description: Not Modified]
Response Phrase: Not Modified
Accept-Ranges: bytes\r\n
Age: 519756\r\n
Cache-Control: max-age=6048@0\r\n
Date: Thu, 25 Jan 2024 ©8:57:08 GMT\r\n
Etag: "3147526947"\r\n
Expires: Thu, @1 Feb 2024 ©8:57:088 GMT\r\n
Last-Modified: Thu, 17 Oct 2019 07:18:26 GMT\r\n
Server: ECS (dce/2694)\r\n
Vary: Accept-Encoding\r\n
X-Cache: HIT\r\n
\r\n
[HTTP response 1/11]
[Time since request: ©0.124925000 seconds]
[Request in frame: 1945]
[Request URI: http://example.com/]

B — HTTPE X 3041 57
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1706173001.489 235 10.61.70.23 TCP_REFRESH_HIT/200 1721 GET http://www.example.com/ DIRECT/www.exampT

LE

ZEORIENEXIEFHTTPR

iR MSWA

M REER iR Pt MISWAREE O MNPt 2 A& R ( BEREP1#EO , BB AURP2E
FEED , ERERTRERE ) .

REEFHBYTELETCPHO8053128FISWA ( FEAHIH |, HASWARER 0K TCP 80
3128 ) , EAIKO3128),

- TCPEF,
- REEFWNHTTPIER ( BFRIP = SWA , BH5i%
- REREMHTTPIER ( JRIP = SWA)

- FAURLKSNIFZE FixHello (JRIP =& )
« BRZ85Hello ( JRIP = SWA)

- IRBEBEZEARER (JRIP=SWA)

- BRHRBHARR (RIP=FF )

. ?&ﬁﬁs:@ﬁf
- TCPiE

O=3128)

Kk (4REF)

He. Tirew

Destination det MAC Protocol  Lengt stream Info

7 3
18.48. 48,165 61484 - 3128 [ACK] S

198.61.78.23

2024-81-25 Cisco_9d

2024-81-25 10,61.78.23 Cisce_5d: 10,48, 48,165 COMNECT cxomple, com:d43 HTTPS1.1
22 2024-91-25 37. (324346619 19.46.48.165 Vhhware_B8d:9a:f4  10.61.78.23 TCP 66 12 3128 - 61484 [ACK] Seq=1 Ack=212 Win=65344 Len=0 TSval=441495507 TSecr=1676451392
26 2024-01-2% 38.731815% 18,4848, 165 18.61.76.23 HTTR 188 12 WTTR/1.1 280 Connection established
27 2024-91-25 3B, [3B8ET7561. 18.61.79.23 18.48.48.165 TCP (2] 12 61484 - 3128 [ACK] Seq=212 Ack=40 Win=132224 Len=0 T5val=16756451638 TSecr=441405677
28 2024-91-25 1. 3B, (322347166 19.61.70.22 18,48, 48,165 TLSw1.2 715 12 {lient Hello (SNI=example.com)
20 2024-91-25 £36. (182072475 10.48.48.165 10.61.79.23 TCP E6 12 3128 - 61484 [ACK] Seqed@ AcksS61 Wins64724 Lens=@ TSvals441495747 TSecrs1676451632
49 2024-21-25 12:31:38. (2820097660 19.4B8.48.165 Wehware B8d:9a:f4  108.61.70.23 Cisen_Sd:bo:ff  TLSw1.2 1254 12 Serwver Hells
50 2024-@1-2% 10.48.48.165 Veware_8d:9a:f4  10.61.70.323 Cisco_Sd:b9:ff TLSvw1.2 1254 12 Certificate
51 2024-81-25 18.48.48,165 Whware Bd:9a:f4  108.61.78.23 Cisco_9d:b9:ff TLSv1.2 199 12 Serwer Key Exchange, Server Hello Done
54 2024-01-25 10.61.79.23 Cisco Sd 10.48. 48,165 B6 12 61484 = 3128 [ACK] Seqs861 Ack=1228 Win=131008 Len=@ TSval=1676452189 TSecr=441496237
55 2024-81-25 36, (344661913 19.61.70.23 19,48, 48,165 66 12 61484 - 3128 [ACK] Seq=861 Ack=2540 Win=1Z9728 Len=@ T5val=1676452189 TSecr=441496237
56 2024-91-35 1 38, (173832950 19.61.70.23 18.48.48.165 153 12 {lient Key Exchange, Change Cipher Spec, Encrypted Handshake Message
57 2W24-21-25 12 36, (422856787 10.48.48,165 18.61.798.23 BE 12 3128 - 61484 [ACK] Seq=2540 Ack=954 Wine64640 Len=0 TSval=441496317 TSecr=1676452103
58 2024-91-25 12: . (244514147 19.4B.48.1E65 108.61.78.23 117 12 {hange Ciphér Spec, Encrypted Handihake Mesiage
59 2024-Q01-2% . (328702336 10.61.79.23 10.48. 48,165 E6 12 61484 - 3128 [ACK] SeqeiSd4 Acks2501 Winsl31d08 Lens@ TSvalwlE76452265 TSecred41496317
60 2024-81-25 . (151248214 19.61.79.23 Cises_9d: 198.48. 48,165 562 12 Application Data
61 2024-@1-25 - (257435452 10.48.48.165 WMware_8d:Sa:f4  10.61.78.23 B6 12 3128 = B1484 [ACK] Seq=2501 Ack=145@ Win=E4192 Len=@ TSval=441498387 TSecrs1676452265
B2 Zez4-@1-15 . (165886323 10.46.48.165 Vware_Bd:9a:74  10.61.78.23 1z 12 Application Data
83 2024-91-25 L 347808 10.61.70.23 10,48, 48,165 (2] 12 61484 = 3128 [ACK] Seq=1458 Ack=ZE37 Win=131808 Len=8 TSval=1676452764 TSecr=441436807
B4 Z024-81-15 39, (200484740 10.48.48,165 198,61, 78,33 1289 12 Application Data, Application Data
85 2024-91-25 39. (128618294 19.61.79.23 18.48.48.165 21 12 61484 - 3128 [ACK] Seq=1458 Ack=3788 Win=122928 Len=0 TSval=1676452838 TSecr=441436887
BE 2024-21-25 12:31:30.002047 18.61.79.23 Cisco_Sd:b9: ff 18,48, 48,165 457 12 Application Data
BT 2024-81-25 1:39. (277889730 19.4B.48.165 Whhware Bd:Sa:f4  108.61.78.23 (23 12 3128 - 61484 [ACK] Seq=3780 Ack=1881 Win=63B08 Len=8 TSval=441496097 TSecr=1676452884
94 2004-91-2% 1 36, (126123713 10.48.48.165 19.61.78.22 119 12 Application Data
95 2024-81-25 1. +30.EBRSED 198.61.79.23 19.48. 48,165 (2] 12 61484 - 3128 [ACK] Seq=1881 Ack=3833 Win=131808 Len=@ TSval=1676453324 TSecr=441497377
96 2024-91-25 12:31:39. (2BBS7S172. 10.4B.48.165 108.61.70.23 1192 12 Application Data, Application Data
97 Ze24-BL=15 30, (295531246 10.61.79.23 10,48, 48,165 (2] 12 61484 - 3128 [ACK] Seqe1881 Ack=4050 Win=129920 Len=R TSval=1676453397 TSecr=441497447
150 2024-01-25 12:31:49. (143134836 10.61.79.23 10,48, 48,165 (] 12 [TCP Keep-Alive] 61484 - 3128 [ACK] Seq=1888 Ack=4359 Win=131872 Len=8
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Frame 28: 715 bytes on wire (5720 bits), 715 bytes captured (5728 bits)
Ethernet II, Src: Cisco_9d:b9:ff (4c:71:0d:9d:b9:ff), Dst: VMware_8d:9%9a:f4 (@0:50:56:8d:9a:f4)
Internet Protocol Version 4, Src: 10.61.70.23, Dst: 10.48.48.165
Transmission Control Protocol, Src Port: 61484, Dst Port: 3128, Seq: 212, Ack: 48, Len: 649
Hypertext Transfer Protocol
[Proxy-Connect-Hostname: example.com]
[Proxy-Connect-Port: 443]
Transport Layer Security
TLSv1.2 Record Layer: Handshake Protocol: Client Hello
Content Type: Handshake (22)
Version: TLS 1.0 (@x@3@1)
Length: 644
Handshake Protocol: Client Hello
Handshake Type: Client Hello (1)
Length: 648
Version: TLS 1.2 (@x83@3)
Random: 8f2d33b577f5cdd5ab284c0ab4a929e5dd29c94Raa73ccc3fabcafaf8s09078d
Session ID Length: 32
Session ID: e91649fe756a373ceT7@f5b65¢c97290805d86478139ac783b2feb%a49ced7debb
Cipher Suites Length: 34
Cipher Suites (17 suites) +————
Compression Methods Length: 1
Compression Methods (1 method)
Extensions Length: 533
Extension: server_name (len=16) name=example.com
Type: server_name (@)
Length: 16
Server Name Indication extension
Server Name 1list length: 14
Server Name Type: host_name (@)
Server Name length: 11
Server Name: example.com
Extension: extended_master_secret (len=@)
Extension: renegotiation_info (len=1)
Extension: supported_groups (len=14)
Extension: ec_point_formats (len=2)
Extension: application_layer_protocol_negotiation (len=14)
Extension: status_request (len=5)
Extension: delegated_credentials (len=1@)
Extension: key_share (len=187) x25519, secp256rl
Extension: supported_versions (len=5) TLS 1.3, TLS 1.2
Extension: signature_algorithms (len=24)
Extension: record_size_limit (len=2)
Extension: encrypted_client_hello (len=281)
[1Ad: t13d1713h2? 5b57614c2?b T7d4BTdcTdelc]

G — HTTPSZE Fikhello — £ — EFHFISWA

p 2R B LAEWireshark & At B B85 8 &

URL/SNI:tls.handshake.extensions_server_name == "www.example.com"
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Frame 58: 1254 bytes on wire (18032 bits), 1254 bytes captured (18832 bits)
Ethernet II, Src: VMware_8d:9a:f4 (90:50:56:8d:9a:f4), Dst: Cisco_9d:b9:ff (4c:71:0d:9d:b9:ff)
Internet Protocol Version 4, Src: 19.48.48.165, Dst: 10.61.79.23
Transmission Control Protecol, Src Port: 3128, Dst Port: 61484, Seq: 1228, Ack: 861, Len:
[2 Reassesbled TCP Segments (2185 bytes): #49(1107), 258(998)]
Hypertext Transfer Protocol
[Proxy-Cannect-Hostname: example.com]
[Proxy-Connect-Port: 443]
Transport Layer Security
TLSv1.2 Record Layer: Handshake Protecol: Certificate
Content Type: Handshake (22)
Version: TLS 1.2 (@x03083)
Length: 2188
Handshake Protocol: Certificate
Handshake Type: Certificate (11)
Length: 2096
Certificates Length: 2993
Certificates (2093 bytes)
Certificate Length: 1185
Certificate [truncated):
signedCertificate
version: v3 (2)
serialNumber: @x827910312212aad73d326830716d2aTddeadTda7
signature (sha2SEWithRSAEncryptien)
issuer: rdnSequence (@)
4

1186

ROMSequence ite
RelativeDistinguishedMame item [id-at-countryName=US)
Object Id: 2.5.4.6 (id-at-countryNase)
CountryName: US
RONSequence item: 1 item (id-at-organizationName=Cisco)
RelativeDistinguishedMame item (id-at-organizationName=Cisco)
Object Id: 2.5.4.18 (id-at-erganizationNasme}
DirectoryString: printableString (1)
printableString: Cisco
ROMSequence item: 1 item (id-at-organizationalUmitName=IT)
RelativeDistinguishedName item (id-at-organizationalUnitName=IT)
Object Id: 2.5.4.11 (id-at-organizationalUnitName}
DirectoryString: printableString (1)
printableString: I
RDMSequence item: 1 item (id=-at-commonMamesCISCO LAB Explicit)
RelativebistinguishedName item (id-at-commonName=CISCO LAB Explicit) #——em— o
Object Id: 2.5.4.3 {id-at-commonName]
DirectoryString: printableString (1)
printableString: CISCO LAB Explicit

G — HTTPSIEP — 8 — SWARIE i

SWARWebhBR 5587

MEFRELEEERERIPH U FWebRS 22V IPHE 1L 2 [E],

RESWANFE A ETCPHNO443 ( FTEAEEKD )

- TCPEF

« B igHello ( B#RIP = WebfRE 25 , B ¥Rl A= 443
« ARSEEHello ( JRIP = WebfR55 28 )

- BiEfLR

- TCPEEALILL (4XEF)

Destination

93.184.216.34

18.48.48. 165

12:31:38. 8933681

2024-81-25

5

38 7924-01-25 12:31:38. 358314 18.48.48. 165 = §3.184.218.34 13
31 7024-81-25 12:31:38. (146535406 93.164.216.34 Cisco_9d:b9:ff 13
32 2024-81-25 12:31:38. (247031553 93.184.216.34  Cisco Sd:bSrff 13
33 7024-81-25 12:31:38.(273349971. 10.46.48,165 93.184,216.34 13
34 2924-91-25 12:31:28. (142485009 93.184.216.34 18.48.48. 165 13
35 1074-@81-25 12:31:36. (178681044 10,46.43,165 93. 184,216, 34 13
36 2024-81-25 12:31:38, 345509 93.184.216.34 18.48,48. 165 1z
37 1024-91-25 12:31:30. (161040344, 10,48.48,165 93.184.216. 34 13
38 2024-81-25 12:31:38.862351 18.48.43. 165 1z
39 1024-81-25 12:31:38, (414028500 03.184.216.34 13
48 1924-81-25 12:31:38. (189573742 18.48.48.165 1
B4 2024-81-35 12:31:38. (206760748 10.48.43. 165 13
73 7024-81-25 12:31:38. (411911657 93.184.216.34 13
74 2034-81-35 12:31:38, (340012513 18.48.438. 165 Vware_B8d:9a: f4 13
78 1024-81-25 12:31:39.(263208060. 93.164.216.34 Cisco_9d:b9: 11 13
79 2024-81-25 12:31:39. (159843076 93.184.216.34  Cisco_Sd:barff 13
B8 2024-81-25 12:31:39. (305106563 10.46.48,165 93.184,216.34 13
BH 2924-811-25 12:31:39, (352452851 10.48.48.165 93.184.216.24 13
B9 I074-@81-25 12:31:39, (427217571 93.164.216.34 18.48, 48, 165 13
58 Z024-81-25 12:31:30. (34TTIEETA. 18.48.44.165 83.184.216.34 13
91 2024-91-25 12:31:39, (186170736 93.184,216.34  Cisco 9d:b9:ff 18.48,48. 165 13
52 2024-81-25 12:31:30. (202826742 93.184.216.34 Cides Bd:bA:ff 18.48.48. 165 1z
93 2024-81-25 12:31:39.048885 10, 48.43, 165 Vware_84:9a:f4 93.1894.216.34 13

24953 + 443 [ACK] Seq=l kul Win=12480 Len=9 TSval=2540353558 TSecr=1727780976

3082044d30820335200302010202140279108312212aad73d32683b7T16d2aTddead 7d47300d06092a864886F TAd01010b05003047310b30000ER 25504061 3025553210e300060355840a1 ]

)

Client Hello (SNI=example.com)

443 = 24953 [ACK) Seq=1 Ack=194 Win=G67872 Len=@ TSval=1727281230 TSecr=2549353688
Server Hella

24953 + 443 [ACK) Seq=194 Ack=1369 Win=11136 Len=@ TSval=2549353808 TSecr=1727281248
443 = 24953 [PSM, ACK] Seq=1389 Ack=194 Win=67272 Len=1368 TSval=1T27281248 TSecr=25493536H
24953 + 443 [ACK]) Seqel94 Ack=2737 Win=11872 Len=@ TSval=2549353818 TSecr=1727281240
Certificate, Server Key Exchamge, Server Helle Done

24953 + 443 [ACK) Seqel34 Ack=3567 Win=18384 Len=d TSwals2545353818 TSecr=1727281240
Client Key Exchange, Change Cipher Spec, Encrypted Hamdshake Message

Change Cipher Spec, Encrypted Handshake Message

24953 - 443 [ACK) Seq=329 Ack=3618 Win=12480 Len=0 TSwal=25403530088 TSecr=1727281428
Application Data

443 - 24053 [ACK) Seq=361F Ack=365 Win=67872 Len=0 TSwal=1727281806 TSecr=2540354208
Application Data, Applicaticn Data

443 - 24953 [ACK) Seq=361F Ack=939 Win=68096 Len=@ TSwal=1727282019 TSecr=2549354468
Application Data, Application Data

24953 + 443 [ACK) 5eq=939 Ack=4698 Win=11456 Len=@ TSwal=2549354588 TSecr=1727282020
Application Data

443 - 24953 [ACK]) Seqe=4698 Ack=995 Win=68096 Len=0 TSwal=1727282552 TSecr=2549354348
Application Data, Applicaticn Data

443 - 24053 [ACK) Seqe4698 Acke1493 WineG0129 Len=d TSval=1T27282678 TSecr=2540355128
Application Data, Application Data

24953 - 443 [ACK] Sequldd3 Acke5768 Winwll264 Lensd TSval=2549355248 TSecrel727282680
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Frame 38: 250 bytes on wire (2872 bits), 259 bytes captured (2872 bits)
Ethernet II, Src: VMware_Bd:Oa:f4 (00:50:56:8d:9a:f4), Dst: Cisco_9d:b0:ff (dc:71:8d:9d:b0:ff)
Internet Protocol Version 4, Src: 108.48.48.165, Dst: 93.184.216.34
Transmission Control Protocol, Src Port: 24953, Dst Port: 443, Seq: 1, Ack: 1, Len: 193
Transport Layer Security
TLSv1.2 Record Layer: Handshake Protocol: Client Helle
Content Type: Handshake (22)
Version: TLS 1.8 (@x@301)
Length: 188
Handshake Protocol: Client Hello
Handshake Type: Client Helle (1)
Length: 184
Version: TLS 1.2 (@x@383)
Random: 66@1ee7@Bd9db71cf5cTcd58de5Tacdfeddddeddb2os fidbebbaded8ccidield
Session ID Length: @
Cipher Suites Length: 24
Cipher Suites (12 suites) +—————
Compression Methods Length: 1
Compression Methods (1 method)
Extensions Length: 119
Extension: server_name (len=16) name=example.com
Type: server_name (@)
Length: 16
Server Name Indication extension
Server Name list length: 14
Server Mame Type: host_name (8)
Server Name length: 11
I crvor Name: example.com
Extension: ec_point_formats (len=4)
Extension: supported_groups {lem=12}
Extension: application_layer_protocol_negetiatien {len=11)
Extension: encrypt_then_mac {len=@)
Extension: extended_master_secret (len=@)
Extension: signature_algorithms (len=48)
[JAd: t12d1287hl_eal29f01df3f_ed7272560201)

BRI B FISWARSE T 121N RBEH

[JA4_r: t12d12a7hl_sezf,e@9c, 003d, 0011, 089, cA13, cdZb, cBic,c@2f, <30, ccad, ccad_doRa, 008D, BDOd, 0816, 0A17_0403, 0503, 0603, 0907, 060S, 0809, 0600, RERD, DE04, BERS, DBOG, 0401, 0501, 0601, 030
[JA3 Fullstring: 771,49195-49199-52393~52392~49196~49200-49161-49171~156~157-47~255, 8=11~-18~16-22~23~13, 29-23-30-25~24, 8~1~-2]

[JA3: 4BSaT4dBSdfed9%ebldb3140cE5afedf]

B & — HTTPSEFimHello - SWAZIWebBR 5588 — THIX

S

AR AN RIN BB E4SE A HRIISWANE FicHeloP MW EZEBEHTRE , ANEE

NEFRBLRENSWAE R ESHNEB,

Je

7R : EMSWAZEIWebBRS 2RHV RS SR Z AR , TR TRWebfRFH/IEH, BR , 1R
EHRRERIEHNSWANEE , W2E REIERMARWeb RS 2/IEF,

LT RKkEEFIWHIHTTP CONNECT RS,
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Frame 21: 277 bytes on wire (2216 bits), 277 bytes captured (2216 bits)
Ethernet II, Src: Cisco_9d:b9:ff (4c:71:@d:9d:b9:ff), Dst: VMware_8d:9a:f4 (00:50:56:8d:9a:f4)
Internet Protocol Version 4, Src: 190.61.78.23, Dst: 10.48.48.165

[CONNECT example.com:443 HTTP/1.1\r\n]

[Severity level: Chat]

[Group: Sequence]

Request Method:

CONNECT

Request URI: example.com:443

Request Version: HTTP/1.1

Transmission Control Protocol, Src Port: 61484, Dst Port: 3128, Seq: 1, Ack: 1, Len: 211

[Expert Info (Chat/Sequence): CONNECT example.com:443 HTTP/1.1\r\n]

User-Agent: Mozilla/5.@ (Macintosh; Intel Mac 05 X 10.15; rv:122.0) Gecko/20100101 Firefox/122.0\r\n
Proxy-Connection: keep-alive\r\n
Connection: keep-alive\r\n
Host: example.com:443\r\n

\r\n

[Full request URI: example.com:443]

[HTTP request 1/1]

[Response in frame: 26]

XRTIMNEFIREISWA, REEIWeblRSER. REREFFHABMNRER.

& — TEHTTPSER — EER

PR EERE T 2B NS SR N BB NEREENNEES

Tirr

2024-01-25 12:31:37. (318168644~
2024-01-25 12:31:37. (330015315
2024-91-25 12:31:37. (370297760
2024-81-25 12:31:37.383167
2024-01-25 12:31:37, (324048615
2024-91-25 12:31:37.383081
2824-91-25 12:31:36.086018
20824-01-25 12:31:38.803381
2024-01-25 12:31:28.731815
2024-91-25 12:31:38. (IDEBTTS61_
2024=01=25 12:31:38. (321347166

2024-01-25 12331

36, (247031593
2024-91-25 12:31:28. (273349971
2024-91-25 12:31:36. (141480009
2024-01-25 12:31:36. (176691044,
2024-01-25 12:31:38.345529

2024-91-25 12:31:38. (161040344_
2024-81-25 12:31:38.862301

2024-01-25 12:31:38. (414028500
2024-81-25 12:31:38. (189573742
2824-91-25 12:31:38. (282097660
2024-01-25 12:31:38. (153420867
2024-91-25 12:31:28.365425

2024-91-25 12:31:3B.824826

2024-01-25 12:31:38. (344661913
2024-01-25 12:31:38. (173832950
2024-81-25 12:31:38. (422856787
2024-91-25 12:31:3B. (244514147
2024-01-25 12:31:38. (326702336~
2024-01-25 12:31:28. (151248214~
2024-91-25 12:31:36. (257435452
2024-01-25 12:31:36. (296760746
2024-01-25 12:31:38, (411911657
2024-81-25 12:31:30. (340012513
2024-91-25 12:31:39. (283208060

39. (200484740
2024-91-25 12:31:39. (128618294
2B24-01-25 12:31:39.002847

)

== . ho il —1
EE BMMRE

Web AR5 8589

Soirce
10.61.70.23

18.48.48.185
18.61.78.23
18.61.78.23
108.48.48.165
18.48. 48.165
93.184.216.34
10.48.48.165
10.48. 48,165
10.61.70.23
108.61.79.23
10.48. 48,165
18.48. 48,165
93.184.216.34
93.184. 216,34
10.48. 48,165
93.184,216.34
10,48, 48,165
93.184.216,34
10.48.48.165
10.48. 48.165
93.184.2186.34
10.48.48.165
10.48. 48.165
10.48.48.165
10.48. 48,165
18.61.70.23
10.61.78.23
10.61.79.23
10.48. 48.165
10.48. 48,165
10,61, 708,23
10.61.78.23
10.48. 48,165
10,48, 48,165
93.184.216,34
18.48.48.165
93.184.216.34
93.184.216.34
10.48.48.165
10.48. 48.165
10.61.79.23
108.48. 48,165
10.61.78.23
10.61.70.23

=
N
AL

HER
= =]
E 73

src MAC
Cisco 9d:bg: f
Bd.

VMware_Bd:3a:fd
Cisco_9d:b9: 11
5

DCestination
19,48,48,165
18.61.79.23
10.48.48. 165
19.43.48. 165
19.61.79.23
93.184.216.34
10.48.48. 165
93.184.216. 34
19.61.79.23
10.48.48. 165
19.48.48. 165
10.61.70.23
93.184.216.34
10,48, 48,165
19,438,458, 165
93,184,216, 34
10.48.48. 165
93,184,216, 34
18.48,48.165
93.184.216.34
93.184.216.34
19.43.48. 165
93.184.216.34
10.61.70.33
19.61.79.23
19.61.79.23
10.48.48. 165
19.48.48. 165
10.48.48.165
19.61.78.23
10.61.78.23
19,438,458, 165
18.48,48.165
18.61.78.23
93,184,216, 34
18,48,48.165
93.184.216.34
18.48.48. 165
19.43.48. 165
93.184.216.34
10.61.70.33
19.48.48. 165
19.61.79.23
19.48.48. 165
10.48.48. 165

3
H
4

VHware_Bd:9a: 4
Cisco_9d:bd: ff
re_Bd: da: 4

VHwa

Cisco_9d:b9: ff
Cisco_Sd:ba: ff

=
£

dpdpd3ddddJead

o
o

gagasag

g
s o
b b

TEHE

T4 12
74 12
B6 12
217 12
B 12
T4 13
74 13
B6 13
185 12
66 12
715 12
66 12
259 13
66 13
1434 13
B 13
1434 13
66 13
856 13
6 13
192 13
117 13
66 13
1254 12
1254 12
158 12
12

UAENEEXS ; NEFin
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Info:

61484 - 3128 [SYN] Seqed Wine65535 Lens@ M35=1260 WisGd TSval=1676451324 TSecrs=i SACK
3128 - 61484 [SYN, ACK] Seq= Ack=1 Win=65535 Len=B MSS5=1468 WS=64 SACK_PERM TSval=d4d4
61484 ~ 3128 [ACK] Seq=1 Ack=1 Win=132288 Len=8 TSval=1676451302 TSecr=441495437
COMNELT example. com:443 HTTR/1.1

3128 - 61484 [ACK] Seqel Acks212 Win=65344 Len=8 TSval=441485507 TSecr=1676451302
24953 - 443 [SYN] Seq= Win=12288 Len= MSS=1460 WS=64 SACK_PERM TSval=2540353418 TSe
443 - 24053 [SYN, ACK] Seq=@ Ack=1 Win=65535 Len=9 MSS=1380 PERM TSval=172728897
24653 = 443 [ACK] Sequl Ackel Winwl248@ Len=® TSvals2549353558 TSecrel72TI8R676
HTTP/1.1 288 Connection established

61484 ~ 3128 [ACK] Seq=212 Ack=d@ Win=132224 Len=@ TSwal=167645163 TSecr=441495677
Client Hello (SNI=example.com)

3128 = 61484 [ACK] Seqed@ Ack=861 Win=54704 Lens@ TSval=441495747 TSecr=1676451630
Client Hello [SNI=example.com)

443 - 24953 [ACK] Seq=1 Ack=194 Win=67@72 Len=@ TSval=1727281239 TSecr=2549353668
Server Hello

24953 - 443 [ACK] Seq=194 Ack=1369 Win=11136 Len=0 TSval=2549353808 TSecr=1727281249
443 - 24953 [PSH, ACK] Seq=1360 Ack=194 Win=67072 Len=13G8 TSval=1727281240 TSecr=254!
24853 ~ 443 [ACK] Seq=194 Ack=2737 Win=11872 Len=@ TSval=2549353818 TSecr=1727261249
tertificate, Server Key Exchange, Server Helle Done

24053 - 443 [ACK] Seq=134 Ack=3567 Win=18304 Len=0 TSwal=2549353818 TSecr=1727281248
Client Key Exchange, Change Cipher Spec, Encrypted Handshake Message

Change Cipher Spec, Encrypted Hamdshake Message

24953 - 443 [ACK] Seq=320 Ack=3618 Win=12480 Len=8 TSwal=2549353988 TSecr=1727281429
Server Helle

Certificate

Server Key Exchange, Server Kello Done

61484 ~ 3128 (ACK] Seq=861 Ack=1228 Win=131008 Len= TSwal=16764521E0 TSecr=441496237
61484 - 3128 [ACK] Seqe=861 Ack=2548 Win=129728 Len=8 TSval=1676452169 TSecr=441496237
Client Key Exchange, Change Cipher Spec, Encrypted Handshake Message

3128 = 61484 [ACK] Seq=2548 Ack=9534 Win=64640 Len=8 TSval=441496317 TSecr=1676452193
Change Cipher Spec, Encrypted Hamdshake Message

61484 + 3128 IACK] SequdS4 Acks2591
Application Data

3128 - 61484 [ACK] Seq=2591 Ack=1450 Win=64192 Len=9 TSval=441496387 TSecr=1676452265
Application Data

443 - 24953 [ACK] Seq=3618 Ack=365 Win=67072 Len=d TSwal=1727281806 TSecr=2540354198
Application Data, Application Data

443 - 24953 [ACK] Seq=3618 Ack=030 Win=68805 Len=0 TSwal=1727282819 TSecr=2549354468
MApplication Data, Application Data

24053 - 442 [ACK] Seq=039 Ack=4698 Win=11456 Len=9 TSwal=2549354508 TSecr=1727282020
Application Data

61484 = 3128 [ACK] Seqeld58 Ack=2637 Win=131088 Len=d TSval=1676452764 TSecr=441496808°
Application Data, Application Data

61484 = 3128 [ACK] Seq=1458 Ack=3788 Win=129928 Len=8 TSval=1676452838 TSecr=44145688
Application Data

Lens@ T5va 5 TS 7
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Tirre

2024-01-25 12:31:37.(N 81686448 nanoseconds)
2024-01-25 1231237320 53152 nancseconds)
2024-01-25 12:31-37.(3702977600 nancdeconds)
2024-01-26 12:31: 37 383187

2024:01:25 12:31:37.(3249466192 nancseconds)
2024-01-25 12:31-37. 363801

2024-01-26 12:31:38.006918

2024:01-25 12: 3138 55338
2024-01-2512:31:38. 731815

2024-01-25 12-31:38. [(IDBRTFHE16 nanasecands)
2024-01-25 12:31:38,(322347 1664 nancseconds)
2024-00-2512:31:38.( 18207 24752 Nanosaconds]
2024-01-26 12:31:38.360314

2024-01-25 1223038 1465354064 nanasecands)
2024-01-25 12:31:36,[ 2470315536 nanosecands)
2024-01-25 12:31:36.(27 33498712 nancseconds]
2024-01-25 1231:28. (1414890096 nanasecands)
2024-01-25 12:31:38,(1786810448 nancsocoends)
2024-01-25 12:31:38.345520

2024-01-25 12-31:38 (1610402440 nanasecands)h
2024-01-25 12:31:38,062381

2024-01-25 12-31:36.[4140285008 nanaseconds)
2024-01-26 12:31-38.(10957374 24 nancseconds]
2024-01-25 12:31:38 (2920976608 nancseconds)
2024-01-25 12:31:38.(1534 298672 nancaeconds)
2024-01-25 12-31:36.065425

2024-01-26 12:31:28.024826

2024-01-25 123136, (3446619 36 nanasecands)
2024-04-25 12:31:38.(1738320504 nancdscends)
2024-01-25 12:31:38. (4228567872 nanoseconds)
2024-01-25 12:31:38, (2445141472 nanasoconds)
2024-01-25 12:31:38. (3287023360 nanasecands)

1W0.61.70.23

10.48.48.165
rany $1484 5 $128 |5V] Saqud Wine8S5I L 5oy
e LB S 104 [V ACK) Sesst Acksl | 4o,
1aga EHA88 5 130 (ACK) Seqet Ackel Winata) yoo
sans | COMNECT sxamals com 443 HTTRIY | 512y
Sans 128 81484 [ACK) Saga' Acks212 Win | 3155

93184, 216,34

24053 W 443
Supgs 14432 DVED [SHL ACK) Seqed Aokml W),y
24083 | 2B+ 443 (] Swet heket WinetEyl

#1484 maa |
grang BI4ES > FVTH [ACK] SoqsT1d Ackedl Wi yy0y
144 |—— CSSS ks MiNSste wd =l
s1ags J1T8 E1484 40 ACKEBEN WL 4o
Mm: Chars Hello {SHEzexample com) :ﬂi
24983 'gao:nn;n:g; m-lumnm-; et

24553 _5‘""—""““ a3

Mu‘),"“’ 4 423 amﬂﬂﬂi Acke=1308 .'“5
2epsy 3434 240538 1389 Acks | s
e [B4083 - 443 [ALK] Seqatia Acks3FET | a3

M.;:M&.Mﬂ_‘ﬂﬂ.&“;
2upsy (24953 23 JACK) S0ge 108 ACKeIBE7 o) 44y

frr W o
24053 S"_"i'_mﬁn_"b ety
24083 L 24953 + 443 [ACK] Seq= 330 Ack=301E Mt
sana .A. 8
Cartificate

BB e . 1128
Bian4 mERTE Koay Erchangs, Server Hells Dane | 43y
srana 1484 + 3130 [AC) o801 Acke1ZE8 o 51
#1484 BidBs -+ 3138 (ALK |£|lﬂ.\||a.-ﬂ.lbl Err]
#1484 Slant Key Exchane, Change Clphae Spac, 1oy
srana 3128+ 61488 |ACK) Sequati0 AckDEE | 40y
41pa Gharge Lisher Spee, Ererypted Masdahan | 5.

- VRS AT LACKY SeasSad Ackaea | L.

& — HTTPSH — &8 — BEF

Commem

TGP BHB4 - 3128 [FTH] Beasd Wi sG55
TER: 3128 5 $1484 [SYN, ALK] Seqed Azkal
TEP; 61484 % 3130 [ACK] Soqm1 Acks1 Wil
WTTP: CONNEGT auample com:a43 HTTRLY
TCP: 118 + 61484 [MOK] Seanl AcknEt2 Win
TEP: 24083 -+ 483 [SYH] Seq=0 Win=TIZBE L
TEP: 443 + 24061 [SYH, ACK] S#q20 Azk=1
TEP: 24055 -+ 443 [ACK] Seqet Acke] Wina1Z
HETE: MTTEFLY 208 Connection extabiabed
TP B1484 » 3128 [ACK] Seq= 317 Ackzd0 W,
TLEY1.Z: Shent Hello (EHi=exampte. com)

TER: 3128 + B1484 [ALK] Soged0 Aekeif1 W,
TLSV1.Z: Chast Mell (SHIzszamphe. com]

TR 443 4+ 34053 [ACK] Seq=d Aoks104 Win
TLEI.2: Sarvee Helle

TEP: 24993 + 483 [ACK] Seq=104 Ack=1180

TP 443 + J4053 [PEH, ACK] Seq=t 189 Ack
TCP: 24953 + 443 [ACK] Seqe 104 Acke2737
TLEVL: Eaitilicats, Soivar Kiy Exthangs, Sar.
TR JAFG3 -+ 483 [ACK] Seq=TR4 AcksTH07
TLEW1.2: Chent Kay Exchangs, Change Ciphar
TLS¥1.2: Changs Cipar Spee, Enerypied Hand
TGP JAUBN <+ 443 [ACK] S0q=200 ACk=30I8
TLSV.2: Sarver Hello

TLSvLE: Eentificats

TLSIL2: Sarere Kay Exchange, Seever lpbia 0.
TP 61484 - 3128 [ACK] 5432801 Acks1228
TEb: 61484 -+ 3128 [ALK] SequBB) Acks 2540,
TLEW1.2: Ehast Koy Exchangs, Ehangs Cighar
TEP; 128 -+ G14B4 [ACK] $eq=TH0 Ack=BE.
TLS¥A.2: Ehange Cigher Spee, Encrypied Hand

TCR: B1484 3128 [ALK] Seq=084 Aek= 2501

LT R 15 1R B &R R Bl

1706174571.215 582 10.61.70.23 TCP_MISS_SSL/200 39 CONNECT tunnel://www.example.com:443/ - DIRECT/www.e
1706174571.486 270 10.61.70.23 TCP_MISS_SSL/200 1106 GET https://www.example.com:443/ - DIRECT/www.exam

S

AR  EMEEHTTPSHRERNEHIPEDPFTEEIR , AccesslogsHE21T , E—1TRREW
et | B LLEEICONNECT , WebfRE 85V URLE tunnel://FF 3k, INRESWAR A #
NE—TAEGET , BMNURLUHTTPSH X |, XEWRERECHER,

EBHTTPSHE

MREFSWABRENBIRE , WATRERE :



2024-01-25 13-21:4 2. [246086 7504 nancaaconds)
2024-01-26 13:21:42.12 79136812 nanoseconds)
2024-01-75 1321:42. (4235993424

10617023

2024-01-25 13:21:42. (2468178944 nanoseconds)
2024-01-25 122142 (1892446712 nanaseconds)
2024-01-25 13:21:42.(1675493712 nancseconds)

2024-01-25 13:21:42. (3955843776 nanasecands)

2024-M-25 VR 2T4R[

2024-01-25 13-21:42 (16404504 32 nancseconds)
2024-01-26 13:21:42 (1261550018 nanoseconds)
2024-M-25 13:21:42. (1572160048 nancseconids]

. 10.48.48.165
2024-01-25 13:20:42.706645 B0IE0 :ﬂ"!ﬂ‘ N2 20 Wins 84535 Lean( MES=1260 W84 TSuals 341 E’m
soasy 122 60780 [SYN, ACK) Seci Ackx) Winz§553 Len=0 M5 =10 WES04 SA-] 1z
mE: 50 + sla&|gum|m-lmumemu1umml4’ aum
e - COMNECT com:a3 HTTRL1 - =
sanso QU 138371 e
e Eﬂlﬂ - 443 [SYN] Seqe0 Win=17288 Lensd WES41460 WEsE4 SACK PERM TSv. |
s :&! -+ 17517 [SYN, ACK) Seqe0 Acks! Wins85535 Len=0 MSS=1380 SACK_PERMW. |
2024-01-25 13- 20:42.402773 17077 (81228 443 |ACK) Seqws dcke: winat} 140 sned Tralsg000H 3000 Tincranic |
Bo350 HITHL R 308
2024-01-25 13:21:42.044443 oz BE250 % 3138 [ALK) Suqutid hekedd Wins 13338 Loned THvais 34 1983080 T 50y
Bose L ana
o280 128 * BOTB0 [ACK) Begudl AckebE) Wins 4704 LaneD TElstBITIMED TEre, 3y
E 7 : e
{ 17817 43 17817 |ACK) Seda1 Acks 680 Wins07007 Lens0 TSuals 794164360 Tecrs
2024-01-25 13:21:42.310233 i i b Server Halla, Change Cigher Spec,
i e ?Mill! [ACK] SexyeB50 Arke1380 Wins 11138 LennO TSvale 00013136 Tiee |

2024-01-25 13:21:42.(1377394022 nanaseconds)
2024-01-2513:21:42.11401624876 nancseconds]
H)24-01-25 1321:42. [ 2565014860 nancseconds)
2024:01:26 13:21:42.(1431156304 nanoseconds)
2024-01-25 13:20:42.(2106897872 nancseconds)
H24-01-25 13:21:42 [IBATITOIRA nancdacends)
2024-01=25 13214 2. (3839993784 nanoseconds)
2024-01-25 13: 2142100611472 nanoseconds)
2024-01-25 13:21:42 (3650714362 nanasecands)
2024-01-25 12:2142.542323

2024-00-25 13:29:42, (2351706320 nanasacands)
2024-01-25 13:21:4 2. (4080650144 nanaseconds)
H24-01-35 13:21:42 (3133660336 nancseconds)
2024-01=25 13-21:42.(3354894 224 nancsecands)
2024-01-25 13-21:42.400703

2024-01-26 13:21:42. 367120

2024-01-25 132042, (2112667360 nanaseconds)

| 17y QZE1T -+ 483 JACK) 5800850 Avind 1T Wine 12418 Lensd TSvalsBI0013138 TSse,

B0 - Ll 368
bo280 | L3 L 2 £
m‘h_nl 250 + 3126 [ACK] Seu1B01 Acke4Z10 Wina128064 Lensd TEvalsd41 38828 T, 4000
..... iTen &8I0 - [T .

B —HTTPSERE — X — R

BT RMSWAZRIWebBRSS 2589 & 7 iisHello R A1

Transport Layer Security

TLSv1.3 Record Layer:

Handshake Protocol: Client Hello

Content Type: Handshake (22)
Version: TLS 1.8 (0x8301)

Length: 644

Handshake Protocol: Client Hello
Handshake Type: Client Hello (1)

Length: 648

Version: TLS 1.2 (0x0303)

andom: ZcC a

¢9dbd8eal1ad61035c786954ced2191e266ffOb92bIcl

Session ID Length: 32
Session ID: 86da348af5508fc24f18f3cbd9829c7282b77e0499e5d2f38466¢cccbdb6821e2
Cipher Suites Length: 34

-~

Cipher Suite:
Cipher Suite:
Cipher Suite:
Cipher Suite:
Cipher Suite:
Cipher Suite:
Cipher Suite:
Cipher Suite:
Cipher Suite:
Cipher Suite:
Cipher Suite:
Cipher Suite:
Cipher Suite:
Cipher Suite:
Cipher Suite:
Cipher Suite:
\, Cipher Suite:

Cipher Suites (17 suites) B

TLS_AES_128_GCM_SHA256 (0x1301)
TLS_CHACHA20@_POLY1305_SHA256 (0x1303)
TLS_AES_256_GCM_SHA384 (0x1302)
TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256 (@xc@zb)
TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256 (@xc@2f)
TLS_ECDHE_ECDSA_WITH_CHACHA2@_POLY1385_SHA256 (@xccad)
TLS_ECDHE_RSA_WITH_CHACHA2@_POLY1305_SHA256 (@xcca8)
TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384 (@xcd2c)
TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 (@xc03e)
TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA (0xc@ea)
TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA (0xc009)
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA (@xc@13)
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA (@xc@14)
TLS_RSA_WITH_AES_128_GCM_SHA256 (@x089c)
TLS_RSA_WITH_AES_256_GCM_SHA384 (@x089d)
TLS_RSA_WITH_AES_128_CBC_SHA (0x002f)

TLS RSA WITH AES 256 CBC SHA (@xB835) J

Compression Methods Length: 1

Compression Methods (1 method)

Extensions Length: 533

Extension: server_name (len=16) name=example.com
Type: server_name (@)

Length: 16

Server Name Indication extension

Server Name list length: 14

Server Name Type: host_name (@)

Server Name length: 11

Server Name: example.com )
Extension: extended_master_secret (len=@)
Extension: renegotiation_info (len=1)
Extension: supported_groups (len=14)
Extension: ec_point_formats (len=2)

93.184.216.34

EEt

E EEEEE

Ei

43

Comment

TEP: BO255 + 3128 [SYN] sl WinaBEEIS _
TCP: BI36 & 60050 [SYN, ACK] Seq=0 Ack=l
TGE: G067 + H1Z0 [AGK] Fege1 Ackst Wins)
HTTP: EOMNEET nimpis. 2om 843 HTTRALY
TCE: 2126 -+ BOI4G [ACK] Seasl AckaTIE Win,
TCP: 17647 + 443 [SYN] Seasd Winz12288 La.
TCP: 843 -+ 1767 [SYK, ACK] Seqsd Ackel Wi
FEB: 1717 - 443 [ACK] Seq=1 Ackst Winzi2_
WTTP: WTTRILY 200 Cannection satablahas
TCP: G050 -+ H126 [AC] Seqe2iz Ackedl W
TLE.3: Cllent Hells [$MInanample £am)

TCP: 120 - BOTH3 [ATK] 5aa:40 Ack=RE1 W,
TLS1E: Client Helks (S8 1nsuample.com)

FCE: 843 » 17617 [ACK] Seqn AtknS0 Wins_
TL5N1.3: Sarvar Hello, Change Clher 5aes, 4.
TEP. ATEIT -+ 443 [ACK] SeqsBED Ackel380
TR 843 o 17517 [PSH, ACK] Seqa1360 Acks_
TLSN1.2: Sarvar Hello, Change Cihar Spec, A2,
TCF: 17617 - 443 [ACK] SeqeB50 Acks 2737
TCP: 31286 -+ 60150 [PSH, ACK] Seqn1228 Ack
TEE: T1TW 4 BT8O [ACK] Seqs1400 AcksBg1
TCF: 3138 -+ G250 [PSH, ACK] Seqez b de.
TLil 5: Applcation Bata, Agplication Dats
TCR: 17817 4 447 [ACK] SeqzB80 Aekzd108
TLEwL3: Apgikianion Data
LS. 3: Apstlitation Dats

TL5w1.3; Apglication Data

TCP: 1TEI7 + 443 [ACK] Seq=BE0 Acks 4171
TLEw1.3: Apslieation Data

TCP: £4250 + II8 [ACK] S4qrBbl Ack=1218
TCP: BOIED -+ T2 [ACK] Sey2881 Arksd 0,
TER: [TEP Windew Updane] 80250 -+ 3128 (M



B — HTTPSEE — X — SWAZIWebfRs 88 — EFifhello

ENEFHRBISWARNZE P ixHelloABE :

Transport Layer Security
TLSv1.3 Record Layer: Handshake Protocol: Client Hello
Content Type: Handshake (22)
Version: TLS 1.0 (@x0301)
Length: 644
Handshake Protocol: Client Hello
Handshake Type: Client Hello (1)
Length: 648
(Version: TLS 1.2 (@x0303) )
Random: 2c545a566b5b3f338dc9dbdB80ea91ad61035c786954ced2191e266Tf0b92b3cl
Session ID Length: 32
Session ID: 86da348af5508fc24118f3cbd9829c7282b77e0499e5d2f38466cccbdbbB21e2
Cipher Suites Length: 34
Cipher Suites (17 suites)
Cipher Suite: TLS_AES_128_GCM_SHA256 (@x1301)
Cipher Suite: TLS_CHACHA20_POLY1305_SHA256 (@x1303)
Cipher Suite: TLS_AES_256_GCM_SHA384 (8x1302)
Cipher Suite: TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256 (@xc@2b)
Cipher Suite: TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256 (@xc@2f)
Cipher Suite: TLS_ECDHE_ECDSA_WITH_CHACHA2@_POLY1305_SHA256 (@xcca9)
Cipher Suite: TLS_ECDHE_RSA_WITH_CHACHA2®_POLY1305_SHA256 (@xcca8)
Cipher Suite: TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384 (@xc@2c)
Cipher Suite: TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 (@xc@30)
Cipher Suite: TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA (@xc@@a)
Cipher Suite: TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA (@xc@es)
Cipher Suite: TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA (@xc013)
Cipher Suite: TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA (@xc014)
Cipher Suite: TLS_RSA_WITH_AES_128_GCM_SHA256 (@x@89c)
Cipher Suite: TLS_RSA_WITH_AES_256_GCM_SHA384 (0x009d)
Cipher Suite: TLS_RSA_WITH_AES_128_CBC_SHA (@x002f)
Cipher Suite: TLS_RSA_WITH_AES_256_CBC_SHA (@x0035)
Compression Methods Length: 1
Compression Methods (1 method)
Extensions Length: 533
«~ Extension: server_name (len=16) name=example.com
Type: server_name (@)
Length: 16
Server Name Indication extension
Server Name list length: 14
Server Name Type: host_name (@)
Server Name length: 11
( Server Name: example.com )
Extension: extended_master_secret (len=@)
Type: extended_master_secret (23)
Length: @
Extension: renegotiation_info (len=1)

~

G —HTTPSE® — EXX — B IREISWA — &P ifhello

BTRER BERSE

1706185288.920 53395 10.61.70.23 TCP_MISS/200 6549 CONNECT tunnel://www.example.com:443/ - DIRECT/www.e

S



& WEFA

EREE

[ron] =
eXR

ZE ORI ERIEFAIHTTPR

E P imAMSWA

ILEE

=% 1T, BERNPASSTHRU,

ME R EEE P iR IPH I FIWeb AR SS 28 B 1P 31k 2 (8] 4% % .

REBEFEFIHNFRELAFTCPIHEOL0 ( FTRRE R

Ne.  Time

2923-12-11
d023-12-11
= 2023-12-11
- 2823-12-11
- 2823-12-11
- 2023-12-11
- 1823=11=11
2923-12-11
2023-12-11
023-12-11
2823-12-11
2823-12-11

LI

TCPEF
MNEFIHIREHTTP ( B #RIP
SREREBHHTTPIGRL ( JRIP
BIEfE A
TCPiE

19:13:47, (372486256
47, (243565552~
47, (267161713
18:13:47, (380984360
19:13:47, 624692

19:13:47. (285645694
47. (237549915

19:13:47, (168465673

Sourcy
192,168, 1. 18

93,184.216.34
192.168.1.18
192.168.1.18
93.184.216.34
593.184.216.34
93,184.216.34
197.168. 1.18
192.168.1.18
93,184.216.34
93.184.216.34
192.168.1.18

ERLLE (4AREF)

sre MAC
Cisco_cdzcd: 71

Cisco_cfzc:7H
Cisce_76:fbi15
15
15
7t
Tt
15
15
Cisco_cf:cd: 7t

Dastiration
93,184, 216,34
192.168.1.18
93, 184.216.34
53, 184,216,34
192.168.1.18
192.168.1.18
192.168.1.18
93, 184.216.34
93.184.216.34
192,168, 1.18
192.168.1.18
93,184, 216.34

dst MAC

Cisco_76:fb:15
Cisco_c9:c0: 7f
Cisco_T6:fb:15
Cisco 76:fb:15
Cisco_c9:ed:7f
Ciseo_cored: 76
Cisco_corcd: 71
Cisco_76:fb:15
Cisco_T6:fb:15
Cisco_c9:cd: 71
Cisco_c:cd:TE
Cisco_T6:1b:15

MG — BRHEMRIE — HTTP — B — TEHKIE

LT RRXREBEFIHIWHTTP GetRfil,

0)

Webfrs585 , B #rim
WebBR5585 )

Pretesl l.enm sEream
@ 54468 - 80 [SM)

TP
TOP
TP
HTTP
TR
TP
HTTP
TP
TP
TP
TP
TP

sﬁ
&8
128
54
1514
381
6
2]
54
54
L

L]
]
L]
(]
L]
L]
L]
@
L]
@
(]

O=80)

Infa

a0 - 54468 15T,
54468 - 80 [ACK)
GET / HTTR/1.1

80 - 54468 [ACK]
80 - 54468 [ACK]
HTTR/1.1 200 OK
54468 - 88 [ACK]
S4468 - 80 [FIN,
a8 - 54468 [ACK]
& - 54468 [FIN,
54468 - 80 [ACK)

Seq= Win=64249 Len=8 M55=1468 WS=256 SACK_PERM
ACK] Seqe@ Acksl Win=65535 Lensd MSS=1460 WS=64 SACK_PERM
Seq=1 Ack=1 Win=262656 Len=3

Seqel Ack=T5 Win=65472 Len=@

Seq=1 Ack=T5 Win=65472 Len=1468 [TCP segment of & reassembled POU]
(text/html)

Seq=75 Ack=17B8 Win=262656 Len=@

ACK] Seqs75 Ack=1788 Wins262656 Len=@

Seq=1788 Ack=T6 Win=65471 Len=@

ACK] Seq=1T88 Ack=T& Win=65472 Len=9

SeqeTh Acks1789 Win=262656 Lens=d



Frame 11: 243 bytes on wire (1944 bits), 243 bytes captured (1944 bits)

Ethernet II, Src: Cisco_76:fb:16 (70:70:8b:76:fb:16), Dst: Cisco_56:5f:44 (68:bd:ab:56:5f:44)
Internet Protocol Version 4, Src: 10.201.189.180, Dst: 93.184.216.34

Transmission Control Protocol, Src Port: 65132, Dst Port: 80, Seq: 1, Ack: 1, Len: 177

7’

Connection: keep-alive\r\n

Host: example.com\r\n

User-Agent: curl/8.4.8\r\n

Accept: */#\r\n

X-IMForwards: 2@\r\n

Via: 1.1 wsa695948022.calolab.com:80 (Cisco-WSA/15.0.0-355)\r\n
\r\n

[Full request URI: http://example.com/]

[HTTP request 1/1]

[Response in frame: 15]

Mg — ZEFIRENRE —HTTP — B0 — T EHRIE — BEFHHTTP Get

SWARIWebBk 5588

MEREEEFENRIENIPH I FIWeb RS 28R IP#3E 2 8],

SRESWARHREAXAETCPIKOS80 ( FTRREI®AO )

TCP#EF

MREBIKEHTTP ( B#5IP = WebfRE25 , BFRrigHA=280)
SREWebRESBMHTTPIMAL (JRIP =KAIEIRSET )
BIEfE A

TCPIEZLLL (4REF)

Mo Time Source sre MAC Destiration dst MAC Protoeol Lengt siream Info
65132 ~ B [SYH] Seq=0 Win=12288 Len=8 M55=1468 WS=64 SACK_PEFM TSwval=1559577035 TSecr=d

8 23-12-11 19:13:47. (260946116 10.201.189.180 Cisco T76:fbil6 93,184, 216,34 74 1

9 1023-12-11 19:13:47. (273148633 93.184.216.34  Cisco_S6:5f144  10.201.189.180 74 1 80 - 65132 [SWM, ACK] Seq=@ Ack=1 Win=85535 Len=0 MS5=1460 WS=G4 SACK_PERM TSval=6873333 TSecr=
10 2023-12-11 19:13:47.(285000827. 10,201.189.180 Cisco 76:70:16 93,184,216.34 66 1 65132 - 82 [ACK] Seq=l Ack=l Win=13184 Len=0 TSval=1550577T035 TSecr=6873333

11 2623-12-11 19:13:47. (387381585 10.201.189.188 Cisco T6:fb:16 53.184.216.34 243 1 GET / HTTP/1.1

12 2023-12-11 19:13:47. (116451681 53,184.216.34  Cisco 56:5f:44  10,201.189.180 &6 1 88 - 65132 [MCK] Seqel Acksl78 Wine£6358 Len=@ TSvalsBB73333 TSecr=1559577035

13 2923-12-11 19:13:47. (200167872 93.1B4.216.34 Cises 56:51:44 18.201.189.180 1514 1 88 - 65132 [ACK] Seq=l Ack=1T8 Win=66368 Len=1448 TSval=6873463 TSecr=1550577T035 [TCP segeent ¢
14 2023-12-11 19:13:47.637333 19.201.189.180 Cisco_76:fb:16  53.184.216.34 B6 1 65132 - B8 [ACK] Seqel?8 Ack=1445 Wins11776 Lensd TSval=155657716%5 TSecr=6872463

15 2923=12-11 19:13:47. (276272012 93.184.216.34 Cisco_56:50:44 18.201.189.188 340 1 HTTR/1.1 280 0K (text/himl)

16 223-12-11 19:13:47. (245979843 19.201.189.180 Cisco T76:fb:l6 93.184.216.34 656 1 65132 = 88 [ACK] Seq=178 Ack=173Z Win=1152@ Len=8 TSval=1559577165 TSecr=6873463

1. 2023=12=11 19:14:12. (27488529 10.201.1809.180 Cisco 76:7b:16 93.184.216.34 66 1 65132 - 68 [FIN, ACK] Sequi?8 Acksl732 Winw13184 Lenw® TSval=l5596020815 TSecrs6873463

1. 2023-12-11 19:14:12.236807 93.184.216.34 Cisco_56:5f:44 18.201.189.188 66 1 88 = 65132 [ACK] Seq=1732 Ack=179 Win=66368 Len= TSval=6898313 TSecr=1559602015

1. 2023=12=-11 19:14:12. (215970816 $3.184.216.34  Cisco 56:5f:44  108.201.159.180 66 1 88 = 65132 [FIM, ACK] Seqel?32 Acks=179 Win=66368 Len=® TSval=6838313 TSecr=1555602015

1. 2023-12-11 19:14:12. (216303316 10.201.189.180 Cisco 76:7b:16 93, 184,216.34 66 1 65132 - 88 [ACK] Seq=179 Ack=1733 Win=13120 Len=8 TSval=1559682015 TSecr=6898313

A& — REMWebRSEEE — HTTP — B — EEHRIE

BARRHTTP Get from Proxy =41,



> Frame 20: 128 bytes on wire (1024 bits), 128 bytes captured (1024 bits)
> Ethernet II, Src: Cisco_c9:c@:7f (74:88:bb:c9:c@:7f), Dst: Cisco_76:fb:15 (70:70:8b:76:fb:15)
> Internet Protocol Version 4, Src: 192.168.1.1@0, Dst: 93.184.216.34

Transmission Control Protocol, Src Port: 54468, Dst Port: 80, Seq: 1, Ack: 1, Len: 74

Host: example.com\r\n

User—Agent: curl/8.4.0\r\n

Accept: */*\r\n

\r\n

[Full request URI: http://example.com/]

[HTTP request 1/1]
[Response in frame: 23]

B % — WebRS 2SR E — HTTP — &8 — T B AIIE — Proxy HTTP Get

XRTIMNEFIREISWA, REFIWebIRSRR. REREFFHABMNRER.

Na.  Time Source s1c MAC Destination dst MAC Frotocal l.orqt stream  info
7 2023-12-11 19:13:47. (372406256 192.166.1.10 Cisco c9:c®:7f  93.184.216.34  Cisco_76:fb:l5  TCP 0 54468 - 80 [SYN] Seq=0 Win=G64240 Len=@ M35=1460 WS=156
& 2023-12-11 19:13:47. (260046116 10.201.189.188 Cisco_T6:7b:18  93.184.218.34 Cisco_56:5f:dd TCP u 1 65132 - 80 [SVN] Seq=® Win=12288 Len=8 M3S=1460 WS=64 SACK_PERM TSval=1550577035 TSecr=8
9 2023-12-11 19:13:47.(273148633- 93.184.216.34  Cisco 56:5{:44  10.201.189.189 Cisco_76:fb:16 TCP 7 1 B8 - 65132 [SYN, ACK] Seqed Ackel Win=G5535 Len=d MSS=1460 WS=G4 SACK_PERM TSval=6873333 TSecr
10 2023-12-11 19:13:47.(285000827_ 10.201.189.180 Ciseo_76:fb:16  93.184.216.34 Ciseo_56:5f:4d  TCP 6 1 65132 - 80 [ACK] Seq=1 Ack=1 Win=13184 Len=8 TSval=1559577035 TSecr=6873333
11 2023-13-11 19:13:47.(307391585- 10.201.189,180 Cisco_76:f6:16  93.184.216,34  Cisco 56:5f:44 WITR 243 1 GET f HTTR/L.1
12 2023-13-11 19:13:47.(118451681 93.184.216.34  Cisco 56:5f:44  10.201.189.189 Cisco_76:fb:il6 TCP 66 1 B8 = 65132 [ACK] Seq=1 Ack=178 Win=66368 Len= TSval=6873333 TSecr=1558577035
13 2023=12=11 19:13:47. (209167872 93.184.216.34 Cisco 56:5f:44  19.201.189.180 Cisco_76:fb:16 TOP 1514 1 B0 - 65132 [ACK]) Seqel AckwlTS Winw66368 Lenwl448 TSvalw6873463 TSecre1550577835 [TCP segment
14 2023-12-11 19:13:47.637333 18.201.189.180 Cisco_76:fb:16  93.184.216.34  Cisco 56:5f:4d  TCP 66 1 65132 - 88 [ACK) Seq=178 Ack=1443 Win=11776 Len=® TSval=1559577165 TSecr=G6873463
15 I023-12-11 19:13:47. (276272012 93.184.216.34  Cisco_S6:5f:44  10.201.189.180 Cisco_76:fb:il6 HTTP 345 1 HTTRFL.1 200 0K (text/himl)
16 2023-12-11 19:13:47.(249979843. 10.201,189,180 Cisco 76:7bil6  93.184.216,34 Cisco 56:5f:idd TCP [ 1 65132 - 88 [ACK] Seq=178 Ack=1732 Win=11520 Len=@ TSval=1559577165 TSecr=G6873463
18 2023-12-11 19:13:47, (243585552 93.184,216.34  Cisco T6:fb:15  192,164.1.18 Cisco_c9:c@: 7 TCP 66 @ B0 - 54468 [SYN, ACK] Seqed Ack=1 Win=65535 Len=@ M35=1460 WS=04 SACK_PERM
19 2023-12-11 19:13:47.(267161713. 192.168.1.18  Cisce_cD:e@:7f  93.184.216.34 Ciseo_76:fb:15 TCP ] 8 54468 - 80 [ACK] Seq=1 Ack=1 Win=262656 Len=8
20 2023-12-11 19:13:47. (308084368 152.160.1.18 Cisco_cBrc@:f  53.184.218.34  Cisco_76:fb:15  HTTR 128 8 GET f HTTR/1.1
21 2033-12-11 19:13:47.624692 93.184.216.34  Cisco_76:fb:l5  102,168.1.10  Cisco_c0:c@:7f TCP 54 @ B8 - 54468 [ACK) Seq=1 Ack=75 Win=65472 Len=p
22 2023-12-11 19:13:47. (285645604 93.184.216.34  Cisco T6:fbrls  192.168.1.18 Cisco_cO:c@: 7 TOP 1514 @ B8 - 54468 [ACK] Seq=l Ack=75 Win=£5472 Len=1464 [TCP segment of & reassesbled POU]
23 2W023-17=11 19:13:47.(237540915. 93.184.216.34 Cisco T6:1b:15  192.168.1.18 Cisco_c9:c@: 71 HITP 381 @ HTTP/1.1 208 0K (text/himl)
24 2023-12-11 19:13:47.266907 152.168.1.18 Cisco_c9:c@:7f  93.184.216.34  Cisco_T6:fb:15 TOP (1] @ 54468 = 88 [ACK] Seq=T5 Ack=1788 Win=262656 Len=@
15 023=12=11 19:13:47. (353042364 192.166.1.18 Cisco_cO:c@:7f  93.184.216.34 Cisco_76:fb:15 TCP (1] B 54468 - 88 [FIN, ACK] Seqs75 Ack=1788 Win=262656 Len=f
26 2023-12-11 19:13:47. (266665884 93.184.216.34  Cisco T6:fbilS  192.164.1.18 Cl.iﬁo_ﬂldlﬂ' TP 54 @ BO - 54468 [ACK] Seq=1788 Ack=76 Win=554
27 1023-12-11 19:13:47.(111622518 93.184.216.34  Cisco_76:fB:15  192.168.1.10 T TOR 54 @ 80 -+ 54466 [FIN, ACK] Sequl788 Acks76 WineB5472 Lened
28 2023-12-11 19:13:47. (168465673 192.168.1.18 Cisco_cOic@:7f  53.184.216.34 TR (1] @ 54468 - B0 [ACK] Seq=T& Ack=1789 Win=262656 Len=8
1. 2023-12-11 19:14:12, (270488529 10.201.189.180 Cisco T6:fh:16  93.184,216.34 TP (1] 1 E5132 - 88 [FIN, ACK] Seqel?8 Acke1732 Winw13184 LensB TSval=1550682015 TSecrs6873463
1. 2023-12-11 19:14:12.236807 93.184.216.34  Cises_56:56:44  10.201.189.180 TP 66 1 B - 65132 [ACK] Seq=1732 Ack=179 Win=6636B Len=0 TSval-GE9E313 TSeer=1550602015
1. 2023-12-11 19:14:12. (215070816 93.184.216.34  Cisco 56 44 18.201.185.189 5 TP 66 1 B8 - 65132 [FIN, ACK] Soqel?32 Acks=179 WinsG6368 Lens@ TSvals8858313 TSecr=1550682015
1. 2023-12-11 19:14:12.(218303318. 10.201.189.180 Cisee 76:fB:16  03.184.216.34 Ciseo 56:5f:4d4 TCP 66 1 65132 - 89 [ACK] Seq=170 Ack=1733 Win=13120 Len=0 TSval=1550602015 TSeer=G6208313

HRE —HTTP — B — TEMRIE

~
AR BPRERBUATRNHECRE S ; NEFIRIISWARNRE —HHE , MMSWAZ!

WebfREZEHR_R S — B2,



Tirme

2023-12-11 181347 (3724062560 nancseconds)
10231211 19:13:47, (2609461168 nancseconds)
2023-12-1118:13-47. (2731486336 nanoseconds)
2023-12-11 1813:47, (2850008272 nanoseconds)
B0Z3I-12-1119:13:47. (3073615856 nanoseconds)
2023-12-91 151 3:47. (1184516816 nancsecends)
2023-12-1119:13:47. (2091678 720 nancseconds)
2023-12-11 18:1347.637333

2023-12-11 1812147, (2762720128 nanosecands)
20231211 1911347, (2499798432 nangseconds)
2023-12-11 19:43-47.{ 24 358E5520 nanoseconds)
2023~ 191247 (26ME1T136 nanoseconds)
2023-12-1 ¥ 7.1366884 3660 nanoseconds)
2023-12-11 18:13-47.824692

20231211 1961347, (2856456944 nancsoconds)
2023-12-1 181347 (2FTEADD52 nancseconds)
20231211 19:13:47. 266007

202312411 11347, (3539423648 nancseconds)
2023-12-10 19:13:47. (2666658848 nancseconds)
20231211 1913:47.(11182 26184 nanosecands)
2023-12-11 181347, (1684656736 nanoseconds)
2023-12-11 181412, (2704885296 nancseconds)
20231211 19:14:12, 236807

20234211 19:94:12,.| 2158708160 nancseconds)
2023-12-1118:14:12.{2183033184 nanoseconds)

& — WCCP HTTP3

182.168.1.0

93.184.216.34

m- BA4RR -+ BO [SYN] Geqs0 WinsB4240 Lens MESw1ABD WESIE8 SACK PERM | " wo

10.201.189.180

o 55132 -+ B0 [SVN] Seqzd Wins12288 Lansd MSSsI480 Wistd SACK PEEM TSe opysy

g B2 #5132 |S¥N, ACK] Seqe0 Ack=! Winz #3535 Lena} MS5=1400 WEedd SACK

GEF jrtEs

I g B2+ 65137 [ACK) Segu1 ACksN78 WinaRAIGA Lensd THvali8AT331) THEratBh.,) oo oo

o 227 £5132 [ACK) Segst Lensidd4d TSscrs.

MTTRLY 300 Ok [teutihim)

sasc §0 4 54468 [SYN, ACK] Hnm-lmslwnmuumgﬁ - o0

m 54488 + 80 [ACK] Senst Arie WinsD6I858 Lense | u
seses - witena 80
m' 80 -+ 54488 [ACK] Seqs) AcksT5 Wins85471 Lans0 ! w
AckaTS Wins8S47 Lens146d
sast - HITELY 300 O flemifimt . 8o
Mwﬁ,
m B4dba -+ BO [P, ACK] S05:78 heksiT8 Wins 363858 Lanst: !“
pasca | BO -+ 648G [ACK] Geq=1T8H Aokcs 76 Winz§5477 Lans0 ! 5o
“: B0 -+ 54468 [FIN, ACK] Sega1788 Acks 76 Wine§5472 Lenal) | s
e 5 85 [N 1709 Wias: 80

BT 2 e B SR R A

1702318427.181 124 192.168.1.10 TCP_MISS/200 1787 GET http://www.example.com/

BEEFBRENRE

LR TSWARFHAY

5 2023-12-11 19:19:45. (111544768 10.201.189.1880 Cisco T6:fb:16 53,184.216.34 Cisco S6:5f:44 TOP
|11 2923-12-11 19 9. (250535026 192.168.1.18 Cisco_cO:c@:7f  03.184.216.34 Cisco_76:fb:15 TP
{12 2023-12-11 19 5. (254858128 93.1B84.216.34 Cizes T6:fb:15 192.168.1.18 Cisco efce@:Tf  TOP

13 2023-12-11 19 9. (272407027 192.168.1.18 Cisco_cf:c@:7f  63.184.216.34 Cisco 76 15 TCH

14 2023-12-11 10:19:49. (178847280 192.168.1.18 Cises_eQ:zed: 71 93.184.216.34 Cisco 76:fb:15  HETP

15 2023=-12-11 19:19:49. (184567324 93.184.216.34  Cisco 76:fb:15  192.168.1.18 Cisco_c@:cd:7f  TOP
| 16 7@23-17-11 19:19:49.656205 93.164.216.34 Cisco_76:1b:15 192.168.1.18 Cisco_e9:c@:71  TCP
{17 2023-12-11 19:19:46. (475926200 93.184.216.34  Cisco_76:fb:15  192.168.1.18 Cisco_c9rcli7f  MITP
|18 Z023-12-11 19:19:49. (270830524 192.168.1.10 Cisco_c@:c@:7f  93.184.216.34 Cisco 76:fb:15 TP
|19 2823-12-11 5. (351910345 192.168.1.18 Cisco_c9:cd:Tf 93, 184.216.34 TP
|20 mei-1-n 9. (394258650 93.184,216,34  Cisco 76:fb:15  192.168.1.10 TP
o k-1 9. I10058 93,184.216.34  Cisco 76:fb:15  192,168.1.18 TP
122 mar-1i-11 9. (179047075 192.168.1.18 Cisco cBrc@:7F  63.184,216,34 TR

23 @23-12-11 0. (372201046 03.184.216.34 Cisco_56:57:44 i@, 201,159,188 TP

24 2023-12-11
25 8323-12-11
26 2023-12-11

2023-12-11
29 1923-12-11 19
0 2e23-12-11 19
31 2023-12-11 19

9. (336640662

5. (300178142 19.201.189.188 Cisce T76:fb:16 53.184.216.34
9. (226286480 10.201,180.180 Cisco 76:fb:16 93.184,216.34
9. [20?‘1931&9_ 93.184.216.34 Cises 56:5f:44 1@

19,201,189, 188
9.352537 10.201.189.180 Cisco_76:fb:16  53.184.216.34

9. (194154916 93,164, 216,34 Cisco_56:51:44 18,201,159, 1808
9. (349158924 93.184,216.34 Cisco _SG:5f:44 1@, 201,189,180

201,189,188

Cisco_76:Tb:l6 93, 184.216.34

32 2023-12-11 19:19:49. (183444086 10.201,180.180 Cisco 76:7bil6 93.184,216.34  Cisco 56:5f:44 TP

& — &7 — SRE —

~

II,._,\ . y &P ﬁ

27, )

HTTP — &8 — BH G RKIE

, WebfRE 8RR EIHTTPIMRI304: RIEREF. ( ER

LATFRHTTPIE 304 #9 R 451,

132 - 80

=178 Ack=172 Win=11520 Lans0 TSvalz1S0STI18S Thee

o 5132 -+ BO [FIN, AGK] Sequ178 Acks1737 Wins13184 Lens( TSvals1b59602015
o 55+ S51E3 [ACK] SegeiPid kekn 1D Wins 88384 Lonsd Thvals 8834313 Theers

gevzzEivkicany

e . e

XERXRRMNEFIREISWARN BN RER.

Comment

TGP GASKS -+ BO [5YN] Seq=i WinsGa243 Le
TCR: 85132 + B0 [SYN] Seqn0 Winsi 1288 La_
TER: B0 # GHIIT [SYN, ACK] Seqd Acks] Wi
TEP: 85132 -+ BO ACK] Seqsd Ackst Wins121_
HTTE: GET { HTTEE

TEP: BO + GEIIE [ACK] Seq=) Ack=178 Wins s,
TCP: B0 + BEIEE [ACK] Seqwl AckelFS Winis.

TCF: 85137 + B0 [ACK] Seq=178 Ack

48w
HTTP: HTTRILY 200 0K [baeifhimiy

TCR: B5152 + 85 [ACK] Seqs 178 Acksi732 Wi
TCE: 00 & S4480 [57N, ATK] Segeid Ack=1 Wi
TEP! GL4BE -+ B0 [ACK] Seqa? Arks) Wins26_.
HITE: GET { HTTEAL

TCP: B0 G408 [ACK) Seq=1 Ack=TH Win=D,
TER B0 + 53468 [ACK] Sean AckeTS Winell_
HTTE: HTTEJLY 200 0K [bantfhims)

TCP: BALER -+ B0 [ACK] Se3275 Ack=1788 Wi
TEF B44BA -+ BO [Fi, ACK] Seqs?s Ackst?8_
TR B0 -+ SA46M |ACK] Seq=1TEN Ack=T6 Wi.
TCP: 80 - BA4EE [FIN, ACK] Seas1788 Agke.
TEP: S4468 -+ BO [ALK] SequT6 Acks1THD Wi_
TCP: BELIZ B0 [FIN, ACK] Seq=178 Ack=17
TCP: B0 -+ B513Z [ACK] Seqs1732 Acke170 Wi_
Tb: 8D -+ 85133 [N, ACK] $eq= 1733 Acksid.

TCFT B6132 » 85 [ACK] Se0=170 Ack=¥733 Wi

DIRECT /www.example.com

13586 - B8 [SYH] Seq=8 Win=12288 Len=0 H3S=1466 WS=64 SACK _PERM Tiwal=3178858246 TSecr=8
SACK_PERM

54487 - B8 [SYN] Seqe® Win=64242 Lens=d M5S=1450 WS=256

B0 - S44B7 [SYN, ACK] Seq=0 Ack=1 Win=65535 Len=0 MSS=1460 WS=64 SACK_PERM

54487 - B [ACK] Seqel Acksl Wins262656 Len=@

GET [ HTTP/1.1

B9 = 54487 [ACK] Seq=1 Ack=75 Win=65472 Len=@

B - 54467 [ACK] Seq=l Ack=T5 Win=65472 Len=1460 [TCP segeent of a reassesbled POU]

HTTR/1.1 200 0K (text/htal)

54487 - 68 [ACK] Seqs?S Acks1785 Wins26Z656 Lens=@
54487 = BB [FIN, ACK] Seq=75 Ack=17B8 Win=262656 Len=0
B0 - 54487 [ACK] Seq=i788 Ack=76 Wine&5472 Lensd
B0 - 54487 [FIN, ACK] Seq=1788 Ack=T6 Win=65472 Len=d
54487 - BA [ACK] Seq=T6 Ack=1785 Win=282856 Len=0

B - 13586 [5YN, ACK] Seqe= Ack=1 Win=65535 Len=8 M55=1460 Wi=564 SACK_PERM T5val=408R054258 T5¢
13586 - B8 [ACK] Seq=1 Ack=1 Win=13184 Lén= TSval=3178858248 TSecr=48808954259

GET / HTTP/1.1

B9 - 13586 [ACK] Seq=1 Ack=228 Win=66368 Len=0 TSval=48BR054258 TSecr=3178050246

13586 - BB [ALK] Seq

228 Ack=424 Win=12800 Len=@ TSval=3178858356 TSecr=dBAN054361

13586 = B8 [FIN, M] Seq=228 Ack=424 Win=13184 Len=@ TSwal=31T8858356 TSecr=4880954361
B0 - 13586 [ACK] Seq=424 Acks229 Wins66368 Lens=d TSval=4888954361 TSecr=3176050356
89 = 13586 [FIN, ACK] Seq=424 Ack=229 Win=6636E Len=0 TSwal=4880934361 TSecr=3178R50356
13586 - B0 [ACK] Seqe220 Acke425 Winel3120 Lensd TSval=3178050356 TSecr=4282054361

RRBlF  BiEERS



Frame 27: 489 bytes on wire (3912 bits), 489 bytes captured (3912 bits)
Ethernet II, Src: Cisco_56:5f:44 (68:bd:ab:56:5f:44), Dst: Cisco_76:fb:16 (70:70:8b:76:fb:16)
Internet Protocol Version 4, Src: 93.184.216.34, Dst: 10.201.189.180
Transmission Control Protocol, Src Port: 8@, Dst Port: 13586, Seq: 1, Ack: 228, Len: 423
Hypertext Transfer Protocol

HTTP/1.1 304 Not Modified\r\n

Accept-Ranges: bytes\r\n

Cache-Control: max-age=604800\r\n

Date: Mon, 11 Dec 20623 18:22:17 GMT\r\n

Etag: "3147526947"\r\n

Expires: Mon, 18 Dec 2023 18:22:17 GMT\r\n

Server: ECS (dce/26C6)\r\n

Vary: Accept-Encoding\r\n

X=Cache: HIT\r\n

Last-Modified: Thu, 17 Oct 2019 07:18:26 GMT\r\n

Age: 492653\ r\n

Via: 1.1 rtpl-lab-wsa-1.cisco.com:80 (Cisco-WSA/X), 1.1 proxy.rcdn.local:80 (Cisco-WSA/12.5.5-804)\r\n

Connection: keep-alive\r\n

\ri\n

[HTTP response 1/1]

[Time since request: 0.836615136 seconds]

[Request in frame: 25]

[Request URI: http://example.com/]

MG — EF — HTTPIARI304 - HTTP — B8 — T E MWL

LT R 5 R B SR RHB

1702318789.560 105 192.168.1.10 TCP_REFRESH_HIT/200 1787 GET http://www.example.com/ - DIRECT/www.examp

ZEORIENBERBEPNHTTPRE

F P imAMSWA

MEREEEF iR IPH 3 FIWeb AR S5 25 B 1P 31k 2 (8] 4% % o

REBEFRUMEBRAETCPIHEO443 ( FRRERD )

.- TCPEEF
- TLSEFZEFFiwHello — fRFEEHello — RFBHARR — B IRRARKR
- BiEEH

TCPERELIE (4REF)



Moo Time Sowrce src MAC Destination dst MAC Protocol | Lengt stream  Info

246 2023-12-11 19:36:24. (139334096 192,168.1.18 Cisco_c9:cl:7f  93.184.216.34 _76:fb: TCP (] 14 54515 - 443 [ACK] Seq=1 Ack=1l Win=262656 Len=@
247 2023-12-11 19:36:24. (307154896. 192.168.1.18 Cisco_c9:c: 71 93.184.216.34 TLSvl. 242 14 Client Hello (SMI=example.com)

248 2023-12-11 19:36:24. (366528476 93.184.216.34  Cisco 7 192.168.1.18 Cisco_c TCP 54 14 443 - 54515 [ACK] Seq=1 Ack=189 Win=65488 Len=2
256 2023-12-11 19:36:24. (251614876 93.184.216.34 Cisco_ 7 192.168.1.18 Cisco_c TLévi. 1514 14 Server Hello

257 2023-12-11 19:36:24. (195519830 93.184.216.34 Cisco_7 192.168.1.18 Cisco_c TLSv1= 1043 14 Certificate, Server Key Exchange, Server Hello Done

258 2023-12-11 19:36:24.(1B6747824- 192.168.1.18 Cisco_c9:cl: 71 93.1B4.216. 34 TCP 68 14 54515 = 443 [ACK] Seq=1B9 Ack=2458 Win=262656 Len=@

259 2023-12-11 19:36:24. (193961315 192.168.1.18 93.184.216,34 TLSvi- 147 14 Client Key Exchange, Change Cipher Spec, Encrypted Handshake Message
260 2023=-12=11 19:36:24. (250163651 93.184.216.34 192.168.1.1@ TCP 54 14 443 = 54515 [ACK] Sequ2458 Acks282 Win=65344 Len=@

261 2023-12-11 19:36:24. (299220398 03.184.216.34 192.168.1.19 TLSv1- 185 14 Change Cipher Spec, Encrypted Handshake Message

262 2023-12-11 19:36:24. (215995475 192.168.1.18 93.1E4.216.34 TLSv1l- 157 14 Application Data

263 2023-12-11 19:26:24. (290152851 93.184.216.34 192.168.1.1@ TCP 54 14 443 - 54515 [ACK] Seq=2501 Ack=385 Win=65288 Len=0

264 2023-12-11 19:36:25.529330 63.184.216.34 192.168.1.1@ TLSvi. 188 14 Application Data

265 2023-12-11 19:36:25.994400 03.184.216.34 192.168.1.10 TLSv1- 1514 14 Application Data

266 2023-12-11 19:36:25. (413207139 192.168.1.18 93.184.216.34 e &a 14 54515 - 443 [ACK] Seq=3B5 Ack=4807 Win=262656 Len=0

267 2023-12-11 19:236:25, (201453091 93.184.216.34  Cisco 76:fb:15  192.168.1.10
268 2023-12-11 19:36:25. (181562608 192.166.1.18 Cisco_c! (7 93.184.216.34
269 2023-12-11 19:36:25.(404992854. 93.184.216.34 Cisco 76:fb:15 192.168.1.18

TLSvi. 311 14 Application Data
TLSV1. as 14 Encrypted Alert
TCP 54 14 443 - 54515 [ACK]

Seq=4264 Ack=416 Win=65288 Len=0

TCP 54 1

=

2023-12-11 19:36:25, (370433091 93,184,216.34  Cisco_76:fbil5  192.168.1.10 443 - 54515 [ACK] Suul‘i Ack=417 Win=65260 Len=@

5515 = 443 [ACK] eq:ﬂ? l:=425 Win=262488 Len=@

273 2823-12-11 19:36:25.794348 192.‘1&1, 18 93.184.216.34 TCP ﬁ 1

o

Cisco_c9:cl:7f

& — B IRBRE — HTTP — & — EE /R

LTRMNEFIHREISWANEFisHeloMiFAEER |, NEERSE BB FIERSN)HEEHWeb RS
ERMURL , FEAHI 3 www.example.com.

Frame 247: 242 bytes on wire (1036 bits), 242 bytes captured (1936 bits)
Ethernet II, Src: Cisco_c9:c@:7f (74:88:bb:c%:c@:7f), Dst: Cisco 76:fb:15 (70:70:8b:76:Tb:15)
Internet Protocol Version 4, Src: 192.168.1.18, Dst: 93.184.216.34
Transmission Control Protocol, Src Port: 54515, Dst Port: 443, Seq: 1, Ack: 1, Len: 188
Transport Layer Security
TLSv1.2 Record Layer: Handshake Protocel: Client Hello
Content Type: Handshake (22)
Version: TLS 1.2 (8x@3@3)
Length: 183
Handshake Protoecol: Client Hello
Handshake Type: Client Helle (1)
Length: 179
Version: TLS 1.2 (8x@303)
Random: 657756ab224a3f64600¢9917248d38f86bEEcTebabbl21bf54d8c96540a0F5d
Session ID Length: @
Cipher Suites Length: 42
Cipher Suites (21 suites)
Compression Methods Length: 1
Compression Methods (1 method)
Extensions Length: 96
Extension: server_name (len=16) namesexample.com
Type: server_name (@)
Length: 16
Server Name Indication extension
Server Name 1list length: 14
Server Name Type: host_name (@)
Server Name length: 11

Extension: supported_groups (len=8)

Extension: ec_point_formats (len=2)

Extension: signature_algorithms {len=26)

Extension: session_ticket (len=@)

Extension: application_layer_protecol_negotiation (len=11}

Extension: extended_master_secret (len=d)

Extension: renegotiation_info (len=1)

[JA4: t12d2108h1_T6e20@Bdd3e22_2daedlcE9lec]

[3Rd_r: t12d2108h1_daba, 0027 ,0035,003c,003d, 008c, 089d, B0, 0801, cOOY , cBOa, cO13, COL4, cB23, cO24, 027,28, cO2b, cOZc, cO2f, cO30_000a, B00b, 000, 8017, 8023, f01_0B04,0805, 0806, 8401, 0.,
[JA3 Fullstring: 771,49196-49195-49200-49199-159-158-49188-49187-49192-49191-49162-49161-49172-49171-157-156-61-60-53-47-18, 8-18-11-13-35-16-23-65281, 29-23-24,0]
[JA3: T495420c86284dedbelcdefefed2b521)

BB — B/ ikHello — B IREIRE — B0 — THHKIE

p 2R BaLAEWireshark P A LTRSS E =

URL/SNI:tls.handshake.extensions_server_name == "www.example.com"

BT RARSS s B Ry Rl



Frame 257: 1843 bytes on wire (8344 bits), 1043 bytes captured (8344 bits)
Ethernet II, Src: Cisco_76:fb:15 (7@:7@:8b:76:fb:15), Dst: Cisco_c9:c@:7f (74:88:bb:c9:c@:7f)
Internet Protocol Version 4, Src: 93.184.216.34, Dst: 192.168.1.10
Transmission Control Protocol, Src Port: 443, Dst Port: 54515, Seq: 1461, Ack: 189, Len: 989
[2 Reassembled TCP Segments (2054 bytes): #256(1379), &257(675)]
Transport Layer Security
TLSv1.2 Record Layer: Handshake Protocol: Certificate
Content Type: Handshake (22}
Version: TLS 1.2 (@x@303)
Length: 2049
Handshake Protocol: Certificate
Handshake Type: Certificate (11}
Length: 2845
Certificates Length: 2042
Certificates (20842 bytes)
Certificate Length: 1098
Certificate [truncated]: 30820440630820320a003020102021404409073791 2aad? 3d326830716d2a7dd T 2bBe2alRBdRE0Y 228048061 70d01010005003040310030000603550400130255533110300e060355040..
signedCertificate
version: v3 (2)
serialNumber: Ox0440907370f2a2ad73d32683b716d2a7ddf2b8e2a
signature [sha23EWithRSAEncryption)
issuer: rdnSequence (@)

RDNSequence item countryName=Us)
RONSequence item (id-at-organizationName=wsatest) ’““\-_h
RiNGequence i item [id-at-organizationalUnitName=IT)
RDNSequence item: 1 item [id-at-commonName=CISCOCALD)

walidity

subject: rdnSequence (@)

subjectPublicKeyInfo

extensions: 5 items
algorithmIdentifier (shaZ36WithRSAEncryption)
Padding: @
encrypted [truncated]: 1db2a57aBbbfddef6blB45eace5atal?f27704e61b102§13c20a606c760f3eT736283d6cffabc1d9417865ba? f4d4663bd3677423096e23dbT F25d232eaa3110a24e72871dBcF2111d3..
Certificate Length: 938
Certificate [truncated]: 388203a63082028ca00302010202 Td8363al86121 28648861 TRd0181A0050030403 10b3R09RGO3550406130255533110300eR6R355040a138T77T36174657374310...
Transport Layer Security
TLSv1.2 Record Layer: Handshake Protocol: Server Key Exchange
TLSv1.2 Record Layer: Handshake Protocol: Server Hello Done

Mg — REB|EARIR — BEFIRBINRE — EH — THHRIUE

N2,
l”
\
clt
-
j o |
A\,
=,

, BB RAESWARE BN BZULFHIES,

SWARIWebBk 5528

MERE XK ETENRENIPH I FIWebfRS 28I IPH#E1E 2 8]

RESWANFEAETCPHN443 ( FEAEERD )

TCPEF

« TLSEFEFFiwHello — k% RaHello — RS HJ|/EAR R — BFF RZBHARMR
- BiEE

TCPIERE&LL (4REF )



Ho. Time: Source snc MAC Duwstination dst MAC Profocol Lengt stream  Info
~ 278 2823-12-11 10:36:24. (251460652 10.201.189.180 Cisco 76:1b:16 03.164.216.34 Cllco_ﬁ 51'“ TP T4 17 47BEB - 443 |S'I'N| Seq=8 Win=12288 Len=8 MS5=1460 ﬁ!ﬁ Sw 'I'Sul-l_flﬁ]z!ﬁﬁ3 TSQCM

188 Z823-12-11 19:36:24. (162744564 10.201.1689.180 Cisco 76:1b:16 93.164.216.34 Ei!CD_SG‘ST.“ TP &6 17 lTﬂﬁB - u3 |I.Cl| Seq=l ﬂ(t-l Hj,nxl}lsl Lell!l rsvahls&:zms: TSeCﬂ}!DD}ﬁngl
281 2023-12-11 19: + (318198081 18.201.189.188 H 93.184.216.34 17 Client Hello (SMI=example.com)

82 2823-12-11 19 » (141189526 93.184.216.34 10,201,169, 150 17 443 -+ 47868 [ACK] Sequl Ack=l98 Win=65280 Lens=@ TSvals3088365294 TSecrs1563255033
283 2823-12-11 19 « (178552585 93.184.216.34 19,201,189, 188 17 Server Hello

84 2023-12-11 19 (177104873, 10.201.189.189 93.184,216.34 17 47858 - 443 [ACK] Seqelfd Ack=1449 Win=11776 Lensd T 5183 TSe
285 2823-12-11 19 « (304184451 93.184.216.34 19.201. 189,188 17 443 - 4TBER [ACK] Seq=1440 Ack=108 Win=65288 Len=1448 TSval=3080365444 'lSeEhlEG]ZSSUJ} ree
286 2023-12-11 19 (219683043 108.201.189. 188 93.184.216.34 17 4786 - 443 [ACK] Seq=198 Ack=289T Win=10368 Len=@ T 5193 TSecr

287 2823-12-11 19
288 2823-12-11 19
189 2023-12-11 19
298 2823-12-11 19
91 2023-12-11 19
292 2823-12-11 19
93 2023-12-11 19

«(314E859@4. 93.184.216.34
(143459748 18.281.189.188
. (200646796 10.201.169.160
(240102688 18,281, 189, 188
. (188262182 93.184.216.34
201537142, 93.184.216.34
896857 18,201,189, 180

19.201. 169, 188
93.184.216.34
93.164.216.34
93,184, 216,34
108,201,169, 180
19,2081, 189, 180
93.184,216.34

17 Certificate, Server Key Exchange, Server Hello Dene

1T a7BEB = 443 [ACK] Seq=198 Ack=3567 Win=9728 Len=@ T5val=1563235193 TSecr=3988365444

17 [TCP Window Update) 47868 - 443 [ACK] Seqe198 Acks3567 Wins=13184 Lens=® TSvalw=1563255193 TSecr
17 Client Key Exchange, Change Cipher Spec, Encrypted Handshake Message

17 443 -~ 47666 [ACK) Seqe3567 Ack=324 Win=65152 Lensd Tsm-}massasa Toecr=1563255193

17 Change Cipher Spec, Encrypted Handshake Message

17 A7HEE - 443 [ACK]) Seq=324 Ack=3618 Win=13184 Len=8 TSval=1563255233 Tecr=3902365453

325 2023-12-11 19:3 « (33257142 18.291.189.188 93.184.216.34 17 Application Data

326 2023-12-11 19:36:25. (162026084 93.184.216.34 19.201.189. 188 17 443 - 4TBER [ACK] Seq=361B Ack=369 Win=65152 Len=8 TSval=1S8@365883 TSecr=1563255613
327 2823-12-11 . (245545451 1@.281.189.188 93.184.216.34 17 Application Data, Application Data

328 2823-12-11 « (271978718 93.184.216.34 19.201.189. 188 17 343 = 4TB6E [ACK] Seq=3618 Ack=588 Win=64896 Len=8 TSval=198@365883 Tiecr=1563255623
329 2023-12=11 93.184.216.34 10,201, 169. 160 17 Application Data

338 ze23-12-11 18,281, 189, 180 93,164, 216,34 17 47868 = 443 [ACK] Seq=588 Ack=5866 Win=11776 Len=8 TSval=1563255673 TSecr=3980365933

331 2e23-12-11
332 2023-12-11
2023-12-11 19:

93,184,216, 34
10,201, 169, 160
10,201, 189, 188

19,2081, 189, 160 17 Application Data
93.184.216.34  Cisco_ 17 47868 - 443 [ACK] Seq=588 Ack=5267 Win=11584 Len=d TS Tsecr:
93.184.216.34 {i;qp_“:sf:-“ Encrypted Alert

19.201.189.188

- 03.184.216.34

2023-12-11

443 ~ 4TEER |lﬂ| Séq:&!ﬁ? lth—BlQ Hln-&d&ﬂﬁ Lh\:! TSval=. 19“166!34 TSeer=1563255773

336 2023-12-11 03.184.216.34 Eiscu:ﬁé:ﬁf:u 19.201. 189. 180 Clscn - b'lS TR 66 17 443 - 47868 [ACK] Soqubl67 AckeB2d Winw64806 Lensd TSvalw3SB0356034 TSecrw1563255773
338 7023-13-11 19:36:25, (423761784 10.291.189.189 Cisco_76:fb:16  93.184.216.34  Cisco 56:5f:44  TCP &6 17 4TBER = 443 [ACK] Seqe6i@ Ack=S268 Win=122B8 Lens8 TSvals1563255773 TSecr=3S80356034

BB — WebRSSBHARIE — HTTP — EH — T HHKIE

T R MSWAZEIWeb RS 258 & F i Hello R~ 4l

Frame 247: 242 bytes on wire (1936 bits), 242 bytes captured (1936 bits)
Ethernet I, Src: Cisco_c9:c@:7f (74:88:bb:c9:cB:7f), Dst: Cisco_T76:fb:15 (7@:70:8b:76:fb:15)
Internet Protocol Version 4, Src: 192.168.1.18, Dst: 93.184.216.34
Transmission Control Protocol, Src Port: 54515, Dst Port: 443, Seq: 1, Ack: 1, Len: 188
Transport Layer Security
TLSv1.2 Record Layer: Handshake Protocol: Client Hello
Content Type: Handshake (22)
Version: TLS 1.2 (0x@303)
Length: 183
Handshake Protocol: Client Hello
Handshake Type: Client Hello (1)
Length: 179
Version: TLS 1.2 (@x@303)
Random: 657756ab224a3164600e99172a8d381B606B9CTebabbl121b 544896540201 5d
Sessign ID Length: @
Cipher Suites Length: 42
Cipher Suites (21 suites)
Compression Methods Length: 1
Compression Methods (1 method)
Extensions Length: 96
Extension: server_name [len=16) name=example.com
Type: server_name (@)
Length: 16
Server Mame Indication extension
Server Name list length: 14
Server Name Type: host_name (@)
server Name length: 11
I c:rver Name: example.com
Extension: supported_groups {len=8)
Extension: ec_point_formats (len=2)
Extension: signature_algorithms (len=26)
Extension: session_ticket [len=a)
Extension: application_layer_protocel_negotiation (len=11)
Extension: extended_master_secret (len=@)
Extension: renegotiation_info (len=1)
[Jad: t12d210Bh1_76e208dd3e22_2dacdlebdlec]
[Ja4_r: t12d2108h1_200a,002f, 0035, 003, 0034, 089, 009d, 089, D09, cORT, cORa, cB13, cB14, 0023, <024, 027,026, cO2b, cO2¢, cB2f, cA30_000a, 0000, 000, 0017, @023, FFO1_0B04, 0805, 0806,0401, 050
[JA3 Fullstring: 771,49196-49195-49200-49199-159-158-49188-49187-49192-49191-49162-49161-49172-49171-157-156-61-60-53-47-10 ,8-18-11-13-35-16-23-65281, 29-23-24, 0]
[JA3: 74954adcB6ZBAdRdbelcdefeled2bs21]
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AR 2150 B SR RA

1702319784.943 558 192.168.1.10 TCP_MISS_SSL/200 O TCP_CONNECT 10.184.216.34:443 - DIRECT/www.example.c
1702319785.190 247 192.168.1.10 TCP_MISS_SSL/200 1676 GET https://www.example.com:443/ - DIRECT/www.exa

S

AR WERR , EHTTPSRERNERZTEF |, AccesslogshE21T ; E—TRREHLMNE
A LAE EITCP_CONNECTHIWebfREZSEM P, MMRERESWARSRAHER  NE_IT

15
BEGET , BMNURLUHTTPSHL , XERBERECHES , HHSWAHIEZURL,
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https://www.cisco.com/c/zh_cn/support/index.html?referring_site=bodynav
https://www.cisco.com/c/zh_cn/support/index.html?referring_site=bodynav
https://www.cisco.com/c/zh_cn/support/docs/security/secure-web-appliance-virtual/220456-configure-performance-parameter-in-acces.html

XFHEE
BRRAA IR SHSBEEL ANV RIERTRES, FELRUAFPEETS
AHEEBEITISHINE.,

IR MEERIFANSEE, HEREUARTENIFARRIKYE.

Cisco Systems, Inc. ¥ FENFRVERMERNAIBEMSRE, HFRNECERSEEXRAXY (BEiRfH
)



