HRZE2WebiZ& BE
H3x

A"Hj AN
FTREH
=%
AR
SWAR %A

EFRE
BEGUITHEXE
MCLIEERE
E&Z2WebiR& F FTP
BxmE

&g

AXHENMEEREREWebREFE(SWA) BEN I E,
FERFAM
=R

Cisco BB THUTER :

. BREWEREHSWA,
. YTEEHERDRE,
. BRHE(SSHIES .
. BEHSERMA

° X:.I-SWAE,J %ﬁ;ﬁiﬁlﬁl )
EANAH

R R TR E R R AR AR o



AXHEPNEEHRRETREXRENEFNREFEN, FAXHFEANMERZHNERAR
(RN ) BRE. MRENMELTEIRS , FHRRETHAERSHBERE,

SWAH®RH

Z2WebRZFBIRECHRENREETEEIBEA BTN HRICREILEED, EERATUERX
L B R R E R MPRIR R R,

HRER LT 2 WebiR&E BEXHERE,

RAEXRE |RIAE

B R iR Syslog |[RTE
Push? | A?
- . 4 - A
BRI A ;L;;z:%WebﬁiEACL (pEEEIFIR ) FEEIBEIH x x
TeRIEE B EREXXHEEARNIXESTNER ( 224, Yes Ves
£3 v )
ERAAA ( BHRBIE, BACHK ) B4, ExXE5NA
EFANSSTRENMERFRE , HEREEXWE
X,
UTR-—EEAERFMAEE :
- AP —%%
« AP —BFZEMEBRIER
s AP —BFRAMAKRAABFA
HZAE Yes Yes
s AP —BFKMikF 23 H
- AP — 48
- BF —8iE
- BF — BR0E

- AP —BBEX
- AfF —ZBEE




EAXE |BRIAE
HE R HiR Syslog RT3
Push? | A ?

- AP —Z2BRB/EREXHER

- PR — B8l

- AF — EHIBR/EEH

- f/AE — MBRASH

- A/AE — NRER
R B & 1B R WebREE iR £i8%K, Yes Yes
ADCS|ZEL AL |[IEFRS5WebREFNADCSIZZEKBEMERIER, 7 v
ADCH|ZH& 1B RK BADCHIZBHFIHEL. Yes Yes
BHRIELAE |[BREMRIEHLIERIES, % Yes
AVCEIZERBZE |[IEFXREWebREFAVC|IZZRINWBEHEXIES, 7 7
AVCE|ZHE 1IBFZKBAVCEIZWNFREER. Yes Yes
CLIE®&BE EFERBTITREEINILFZ, Yes Yes
BE A& IBREWebREEEEERFEHEXHNER, 7 7
EEEEAE 1IBZREWebRIBEHEEERSEHXKER, 7 7
MR RS 0% 13&&?5%&%;@@5%%1%3&’9 FERERNEF®RT Yes Yes

$id%,

BEZEERAE |(BXRSENREZSTIEFMEXNER, 7 7
DCASIZERAZE |iIEFREWebKEMCisco Web Usage Controls Dynamic x %

Content Analysis 5|2 2 [BIfBEHH<HE S,




=AEXE |BAE
HEX R iR Syslog R T/E
Push? | A?
(ISHAEDI)
DCABIZ A& ERSBNAGEARHDEABR ARG | Voo
(ISAEDH) °
IEFEWeb R IBHXEIR,
HRINRERE XRIEEWebREHXN BAEFHELN, BEHRE |Yes Yes
WebRIEBHEXWEEMAKEB | FHEANWeb K EER
#12 B EITE,
REgEERE BREEAT#ME FNEFMHXBWebREHE, ¥ 7
BREFEANSEHRRILTIEEMEXIEE | flans5AE0
B AR RS20V B E R Th =k kM,
AEHHEIEEE 7 Yes
ENEZATABEHRRIL , AT HEEE XA AP,
BRI B R B F A M HEE,
RERBEE ERBEFHERDEXTEAIWebAF, Yes Yes
FTPREBEX EREFTPREMEWERNEBSHEE, ¥ T
o L BRFEAFTPLEETZEMERZURNZEMEIZET
FTPHE?J %% H o ;‘ZE@FEHI#FO Yes Yes
GUIBE EWebAHEHPIEERTERBFHALIER. GUIREZLEE
BEXRSMTPESHEER |, HlINBERMRZ LB FHRHE KX Yes Yes
(B R P 5m) MitRIRENER.
Haystack B & Haystack B H12 FEWebE & RIRBIELE, Yes Yes
HTTPS B BRBEFHTTPSREHNWebREHE (BAHTTPSK | -

et ) o




=AEXE |BAE
HEX R iR Syslog R T/E
Push? | A?
ISERRSS2F H & B RISERSFJFERENEITEE. Yes Yes
g3 T BV A4 BEREALL B RS obi=|
A B B X EWeb I ATE M ThAEZEALL B R SR A x x
AEXRIERERARE EXEWebRKEM HEIZRKREHKIAEE, ¥ 7
H o H o iﬂi'% H /:\E\%IE$E;€ E"J%i;io Yes Yes
McAfect FAEZE B & 1Lgﬂi'%WebfciiﬂlMcAfeejEi HE|Z 2z EBEHEXEH F %
S92 i - \\,\:%,., +q-}~ - \\\’7&
McAfee B 2 8RR BMcAfee A #H 5| ZH BB E A RE R AR Yes Yes
EREEEMENE (2EWebRERAENAEFEEE
=3 & k T T
A REmnNH ) HIS A Web RIS, % %
HaEER B E BRARXARBREFZBFREFERABWebRKEHEE, ¥ ¥
AnyConnectZ £ %3 [IExE£Webik & MAnyConnectE FimZ AINRE , B Yes Yes
BASHEREE |[BRARE,
NTP B&E
10 35 P 4% B+t B P R 4 Bt [R) PR B BB 2R Yes Yes
( PILE R AR )
f2x oo o
PACTHRETTE lasa munim AR EPACHHEAIR, Yes  |ves
REZKAE BFRETWebRENES, ¥ Yes
wREBE WERREERNF Ei8F, Yes Yes




=AEXE |BAE
HEX R iR Syslog R T/E
Push? | A?

REEHBEE IERERE4E R HEXPEIR, Yes Yes

MATEWebREBESR A EX B P iIg KA RBEEHTTPES

HIERFMANEIRES., BB BEITH , UMEE
BRI EE TEIBFFEEMREBERERITHNERT , IEEEEW = =
R K IB B TR EHERR

EE . BREEECLIR YL BEITH,
EHRIEEX BXEHRZEH hREMEXAHE, Yes Yes
SHDHZE

BRAERENETIRRATRURENTIEFEFTR v v
(RESTRATH |ZwHLeins, es es
BF)
SNMP B & IBZRE5SNMPREEE 5| 2K E R EE, Yes Yes
SNMP#&ER B & IBXEESNMPYERER BEHEXBWebNETHE, ¥ T
SophosE RAEZE A % 1B FE5Web X E M SophosiI 512 = RIHBESHEXAHE * %

] 9 BRI = R HERIRS
Sophos A& 1833k B SophosiA#i 5| ZH P R E M4 RBIES VIR Yes Yes
REBE EREZREHANER , FlINThAER4A T H. Yes Yes
RERE 1i23%DNS., fHiRMIB3ED, Yes Yes
REMZEBFRBHIREER |IERKLATMEDHBIRE IR, Yes Yes
REMKEEAE WERARMBILATMIRE U 2 H R FFIR, ¥ Yes




=AEXE |BAE
HE R HiR Syslog RT3
Push? | A?
L BREXWebREBEUMA LA BMAHITEREHBR
UDSH = ENHIR. CEEEXSREBIRNBNAENRSE | Ves
R RS 8% B K 5 Novell eDirectory R 55 2% S8 K A KT E B
( ) mrRagEs.
EFEFAERE 1B XWBRSHMEMMEMHAF E i8R, Yes Yes
LUEEW3CHERIZFZFWebREBE P igF Fid F,
W3CHZE Yes 7c
BEXREMEEL.
WBNP B &
183%Cisco SensorBaseM %5 5 £ FSensorBase M & % v
( SensorBaseM &2 |ty £ id &, - ©s
5)
WBRSHER = 25 WebRERWebE I %2 HMWBEMXMH | -
(WebFE1E4D) B
WCCPIER B & BXEXEWCCPHKXHIWebRIEHEE, ¥ ¥
. ¢_Ei%wwﬁﬁﬂﬁamoW%ﬁﬁ%ﬂ%ﬁ%ﬂﬂﬁﬁ
Webcal RRAER B o) mmsmiEiasm s e, % %
Wamm%&E%EEEiﬁW%ﬁﬁﬂwammEhQ§Z@Wﬁﬁﬁiﬂﬁ%5 %
S ~ oy 3 \\,\:: h +|-)~ =h B \/L‘;\
Webroot B & 183% 3k B Webrooti3# 5| ZH PR E A RABEDI RS Yes Yes
j adFEE LK 1 A = o A
et DG ERATRAAFPHEIATTHE EfAccept ( ¥ ) REHN Yes Yes

Web% P iwHY 7 £ 18 5.
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A WRERE LBAFTP. BRAFTP , BSAAXTHERS Webid& LB AFTP,

BRI AMGUI T 8 B &304

FSB1.BZFRGUL

T2 EMEIRGEE,

SFR3.1%E R Log Subscriptions,
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Cisco Secure Web App"ance Secure Web Appliance is getting a new look. Try it !

si100v
Web Security Manager Security Services System Administration
Policy Trace \@
Alerts

Log Subscriptions o

Heturn Addresses

Configured Log Subscriptions SSL Configuration _

| Add Log Subscription... | Users
Network Access
\ Re System Time

Log Name Type Log Files In =anonymization Delete

| A L ft, 145.cal j I N Tine/Zona izati - |
accesslogs ceess Logs ://wsal45.calo.amojarrafaccesslogs [

9 9 p/f jarra/ g Time Settings f
Secure Endpoint .
amp_logs Engine Lngsw ftp://wsal45.calo.amojarra/amp_logs N1 Configuration - |
archiveinspect_logs Archivelnspect Logs| | ftp://wsal45.calo.amojarra/archiveinspect_logs || N¢ Configuration Summary - |
audit_logs Audit Logs ftp://wsald45.calo.amojarra/audit_logs N1 Configuration File - |
Authentication : Feature Key Settings

authlogs ftp://wsal45.calo.amojarrafauthlogs Ni

9 Framework Logs P y ¢ Feature Keys @
ave_logs AVC Engine Logs w:,.f,-fwsal45.calo.amajarrafauc_logs _/ Nt Smart Software Licensing - |
bbbbbb Access Logs Syslog Push - Host 10.48.48.154 N(  upgrade and Updates &
bypasslogs Proxy Bypass Logs ftp://wsal45.calo.amojarra/bypasslogs Nt Upgrade and Update Settings - |
coeoee Access Logs Syslog Push - Host 1.2.3.4 ni  System Upgrade - |
cli_logs CLI Audit Lags ftp://wsal45. calo.amojarra/cli_logs N1 System Setup - |
ranfindafrand lane Canfinnratian | Ane frre M hwealdB Fala amniarraleanfindafrand lane M System Setup Wizard =

BRE& — TEBEEXH

o
EE MRAFTHCESR BT8R RER  RARIFE,

MCLIZEFERE

FBAILMCLIEE L, EXTERT , BAILFESEA BESTIEBEPHRET,
HER1EEESICLL

S22 AgrepHIZEnter,

SEIMAEEENBERS.

SRA. (i ) TUBEE X ENREARBFRSE@ME , BN , BRKEnter.

ES5Y . NREFEBRESRITAANKET , IEFRXSKNE , FEREGFERHERTX
2 KPNE ? [Y]>E NS ANFHIZEnter,

TROMRFEMNERPHRIBT , FEREEERTTRNITHRAY, [N>EN , EEnterf

o



SRTNRFBZEEFEXNAR , FEREGEREBAZ ? [N>EN |, HEEnteri,

SRBUMREN AFHTH UURREREA] , FERBEXNRWHRITOR ? [N]>,

p?%

™ MREFEST , ATBRqEEBE,

LT REIERTHPISBE WAL

SWA_CLI> grep

Currently configured Togs:

"accesslogs" Type: "Access Logs" Retrieval: FTP Poll

"amp_logs" Type: "Secure Endpoint Engine Logs" Retrieval: FTP Poll
"archiveinspect_logs" Type: "ArchiveInspect Logs" Retrieval: FTP Poll
"audit_Togs" Type: "Audit Logs" Retrieval: FTP Poll

"authlogs" Type: "Authentication Framework Logs" Retrieval: FTP Poll
"avc_logs" Type: "AVC Engine Logs" Retrieval: FTP Poll

. "bypasslogs" Type: "Proxy Bypass Logs" Retrieval: FTP Poll

"cli_logs" Type: "CLI Audit Logs" Retrieval: FTP Poll

cCONOYUTL DA WN

45. "upgrade_logs" Type: "Upgrade Logs" Retrieval: FTP Poll

46. "wbnp_logs" Type: "WBNP Logs" Retrieval: FTP Poll

47. "webcat_logs" Type: "Web Categorization Logs" Retrieval: FTP Poll
48. "webrootlogs" Type: "Webroot Logs" Retrieval: FTP Poll

49. "webtapd_logs" Type: "Webtapd Logs" Retrieval: FTP Poll

50. "welcomeack_logs" Type: "Welcome Page Acknowledgement Logs" Retrieval:

Enter the number of the log you wish to grep.
[1> 40

Enter the regular expression to grep.
[I> Warning

Do you want this search to be case insensitive? [Y]>
Do you want to search for non-matching Tines? [N]>
Do you want to tail the logs? [N]>

Do you want to paginate the output? [N]>

EZ£Webik®& LS HFTP

RIMERT , SWALKRBAFTP, EZHAFTP:

i":" 1 E.%GU'O

FTP Poll

ENRENter,



S22 SMBIR L

SI3IERED,

$ B4 % EHEdit Settings.

Secure Web Appli getting a new look. Try it !

Cisco Secure Web Appliance
S100V

A Reporting Web Security Manager Security Services yshern Administration
Transparent Redi
Interfaces

DNS

oeertsces [N

Interfaces:  Ethernet Internal SMTP Relay

Hostname

Port
Upstream Proxy
M1 IPv4: 10.48.48  External DLP Servers wsaldS.calo.amojarra
Separate Routing for Management Services: | No separate routing (M1 pc  Web Traffic Tap ement)

Appliance Management Services: | FTP on port 21, SSH on por  Certificate Management

L4 Traffic Monitor Wiring: | Duplex TAP: T1 (In/Out) Cloud Services Settings

Identification Services
Authentication

Identity Provider for SaaS
Identity Services Engine

Copyright & 2003-2023 Cisco Systems, Inc. All rights reserved. | Privacy Statement
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Edit Interfaces

Interfaces
Interfaces: |
Ethernet IP Address / Netmask Hesthaaa

Port
IPv4: [10.48.48.184/24 (required)

M1 |wsal45.ca|o.amojana
IPv6: |
Pvd: |

P1 [
1pv6: |
IPva: |

P2 [
IPv6: |

Part M1 is required to be configured as the interface for Management Services, and must have an IPv4
address and netmask specified. Other interfaces are optional unless separate routing for management
services is selected below, and may have an address and netmask specified for IPv4d, IPv6, or both.

Separate Routing for Management Services: | [_] restrict M1 port to appliance management services only

If this option is selected, another port must be configured for Data, and separate routes must be
configured for Management and Data traffic. Confirm routing table entries using Network > Routes.

Appliance Management Services: [ s |21— l
SSH [22
[ HTTP [s080

HTTPS  [8443

[ Redirect HTTP requests to HTTPS (HTTP and HTTPS Services will be turned on)

Warning: Please exercise care when disabling or changing these items, as this could disrupt active
connections to this appliance when changes to these items are committed

L4 Traffic Monitor Wiring: @ Duplex TAP: T1 (InfOut)

O Simplex TAP: T1 (In) and T2 (Out) 2

MG — ESWARELEFTPS

EENAES

o BRZEMEIRRAsyncOS 15.0AFER — LD ( BEREE ) — HEHERR......
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https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa-15-0/user-guide/wsa-userguide-15-0/b_WSA_UserGuide_11_7_appendix_010111.html
https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa-15-0/user-guide/wsa-userguide-15-0/b_WSA_UserGuide_11_7_appendix_010111.html
https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa-15-0/user-guide/wsa-userguide-15-0/b_WSA_UserGuide_11_7_appendix_010111.html
https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa-15-0/user-guide/wsa-userguide-15-0/b_WSA_UserGuide_11_7_appendix_010111.html
https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa-15-0/user-guide/wsa-userguide-15-0/b_WSA_UserGuide_11_7_appendix_010111.html
https://www.cisco.com/c/zh_cn/support/docs/security/secure-web-appliance/221527-configure-scp-push-logs-in-secure-web-ap.html
https://www.cisco.com/c/zh_cn/support/docs/security/secure-web-appliance/221527-configure-scp-push-logs-in-secure-web-ap.html
https://www.cisco.com/c/zh_cn/support/docs/security/secure-web-appliance/221527-configure-scp-push-logs-in-secure-web-ap.html
https://www.cisco.com/c/zh_cn/support/docs/security/secure-web-appliance/221527-configure-scp-push-logs-in-secure-web-ap.html
https://www.cisco.com/c/zh_cn/support/docs/security/secure-web-appliance/221527-configure-scp-push-logs-in-secure-web-ap.html
https://www.cisco.com/c/zh_cn/support/docs/security/secure-web-appliance/221527-configure-scp-push-logs-in-secure-web-ap.html
https://www.cisco.com/c/zh_cn/support/docs/security/secure-web-appliance/221527-configure-scp-push-logs-in-secure-web-ap.html
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