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S 1.1%EEFE System Administration > Log Subscriptions,

25 EHREFHNBRTANERIFTHEEE , ST BEEELUEEFEITA,
534 : B HRollover Now A F 4% ER B &,

Log Subscriptions

Configured Log Subscriptions

| Add Log Subscription... ]
All
Rollover
Log Name Type Log Files Interval Rollover Deanonymization Delete
accesslogs Access Logs accesslogs None a @
amp_logs AMP Engine Logs amp_Llogs None O 7]
scpal Access Logs SCP (10.48.48.195:22) None @
shd_logs SHD Logs shd_logs None O ]
sl_usercountd_logs SL Usercount Logs sl_usercountd_logs None O |7}
smartlicense Smartlicense Logs smartlicense None ] 7]
snmp_logs SNMP Logs Sr‘lll'lp_lOgS None O il
sntpd_logs NTP Logs sntpd_Llogs None O 7|
sophos_logs Sophos Logs sophos_logs None O 7]
sse_connectord_logs gisrg::”ﬁ: r sse_connectord_logs None O |
status Status Logs status None ] 7]
system_logs System Logs system_logs None O 7]
trafmon_errlogs I;ZTC Monitor Error | + -5 fmon_errlogs None O @
trafmonlogs Traffic Monitor Logs ~ trafmonlogs None O 0]
uds_logs UDS Logs uds_logs None 0 7]
umbrella_client_logs | Umbrella Client Logs umbrella_client_logs None O 7]
updater_logs Updater Logs updater_logs None O &
upgrade_logs Upgrade Logs upgrade_logs None ] 7]
wbnp_logs WEBNP Logs wbnp_logs None O i
webecat_logs L\l‘u"::'egtlS Categorization webcat_log s None 0O ]
webrootlogs Webroot Logs webrootlogs None 0O 7
webtapd_logs Webtapd Logs webtapd_logs None O 7]
Welcome Page
welcomeack_logs Acknowledgement welcomeack_logs None O 7]
Logs
( Rollover Now |

B — S EIERRGUI




T:E\_ *EH&X'E%J: \ SCPEE /L,\*_Li

MSWAEFSCPI HERREIZEBRFHFAFNETESRK

1. BEESWALLHEX B &
2. ﬁﬂl_ljxﬂﬁx%%u%l& B &

FSWAELE W MGUIESCPZR RS R R IZEBE

SH1.EFSWA , NREEEHREELog Subscriptions.



System Administration

Policy Trace
Alerts

(Lng Subscriptions )
Return Addresses

SSL Configuration

-t |

Users

L

Network Access

I System Time I
Time Zone
Time Settings

Configuration
Configuration Summary

Configuration File

= .

Smart Software Licensing

Licenses

Upgrade and Updates
Upgrade and Update Settings
System Upgrade

System Setup
System Setup Wizard
FIPS Mode

Cisco Success Network

—  ——— —
I |

Next Steps



B& — &FE &I

g2%  ®ERTRE T L | &FBHMNEETHE:

Log Subscriptions

Configured Log Subscriptions
Add Log Subscription... |
Lo

All

B & — &R0 B &7 5H

SR EFERATRE, EEARHF , SRFHRBE,

HI4. | A BT HN B,

HURS. (AL ) BRI XA RPN ERER,

S BR6.MRetrieval 5 7EF £ E SCP on Remote Server,

SR M AZRRSF[NUTER

SCPEHAHIPHb L
2RSSR L UTSSHMY TR O & ( BRIAERTCP/22 )
- BREWR

ATEEITERSH[VAFS



New Log Subscription

Log Subscription

[ Access Logs

(Log Name:

[Rollover by File Size:

Rollover by Time:

Log Style:

Custom Fields (optional):
File Name:

Log Compression:

Log Exclusions (Optional):

Enable Anonymization:

Passphrase for Anonymization: |7

| SCP Access Logs )
(will be used to name the log directory)
I 1000M Maximum
(Add a trailing K or M to indicate size units,
_None v|
@ sSquid
() Apache
(©) Squid Details
| Custom Fields Reference &
Iaclog
() Enable

—

(Enter the HTTP status codes of transactions that should not be included in the
Access Log)

(J Enable

Passphrase: |

Retype Passphrase: |

-
Retrieval Method:

() FTP on None

Maximum Number of Files: | 100

(O | FTP on Remote Server
FTP Host:

Directory:

Username:

|
|
|
Passphrase: I

@  scP on Remote Server
SCP Host: | [10.48.48.195 SCP Port: |22

Directory: | [/Users/wsascp/wsa01

Username: stascp

Enable Host Key Checking

® Automatically Scan y

R — B EHESH

O Enter Manually

AR EARTRHIF , AP & Rwsascp , IEFERSEFEMicrosoft WindowsiRERS, B2
c:\users\wcepscp X #F3K ( Microsoftd B A 7 Bt & 304 303k ) APl 3 #kwsa01,



p BE  BREBAXMHXRBN,EARBH , ©2wsa01,

SR IERE R,
HIRINSSHEPARFRI XA | UE#H — S HERZESCPRFSBREER D FEM.
~

AEE . BEEE F|Bssh — FF L FBroot@<SWA hostname>& R 1T,

Log Subscriptions

Success — Log Subscription "SCP_Access_Logs" was added.

Please place the following SSH key(s) into your authorized_ke'

s \
ssh-dss
AAAAB3NzaC1kc3MAAACBAOUNX6TUOMzIWOIPKVQ5I7LC/9yVv’
root@122 le.com

__ ssh-rsa AAAAB3NzaC1lyc2EAAAADAQABAAABAQCwb]ziB4AE7F

BRS — R A7 SSHERAR BLALH — 5.
STBRI10.IERER,
FFMicrosoft WindowsEt i& J SCPizfE iR 5585

SR BEASCPRSIZAFT , BEMETENNEE:

S

EE  MRECKXRBSCPARPF |, BRELSER16,

FBR12.% B Local UsersFGroups , R B MNEM & 1% ik EUsers,

SRIBEFTNLETENRAER , ARiEEnew user (FTAF ) o



a‘- Computer Management

File Action View Help

o< | nFE c=HE

;k‘l (;ompmer Management (Local | Name Full Name Description Actions
b 'ﬂ Syst:ka:t:Zd | &Administrator Built-in account for administering... Users
’ G) E”nt":f uier 5 DefaultAccount A user account managed by the s... Mare Actions
’ S;e d ':‘::r P Guest Built-in account for guest access t...
> n| are olaers 1 e
‘% Tocal Users and Groups) E*,WDAGUtlIltyAccount A user account managed and use...
| Users )
| Groups ( New User... )
> (8 Performance
Refresh
;.1._ Device Manager re )
~ {3 Storage Export List...
= Disk Management View 3

> Fly Services and Applications

Arrange lcens

Line up lcons

Help

B — NSCPRSBIZAF.

FR14 AR BNMEERTE,

F15.%FPassword Never Expires.

$%16. 8 dCreate , AFXHAE O,




New User ? X

(User name: Wsascp J
Full name: WSA SCP|
Description: SCP usemame for SWA logs
Password: sssssssssene \
Confirm password: sessssssssee

User must change password at next logon
[] User cannot change password
Password never expires )
[ ] Account is disabled

I Help Create | Close

B — WARASER.
SRIT EAFMURNASZRIZESCPRS R , NOIBEEXHE X,

~

AR MRZERESCPIRSFEE LR T OpenSSL , HEESER19,

SRISERAERANR ( LEER HHET ) 7 PowerShell , REZITIH T URRE LRFZH



(New-Object Security.Principal.WindowsPrincipal([Security.Principal.WindowsIdentity]::GetCurrent())).Is

MRBMERNTrue , BATAYE, BN, iFEMicrosoft X FHIAEBK R |

SEB19.EFHEEEE R NRAIPowerShell ( AEE R B1E1T ) R%0penSSH |, &&1T :

# Install the OpenSSH Client
Add-WindowsCapability -Online -Name OpenSSH.Client~~~~0.0.1.0

# Install the OpenSSH Server
Add-WindowsCapability -Online -Name OpenSSH.Server~~~~0.0.1.0

TR R ZhEE RV R

Path :
Online : True
RestartNeeded : False

LN Administrator: Windows PowerShell

Windows PowerShell
Copyright (C) Microsoft Corporation. All rights reserved.

Try the new cross-platform PowerShell https://aka.ms/pscoreb

PS C:\Windows\system32>

>> Add-WindowsCapability OpenSSH.Client~~~~8.0.1.0
>>

>>

>> Add-WindowsCapability OpenSSH.Server~~~~9.0.1.0

Path
Online : True
RestartNeeded : False

Path
Online
RestartNeeded

B — TEPowerShell 2% 0penSSH



24 - R RestartNeedediZiE A True , B E/FWindows,

BXREHMRABI Microsoft Windows E ZEMNEZE LR |, 15[ OpenSSH for Windows A (7] |
Microsoft Learn,

HR20.TF—NEE ( RIEF ) WPowerShell2iE , FEAU T HER —XNRSAKH :

ssh-keygen -t RSA

A
op

% — 4 KRSAZ4A

TRMKE , BB sshXX R EIZEN AP B EXH B R

$821. PowerShell A BB AR ( UEB R F4E1T ) BFISSHERS.

Start-Service sshd

- v 4 > ThisPC » Local Disk(C:) » Users » wsascp » v @
_ Marme ¥ Select Windows PowerShell
# Quick access ]
ssh Windows PowerShell
esktop - opyright (C) Microsoft Corporation. All rights reserved.
I Deskt C i (C) Mi ft C ti All right d
3 3D Objects
‘ Downloads AppData Try the new cross-platform PowerShell https://aka.ms/pscoreé
=| Documents # Application Data
= Pictures [Z5 Contacts
D Music s Cookies
m Videos !Desldop
. | Documents Generating
@ OneDrive ; Downloads Enter file i
. Created director
B This PC ¢ Favorites Enter passphra (empty for no pas
) Links Enter same passphrase again:
J 3D Objects @ . Your identification has been saved in C:\Users\ws
# Local Settings
I Desktop )
d Music 1V61F5aXg5SP1VIS1PRzUISgeQ 2DESKTOP
£ Documents olVB1F5aXg5P1V zujSge( wsa @DESKTOP-
| # My Documents ndomart image is:
{ Downloads s NetHood T
b Music @ OneDrive I o s et ooo|
=] Pictures &= Pictures : 2l =‘I
0.. +
Eﬂ Videos # PrintHood | .
) Recent | Eo. |
_ Local Disk (C:) = | el
) i #P Saved Games | .
B8 OVD Drive (D:) CPBY
+~ Searches | |
+- - ---4
£ Network s SendTo P scp> o
#  Start Menu



https://learn.microsoft.com/en-us/windows-server/administration/openssh/openssh_install_firstuse?source=recommendations&tabs=powershell
https://learn.microsoft.com/en-us/windows-server/administration/openssh/openssh_install_firstuse?source=recommendations&tabs=powershell
https://learn.microsoft.com/en-us/windows-server/administration/openssh/openssh_install_firstuse?source=recommendations&tabs=powershell
https://learn.microsoft.com/en-us/windows-server/administration/openssh/openssh_install_firstuse?source=recommendations&tabs=powershell
https://learn.microsoft.com/en-us/windows-server/administration/openssh/openssh_install_firstuse?source=recommendations&tabs=powershell

S22, ( Ak, BHE ) F£AAdmiInistratorfXBR ( LLAdministrator & 43217 ) Bk Startup typeE
27 Automatic.

Set-Service -Name sshd -StartupType 'Automatic'

S23. HiAfirewal N ERIE |, AFIH R TCPIRHO22,

if (! (Get-NetFirewallRule -Name "OpenSSH-Server-In-TCP" -ErrorAction SilentlyContinue | Select-Object N
Write-Output "Firewall Rule 'OpenSSH-Server-In-TCP' does not exist, creating it..."
New-NetFirewallRule -Name 'OpenSSH-Server-In-TCP' -DisplayName 'OpenSSH Server (sshd)' -Enabled Tru

} else {

Write-Output "Firewall rule 'OpenSSH-Server-In-TCP' has been created and exists."

}

LB24 JmBESSHELE X |, ZXHLTF : %programdata%\ssh\sshd_configfEid =4 , kR
RSAXIDSAR#,

HostKey ___PROGRAMDATA__/ssh/ssh_host_rsa_key
HostKey ___PROGRAMDATA__/ssh/ssh_host_dsa_key
#HostKey ___PROGRAMDATA__/ssh/ssh_host_ecdsa_key
#HostKey ___PROGRAMDATA__/ssh/ssh_host_ed25519_key

S PR25 . 4m %8 %programdata%\ssh\sshd_configd B iERESR A, EARREGIF |, MiTibut A FrARrEEO
bk, EAILURIEIBRITBEELMIZE,

Port 22
#AddressFamily any
ListenAddress 0.0.0.0

F R 26.38 33 1£ %programdata%\ssh\sshd_config LA B R BARIN# , FHXHITIRIE A
%programdata%\ssh\sshd_config SLHFHI K E :

# Match Group administrators
# AuthorizedKeysFile __PROGRAMDATA__/ssh/administrators_authorized_keys

FR27. ( Ak ) Ym%E %programdata%\ssh\sshd_configH B9 Strict Modes , BRINER T |, bR 4L
FREARS , HEREBRPAEEHANLNAZANER THLEETSSHEMAN S HRIE.



BUEIZ TR B #StrictModes 2 , H R E F i StrictModes no:

StrictModes No

SR8 F#M L 1T 7 i Bk %programdata%\ssh\sshd_config , LA S22 48 B 31 AE

PubkeyAuthentication yes

H 29 .7F .ssh 3 #K i B 2 LA X #rauthorized_keys , H#5MESWA public RSA #4A ( S BRI

IWE )

-] = | ssh — o x
File Edit Format View Help m Home Share View
ssh-rsa AAAAB3INzaClyc2EAAAADAQABAAABAQDSDIM3Y /LifKnM1
+dFBUNN1SHG1]: HGaYmIVYfiexIF = L - v P
H94QhkiV1gabIM rSNYaB+Vondek 0
+45] JUhx/kr 7Vt A Quick access
+exvgllsNaB3ld TY1XotT2yImUNG | authorized_keys 1
ShyPONUYSS root@WSA187. example.com B Desktop * Qs .
& Downloads * Yiidsieaapi
|5 Documents 3
&= Pictures +
.ssh *
Iﬁ Music
B videos
& OneDrive
3 This PC
¥ Network
< o
Lni, Call 100%  Windows (CRLF) UTF-8 Titemns  1item selected 406 bytes |ES=

B — SWARHA

S

Je

B : HTRSAZEESCPIRS R L , Itk K ERMssh-dssZ4A

SEE  E5I81T , Mssh-rsaFf # 3 Llroot@<your_SWA_hostname>4 R,

$ B 30.7£PowerShell# /3 FAOpenSSH Authentication Agent , HEEEE F R ( B

Administrator & 13217 )



Set-Service -Name ssh-agent -StartupType 'Automatic'
Start-Service ssh-agent

PS C:\WINDOWS\system32> Set-Service ssh-agent
PS C:\WINDOWS\system32> Start-Service ssh-agent

PS C:\WINDOWS\system32>

&G — B AT A SSHE BRI E

FBR31. (WL ) FI TR N2 %programdata%\ssh\sshd_config A /i i #£A 2 5

PubkeyAcceptedKeyTypes ssh-ed25519-cert-v0l@openssh.com,ssh-rsa-cert-v0l@openssh.com,ssh-ed25519,ssh-rs

2.EFBHSSHIRS . & ELAMPowerShell with Administrator privilege ( BAAdministrator &

HIR3
11217 ) RS,

restart-Service -Name sshd

FRMIBENHAREBERAE 7TSCPH#E , BNBEMEHETERENAEL , BALIMGUIT
CLI ( rollovernowds 5 ) 1TIRE :

WSA_CLI> rollovernow scpal

~
AR ERRABIFR , BEZ KA scpal,

BRI EIAAE S EFEE XX |, EARFIF N c:/Users/wsascp/wsal1,

FSCP B EHEE B H A IX 3 25

MREFEGAEHEBIBRCUINNEMIRZIET , BRIBRMNA PGB X R B FTE R 3I 2e Ay 1
o EAREBIH | BEBEHEEFIDAWSA_Logs\WSAO1,

SR FE PR I Bh 25 B 34K



2 {F B AdministratorfX fR T FF Command Prompt ( BAAdministrator 835217 ) -

SEWMIIETUT T oIEeEE

mkTink /d c:\users\wsascp\wsaOl D:\WSA_Logs\WSAO1l

= | wsam - o

- + [ e
s Quick access
aclog.@20240103T111350.1.s

i OneDrive
B This PC

3 3D Objects

I Desitop

%] Decuments

& Downlcads

& Music

= Pictures
B Videos

'is Local Disk (C:)

B3 DVD Dwive (E) CPBA_

¥ Network

1 item

AE  EARRHIR , SWAELE T A EHEIEZEIC:\Users\wsascp P YWSAO1 X 43k |, # B
SCPARS 23 WSA01 XX #R 4R BID:\WSA_Logs\WSAO1# BF 542,

5 ¥Microsoft SymbolsE i ¥ S 2 , 158 : mklink | MicrosoftZ

HEBRSCP A S A HE

ESWAHFEFBE

EHRSCPREHIANE , BREPHHEIR
1. CLI > displayalerts

2.REHE


https://learn.microsoft.com/nl-nl/windows-server/administration/windows-commands/mklink
https://learn.microsoft.com/nl-nl/windows-server/administration/windows-commands/mklink
https://learn.microsoft.com/nl-nl/windows-server/administration/windows-commands/mklink

S

EE - EikHisystem_logs , AJATECLIREAgrepin Fo 1EFE Gsystem_logs kB =
, REEIEESHHEE,

ESCPElRSHRPEEHRE

#& 7] LATEMicrosoft Event Viewer, Applications and Services Logs > OpenSSH > Operational 4%
EXSCPHR%5 88 B &:

(8] Event Viewer - m] X

File Action View Help

=7 m Hm

(8] Event Viewer (Local) ] Operational  Number of events: 27 ew events available Actions
7 Custom Views o
N : Windows Logs Level Date and Time Source EventID Task Category | | Operational =
(V 1 Applications and Services Logs ) ] Information  1/2/2024 4 M 4 MNone i Open Saved Log...
[s] Herdware Events r@In’funﬂaln:m 1/2/2024 £:25:17 PM OpenSSH 4 MNone ¥ Create Custom View...
i i I7 :25:17
[.—| Internet Explorer ) ‘;)Infulmal:un 1/2/2024 42517 PM OpensSH 4 MNone Import Custorn View...
[+] Key Management Service (D information  1/2/2024 42517 PM Open3SH 4 None
> | Microsoft @lﬂumwllun 1/2/2024 £:24:35 PM OpenSSH 4 Mone Clear Log...
@In‘fnrmalinn 1/2/2024 42417 PM OpenS5H 4 MNone ¥ Filter Current Log...
(@ Information  1/2/2024 4:24:17 PM OpenSSH 4 None [ Propeties
(@Information  1/2/2024 4:23:16 PM OpenssH 4 None " DisableL
@In‘fnrmal.inn 1/2/2024 8:23:16 PM OpenSSH 4 HNone 3
(D information  1/2/2024 42216 PM OpeniSH 4 MNone % Find...
@Infmmalian 1/2/2024 42216 PM OpenSSH 4 MNone I Save AllEvents As...
@In‘furmaunn 1/2/2024 42116 PM OpenSSH 4 MNone Attach a Task To this Log...
(@) information  1/2/2024 421:15 PM OpenSSH 4 MNone
(D Information  1/2/2024 4:20:15 PM OpenSSH 4 Mone View ’
(D Information  1/2/2024 £:20:15 PM OpenSSH 4 None G| Refresh
() Information  1/2/2024 413:15 PM OpenSSH 4 None Help »
@In‘formal.inn 122024 £1%15PM OpenS5H 4 MNone
(@) information  1/2/2024 41814 PM OpenSSH £ Mone Event 4, OpenSSH -
@In‘fnrmalinn 1/2/2024 &18:14 PM OpenSSH 4 MNone __‘_ Event Properties
(D Information  1/2/2024 41714 PM OpeniSH 4 None T Attach Task To This Event...
(@ Information  1/2/2024 £17:14 PM OpenSSH £ Mone
it ; 130307 AR AR P Y] |45 Copy L4
Event 4, OpenSSH '3 I Save Selected Events...
General | Details G Refresh
E Help »
sshd: Connection closed by 10.48.48.165 port 48702 [preauth] J
Log Name: Open55H/Operational
Source: OpensSH Logged: 1/2/2024 4:25:18 PM
Event ID: 4 Task Category: None
Level: Information Keywords:
User: SYSTEM Computer: DESKTOP-MSQHP2U
OpCode: Info
More Information:  Event Leg Online Help

& — PreAuthZ K

"EHFARIE R, "

LR IR TR RSWAR T2 AYSCPAR S 88 N AT X

LUR 2CLIFdisplayalertsfi H By £8 1% R 1

02 Jan 2024 16:52:35 +0100 Log Error: Push error for subscription scpal: SCP failed to transfer to 1
Last message occurred 68 times between Tue Jan 2 15:53:01 2024 and Tue Jan 2 16:52:31 2024.



Log Error: Push error for subscription scpal: SCP failed to transfer to 10.48.48.195:22: Host key verif
Last message occurred 46 times between Tue Jan 2 16:30:19 2024 and Tue Jan 2 16:52:31 2024.

Log Error: Push error for subscription scpal: SCP failed to transfer to 10.48.48.195:22: Tlost connectio
Last message occurred 68 times between Tue Jan 2 15:53:01 2024 and Tue Jan 2 16:52:31 2024.

Log Error: Push error for subscription scpal: SCP failed to transfer to 10.48.48.195:22: ssh: connect t
Last message occurred 22 times between Tue Jan 2 15:53:01 2024 and Tue Jan 2 16:29:18 2024.

LA 2system_logs KB 1R R :

Tue Jan 2 19:49:50 2024 Critical: Log Error: Push error for subscription scp: SCP failed to transfer t
Tue Jan 2 19:49:50 2024 Critical: Log Error: Push error for subscription scp: SCP failed to transfer t
Tue Jan 2 19:49:50 2024 Critical: Log Error: Push error for subscription scp: SCP failed to transfer t

ERRIFA | JEAMSCPIRS SR EHIEHH FHEKMNEZISCP logsiT A, HZHEESWALLM
GUIEISCPZiZMRS 2 Rk B EFWLIRT? , HE LT LUER R CiscoTACM m i Br E A% 4A

"t BR 4% B4 (publickey , password , keyboard-interactive), "

EEEIRIBH R RSWARRHIAF B LK.

LA Rsystem_logs P BV 4R 1% B &R -

Tue Jan 2 20:41:40 2024 Critical: Log Error: Push error for subscription scpal: SCP failed to transfer
Tue Jan 2 20:41:40 2024 Critical: Log Error: Push error for subscription scpal: SCP failed to transfer
Tue Jan 2 20:41:40 2024 Critical: Log Error: Push error for subscription scpal: SCP failed to transfer

LA RSCPARSG BRIV IR I - “SR B<SWA_IP#biit>i% O <TCPY% O SWAEZ EISCPiRS 28>
RAFPSCPT".



(8] Event Viewer - m] x
File Action View Help

«=| 2@ B
2] Event Viewer (Local) | Operational Number of events: 212 () New events available
Custom Views -
e
& Windows Logs Level Date snd Time Source Event D Task Category ~ | | Operational -
v [ Applications and Services Logs (Dinformation  1/2/2024 74113 PM OpenSSH 4 Mone 5 Open Saved Log...
[5] Hardware Events (@information  1/2/2024 T:d1:13 PM OpenSSH 4 MNone ¥ Craste Custom View...
! b 4 AN 4 .
[] Internet Explorer anhrma:!on 1/2/2024 TALI3PM OpenSSH None Import Custom View...
[¢] Key Management Service (Dinformation  1/2/2024 T:41:13 PM OpenSSH 4 Mone
| Micraseft (Dinformation  1/2/2024 T:41:13 PM OpenssH 4 MNone Clear Log...
w O_PE'\SSH (Dnformation  1/2/2024 74113 PM OpenSSH 4 Mone ¥ Filter Current Log...
5] a'admm. (Dnformation  1/2/2024 74113 PM OpenSSH 4 None ] Properties
[ | Operstional (D information  1/2/2024 T:41:13 BM OpenssH 4 Mone | |
[&] Windows PowerShell Disable Log
4 Subseriptions Event 4, OpenSSH x 0 Find...
General  Details bed Save Al Events As...
- - Attach 2 Task To this Leg...
sshd: Imvalid user scp from 10.48.48.165 port 63177 J View v
& Refresh
H Help »
Event 4, OpenSSH -
=] Event Properties
T Attach Tesk To This Event...
hed SaveSelected Events...
; Copy 3
G Refresh
Log Name: OpenSSH/Operational — e B
Source: OpenssH Logged: 1/2/2024 :41:13 PM B hep
Event ID: 4 Task Category: MNone
Level: Information Keywords:
User SYSTEM Computer: DESKTOP-MSQHP2U
OpLode: Info
More Information:  Event Leg Online Help

B — THAF

ERALEIR , BREHE  HRIEAF (ESWARERENHE AL ) ESCPRFSHBHRREEEH

o

RBRFR XA E F, "
HIRFZNSWAR BRI R0 R ARV B BT

BUR 2system_logsHy £& iR R

Tue Jan 2 20:47:18 2024 Critical: Log Error: Push error for subscription scpal: SCP failed to transfer
Tue Jan 2 20:47:18 2024 Critical: Log Error: Push error for subscription scpal: SCP failed to transfer
Tue Jan 2 20:47:18 2024 Critical: Log Error: Push error for subscription scpal: SCP failed to transfer

ERERE  FRIEHE , ABEREEESCPRS SR EBBER
"SCPT E & o

LR T RERBEHEIRNE R, UATRHERTHA



03 Jan 2024 13:23:27 +0100 Log Error: Push error for subscription scp: SCP failed to transfer to 10.

EHERRIEREWE |, IHESWA CLIFfE Htelnetin & -

SWA_CLI> telnet

Please select which interface you want to telnet from.
1. Auto

2. Management (10.48.48.187/24: SWA_man.csico.com)
[1]> 2

Enter the remote hostname or IP address.
[1> 10.48.48.195

Enter the remote port.
[23]> 22

Trying 10.48.48.195...

EARBIR | EEREY. AN EZESANT :

SWA_CLI> telnet

Please select which interface you want to telnet from.
1. Auto

2. Management (10.48.48.187/24: rishi2Man.calo.lab)
[1]> 2

Enter the remote hostname or IP address.

[1> 10.48.48.195

Enter the remote port.

[23]> 22

Trying 10.48.48.195...
Connected to 10.48.48.195.
Escape character is 'A]'.
SSH-2.0-0penSSH_for_Windows_SCP

W RtelnetRiE#E :

1. W ESCPHRS25B K & 2 A LT E],

2. RBEMSWAZRISCPIRS BSH BB R 2B B E MBS XM LA,
3. RETCPi% 0 221E SCPIRS 28 BB F RS-

4. EWNSWAFRISCPIRS B Pz ITHIE SR LB TH — 570

AT R A Ch E SR Bl 2 /R R A



ha. Time Source Drestination Protacal Lengt stream linfa
= 1 Z024-81-83 13:42:47.547636 18.48. 48. 187 18,48, 48,105 TCF T4 @ 32726 - 22 |[SYN] Win=65535 Len=8 M55=1460 WS=64 SACK_PERM TSval=1305225444 TSecr=0
| 2 2024-91-83 13:42:47.543180 18.48.48.195 19,48, 48,187 TCR (1] B 22 - 32726 |[SYN, ACK] Ackel Wins65535 Lens MS5=1460 W5=256 SACK_PERM
3 2024-81-03 13:42:47.548194 10.48. 48,187 10.48.48.195 TP 54 0 32726 - 22 |[ACK] Seq=) Ack=1 Win=65664 Len=0
4 2024-81-83 13:42:47.548628 10.48. 48,187 10.48.48.195 SSHv2 «2 T Protocol (SSA-2.0-0penssh_7.5 FreeBs0-20178003
5 2024-81-03 13:42:47.500566 10,48, 48,195 10.48. 48,187 SSHV2 87 : Protocol (55H=2.8-OpenSsH_for Windows 8.1)
6 024-91-03 13:42:47.500589 10,48, 48,187 10.48.48.195 TcR 54 @ 32726 - 37 (MKl 56q=39 Ack=24 Win=65664 Len=8
7 2024-81-03 13:42:47.590881 10.48. 48,187 10.48.48.195 SSH2 1110 icuem: Key Exchange Init
8 2024-91-3 13:42:47.633579 10,48, 48,195 10.48. 48,187 SSHV2 1102 Server: Key Exchange Init
9 2024-91-03 13:42:47.633618 10.48.48.187 10.48, 48,195 TcR 54 ® 32726 = 22 [ACK] 5q=1095 Ack=1082 Win=64648 Lensd
10 2024-81-03 13:42:47.635881 10.48. 48,187 10.48.48.195 SSHy2 102 @ (Tlient: ELLiptic Curve DLffie-Hellman Key Exchange Init
11 Z024-01-03 13:42:47.667123 10.48. 48,195 10.48.48.187 S5HZ 1106 G[Scrwer: Elliptic Curve Diffie-Hellman Key Exchange Reply, New Keys ]
12 2024-81-83 13:42:47.667150 10.48. 48.187 10,45, 48,155 TCR 54 ﬂwﬁuﬂ Ack=2134 Win=64648 Lensd
13 2024-91-03 13:42:47.669319 18,48, 48,187 10,48, 48,195 SSHv2 78 o (Client: New Keys )
14 2024-81-03 13:42:47.713510 10,48, 48,195 10.48.48.187 TP 60 ® 22 = 32726 [ACK] Seqs=2134 Ack=1159 Win=2101246 Lens=d
15 Z024-01-93 13:42:47.713547 18,48, 48.187 19,48, 46,195 S5HV2 L] ® Client:
16 2024-91-03 13:42:47.713881 10,48, 48,195 10,48, 48,187 SSHv2 98 @ Server:
17 2024-81-03 13:42:47.713992 10,48, 48,187 10.48.48.195 TP 54 0 32726 - 22 [ACK] Seq=1203 Ack=2178 Win=65600 Len=d
18 024-91-93 13:42:47.714078 10,48, 48, 187 10,48, 48,195 55Hv2 12 @ Client:
19 2024-81-03 13:42:47.729231 10,48, 48,135 19,48, 48,187 S5Hv2 138 @ Server:
20 2024-081-03 13:42:47.729253 10,48, 48,187 10,48, 48,195 TP 54 0 32726 - 22 [ACK] Seq=1271 Ack=2254 Win=65600 Len=0
21 2024-01-03 13:42:47.729357 10,48, 48,187 10,48, 48,195 55Hv2 426 0 Client:
22 2024-81-03 13:42:47.732044 10.48. 48,195 10.48. 48,187 SSH2 386 0 Server:
23 2024-81-03 13:42:47.732060 10.48. 48,187 10.48.48.195 P 54 0 32726 - 22 [ACK] Seq=1643 Ack=2585 Win=65344 Len=0
24 2024-81-03 13:42:47.734405 18,48, 48,187 10.48. 48,195 SSHv2 706 0 Client:
25 2024-81-03 13:42:47. 760459 10.48.48.195 10.48. 48,187 S5Hy2 82 0 Server:
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Wed Feb 12 20:21:40 2025 Critical: Log Error: Push error for subscription al:
Wed Feb 12 20:21:40 2025 Critical: Log Error: Push error for subscription al:
Wed Feb 12 20:21:40 2025 Critical: Log Error: Push error for subscription al:
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STAEHBIRMF |, EHClient:7EInfo ( 58 ) &8 H# 1TKey Exchange Inito
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SCP failed to transfer to
SCP failed to transfer to
SCP failed to transfer to

S IR6. K Eserver_host_key_algorithmsZFRF & (140 : server_host_key_algoriths FAF & : ssh-rsa)

FSR7. S EISCPARS 28 H 4B sshd_config 3 #,

S R8. B L HostKeyAlgorithmsFF L #91T , HFStep 6 FIREIMN Z XMW B AR MBI, (F

AfHls : HostKeyAlgorithms ssh-rsa)
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« BRKSEC-3303(ciscolive)

- BRE2£WebiZZAsyncOS 14.5AF 58 —GD (BANE ) — &EE, ZENRBEERE
£Webi& %]

« FF344F FOpenSSH for Windows | Microsoft3 3]

« EWindows EELESSHZ 4R B 121 UF | Windows OS Hub(woshub.com)

« WindowshROpenSSHH E T A 5 5 11 | Microsoft®¥ ]



https://www.cisco.com/c/zh_cn/support/docs/security/secure-web-appliance/220375-use-secure-web-appliance-best-practices.html#_Toc10022553
https://www.ciscolive.com/c/dam/r/ciscolive/emea/docs/2018/pdf/BRKSEC-3303.pdf
https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa-14-5/user-guide/wsa-userguide-14-5/b_WSA_UserGuide_11_7_chapter_01.html
https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa-14-5/user-guide/wsa-userguide-14-5/b_WSA_UserGuide_11_7_chapter_01.html
https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa-14-5/user-guide/wsa-userguide-14-5/b_WSA_UserGuide_11_7_chapter_01.html
https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa-14-5/user-guide/wsa-userguide-14-5/b_WSA_UserGuide_11_7_chapter_01.html
https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa-14-5/user-guide/wsa-userguide-14-5/b_WSA_UserGuide_11_7_chapter_01.html
https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa-14-5/user-guide/wsa-userguide-14-5/b_WSA_UserGuide_11_7_chapter_01.html
https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa-14-5/user-guide/wsa-userguide-14-5/b_WSA_UserGuide_11_7_chapter_01.html
https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa-14-5/user-guide/wsa-userguide-14-5/b_WSA_UserGuide_11_7_chapter_01.html
https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa-14-5/user-guide/wsa-userguide-14-5/b_WSA_UserGuide_11_7_chapter_01.html
https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa-14-5/user-guide/wsa-userguide-14-5/b_WSA_UserGuide_11_7_chapter_01.html
https://learn.microsoft.com/en-us/windows-server/administration/openssh/openssh_install_firstuse?source=recommendations&tabs=powershell
https://learn.microsoft.com/en-us/windows-server/administration/openssh/openssh_install_firstuse?source=recommendations&tabs=powershell
https://learn.microsoft.com/en-us/windows-server/administration/openssh/openssh_install_firstuse?source=recommendations&tabs=powershell
https://woshub.com/using-ssh-key-based-authentication-on-windows/
https://woshub.com/using-ssh-key-based-authentication-on-windows/
https://woshub.com/using-ssh-key-based-authentication-on-windows/
https://woshub.com/using-ssh-key-based-authentication-on-windows/
https://woshub.com/using-ssh-key-based-authentication-on-windows/
https://woshub.com/using-ssh-key-based-authentication-on-windows/
https://learn.microsoft.com/en-us/windows-server/administration/openssh/openssh_keymanagement
https://learn.microsoft.com/en-us/windows-server/administration/openssh/openssh_keymanagement
https://learn.microsoft.com/en-us/windows-server/administration/openssh/openssh_keymanagement
https://learn.microsoft.com/en-us/windows-server/administration/openssh/openssh_keymanagement
https://learn.microsoft.com/en-us/windows-server/administration/openssh/openssh_keymanagement
https://learn.microsoft.com/en-us/windows-server/administration/openssh/openssh_keymanagement
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