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AT BEEBRN L2 MEIRE (SWA)WREXEK,

BRI

U

=|

P{aY

ailfi

!

FEMEEFNREXIKREENSE S RSWARENRSHH, CEEXENMERE, KIg
BB, HEMBEHER, BRCENREIENTHREEER, RUTNREAREBRIEFEER
B, BREMNARESEN , Rt AFEXHEXNF, SIMNEHEESNEEERMBE,

FERALZLIRE , SWALJLHMBNSXAENEHITRE, CRRMERENFRERER. ERNTRE
HWebBRF 2R MWeb®E P ik, ©EDMEMARSRIWIPEIERIEH P E ARRKKLEHTTPSES .
AUMAREFIwIPHEL , XSEINEBN S —RERNE , ANIERNFREREINER, NE/E
BREMZRERBEARNZERRE,

SWARKEEFTREZMRERNNERE , ELRMREMME, FEFFANARENERMM
ALMRERR. CELTHREPNERMY | HER T MAERK TP RERIME. B, &
RE T EADRURNMAEEBECIRESZSME, AT BEMEME,

RGN BERBONE T ERRE, HENMTAMURRSGEEREABINEEN S E. ©
TR HERHEHRNES

I 4 2R 45

ICMP

BEMTUAI ( WIRFC 1MI1HAEN ) , ZHFIHEREEBRENBBEINRAK D, FH
IPv4 , REAUBEIEHFESHVIPRLPREF 7B OF)KREERRFEABEINRAEHE
fZ(MTU), MR EBBRENENMEE L  BREEZRATH2FNBES , NamRRERIAE
EFBMZEHEEM(ICMP)D & ( KE3 , KB4 ) HE., AR , ERFHREN X ERPHEES,
WS —ERFEIAMTERENMTUR L, IPV6ARXIFDE , 7+ B{FEFPacket Too Big(Type
2)ICMPVGEE R R ZBN A EERBABES.

HTFHES,BIES™EXWTCPHRNMEE , RUSWAFERABEMTULI, HRIEHEXMEZIZE
FEALRICMPHER , LATFSWABHEHEMEHERHIMTU, B ECLIFIEZTpathmtudiscoveryin
T, ATBESWARZARTH, EABEMTUAIISSBEMIAMTU TR ZERFC 879 E X HI576F
T, NMEEF ML, EEAMSTIITHMSE , Bl etherconfig CLITT B ESWAR F BB
MTU,

EMZERFBEDWCCP)NERT , NERENTFRIREIERMNN S —IMMNEIRZ EEMD


https://www.rfc-editor.org/info/rfc1191/

EISWA, Xt FEALHI ( WICMP ) , XEBHUFLEEMMEISWA. SWARTREL AL KB ML L%
H2RHICMP Fragmentation Needed’HE.. B2 , HEFT2ZIZEISWA, MRMEH AgEFEXM
B, WARZEABEMTURI ., MEIFRR , N TEHEE , FERTHMAEDSER  BEECLIFIET
etherconfig@d S ESWA L FZhiZEMTU,

B K 15

ERARES , REEEN , SWAT2RIRE P imIPibit, XEWREFTA HhWebRE19K HSWA
Ptk SEAHE IR W4 1 1k B R (NAT) IR BB W AR A ut Muw Ot |, BUBZ L ER, N
bt RIFEEFE L,

BLEFXIEXAELRS (DoS)RF REMELIIEE | BAREHXERREENEFIKIPH UL A%
XLThEE, MRABAFFHIPEE , M ATURFSWA IPH#E st HERRTE X LRI 2 5

EREOBEER

SWALESZEFimBENRIRRSSEIPHU , WA NEENES LIRS FEE N RIRE - ikIPith it
o AMEXRRN LEALEROBERRURPRHERY , LBREARBESEMBA OiKA TE,
XERFPREBHAZOERIRSHRED , UBRTIETWHRO. SWARABIE#HRXLRE

FERAWCCPRYIPH YR

HESWAR B RIPKIRZIEERS , MU ERSBAIRE , AEARKES RERARIBU, XFEEXS
XM ERIREHTHINELE , UBFRERENVHFELHREIISWARLEERD  MARKEBERNES

L
Ui o

EMEIRE (BBHR, WY HPH AT ) LEREWCCPE , 2EXIRSID |, ZRSSIDARTE T REH
FIRACL)CERE, RERFIDFEARED , ARTERREARTEER. MREATIPK
U , M AT EI2E=NRSID , SEBRIEERE L EFE@[EISWA.



WCCP considerations

Internet

(not to scale)

Service ID 92 I Service ID 93

redirect any from source 192.168.1.1 redirect any to destination 192.168.1.1

SWAR L& ELIE

#0O

SWAERAMNTAMMEED : M1, P1, P2, T1fIT2, EAEEMNERT , HHUFIXLET S B A F
HEEERE, ETEENREREASENMNFOREREN, MIEBOXTEZEETREEMNLE , HHEMM
BRPERBURHERRSHME, PITLURHAZTFHERRE , TAFP2EZEAREER
o XHETFLURABMEOLWRE , HUUEMERITHEF I ITD R,

T1MT2w O A FHE4ERFREKIEER(LATM) IS, XFUBEGNE2ERO , FRIFBECHEILENE
HEEIPHutMFESREIERE, CEIEERENRIPHUF BARIPHL | HRIETCPEER
e, MEMEIEFIRETHE , W &EPort Unreachable’d 8., {8 It Th A LARE b @A i &K%

=1
E’\J;ﬁ:io

BIELATMINEERB A , STIMT2Im EEINFE IR O | BHAZHR O ATLUERE, X T

WCCP , SWAR HliE/& ABFE IR B A4RIPHbit , MFRERBZBEED , IETZEEET X
HIFEY. SWAS30DHEN —XERREFNRTWEMARKE , MABELRREFRE(TTL), ER

, MRBALATMINEE , SWARLUEA BB WHIDNSEWEME b EHIX LK, XBETEF iR
fEAT T 5ESWATREIRY b ik B 7= A R R AT RS



BN KR EH

MRETAEERNZIL LT FInternet , AISURBUIRSEENERABIERBR. TUERLMEE
EMEHI , BE—HmME , BWAMERGRSEAEENSE , NEFmREEABENSE. M
AsyncOShrZ11.07F 1% , AT IR ERHM RS 21F -

« DNS

+ Active Directory

« HEURLIR

- EFAMAR

- BRBREREBT(AMP)XHEEM D

NTERRENHMEOER , JEERSELATUTERS :

NEBURLIE :

1.2 ; BRRTEMNREEBE,

2. AMPXHEEM Do
3.cloud-sa.amp.cisco.com ( dt3& )
4.cloud-sa.eu.amp.cisco.com ( BUM ) o
5.cloud-sa.apjc.amp.cisco.com ( YL X#[X ) ,

BERAALR
1.downloads-static.ironport.com
2.updates-static.ironport.com

TALOS:EM

Cisco Talos Group AR B FT BB MFT MR EM. KER TalosHFTEREHRERN , HEHE
ZENBIES L. S 5SensorBase W858 X Web B HI 2 EFIRE | HEFHRIPSWATH bR
B RF R,

DNS

B2 RS2 (DNS) Z & HEXSKREWES /M MELTITEERHNDNSHEMNES | — N T A AR
2%, B—1MNATBEH#ENInternetisl, Rt , SWAR RIS EHEEDNSRSE . MREIE—4
DNSHRE B TA TAMERANEEN , BEEEATMESWAT AN SHRMBBAA R . EHFH
HREFERAR I ARENEFNABSENEERNENESF. XBRTEERAXNKREHNETE

o



KRIMBERT , TRIEXWTTLRM , SWARBLEFDNSIEREALI00 . REFARNBERFMLE
(CON)WIA MMM TTLIEREBIE , AN EIPHUZREET R, XTESHEFREFATRSEMN
IPi#tit , MSWAZEEFERE —RES[OAE MU, At , AT RCLIG S SWARRIATTLRRE R R
o5

SWA_CLI> dnsconfig

Choose the operation you want to perform:

- NEW - Add a new server.

- EDIT - Edit a server.

- DELETE - Remove a server.

- SETUP - Configure general settings.

- SEARCH - Configure DNS domain search 1ist.
[1> SETUP

Enter the minimum TTL in seconds for DNS cache.

MREEADNSERSHATA , MAME EHBIDNSIRS 2R, MRAARSHAMEE THENMLE
&, WBEVERERESBREIP, RERENRSSHUE  SERSHENEHETREATE, TRE
R Z/NADNSHRSS SRV EHER !

DNSHRSSER#%E | ERER ( &IiF )
1 60

5, 45

5. 10 A 45

1., 3. 11, 45, 1

2
3
4 1. 3. 11, 45
5
6

1, 3, 11, 45, 1, 1

REBICLIFEFEASHRDNSIED, XL&i%EI7ECLIHENZ1Tadvancedproxyconfig > DNSHE
Ao

Select one of these options:

0 — FRLR RN £ FADNS R &

1 — EFERATFmEMANEI , BEADNS,
2 — BPRHIDNSHEH

3 — FEBERHDNSHEH




« XT@EBIM2 , MRS AWebFE , NIFEADNS,
« XTFEB2M3,ONSA T EXNREER, WREELHERE , AENREEN LHFERERER
f%o

o WFFEIRI , EREK A S £ H B FrIP# b £ FADNS,

X LR TR FISWATE AL & P im B R AR E ZE AP, WEERE , SWAREFI BR
IP#b it M EH A, SWARFURE REEH TTCPEER R BIRIPHEi , ERTTHK H S HIDNSHEAT
FERBATRY A, FIAMERNO =L RIAFEADNSNE , XERESWATEERT iR APt
Hko

o ET1 - SWARHE PRt IPHut 3 TiERE , BURAMK , SWAKEIR B fFiT b, RN
Y 31k A F SR B iT(L ( WebZE 5, WeblEEZ ),

o EIN2 - SWAREAZEFIRRHEN U HTERE , T2ER, STt AT ReR T
( Web3K3|, WebfE&Z ),

o A3 - SWAREAFFIRREN U HTIERE , TREE, B IREHNIPHU A TREEIT
f& (WebZ3|, WebfZEZF ),

FREZRRNETHUR T EE R ERESEEVABEM b BAE TR RS DEE. MRES IR
B THFRE | SRR3R % A4 ERDNSE KB MR

¥

HAEARZ/N\ARER , WCCPATERRENTEE, EARERSIIRBFERE RN
FKPRETIRZES | MR HTINR |, HEATUEREIER T MRS R /MRIRE. £A
8MNSWASE ZaY , BUWEM T HAEGER,

WCCPEEW R EXERAMERANFEAMF. X TFCisco Catalyst®RX#a#l , H{EXEIZFKECisco
CatalystBIAf AR LSRR B H,

WCCPERRIBERMZLRZ(ASAESFEARFERS, EIFRXEEFHIPEIR. i , EFiE
MSWAKTNFRE—#EOzE., Bt , FRFIAENRYI N EHEREEMREENRE. ASAF
& FBWCCPEIBEASALMWWCCPH IR : <. REIMELE,

FNFERHE , REEFIEEPAC)XHRRBR 2HWE% , EcAEREEANTENRINZ
=¥, MRBEBBTPACH , BiUFERAARENRGPO)RENE , MF_RKHWebREBZ A
WML (WPAD)WPADR R THENEL B , MREEHEIR , RESBERAH. SWATUKEEZA
PACX#HEX KRN B FFEFESH,

PACX #F AT AEEMSWANATELEMW TCPIR A5 ( RIA}9001 ) B3R, MRAREEWRH , TR
B HIEWebER —HREIREHERG, EXHHERT , AMBEERFFENHTTPENIR


https://www.cisco.com/c/en/us/products/switches/catalyst-6500-series-switches/white-paper-listing.html
https://www.cisco.com/c/en/us/products/switches/catalyst-6500-series-switches/white-paper-listing.html
https://www.cisco.com/c/en/us/products/switches/catalyst-6500-series-switches/white-paper-listing.html
https://www.cisco.com/c/zh_cn/support/docs/security/adaptive-security-appliance-asa-software/116046-config-wccp-asa-00.html
https://www.cisco.com/c/zh_cn/support/docs/security/adaptive-security-appliance-asa-software/116046-config-wccp-asa-00.html
https://www.cisco.com/c/zh_cn/support/docs/security/adaptive-security-appliance-asa-software/116046-config-wccp-asa-00.html

KN EPACAHRERS .

Hostname Default PAC File for "Get/” Request through Prosy Port

S AEMHA)RERFERRN |, KerberostVELE S MR E, SWASZ #Fkeytab3X ¥ , NI AFZNE
B ERSENZF(SPN)XE, BXFHAEE , 5 HEWindows Active Directory 5 61 22 AR % ik
FUAE S o] A4 ED Bt {TKerberos & 1411,

EHEHRAE

5NT LAN ManagerZ £ X R MEF(NTLMSSP)# Lt |, KerberosR—fE R e, BEZ/ Z2XEN
BRRIEMY. Apple OS XBEREFZIFENTLMSSP , B2 , MRFHEMA , ©AIAER
Kerberosit ITHHRIE, TREFHEARGHRIE , RACEHTTPIRAF X ERMBNEIE , HE
REZHENE LG ERE. WRXTEAERS BRI , WAPEAEEME , S EREE N
BRRE A IE I,

PR SMPEHBFMEREABRAAMY , BRUFBTEEENARIIE, SWAFTCP
SYNBEAXRHFAERBNBEHSE - MIERENT S HRIE.

ESHRIIEENEYREENEEOENEHENERAETFRAZEMALUATH S BRI, EF
Windows & F s sE R E MK & 10 IE H RIS F 3K (SSO) , EE M@ E N B AT FInternetit =l
HRPHZEENL R X, KerberosthilERFEATLREE R (FQDN)REERR , XEWKE
, IR Kerberos R THIK & M RIEVE , MFBEEAEETH ( RNETBIOS"EH ) « FEF
FQDNF IR MEIZEFES (Flm , BIERRE ) . LbbIN , DA EinternetiE TR HIE R PR B
RRAFPENZBNEIER,

NERFEEFirefox B ITHMIZE , TeeEANEZREZTR I BRI, XERERE
about:configME P #TEE. EK T Kerberos , XFEE R EN B RME
network.negotiate-auth.trusted-urisi£3, X FNTLMSSP , 270U H 7 Enetwork.automatic-
ntim-auth.trusted-urisi£ i,

SORIIREATEZHKSORIEGHN —RIRENERNIZCELT HFHRIENAF, BARAEER
IPRERRFIRENES FORIUESHHBE. THIXNEFEFHRHITHOHRIER - MR RBLEELES
, LTE R EMKerberoskf, CEBATEINEIR TH3600% (1/hed ) , TEURY |, BEUNKIKE
N900H (15548 ) o

LB 8 R a{afE A “redirect. WSA.lab™fER EE B EHLE :


https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa-14-5/user-guide/wsa-userguide-14-5/b_WSA_UserGuide_11_7_chapter_0101.html?bookSearch=true#id_81819
https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa-14-5/user-guide/wsa-userguide-14-5/b_WSA_UserGuide_11_7_chapter_0101.html?bookSearch=true#id_81819
https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa-14-5/user-guide/wsa-userguide-14-5/b_WSA_UserGuide_11_7_chapter_0101.html?bookSearch=true#id_81819
https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa-14-5/user-guide/wsa-userguide-14-5/b_WSA_UserGuide_11_7_chapter_0101.html?bookSearch=true#id_81819
https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa-14-5/user-guide/wsa-userguide-14-5/b_WSA_UserGuide_11_7_chapter_0101.html?bookSearch=true#id_81819
https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa-14-5/user-guide/wsa-userguide-14-5/b_WSA_UserGuide_11_7_chapter_0101.html?bookSearch=true#id_81819

Transparent authentication packet flow

TCP 80
HTTP

GET/HTTP 1.1
Host: cisco.com

HTTP
GET/42277DBABCY.../192.168.1.1/http:/[cisco.com HTTP/1.1
Host: redirect.wsa lab

Authentication

HTTP
GET/HTTP 1.1
Host: cisco.com

Wz & HIE

SWART LRI AEMER L LA RIREAF, #HaAFRERT SRR TINERE
Active DirectoryiBfS, XBE THEERMRERBEFEAR, YTANESFARIENGF2BIER
HFAE(CDA)., B3RS 512 (ISE)M & 17 RSB E 3 & 171E 8 (ISE-PIC),

ISER—1NUIREFERN m , THEBEERASTHEMRIERS , ARRAZOMETHRES, 3
ISERRHAF FHRIEEH (BEDotIxH BRIEEWebFNRITEER ) B , ELERITEEXY
DRSS KRR P MRZFNEENSERIEE. SWABY T &R ME(pxGrid)E#EFIISE , #3K
MEREEZEXBKNAFA., 1Pt ML 2AFRIE(SCT). BAsyncOSIRAN11. 754K , SWAKE T 5L
E1)ISE L#Y S EfRestful iR 55 (ERS) LAIREVAE 2.0

BUWARANISE 3.1FSWA 14.0.2-XREGHRA, BXSWANISERAMEMENIFMAER , BHSRE
£WebiR BWISERBMER., BEXTLERSENEFAEE , FSANELLBRRELAFES

o


https://www.cisco.com/c/en/us/td/docs/security/wsa/ise-matrix/ise-compatability-matrix-for-swa.html
https://www.cisco.com/c/en/us/td/docs/security/wsa/ise-matrix/ise-compatability-matrix-for-swa.html
https://www.cisco.com/c/en/us/td/docs/security/wsa/ise-matrix/ise-compatability-matrix-for-swa.html
https://www.cisco.com/c/en/us/td/docs/security/wsa/ise-matrix/ise-compatability-matrix-for-swa.html
https://www.cisco.com/c/en/us/td/docs/security/wsa/ise-matrix/ise-compatability-matrix-for-swa.html
https://www.cisco.com/c/en/us/td/docs/security/wsa/ise-matrix/ise-compatability-matrix-for-swa.html
https://www.cisco.com/site/us/en/products/index.html

For Bring Your Own Device
(BYOD) environments, ISE
can profile devices and
enforce web authentication
for guest users.

Identity Service Engine

A,

Guest users

" pxGri

The WSA obtains user-to-IP

_ mappings and security group

tags by subscribing to the
pxGrid service.

The WSA obtains ISE and
Active directory group
. information for authenticated

" users from ISE by querying
the External RESTful API
Services (ERS)

Authentication can b-e }

enforced by network : Web Security Appliance

devices using dot1x and :

MAB. These events are
authenticated and

authorized by ISE.

|SE obtains acitive directory
information from the domain
controller such as group
memebership for policy enforement.

Domain users

Active Directory

B RIE M Cisco Context Directory Agent(CDA)S - HI £ ARL IE |, i 55 Cisco Context

Directory Agent(CDA),

MCDA*MNT 6F %8 , X SMicrosoft Server 20163 %, B2 , RMNRIKBMEE AFEHCDARETH
Z|ISE-PIC, FThE RS REMERAWMITEWindowsZ£E4 BEUERAFEIPHBRE (R4
). XTFCDA, SWAZEIBE HRADIUS,

FFISE-PIC , £ ERISEZPE H f FHHE M pxGrid MIERSEE, ISE-PICIHAEE ERISEZR E IR L
R Z A,


https://www.cisco.com/c/en/us/products/collateral/security/asa-5500-series-next-generation-firewalls/bulletin-c25-2428601.html
https://www.cisco.com/c/en/us/products/collateral/security/asa-5500-series-next-generation-firewalls/bulletin-c25-2428601.html

Identity Service Engine The WSA obtains user-to-IP

ISE-PIC can penqdlcally Passive Identity Connector mappings by subscribing to
probe an endpoint to the: BxCrid Sonico
determine whether a useris P :

still logged in.

The WSA cbtains ISE and
Active directory group
information for authenticated
users from ISE by querying
the External RESTful
AP! (ERS)

Web Security Appliance

ISE-PIC obtains user logon
events from the domain controller
via the Windows Management
Instrumentation (WMI) service.

An active directory logon
generates a security event
in the domain controller.

Active Directory

AR S5 ECiE

Web/{{EE

BAEWebREBEREFTERAETF , ATETFHAH RS MR, HTSWAERINBER TAER
HTTPSES , RItHTTPSHREN B LLEM , X—REBIRLEE, MEREREMNNEAEFS
IREERS  WATHEERREAIELEMAFEERORERSHRE. XM , REQEIEHR
SRY K MEREMEHREZLIY (MRTFEMNERAZIE) -

Rangei®RiRAXATHTTPER , MEEETHNXHNFZTEE. BERENNABRFEHTIFE
FBEEALL G SR —IERXEN NS, BRAERT , SWARRIBRXLEEL | AEREEANX
f, ATHREAV)AHE, XAHEEMD T ARNAATREESIAVC), BIERERETERE

FRSEEERRANELR , EERTUBRRAHIBEX LR LIMTRIRE, BXUEENFH

E5 , BSRBERXRE—T,

Range Request Forwarding: Enable Range Request Forwarding

HTTPS{ I



LZERETBREWN , NAXAEFERCIINIRZE EER , HETBERIHibis 5, HTTPSKRER
SATCEATHRBEARERE(TLS)EEZNZAXNMIES, EPLHRFERCSR)ATHAIIER MK
MM(CA)TEHZHR, FEActive Directory(AD)IRER |, X2 &EHZE , BNADERKCABZI 21
FIERANEE , HEFTEEHMSRRIPBILS,

HTTPSKREN —NMNLZ 2t RRIERFZF[IIER. REXREBWEMEPERMFERE. BA
Decrypt for EUNSSIFSWAS R TTH , BERWERE., MRERBAINEE , ERASHELES
HTTPSI RS BN K EREIR, XSSBRSAZIEEMN , HBEAFAAELEHESHRR , M
ESWACMIEERE, A TR IETMESMIRE RN ZE P Decrypto MBFEHPE—RTIRE R
Monitor , 7 S REEUE R B - hnE vt ST ie R B ANEIRE R

Invalid Certificate Options

Invalid Certificate Handling: Expired: Monitor

Mismatched Hostname: Maonitor
Unrecognized Root Authonty / Issuer Monitor
Invalid Signing Certificate Monitor

Invalid Leaf Certificate  Monitor

All other error types:  Monitor

Online Certificate Status Protocol Options

OCSP Result Handling: Revoked Certificate: Monitor

Unknown Certificate: Monitor

QCSP Error: Monitor

BELIEBRSHI(OCSP)EM , BAREEARERS , H AT BREEATEMED, X7
BREMWEHIES |, HELIURREHMIEDEDRE N Decrypt A RFIEFAXEIRFER, BUER
BRIEER (AIARE ) BF /. in A BEREUEHE £ & SR IREU HIEH R URLAVIE

flan , MBRMRFZ[FRAOIEPERTE ( WRRDPRIBRIES ) , WSWART R EAIAFERH
FERAZFERARRDWIEPHRITESRY, WiEENEULTHRHCLIFTA :

SWA_CLI> advancedproxyconfig

Choose a parameter group:

- AUTHENTICATION - Authentication related parameters

- CACHING - Proxy Caching related parameters

- DNS - DNS related parameters

- EUN - EUN related parameters

- NATIVEFTP - Native FTP related parameters

- FTPOVERHTTP - FTP Over HTTP related parameters

- HTTPS - HTTPS related parameters

- SCANNING - Scanning related parameters

- PROXYCONN - Proxy connection header related parameters
- CUSTOMHEADERS - Manage custom request headers for specific domains
- MISCELLANEOUS - Miscellaneous proxy related parameters
- SOCKS - SOCKS Proxy parameters

- CONTENT-ENCODING - Block content-encoding types

- SCANNERS - Scanner related parameters

[]> HTTPS



Do you want to enable automatic discovery and download of missing Intermediate Certificates?
[Yl>

~
AR BRAMBRT , KiIRELTEARS , BEFAEEA. WEIARSSREBMBULHLE H
FRmRHRTENEEE,

BEARRELIER(LATM)

LATME2Y BESWANZBSTE , FHEFETEIRENEERE , URAMBTCPAUDPE O LRI
ENERAR. TMHT2HOATEEZEINEZ s BRI RRIERESIE, XATFSWAHSI KX B
BEFIRNFIERE, WRRIETEEIPHULEIRE , SWAT LUBS 72 i 3R Ak 55 85 | Pith 11t B9 [& A &
JERSTRLILTCPAE, X TUDPHRE , © W LLAEPort UnreachablelH B, BLEMELERN |, &
FHER A ASWABEBEOMNEMRE , LB R ZINEETEE T I REZHH M,

BRTYMIEEEREN , UTMEKTDNSEWUEFHSKIGEIXR, WIHIKXRATFWCCPEE , AT
PFHREFERREEWCCPEHEE , LEEEHIIWebREEEE, SERREFNRCHENBESTLH
RIBLAE, FIRFAUETEIPHU KBS EEH. SWASI0DHFET — X EZERIZBEIRPHE[ARE
, MAEERIBZRNTTL, B2 , WRBAL4TMINEE , SWAT LA FERA B KR DNSEH EMEihE
X LEidR, XBET ZEF BN T 5SSWAT[E /Y i1t i 7= 4 R IR

REEELIE

EHNRBEEN TSWANMEN T BREEXER. ARNRBARPESRABHNITLTE
Ko BR , KEEEWLFWERER, RFSTRRMMERE. EXHRITRENKEBKLSHTR
E FIE B3R E &8

¢-E

EHESWAREE , 2EAZTHREER, MEEERHIXMLI 4R T el X ERiRE EX M7
RN, REBER K KEXELATERESHERIIEEBNESHEANE, FREEENE
BSWAHLER , 22— HEXRKKEIRE K SEAEARTREERMMN=TER. EEFRMEE
BOFEI0NSFOEENS, BERKE, HRRBMBENKS (82101 regexk B, 50N RS 25
IPH420 M EHE ) . FXEEN-—BH=FL2SFEPRESERMEEE.



SEEZBIETERN , BAHINERERESEWebREMCLIMNEE, KON AFER
EX®H, B2, BEHER REABREAFPEATLARENNERMES, FHit , REEE
APERNANEED LB TRHE TERNEE L NSWARENRRE,

CPUBYE] ( AR B AL ) B55 8 id FEtrack_stats AEH ., XEMRBERA BB S LA EITER
( AP etRE+REEEtE ) /300, FEEAFEREEE270 , ZEBEAFERPRETESHCPUER
 XBERATEEITESR , BEBMHEITIN

Current Date: Wed, 09 Nov 2022 08:49:00 +03

system time: 48.189 (16.063%)
max resident set size: 104712 10 Access Policies
integral sh'd text mem size: 61923808 10 Identities
integral unshared data 1003469344 — 10 Custom |10 Regex
integral unshared stack size: 114521088 Categories 50 Server IF's
page reclaims: 29776
page faults: 0 420 Server
swaps: 0 l } MNames
block input operations: 62168 - - - . "
block output operations: 289048
messages sent: 2755817 complexity

messages received: 1667985

signals 0 High complexity = 3 x Low
voluntary context switches: 2957114 o complexity

involuntary context switches: 4341

o
EE : SWAKR ARSI R60,0001M 3 K 2 = i HR160,0000 3 £ RS BE

PRRELE XX

PRIR(ID)ES I 34 R WG IE R AT AR 5 — L RBE TSR, IDEEXHE - BEENRBEERE
ERZEANDRTIF M. XEMREMBRELATE , ERTESEREXHFTE, IEREN , K
B AMEAEE LN HE, BEENENHMUNBREXHRIFE MATRSSHEEZT K, FA
HTTP#R:A. BEMKFIFRIFMINASREZHEER RRHEEE X UENEF R,

BE  FESFORIENKBEERDBEE , FISARINERES, EXFEES HRIERREEHTH 7
, RE AR SR T RERIFILINER, TEMRBARWA & BRIERERFITIR. WRME LR EA
FERimTECQNRERTHORIE , WAHELFRERRERSORIEABEILZE R, TEESEHR
ITHORIENEFIKESWARERE FHRIENIER , SWAEARFH aESBCPUNKNFEA

EEABEENRERSAERME —NIDEEXHARMENHNERN TG RE, X TREEENS

, FMREERRRE, WAAE , RELTNE , IHEENDEEXHRANESNMEZMF
REEAEREKR, XUTBREERBPNAAERGLAMELE (RENRE ) . —BKE , SHORIE
REMERNRBEAVREREED,



Client / User Identification Profiles

Profile.. |

Protocols: HTTP/HTTPS

Managed by: ngsma.cholasen.lab - local changes will be overwritten.

Realm: AD (Scheme: Bagsic, NTLMSSE, Kerbaros)

Protocols and

Add ldentificatio,
End-User
| Order Transaction Critenia Authentication / [dentification Decision Acknowledgement Delete
m Authenticate:
192.168.10.50, 192.1568.0.40 ‘ (global profile) = |

|
Glabal Identification Profile

Managed by: ngsma.chclasen. lab - local changes will be owverwritien.

Order  Group Usar Agants URL Filtering Applications Objects
Github
5 ' 1 .
* Policies do not require a 1| Mentifcation Profle Y — (global policy | bal ¢

1:1 flow!

* Reduce complexity by
collapsing where

URL Categories: Github

Contractors
Identification Profile {global palicy
1 groups (AD\CHCLUASENTCOMactors)

Domain Users AP

Identification Profile

All identified users

(global palcy (global polcy]) global palicy)

possible.

Glabal

No bocked tems Maoretor: 85 Montor: 356 Mo blocked items

Palicy
Identification Frofile: Al

R R B

SIDEEX#—# , BERBPRENFHBITENEEBAND , EEAISERNEERNE—IEE
B, KETENTESRNT , EABRRTEENTE (ADA, BFHSGT)

- ADAMAF — AERABWITH ; WRAFRENKR , REAFERBFIEE ,
B

« SGTHMADAMAS — MRAFESCTXREF ERADANAR , HER - ERPEE , M
IHE SR B UL

« SGTHAF — MRAFESCTXREHAERBEHEERSF , N TR,

T e R

ESWARITHIRS H , NEEESEMS , NHTTPSREN IR NEE. ERBEREN B 2 LXK
BENRIBEREYE, EERTUKEZED75%HWMEREHRTHTTPS,

VIRRER , XABREREREN BT, UBREBRENARKREKNTH, HBE , XIEF
ERE—RIES, FEMaccess_logstVEIA , BMELFINN AEEERMY , LAl ABHESWAR
WNERCHBBEHTTPSHREN B2k, AIFERETHEEMBashmPowerShellin & RIREULEF.
TREATEMHEN —LERMIGS :

1. Linux@$ :

cat aclog.current | grep -Ev "\/407|\/401" | awk 'BEGIN { total=0; decrypt=0; ss1=0;} {total++; if($0 ~



2. PowerShell# % :

$1ines = Get-Content -Path "aclog.current" | Where-Object { $_ -notmatch "/407|/401" }; $total = 0; $de

WRIHRBR R, BT BRI HNSRENTSBIRBITEHTTPSER, HFEFiRMRS
J|MUIW AT A LEHTLISRENE —IRMEESWARZENMNREIN , NEAEBRRE. AFEER
RENERE , BB MERSWAERSFRFTHK —IRTLSIEF . SWARISUERRTFUE A MM LEERE
, FEZTRBERS /M TLSEZLEIREUEF . MRIEBER , SWAKKAELEH 21T imdt
SEEERSHFRIXE.

HTTPS policy operations
* Drop

* Connection is closed.
° [__j ecr _: r

|-

» Traffic is decrypted and evaluated by access policies.

Transaction is not decrypted.
Client negotiates directly with server.

L]

No action taken.
Move to the next column on the policy.

SWATHITEMTLSEFNHE —BRRRSSFAEMNBUPHMTFETBE KNP, XBFIRENR
passthrough , } BRS 2T BZFREHTTP CONNECTETLSE FikHellom A, HTERZEF , BF
WETLSSERZI 28 ( EENRLD ) AREBERUEBRIS[NENE , AESBEEENEIRE
LFE,

HERIHED , SWARETLSE FiwHellolH B R AVBRSS 2R B B R(SN)F R , FRIEBAE KA
TEZFR. MRFFEENIREATSNI, SWARAHLEERSR[EF , UREIEH LHEBERH
BRNSAN)M LB FMCN)FE (1RIEIFF ) o

ERDTLSEFNHE , BHUERS[RENMNBENKDFFREE. SWebKFHEESFD
(MEBEESWASRZEKTLSEF ) TE , R2EYTLEF , BELELERERMRE,



Explicit HTTPS-What do we know?

TCP 443

TLS Client Hello

TLS Server Hello

We know...

S L ol o

Certificate issuer.

Certificate validity.

Host header.

Subject Alternative Name field.
User-agent string.

Common Name field.

We know...

i

ol
3.
4
5

Certificate issuer.

Certificate validity.

SNI field.

Subject Alternative Name field.
Common Name field.

Version: 3 (0x2)
Serial Number:
99.01:cb:ad:57:

Xo09v3
DNS: www.cis

L FH#HiER[EWeb EHIHEE | TRESXKIIF LI R ARBESWARE A WebEEM 9 RBIEE S K
o BHARARRUNEAREEENR , HEAFMEXEHANMAZEAVIAE, AMPXXHEEM DA
REMFNKELEAEM, HTFXERR , BWTFERBRAIEOER (KSEBERT ) . REFHX
ERRRENHBAVSIZEZMAN , HHAVC, AMP, HEREEH TG, BXAD LS/
MER , S Access PoliciesEf %

177 [7) 5% B



SDEBEENXH—# , #EREPRENFHBLITHNEEBAND , BEAISEFNEERE-—1ME
ZHI, RMTETHRFEEEN TR (ADA, AFWNSGT ) #THA !

- ADAMAF —RAFRENKR , REAFERBHIEE , WAKERABHTA , BA

REEETE,
« SGTHMADAMAS — MRAFESCTXREF ERADANAR , HNERAFSERMPEE , M
I SR B PR

- SGTHIRAF — MRRAFESGTXE , NEAFERBEHPEE , N THE R,

HTTP IR 1L 23 BRI /5 Y1 BB BV (M AT 045, HTTPSTRBIEZS 5O TiRM
ERERECRNREERNA T BERIE, WTFORBNER , B Naccess_logkH. B
— MR E S RRATARTLSES (B8 ) WRIE , E-BERE LK AERAAT SR
FHTTPE R K RIE.

MWebREI D FHR , SEEERBLATERXHNEBEEFTCE , BERRERENNAREFE
RS ER. BRIAMBERT , SWANHIHER P BRIXLEIRL , RANREEEAN XY |, BELERIT
EERHRWBMEAAVCIIEE, MEREZHNEFZENLEBRNFZTCERCRERN , ML
it R SWARIR FEHENXH/LR. XSWERRTAERNTRASHRS P, LBEZENE
& IR & EMicrosoft Windows E# fAdobe B EFTFH R,

EZERLETE  KREBRARRELEFSWARERNRE. XX TERABENHREHFELRTATH
, EXEBRT , T 1M RELEMENRENET AHEKE , AEXLERRE ESATEEERRL
HR, BURERIXEFERTEHITAVEABNAVC | FEFBATRIT RN BERFRRE. ST
BN RESEZRCEBERRLFNVAFPFREZAR, TUELRIBAENTFEFNAFRRE
FRE, AEHEEABRAREER, KASBEHRS ( 2FEMicrosoft WindowsFAdobe B4 E
) NMEAHTTPS,

n“fi% 55 K #& " (Decryption Policies)ZB 0 ik , TEUBIRBABRRBP R RE[, HTREENERER
, BUAEEHRREHRHELEEN]. BISHNEDH(DCA)SIZHUFELEEESNABRUAREME X
XBEAT RS, XES R OFHURLBIEEERH# TR D KRS, BRALLIhEE a2
SWAH R EREBRHBE.

GRRBEHNRAMRETUARESHRBNEFES, IRNEENAEFERIBTFERTH
XM, MEREENHARECEEEMCPURERR, MREREMAFEXM , BRI EER
HRFRE, BXRRERIIRENTELE , BAFPREFHS  BAXFAY THETEE
BELLEFNIPRIFTIR,

B E X MAZBURLSE A

BEXRBIFNERATRIPHIUHENBIFRRST 2R, ATAERA ENREK (regex) s E IR SS 25 & FRIT



BNER, SERAFFHREEMAL , ElregexEATEBRFHEMLEAESHRR, XNEL
EREA. —N. ABUMNEIEA BT SUTE 715 , mHEMregexo

f5lgn | cisco.comtt PEEEwww.cisco.com, N“EZM"E 2R , BEXMHENLN10MNEELEF
IR PHEEEMENR20, 5EXMENRN30, BIFHLHBFRIFE20LT , LEHRYINRER
regexBRAHITERELXER, BXBNHRBENZERENEMFARFE |, HSHHRKREE D

AFURLRLLBSEENRIFIIRERE , MAXLRATELN ML EREYE , RRENF
BEREEEEAFIEPXLER, WHEARATRRTIEASWAEE AL HZHBFIER , AsyncOSHR
A11.8F 5| A T HENFISNRINE Tt Th8EE,

Office365 APITT A T BIEIEXR T ENBEBERSHIEKR , HATATENMNA ( PowerPoint,
Skype. Word% ) . MicrosoftZiX£e3d Fi A Office 3657 B HI B LML LM BE. Microsoft XX #4# iE

VAN

BE . BASSL Breakflinspect ( RE ) @EKKRAER , ERESFHRIENEEERSE
HMRSTESBMETERIMNAFARTE. i, XEABNERZETEEZBNEE
WA MBZIEZIER, BIGIREIR N KR KIRBEEOfice 365MEFER, BXE
ZWEER , 11 : EXEMicrosoft 3654 i,

MAsyncOShrZA11.8FF 1 , & A LAE A MOffice365 APIK 3RV 31 2538 3l P R K IE 78 55 3R 1R & F Ko
JNRATHREEQREREOWCCPIREUHITEREREH , R , HEAREE R ERA LS
Mo

LI FTEOffice365MERL T E L EAR LRI MRERENEERAENET R. NRSWALES:
N Office365RE , THARENNEARERIEMIIEEEE, HP 2 —ENABEFMENIEZER.
RN R AIE 4 LAE B Office365 M AR F AT M H M TCPER:., X&EMENMNHF10%-15%H
BETCPEM BIEEH,

HTTPSKRERITHEZMEN MEZRERNEETRDBIR, Office3658 AR IFFEUR , 40
RGMERZENEEVES HEHMRESBXHERME , AFRER ARSI IZMN,

& Office365M ARRFFEATENTLSSH , XESHAMIEHTTPSRESNARFRSHETRIE
F, RIIEPRERENBEER S B, 2 5Skype for BusinessERN AL A FERN , XFE&HE
TLSE FifHellodHER XIERSB/BAMIE RSN FE , BUMELETILRE, AsyncOS v11.85]
ATRETERIPib ST REN TG , THRULBREE AR R,


http://www.cisco.com.%E2%80%9D
https://learn.microsoft.com/en-us/microsoft-365/enterprise/managing-office-365-endpoints?view=o365-worldwide
https://learn.microsoft.com/en-us/microsoft-365/enterprise/managing-office-365-endpoints?view=o365-worldwide
https://learn.microsoft.com/en-us/microsoft-365/enterprise/managing-office-365-endpoints?view=o365-worldwide

BRARNER

CLIME #2238

SWA CLIRHATENEREEHENGT. " EEANGTERSEREHEEXNAITER, &
{Tstatus detaili T RARFEABRMEREER (BB EEETRE, FANTIE, MNIER, EE
BEZ ) BRENRIFXR.

RN

SWA_CLI> status detail

Status as of: Fri Nov 11 14:06:52 2022 +03

Up since: Fri Apr 08 10:15:00 2022 +03 (217d 3h 51m 52s)
System Resource Utilization:
CPU 3.3%
RAM 6.2%
Reporting/Logging Disk 45.6%
Transactions per Second:
Average in last minute 55
Maximum in last hour 201
Average 1in last hour 65
Maximum since proxy restart 1031
Average since proxy restart 51
Bandwidth (Mbps):
Average in last minute 4.676
Maximum in last hour 327.258
Average 1in last hour 10.845
Maximum since proxy restart 1581.297
Average since proxy restart 11.167
Response Time (ms):
Average in last minute 635
Maximum in last hour 376209
Average 1in last hour 605
Maximum since proxy restart 2602943
Average since proxy restart 701
Cache Hit Rate:
Average in last minute 0
Maximum in last hour 2
Average 1in last hour 0
Maximum since proxy restart 15
Average since proxy restart 0
Connections:
Idle client connections 186
Idle server connections 184
Total client connections 3499
Total server connections 3632
SSLJobs:
In queue Avg in Tast minute 4
Average in last minute 45214
SSLInfo Average in last min 94
Network Events:
Average in last minute 0.0



Maximum in Tast minute 35
Network events in last min 124502

_/j_-rateﬁ% E’Tﬁ*1tIEL$E{§FH HCPUB 7 LtE. 1 ﬁ?;&(RPS)*HEﬁz}bfhﬁqiu\ﬂgj’_ﬁ—]"{nzu\
o Lt THSERWFERHAE , EF ML, REOMENOT

SWA_CLI> rate

Press Ctr1-C to stop.

%proxy reqs client server %bw disk disk
CPU /sec hits blocks misses kb/sec kb/sec saved wrs rds
5.00 51 1 147 370 2283 2268 0.6 48 37
4.00 36 0 128 237 21695 21687 0.0 47 38
4.00 48 2 179 307 8168 8154 0.2 65 33
5.00 53 0 161 372 2894 2880 0.5 48 32
6.00 52 0 198 328 15110 15100 0.1 63 33
6.00 77 0 415 363 4695 4684 0.2 48 34
7.00 85 1 417 433 5270 5251 0.4 49 35
7.00 67 1 443 228 2242 2232 0.5 85 44
iE{Ttcpservicestn S A B REXRFIEHEBMNTIEANER. REELERENHE, wuMiwsO4A
SRR

SWA_CLI> tcpservices

System Processes (Note: All processes may not always be present)

ftpd.main - The FTP daemon

ginetd - The INET daemon

interface - The 1interface controller for inter-process communication
ipfw - The IP firewall

slapd - The Standalone LDAP daemon

sntpd - The SNTP daemon

sshd - The SSH daemon

syslogd - The system logging daemon

winbindd - The Samba Name Service Switch daemon

Feature Processes

coeuslogd - Main WSA controller
gui - GUI process
hermes - Mail server for sending alerts, etc.
java - Processes for storing and querying Web Tracking data
musd - AnyConnect Secure Mobility server
pacd - PAC file hosting daemon
prox - WSA proxy
trafmon - L4 Traffic Monitor
uds - User Discovery System (Transparent Auth)
wccpd - WCCP daemon
COMMAND USER TYPE NODE NAME

connector root IPv4 TCP 127.0.0.1:8823



java
hybridd
gui
ginetd
nginx
nginx
nginx
nginx
nginx
nginx
api_serve
api_serve
api_serve
chimera
nectar
redis-ser
redis-ser
prox
prox
prox
prox
prox
prox
prox
prox
prox
prox
prox
prox
prox
prox
prox
prox
prox
prox
prox
prox
prox
prox
prox
prox
prox
prox
prox
prox
prox
prox
prox
prox
prox
prox
prox
prox
prox
prox
prox
prox
prox
prox
prox
prox
prox

root
root
root
root
root
root
nobody
nobody
nobody
nobody
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root

IPv6
IPv4
IPv4
IPv4
IPv6
IPv4
IPv6
IPv4
IPv6
IPv4
IPv4
IPv4
IPv4
IPv4
IPv4
IPv4
IPv4
IPv4
IPv6
IPv4
IPv4
IPv4
IPv4
IPv6
IPv4
IPv4
IPv4
IPv4
IPv6
IPv4
IPv4
IPv4
IPv4
IPv6
IPv4
IPv4
IPv4
IPv4
IPv6
IPv4
IPv4
IPv4
IPv4
IPv6
IPv4
IPv4
IPv4
IPv4
IPv4
IPv6
IPv4
IPv4
IPv4
IPv4
IPv6
IPv4
IPv4
IPv4
IPv4
IPv6
IPv4
IPv4

TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP

[::127.0.0.1]:18081
127.0.0.1:8833
172.16.40.80:8443
172.16.40.80:ssh
*:4431
127.0.0.1:8843
*:4431
127.0.0.1:8843
*:4431
127.0.0.1:8843
172.16.40.80:6080
127.0.0.1:60001
172.16.40.80:6443

127.0.0.1:6380
127.0.0.1:6382
127.0.0.1:6383
127.0.0.1:6379
127.0.0.1:http
[::1]:http

172.16.11.69:http
172.16.11.68:http
172.16.11.252:http
127.0.0.1:3128
[::1]:3128
172.16.11.69:3128
172.16.11.68:3128
172.16.11.252:3128
127.0.0.1:https
[::1]:https
172.16.11.69:https
172.16.11.68:https
172.16.11.252:https
127.0.0.1:http
[::1]:http
172.16.11.69:http
172.16.11.68:http
172.16.11.252:http
127.0.0.1:3128
[::1]:3128
172.16.11.69:3128
172.16.11.68:3128
172.16.11.252:3128
127.0.0.1:https
[::1]:https
172.16.11.69:https
172.16.11.68:https
172.16.11.252:https
127.0.0.1:25255
127.0.0.1:socks
[::1]:socks
172.16.11.69:socks
172.16.11.68:socks
172.16.11.252:socks
127.0.0.1:ftp-proxy
[::1]:ftp-proxy
172.16.11.69: ftp-proxy
172.16.11.68: ftp-proxy
172.16.11.252:ftp-proxy
127.0.0.1:http
[::1]:http
172.16.11.69:http
172.16.11.68:http



prox root IPv4 TCP 172.16.11.252:http

prox root IPv4 TCP 127.0.0.1:3128

prox root IPv6 TCP [::1]:3128

prox root IPv4 TCP 172.16.11.69:3128
prox root IPv4 TCP 172.16.11.68:3128
prox root IPv4 TCP 172.16.11.252:3128
prox root IPv4 TCP 127.0.0.1:https
prox root IPv6 TCP [::1]:https

prox root IPv4 TCP 172.16.11.69:https
prox root IPv4 TCP 172.16.11.68:https
prox root IPv4 TCP 172.16.11.252:https
prox root IPv4 TCP 127.0.0.1:25256
prox root IPv4 TCP 127.0.0.1:http

prox root IPv6 TCP [::1]:http

prox root IPv4 TCP 172.16.11.69:http
prox root IPv4 TCP 172.16.11.68:http
prox root IPv4 TCP 172.16.11.252:http
prox root IPv4 TCP 127.0.0.1:3128

prox root IPv6 TCP [::1]:3128

prox root IPv4 TCP 172.16.11.69:3128
prox root IPv4 TCP 172.16.11.68:3128
prox root IPv4 TCP 172.16.11.252:3128
prox root IPv4 TCP 127.0.0.1:https
prox root IPv6 TCP [::1]:https

prox root IPv4 TCP 172.21.11.69:https
prox root IPv4 TCP 172.21.11.68:https
prox root IPv4 TCP 172.21.11.252:https
prox root IPv4 TCP 127.0.0.1:25257
smart_age root IPv6 TCP [::127.0.0.1]:65501
smart_age root IPv6 TCP [::127.0.0.1]:28073
interface root IPv4 TCP 127.0.0.1:domain
stunnel root IPv4 TCP 127.0.0.1:32137
H&1E%

WebREEEFEISHENSEYE, REFEEZXE , EFHEFHITHETRENREHRE R E
BEE, ZUNEHRERZRENEIL (BFEE—RX) , MBARKNESNHRZENTENME
—B, XALUBESSRAMNEZEIREAWSR)EHEEE~ M BT AR HEHBashs
PowerShellff 53REH, HAEHEFHMITERPSHHEE , LIARIZEEBHFHEREN S THMY
. REISEEE P RE SN TR BFE TR,

BHEP A Mtrack_stats A& , ZAZRTE/INREI S , XEHHT s EREHBREEAFH
XN REEHEX, EMEERES | FYERBERHAE ( BEDNSERATAE, AVEIZHENAZE ) 2
—EERANFR. LAETEMGUISICLIBTEE , REEENZ 2 E I (SCP)Z U4 1& f il
(FTP)iAE, XRHRMEHENEEZECEKNEERSLS , FRTCHAMELERLHN,



Where can latency be introduced?

 External Services
 Internal Services

AV b DNS
WBRS P M @ I-Ll-.:l- r
AVC IIT |P
DLP
L]

Client side latency

+ “Client Time” in track_stats log.

* The amount of time in milliseconds that the client was waiting for a
response.

= May indicate an upstream issues-keep investigating!

= Access logs can show this in custom field % : 1>

[%:1 > x-p2c-first-byte-time Wait-time for first byte written to client
AV -~ Wi i NS
g M il “-l .I D
AVC Ny
Dl

O Q0@ @




DNS latency

* The amount of time in milliseconds that the WSA waited for a DNS
response,

» Calls for investigation for your DNS resolvers (or path to them).

*» access logs can show this in custom field % : >d

%6:>d X-p2p-dns-svc-time Time taken by the Web Proxy DNS Process to
send a DNS result to ehe Web proxy.

AV DNS DNS

wers { AD

AVC H LDAP
ISE
DLP

Authentication latency

* There are two metrics: “Auth Helper Wait Time” and “Auth Helper
Service Wait Time.”

*» Use the first to get pure auth time without the request time added.

* access logs can show this in custom field % : »>a

%:<a X-p2p-auth-wait-time Wait-time to receive the response from the
Web Proxy authentication process, after the
Web Proxy sent the request.

AV Authentication DNS

WBRS AD

AVC H LDAP
ISE
DLP




Server latency-wait time

* The amount of time in milliseconds that the WSA waited for the first
byte of the server response.

» (Calls for investigation of your upstream devices and WAN connection.

» access logs can show this in custom field % : >1

[ Y21 | x-s2p-first-byte-time | Wait-time for first response byte from server

DNS
AD
LDAP
ISE
DLP

AV
WBRS P
L]

Server

Server latency-transaction time

* The amount of time in milliseconds for the entire server-side
transaction to complete.

« Calls for investigation of your upstream devices and WAN connection.

= No access logs custom field, but can be determined by a
combinationof them.

AV DNS

WBRS AD
ISE
DLP




Internal services latency-not exhaustive

AVC

See the user guide for all custom
fields associated with these values.

BNMSHDEFITHOOMWEA—R , EF 28X tREREXEENFR , BFER.
MRS BRumiEE B . AT RSHD B BT RA

Fri
Fri
Fri
Fri
Fri
Fri
Fri
Fri
Fri
Fri

AL Maccess_logs M IMEMBAEN FE& , XEFERRTEMERNERESR.
a5, DNSEEMTFMAVABRERFLR, X

Nov
Nov
Nov
Nov
Nov
Nov
Nov
Nov
Nov
Nov

11
11
11
11
11
11
11
11
11
11

:16:
:17:
:18:
:19:
:20:
:21
122:
:23:
124
:25:

42
42
43
43
43

143

43
43
44

2022
2022
2022
2022
2022
2022
2022
2022
2022
2022

Info:
Info:
Info:
Info:
Info:
Info:
Info:
Info:
Info:
Info:

Status:
Status:
Status:
Status:
Status:
Status:
Status:
Status:
Status:
Status:

REEEANBELFRFRS

CPULd
CPULd
CPULd
CPULd
CPULd
CPULd
CPULd
CPULd
CPULd
CPULd

N NNENNNRENN
A WNOWAWOO D

DskUti1
DskUti1
DskUti1
DskUti1
DskUti1
DskUti1
DskUti1
DskUti1
DskUti1
DskUti1

45.
45.
45.
45.
45.
45.
45.
45.
45.
45.

NN NN NN NN NN

RAMUt 1
RAMUt 1
RAMUt 1
RAMUt 1
RAMUt 1
RAMUt 1
RAMUt 1
RAMUt 1
RAMUt 1
RAMUt 1

(eI e) I e) B o) Bio) B o) o) B o) B o) B o)
N N0 OO NNOO NN

Regs
Regs
Regs
Regs
Regs
Regs
Regs
Regs
Regs
Regs

62
55
48
52
55
49
41
48
44
53

RPS. &/ ik

Band
Band
Band
Band
Band
Band
Band
Band
Band
Band

11383 Latency 61
10532 Latency 77
7285 Latency 579
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