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Web Security Manager Security

Authentication
Identification Profiles

SaaS Policies

Web Policies
Decryption Policies -

Routing Policies |

Access Policies
Overall Bandwidth Limits

Data Transfer Policies
Cisco Data Security
Outbound Malware Scanning

1 ™

External Data Loss Prevention

Web Traffic Tap Policies :

SOCKS Policies 1

Custom Policy Elements

¥  Custom and External URL Categories §

Define Time Ranges and Quotas

Domain Map ‘
| IP Spoofing Profiles
' HTTP ReWrite Profiles

Cisco Umbrella Seamless ID I

Bypass Settings
L4 Traffic Monitor



E& — £ 85 E LMAEBURLEES]

S PR1.2.% B Add CategoryHi% & Category Name,

581.3% | AR D A IX A NURL,

ytimg.com, .ytimg.com

H1.4.EARRHIH | BEURLEZCisco Secure Web Appliance YouTube Channel, J93i@3i& 7% LA
TIENRER :

\.youtube.*UCs19s\_etT\_i16Hb211A171Bw

FSTR1.5.8MIXERegularkizN , EMN—MRTREFETENBEEURL,

youtube\.com/videoplayback
www\ . youtube\.com/crossdomain\.xm]l
youtube\.com/generate

HT16.IERER,


https://www.youtube.com/channel/UCsl9s_etl_i6Hb2ilAl71Bw

Custom and External URL Categories: Edit Category

Edit Custom and External URL Category

Category Name: | [Channel )

Comments: (.7

List Order:

Category Type:

o

Local Custom Category

( Sites: (.7

|-_.rtimg.mm, ytimg.com j

| Sort URLs |
Click the Sort URLs button to sort

all site URLs in Alpha-numerical
order.

(e.g. 10.0.0.1, 2001:420:80:1::5, example.com.)

= Advanced

Regular Expressions: [ ¢

A

\.youtube.*UCsIg9s\_etl\_i6Hb2ilAI71Bw
youtube\.com/videoplayback
www'.youtube.com/crossdomain’,.xml
youtube\.com/generate

s

Enter one regular expression per line. Maximum allowed characters 2048.

Cancel

BB — BEFERENURLES

S22 B E N FIAZBURLESI LA IEYouTube, ( FEARAIF | %K BI&E FYouTube, )

8215 : EEEXLURLMAERR B P |, LB R MKR HRERB B Mo

582.225 | 7 YA R (Sites) & AR MIX FMURL.

.youtube.com, youtube.com




Custom and External URL Categories: Edit Category

Edit Custom and External URL Category

Category Name: | |youTube

Comments: (2| | |Block Access to YouTube

List Order: |2_

Category Type: Local Custom Category

W/

Sites: (2 T
( ftes |.voulube,com, youtube.com J Sort URLs

Click the Sort URLs button to sort
all site URLs in Alpha-numerical
order.

(e.g. 10.0.0.1, 2001:420:80:1::5, example.com.)

= Advanced | Regular Expressions: (7
£

Enter one regular expression per line. Maximum allfowed characters 2048.

[Concel

B % — BLiEZE B LARE 1E 33 YouTubely 17 7]

§g§%23$a.—TSmelto

BE  BRABEEBENXURLEBIMMLERET YouTube B E LURLSEH,

Custom and External URL Categories

Add Category... I
Order|| Category Category Type Comments Last Updated Feed Content Delete
1 Channel  Custom (Local) WA |
2 YouTube = Custom (Local) Block Access to YouTube N/A - 7|
| —

B & — BENURLESIIRF.png

S3. A AR IH R YouTubesE I A F 412 dentification Profiles.

0

BN BUERBENTRREPREBESES . EXMBELT , TERELIMAIDE
B X o

#3.12% : MGUIE M EIWeb Security Manager , fRfEi%#ZIdentification Profiles.



583.225 | EERMARAE B X,

HPR3.3. 5 A BB XM B o

SRIAEERPHRIPFRELKR

FIR3.5. 8 HAdvancedZp 7 HiEFEURL Categories,

Identification Profiles: Users Allowed To View Channel

Client / User Identification Profile Settings

Enable Identification Profile

( Name: (?) |Users Allowed To View Channel )
fe.g. my IT Profile)

Description: | |ysers Allowed to View Channel

(Maximum allowed characters 256)

Insert Above: | | 1 (Global Profile) v

User Identification Method

Identification and Authentication: (?) | For additional options, define an authentication realm (see Network > Authentication)
or enable ISE (see Network > Identity Services Engine).

Membership Definition
Membership is defined by any combination of the following options. All criteria must be met for the policy to take effect.
( Define Members by Subnet:

-

10.0.0.0/8 )

s
(examples: 10.1.1.0, 10.1.1.0/24, 10.1.1.1-10, 2001:420:80:1::5, 2000:db8::1-2000:db8::10)

Define Members by Protocol: HTTP/HTTPS

Use the Advanced options to define or edit membership by proxy port, destination (URL Category), or
User Agents.

The following advanced membership criteria have been defined:

Proxy Ports: None Selected
(URL Categories: None Seiected)
User Agents: None Selected

The Advanced options may be protocol-specific. For instance, user agent strings are applicable only
for HTTP and decrypted HTTPS. Similarly, URL Categories, including Custom URL Categories are not
applicable for SOCKS transactions or transparent HTTPS (unless decrypted). When Advanced options
that do not apply to a protocol are selected, no transactions in that protocol will match this Identity,
regardless of the protocol selection above.

BB — 6lEIDEE X

583.6% : RINEFISHRIBRHMNURLES , AR5 KREDone,



Identity Profilies: Policy "Users Allowed To View Channel”: Membership by URL Categories

Advanced Membership Definition: URL Category

Custom and External URL Categories

Category

Channel
YouTube

Select any row below to use that URL Category as membership criteria. Leave all rows unselected if membership by URL Category is not desired.

Add
Select all

v
o

Category Type
Custom (Local)

Custom (Local)

BB — AIURLZK 3!

HI3.7IRRER,

SR4 QI EBEZRFRE AR YouTube R E,

%

AR METHEEZYouTubelRE |

( EARTHIH | KEEHE FDecrypt Youtube, )

SWAT EZHEZEAEEF AV EE L,

%4.1% : MGUISMEIWeb Security Manager , A fFi%#¥EDecryption Policies.

$4.24% : %EAdd Policies 7 #i A policy Name.

584.3% | BEEESEITPEIEMNIRRE B X



Decryption Policy: Add Group

Policy Settings

Enable Policy

(Pollcy Name: (2. I Decrypt Youtube J
(e.g. rmy 11 poncy;
Description:
4
(Maximum allowed characters 256)
Insert Above Policy: | 1 (Glabal Policy) V]
Policy Expires:

[ set Expiration for Policy

On Date: MM/DD/YYYY

At Time:

Membership is defined by the combination of the following options. All criteria must be met for the policy to take effect.

Identification Profiles and Users: | Select One or More Identification Profiles Vl
Identification Profile Authorized Users and Groups Add Identification Profile
ﬂ Users Allowed To View Channel V| }'" authentication required 7§

Authentication information may not be available at HTTPS connection time. For transparent
proxy traffic, user agent information is unawvailable for decryption policies.

b Advanced | Define additional group membership criteria.

R — O3 7 %7 KRG

HRAARRER,

F455  ERBRBNEL , SREURLIIEES PRV,

Decryption Policies

Add Policy...

Order | Group URL Filtering Web Reputation Default Action Clone Policy Delete

Decrypt Youtube
1 Identification Profile: Users Allowed To View Channel (global policy) (global policy) G i

All identified users

Global Policy

Identification Profile: All Monitor: 107 Enabled DI

Edit Policy Order...

A% — REFHURLYIE

%4.655 . WURLEREEDecrypt , ARFIEFESubmit,



Decryption Policies: URL Filtering: Decrypt Youtube

Custom and External URL Category Filtering
These URL Categories are defined as group membership criteria. All other categories are not applicable for this policy.

Use Override Global Settings
silt:ilzagls Pass Through = Monitor || Decrypt |Drop'? | Quata-Based — Time-Based
© 3] (Z)
Category Category Type @ Select all Select all Select all| | Select all | [Select all | (Unavailable) ({Unavailable)
©) channel Custom (Local) - v - -
O YouTube Custom (Local) - > 4 - -
—

B & — LR 2R (Decrypt)

HIR5. QIR TH R RSB EYouTubeBEIA R, ( EARBIFR , REEE#HAlow YouTube, )

%5.1% : MGUISMEIWeb Security Manager , fAJFi%#Access Policies.

HIR5.2 B HAdd Policy H#i A KHE R o

585.3% | EEBEEIS PRI EMNIRRE B X,



Access Policy: Add Group

Policy Settings

Enable Policy

[POHW Name: (2 [ Allow YouTube J
TE.g. my 1T poncy)

Description:

(Maximum allowed characters 256)

Insert Above Policy: | [ 4 (Global Policy)

Policy Expires:
["] set Expiration for Policy

On Date:

At Time:

Membership is defined by the combination of the following options. All criteria must be met for the policy to take effect.

Identification Profiles and Users: | | geject One or More Identification Profiles

Identification Profile Authorized Users and Groups | Add Identification Profile

[l Users Allowed To View Channel V| ] Mo authentication required i1

= Advanced | Use the Advanced options to define or edit membership by protocel, proxy port, subnet, Time Range, destination (URL
Category), or User Agents.

The following advanced membership criteria have been defined:

Protocols: HTTP/HTTPS/FTP over HTTP in Identification Profile Users Allowed To View Channel
Proxy Ports: Mone Selected

Subnets: Mone Selected

Time Range: Mo Time Range Definitions Available

(see Web Security Manager = Defined Time Ranges)

(I.IRL Categories: URL Categories Channel, YouTube in Identification Profile Users Allowed To View ChanneD

User Agents: MNone Selected

W% — IV 1 SRR
SW5.4 RREL,

585.54  HFIRKERE L , REEURLYIEE 2 FRYEE,

Access Policies

Policies
Add Policy. ..
Protocols and

Order  Group User Agents URL Filtering = Applications Objects Anti-Malware and Reputation HTTP ReWrite Profile | Clone Policy | Delete

Allow YouTube

1 Identification Profile: Users Allowed To View Channel | (global palicy) {glebal policy) | (global pelicy) {global palicy) (global palicy) L - |

All identified users

Global Policy Web Reputation: Enabled
Identification Profile: All No blocked items | Monitor: 107 Monitor: 342 | No blocked items | Secure Endpoint: Enabled None
ca ’ Anti-Malware Scanning: Enabled

Edit Policy Order..

R — B B 175 7] SR A

5.6 : %&FAllow for ChannelZ 31,



$HB5.7. 8 YouTubeZk 3l i&#FBlock,

Access Policies: URL Filtering: Allow YouTube

Custom and External URL Category Filtering

hese UAL Categories are defined a5 group membership critenis. Al other categories ane not agalicabie far this policy

Sungs Rdivect war 7 Quota-Based | Time-Based
[} a (-]
Category Type Select all Select 2l Select all Sefect all (Unavailabie) (Unavallabie)
© channes Custom (Li<al) - o - -
3 YouTube Custom (Local) - A - -
E & — RERBERIE

%5.8% : EEA—1TUHEL , Rz F|Exceptions to Blocking for Embedded/Referred Content#l
Enable Referrer Exceptions,

S 5.9. 1% FAll embedded/referred content,

Excaptions to Blocking for Embeddad/Rafarred Contant

A wets site may embed or refer 1o content that is calegorized as a o

content s bleckid or manitored Based on the action salscted far t5 own cov
Ratravet)

& Erabile Referrer Exceptions

egery [ appheation, segardiess of what web s

embedied in, Usi ChiS table 1o 56 axeaptions (8., 19 permit &l content nefenad frem News web sites,
et Excuption for Content Referred by These Categories,

Click to select categories.., \

rent calegary. or that is considere ﬂ..swp:\.arm ra m‘:c 2 News web site could contain conent caligorized 25 Streaming Video, and thal Is kent Mu1mwtn: spplication Youtube. By defauft, embecded

& LSO CHEGORY TEpIERanting pour
Set Exception for This Referned Content:

ANl embdded / referred content

-

Adddl Exception
o
B& — ERsIAERF

265.1025, M A set Exception for Content Referred by These Categories , 1E3¥YouTube B & X URLEH

Excoptions ta Blocking for Embedded/ Referred Content

content is blocked or monifored based on the action selected for its cwn category / appiicatio
intranst]

Enabie Referrer Exceptions I

A web site may embed or refér 1o content that i catégorized a5 & different category, or that iS considered an sppbcation. For example, 8 News wob sife could contaln cantent categorized &5 Streaming Vides, and Bhat is identified a5 belng the apolication Youtube, By default, embadded
Ae i is embe

Set Exception for Content Referred by These Categories:

All embedded / referred content ~

d i b i
gardiess of what web site it is embedded in. Use His tabie to Sef excephions (e.g.. (o penmit aif content referred from News web sifes, or from @ custom cotegory representing

Set Exeption for This Refemed Content

Az Emiipla

]
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https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa-15-0/user-guide/wsa-userguide-15-0/b_WSA_UserGuide_11_7_appendix_010111.html
https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa-15-0/user-guide/wsa-userguide-15-0/b_WSA_UserGuide_11_7_appendix_010111.html
https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa-15-0/user-guide/wsa-userguide-15-0/b_WSA_UserGuide_11_7_appendix_010111.html
https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa-15-0/user-guide/wsa-userguide-15-0/b_WSA_UserGuide_11_7_appendix_010111.html
https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa-15-0/user-guide/wsa-userguide-15-0/b_WSA_UserGuide_11_7_appendix_010111.html
https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa-15-0/user-guide/wsa-userguide-15-0/b_WSA_UserGuide_11_7_appendix_010111.html
https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa-15-0/user-guide/wsa-userguide-15-0/b_WSA_UserGuide_11_7_appendix_010111.html
https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa-15-0/user-guide/wsa-userguide-15-0/b_WSA_UserGuide_11_7_appendix_010111.html
https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa-15-0/user-guide/wsa-userguide-15-0/b_WSA_UserGuide_11_7_appendix_010111.html
https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa-15-0/user-guide/wsa-userguide-15-0/b_WSA_UserGuide_11_7_appendix_010111.html
https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa-15-0/user-guide/wsa-userguide-15-0/b_WSA_UserGuide_11_7_appendix_010111.html
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