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System Administration )

Policy Trace
Alerts

( Log Subscriptions )

Return Addresses

SSL Configuration

Users
Network Access

System Time
Time Zone
Time Settings

Configuration
Configuration Summary
Configuration File

Feature Key Settings
Feature Keys
Smart Software Licensing

Upgrade and Updates
Upgrade and Update Settings
System Upgrade

System Setup
System Setup Wizard
FIPS Mode

Cisco Success Network
Next Steps
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ol Cisco S100V Web Security Appliance is getting a new look. Try it !

CISCO Web Security Virtual Appliance

[, ] Reporting Web Security Manager Security Services Network System Administration

Log Subscriptions

| Add Log Subscription... |
All
Rollover

Log Name Type Log Files Interval Rollover Deanonymization Delete
accesslogs Access Logs accesslogs None O @
amp_logs AMP Engine Logs a.mp_lc:gs None [j . '
archiveinspect_logs Archivelnspect Logs archiveinspect_logs None d 7§
audit_logs Audit Logs audit_logs None a |
authlogs f:;:enbication Framework authlogs None O 7]
ave_logs AVC Engine Logs avc_logs None O @

1%£$2Add Log Subscription
STAMNBERBEDIEEAcCcess Logs , AEEFRIF TE.

New Log Subscription

Log Subscription
L QY- H o/ Select a log type...

Log Name: Access Control Engine Logs

Advanced Malware Protection Logs
Rollover by File Size: AMP Engine Logs

AnyConnect Secure Mobility Daemon Logs
APl Logs

Archivelnspect Logs

Rollover by Time:

File Name: ArchiveScan module in proxy Logs
Log Compression: ARSD Logs
Audit Logs
g e -ors are logged.)

Authentication Framework Logs
1y the system.)

nd operations of the system.

AVC Engine Framework Logs

A -

M B BRI R E B
SHREAEBEBNW oA AENENR. EARRHIF , TAC_access_logs,

SR6.ESWAF BFRRHBF X281 , AN F102400(100 KB)E|10737418240(10 GB)Z [AI#Y
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TAC_access_logs.

H10. B EHEBR A TR IR X AR WD HTTP) IR R 5B, BOEIEBHTTPIRS RS,

New Log Subscription

Log Subscription

Log Type: | | Access Logs v|

(Log Name: I J

(will be used to name the log directory)

( Rollover by File Size: |100M Maximum )

(Add a trailing K or M to indicate size units)

Rollover by Time: I None v]
( Log Style: | @ squid )
(_) Apache

(O squid Details

Custom Fields (optional): | Custom Fields Reference I3

File Name: |aclog

Log Compression: | [_] Enable

Log Exclusions (Optional): I

(Enter the HTTP status codes of transactions that should not be included in the
Access Log)

Enable Anonymization: | [C] Enable

-
Passphrase for Anonymization: | ? Passphrase:l

Retype Passphrase: |
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ARS5ER. ERILLEREEMMEXAIED.

SRIOMPBRRAFASEXXHREMMNMHR, RFSESRUMEE , ARERKEnter.
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SWA_CLI> Togconfig

Choose the operation you want to perform:
- NEW - Create a new log.

- EDIT - Modify a log subscription.

- DELETE - Remove a log subscription.

- HOSTKEYCONFIG - Configure SSH host keys.
[I> NEwW

Choose the log file type for this subscription:
1. AVC Engine Framework Logs

2. AVC Engine Logs

3. Access Control Engine Logs

4. Access Logs

58. Webroot Logs
59. Welcome Page Acknowledgement Logs
[1]> <=== type the number associated with Access Logs and press Enter

Please enter the name for the log:
[I> <=== Choose desired name, in this example, TAC_access_logs

Choose the log style for this subscription:

1. Squid

2. Apache

3. Squid Details

[1]> <=== Press Enter to keep the default value

Enter the HTTP Error Status codes (comma separated Tist of 4xx and 5xx codes) you want to filter out fr
[]> <=== Press Enter to keep the default value

Choose the method to retrieve the logs:

1. FTP Poll
2. FTP Push
3. SCP Push

4. Syslog Push
[1]> <=== Choose FTP poll to keep the logs in the SWA



Filename to use for log files:
[acTog]> <=== It 1is better to have the same file name as the Tog, in this example, TAC_access_logs

Do you want to configure time-based log files rollover? [N]> <=== Enter the desired answer

Please enter the maximum file size:
[104857600]> <=== Enter the desired answer, or you can leave as default

Please enter the maximum number of files:
[100]> <=== Enter the desired answer, it depends on free disk space and log file size

Should an alert be sent when files are removed due to the maximum number of files allowed? [N]> <=== En

Do you want to compress Togs (yes/no)
[n]> <=== Enter the desired answer

Currently configured Togs:

1. "Splunk Logs" Type: "Access Logs" Retrieval: FTP Push - Host 10.0.0.1
2. "TAC_access_logs" Type: "Access Logs" Retrieval: FTP Poll

3. "accesslogs" Type: "Access Logs" Retrieval: FTP Poll

40. "webrootlogs" Type: "Webroot Logs" Retrieval: FTP Poll
41. "welcomeack_logs" Type: "Welcome Page Acknowledgement Logs"™ Retrieval: FTP Poll

Choose the operation you want to perform:

- NEW - Create a new log.

EDIT - Modify a log subscription.

DELETE - Remove a log subscription.

HOSTKEYCONFIG - Configure SSH host keys.

[1> <=== Press Enter to exit the log configuration wizard

SWA_CLI> commit
Please enter some comments describing your changes:
[1> <=== Type the change description and press Enter

RSB BE N FERANMEFR B &

S| FEFGUL

F2H . N REEE"(System Administration)3E £ A | & HE1TH”(Log Subscriptions).
SEINBEBHHG , EFHREBERFEIENEFR. EARTHIF , TAC_access_logs.

S|4 B E L FE(Custom Fields)Z82 , #MEA T2/ -
[ Request Details: ID = %I, User Agent = %u, AD Group Memberships = ( %m ) %g 1 [ Tx Wait Times (in ms)

, Response Header = %:h>, Client Body = %:b> ] [ Rx Wait Times (in ms): 1lst request byte = %:1<, R



a; DNS response = %:

I
xR

d, WBRS response

r, AVC response = %:A>, AVC total = %:A<, DCA response = %:C>, DCA total = %:C<, McAfee respons

s; AMP response = %:e>, AMP total = %:e<; Latency = %x; %L ] [Client Port = %F, Server IP = %k

SRERERHARIER,

30 FE

HE1.FFIBICLL

S22 Atail HIREnteri,

SEIERENMUES KNI R BESRENES. BARS HIEKEnter,

ERLLERIEE BERRNTFANEE , EARHFHEE,

1680893872.492 1131 172.18.122.156 TCP_MISS/200 379725 GET http://www.cisco.com/en/US/docs/security/wsa

- " [ Request Details: ID = 104, User Agent = "Mozilla/5.0 (Windows NT 6.1; WOW64; rv:24.0) Gecko
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