EREEME D ITREZWZHZ
B =%

7731813 SystemConfigE# (#HESE )
E2. i=$:]
B E3. EEWeb Ul
E4. Big BRI CLI
A RCXD EfEThE
{£ FSystemConfigH ) F & T 1
{EFISNA Web UIHE) £S5 ( 7.6 1B TR )

ExES
&
ANENEBTATERZTEME D M(SNA)RZZH BN T RTRE,

HIR

AR A ETEKSNAREZN DM S, HEENAZER A E1.BENSystemConfigH &,
MR RZEEEERBEIRENInternetiEE , MERFZRE —MET.

A A B ERRERAS TR

FiE1. 8 SystemConfig3e & ( #EH %)

1. Bsysadmin F BB FREEH B,

2. & #Recovery > Diagnostics Pack > Create,



Choose an action:

m Create a diognostics pack.

View ond delete existing diognostic packs.
u Upload a diagnostics pack to a TAC case.

< Exit »

. EAEMNTYHE , BREERMELRD , RAFEETE,

4.

5.

6.

Configure your diognostics pack:

a prefix to the file nome.

Add a file password (no stondard encryption).
Include a configuration backup.
Edit the diognostics pack contents.

=Finishe

prig i

File Name Prefix — N2 EBRMXHB IR ( ZRZJ12TNFRF ) -

Password — N2 S OIEXH B, RFRIBXHEE , FEHERIAGZE ( Cisco®4A

) INE LMD,

BEEH — ERLEETIHATHRERAUANEEROSEEZH ST, BEXZHNFHAEFER
BZHABYPHEOEENH.

Modules — B AR ETENHEERREBELHITAS,

B TH. TRREFERRUAIBIZH S,
&R LAMSystemConfigffiZ i @B & BITACES, EHFE 1%,

EREFENLIE , RE1ERSelect,



Enter your case number and token:

Case Number:
CXD Upload Tokern:

Proxy (Optional) - Exasple:

Proxy Address: |

zCancel>

7. #Case Number ( RHIHRS ) FERPBMATACRAIHS .

8. i ACase number token CXD Upload TokenF £, MREEBR T , FRBUTSRER
— NS RR : https://www.cisco.com/c/en/us/support/web/tac/tac-customer-file-

uploads.html#cxduploadtoken
0. IRFERE , FEREMUFEPMARE,

10. SERE , EFOK.

FE2 ERER

1. B X ZEISNA ManagerfiWeb Ul

2. %R Configure > £ F>EHERE



https://www.cisco.com/c/zh_cn/support/web/tac/tac-customer-file-uploads.html#cxduploadtoken
https://www.cisco.com/c/zh_cn/support/web/tac/tac-customer-file-uploads.html#cxduploadtoken

3. /T AR REEFMRRI|ETF , HERBFRIF, BRAFTRIFH , QEENHGIEY

WS IRE N E S ER. EFESupport,

Inventory Data Store Update Manager

$oJ Central Management

———
Inventory

4 Appliances found

Appliance Status Identity

Connected
Connected

Connected

Connected

IR, AT TERIBITERN IS,

App Manager

Smart Licensing

Type Actions
Flow Sensor Edit Appliance

Configuration
Manager View Appliance Statistics sl
Data Node Support “ T

Reboot Appliance

K Wi lid
Flow Collector | Dats Swes Shut Down Applance

Remove This Appliance

4. XFEEISEFREEPHNRBIFENE. 2H SHT AT >822 2

<. Central Management Iwentery  DataStore  Update Manager  App Manager  Smart Licensing

Isventory / Appliance Suppost

Appliance Support - Manager

Configuration Files  Audit Logs  Diagnostics Packs

Diagnostics Pack Files

@ Your diagnastics pack includes confidential data. Make sufe you SBve i1 10 & Secine, femote location

Name Size Date

diagrostic-SMC-SMCVE2000-
BEOM FOZE-07-15 VE:23:38 P

shared 192 9pg

diagnostic-SMC-SMCVE2000-

S44M 2025-07-06 20:54:46 PM

-PbEE G250

FE3. EEWeb Ul

Datat F 3 v
More Support Options
For more appliance support options, log in to the Appliance
Adminiteation inerface.
Actions

SN

AR AETFESNARZNEREREUl : BISNAEESRPREEIIE , EHEEFNM,

MREHE IR ZFQDNIPH s , EMN T IRAFT 1R,

1. EXZEISNA ManagerffyWeb Ul

2. % Configure > £ F>EHERE



3. FHARREENNKREDF , HEREFRIIF, AR RI+P K KREENHLEZ
W E KRB WA S EIR, %#View Appliance Statistics, REE 4N iZI&EAdmin UFTF B
—/NFTHY X B8 SRR TR

f.". Ce[’][ra[ Mar]ageﬂ]e nt Inventory Data Store Update Manager App Manager Smart Licensing

—
Inventory

4 Appliances found

Appliance Status Identity 1DN Type Actions

Connected Flow Sensor Edit Appliance

Configuration {

Connected Manager Bl View Appiance Statistics "

> Support
Connected Data Node ep
Reboot Appliance
uuuuuuuuuuuuuuu
Connected Flow Collector [EESay Shut Down Appliance

Remove This Appliance

4. FHEEBEAZIERFRZEEUL, MRRFEHASNA Managers Central ManagementZh&t , &
B3 FrE IR R HWDNS T HTFQDNER EIP#b it https://{IP_or_FQDN_here}S MBI ZFRH , &
EEANEEER AP &%,

S

EE  EEERZFEHEManagers Admin Ul , FE X
URL:https://{Manager_IP_or_FQDN}/smc/index.html



N1 T [ .
csco SECURE

Network Analytics

5. WA 3 2 & & FH Support > Diagnostics Packo

e ' Manager VE

i This applance is managed by a Central Manager. Please gofo §
i Info! This page automatically refreshes every minute - last refi
System

P Address

H AT
Tot T
Dragnostics Pack ,h VM Sered Memory

6. FA U RERE , X F“IBFEIEA"(Encryption Type) , HERIABIPublic Key{R ik IR A
, W& iE¥EShared Passphrase , G EPasswordH]Confirm Password ZEX F i A iZ %1,

. EE M2 HTE £ FSupport Case Managerhy |, B XA A FER A M TACIR
EFE, FiHBARA A Nkey:valueXt , Hi“passphrase”’ 2 %4 , B ERENAT
IBRXHHHRERB, R4 : OF : <your_shared_passphrase>, XAFXZHE
HITRBROLER D,



Create Mew Diagnostics Pack

7 ERGB M EUERRENVME. I8N , ERUTRHE LNBHER,

Creating Diagnostics Pack

Creating ciagnostics pack. .. Please wail

8. TR/ , REFER—MEHE , HP ISR T TR K E/IDownloadZ4ll, ATLAMIELTRE
TR AR ST BV 2 BT B

Creating Diagnostics Pack

~
AR MRETLRIFRIWeb Ul , EFERAEDN, BidSystemConfig3 £

FEANEBREBZN G SITRECL)

o
EE W R HRAARA7.5.02 1 A P AT AL

BENTEER LR EERZRNVOME , EANEBEMNERCLIERK. THLLLESHSRMOT

1. B T2 AR (SSH)HEEBIT 2 H) & 15 FEED T EHSNAR R,

~
AR WREBRENESSHBAWEFREREL NG , 6 TUEARNEREER



%25 (CIMC)SRHE PR E T AR EDILKVM)ZE &,

2. ERAREREZR.

3. BITIEHEFEANSNARSRANTS
SNAZRHRAT7.1.xE7.3.xi21TdoDiagPackin & o

SNAZRHFRR A7 .4 .x1= 1T diagnostics startin T

4. FEFEFTR. FTE

5. W8 X R 7 E/lancope/var/admin/diagnostics/ B & , & #5752 7 “diagnostic-
<Device_type>-<Device_ID>.<YYYMMDD>.<HHHMM>-*.tgz.gpg”

6. FHZ2E HIP(SCP)RSSHX M &t (SFTP)&EF i ( LIWINSCP ) |, ’F4E R STHM
REZ R E B A T E AR RS S

N EEEWE | SNARMIRAT 405 AT —MH AL , 29 MSystemConfigi 4 %
W22 ( £ Aroot credentials > Enter SystemConfig > Navigate to Recovery > Diagnostics
PackfYCLIZ X )

BXREFENFAER , BSRARLENEBIMREREE

£ RCXD LES

- HRIXERGEESS
o HREMEX BRI LM
« R ifFGenerate Tokeniz4l


https://www.cisco.com/c/dam/en/us/td/docs/security/stealthwatch/system_installation_configuration/7_4_1_System_Configuration_Guide_DV_1_7.pdf
https://www.cisco.com/c/dam/en/us/td/docs/security/stealthwatch/system_installation_configuration/7_4_1_System_Configuration_Guide_DV_1_7.pdf
https://mycase.cloudapps.cisco.com/

»

lotes Attachments View case in C50ne CF  View case in Quicker CJ

{# F SystemConfigHh B9 L& 5 h&

- REFETRERNTHEER |, RBE T LLMSystemConfig -> Recovery -> Diagnostics ->
Uploadﬁiﬁﬁﬁﬁtt{%‘%ﬁm J«J\E%h’/‘liﬁ@ﬁ%t'fﬁ |JSR

Enter your case number and token:

B (o o (o oL Lo oo o (o o i o o o o i i o o - (o s o [ o o i o o i o o o o o o G o (o s o o o L o o s o
xCase Number:

xCXD Upload Token:

®

xProxy (Opticnal) - Example:

xProxy Rddress: |

gagagaaqagagagqagaggagagaagaqagaagagaaagagaggagagaagagadaagagagaagagaagad

fEFASNA Web Ul H) L& SRR ( 7.6. 198RS )

« MRA7.6.1HEIBIRA | B TREEMWebUI £ i&Z 12 HTE,

« i5[ECentral Manager InventoryR H. (BE —>EHPEE —>&5~)

- EERNH LEAZHEHIEZ M ActionsKET |, % “View Appliance Dashboard” ( 5%*&%?’“
FIER ) , AREBRERATHRNEENED (IPV4, IPVERENE ). RELEZEN
MRBES , HHAH AFHRZZEH EMR"(Appliance Dashboard) 7T H



- TR TR pwtac-ripJocal

Wiiwane Virtual Platform

MOVE

Ressurcs Snapabst

SR BATELEAL T R AR R RV B4R FT 1A AE

Diagnostic Packs

fypdable Fles 3




Diagnostic Pack

Upload Artifact

HUEHEER

RTTRAE A TXER S M SN RER TR ESRNE S

FFHE3 , HIERThere was an error creating the diagnostics pack. #1 R 17 E R PR 48 IR =R R
BEBEFR , FIRFBMAImIn UlH B FHCreate Diagnostics Packiz4ll g , & = no files are
available ",

Creating Diagnostics Pack

BIELEHIRADER

1. B SSHE ArootRILE F R B/ UITHNIREZ

2. 1Z1T1s-1 Nlancope/var/database/dos/hsgl db/admin/An 43 SA IR IE B MR R



fenf-cds:~# ls -1 /lancope/var/database/dbs/hsgldb/admin/ |
total 2@
-Mw-r—r— 1 tomcat tomcat 16 Apr 28 80:38 admin.lck
-rw-r—r— 1 tomcat tomcat @ Apr 27 17:28 admin.log
=rw=r==r=— 1 tomcat tomcat B4 Apr 27 17:17 admin.properties
1
2
2

-rmw-r—r— 1 tomcat tomcat 2995 Apr 27 17:17 admin.script
drwxr-xr-x 2 tomcat tomcat 4896 Apr 27 17:20 admin.tmp
Hrwxr=xr=x 2 tomcat tomcat 4896 Jun 7 20821 backup|

3. MREM FUERFE , HAF/AFEE Ntomcat, TR
/lancope/var/database/dbs/hsqldb/admin/ B FH R fF7EbackupF B , M AH6IEZE FH
PEEBAIFMENR, ECIZIE F , EiZ1Tovingall -d -m 0755 -0 tomcat -g tomcat
/Iancope’var/database/dbs/hsqldb/admln To

4. =17l /lancope/var/admin/as 5 LA i backups Mldiagnostics ¥ B X2 B FE , AREAIIHNA
FIARBEERE Aroot,

fenf-cds:~# [LL /lancope/var/admin/ |

total 8@

Hrwxrwxr=x 2 root root 4096 Apr 27 86:25 backups |
drwxr-xr-x £ root root Agte Apr T 21:39 cds

—MwW—r—r— 1 roat root B Apr & 22:18 clustersd database
Hrwxrwxr=x 2 root root 4896 Sep 7 2021 diagnostics
=mw=r——r== 1 root root 44 Apr 27 1/:14 hwserial
-mW-r—r— 1 root root B Apr 27 17:18 meminfo
=MW-r—r— 1 root root 69 Apr 27 17:18 model

=MW=r==r== 1 root root 23 Apr 27 17:18 platform
drwxr-xr-x 3 root root 4896 Sep 15 2821 plugins
—MW—-rw—rw— 1 root root 2 Apr 27 18:13 previous_engine_startup_mode
=-MW=r=—r=-= 1 root root 47 Apr 27 17:18 serial

drwxr-xr-=x 2 root root 4896 Apr 7 21:22 ssh

drwxr-sr-x 2 root root 4996 Apr & 82:51 system.d
=MW=w=—== 1 root swadmin 12756 Apr & B2:56 system.xml
drwxrwxrwx 2 root root 4006 Apr 28 o0:25

drwxr-xr-x 2 root root 4896 Sep 7 2821 update

dfwXrwxir—x 4 root tomcat 4896 Apr 8 82:49 upgrade

-MwW=r—r=— 1 root root 36 Apr 27 17:18 wuwid

Frnf rdruo.#®

5. 2 8 /lancope/var/admin/ B &7 T~ 17 #EbackupsMdiagnostics ¥ B 5% , M 4HfE AR G4
BixETEFR:

mkdir /lancope/var/admin/backups

mkdir /lancope/var/admin/diagnostics

6. SRX LB BIEENFREE , BEEHBREKSNARENZH .

MXER

WMFEEMHEL , FHRABMEAZZFFUNTAC). RRANFERHERNIGEE | ERERETH
KREE

AR ZEHF Y - Cisco Systems



https://www.cisco.com/c/zh_cn/support/web/tsd-cisco-worldwide-contacts.html
https://www.cisco.com/c/zh_cn/support/web/tsd-cisco-worldwide-contacts.html
https://www.cisco.com/c/zh_cn/support/index.html
https://www.cisco.com/c/zh_cn/support/index.html

XFHEE
BRRAA IR SHSBEEL ANV RIERTRES, FELRUAFPEETS
AHEEBEITISHINE.,

IR MEERIFANSEE, HEREUARTENIFARRIKYE.

Cisco Systems, Inc. ¥ FENFRVERMERNAIBEMSRE, HFRNECERSEEXRAXY (BEiRfH
)



