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« 75.0EHISNAEESEMAREWESS
« Wireshark# 45

AXRPNEEHRETREZREREFNREREN. AP ERANEEESNERAR
(BN ) BE. NELHNELTEDRS , BHERETHAEGSNEERA,

B =1
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HREWERR —MSNAERE , ARKE. LEMFEHEXEIZEMED TR FRE. 3 FNetFlowhRr

ROTIPFIX , NetFlow/IPFIXER LA L BEZNFE , UAMBXNERENFHAEE , B2, X
FREWEES , NetFlow/IPFIXIEIRFSLMBTEIMSEFER , TrEABEXLERE, RERESTS
LNBEELRERNEATRE , HILSNATLEWeb URKREEF IR FTETXESHENREER
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https://www.cisco.com/c/zh_cn/support/docs/security/stealthwatch-management-console-2200/220518-configure-netflow-ipfix-for-telemetry-in.html
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HEH IR

K ENetFlow/IPFIXiE M 2 1

EWIASNATRE W ER 2 EMN S H SR RNIE ANetFlow/IPFDGERENN | FHATUATIRE :

1. FHEE R EIEEZTSNATRE R E SR EE Ul:https: /< E W E 25 IP# it >/swa/login.html
2. EEMERL , SMBIZE > XE X

3. SMEIT — XX : sw > today > logs

4. BdHsw.logX HHFETHE AT &N %EEB‘ZZFZEE%%EFWH?T%O

5. T HERFPERXLT , SR HE—RUEHE .

18:45:00 I-sch-t: process_5_min_period: begin
18:45:00 I-sch-t: process_5_min_period: periods(177)
18:45:00 S-per-t: Performance Period 177

18:45:00 S-per-t: Engine status Status normal

18:45:00 S-per-t: Processed 6948 flows at 24 fps this period

18:45:00 S-per-t: Processed 4226 biflows at 15 fps this period

18:45:00 S-per-t: Dropped 0 flows this period

18:45:00 S-per-t: Discarded 4358 flows this period due to insufficient template data
18:45:00 S-per-t: Processed 1838743 flows at 35 fps today

18:45:00 S-per-t: Dropped 0 flows today

18:45:00 S-per-t: Discarded 11069 flows today due to insufficient template data
18:45:00 S-per-t: Process instance 0 processed 3372 flows at 12 fps this period
18:45:00 S-per-t: Process instance 0 processed 2066 biflows at 7 fps this period
18:45:00 S-per-t: Process instance 1 processed 3576 flows at 12 fps this period
18:45:00 S-per-t: Process instance 1 processed 2160 biflows at 8 fps this period
18:45:00 S-per-t: Inserted 2048 flow stats at 7 fps this period

18:45:00 S-per-t: Inserted 2013 interface stats at 7 fps this period

18:45:00 S-per-t: Inserted 470932 flow stats at 9 fps today

18:45:00 S-per-t: Inserted 678994 interface stats at 13 fps today

AR BITRTHAT L —RBRERBETR , BERREFR

K ENetFlow/IPFIX#E 4R

E1IANetfFlow/IPFIXIERFZENZER , BIITUTRE -

1.6 AsysadminZIE & K EISNATRE W EBECLI,

2.7£SystemConfig &/ , §MF : Advanced > Packet Capture


https://,
https://,
https://,
https://,
https://,

B AKRESNALE RRHS HERAER ¢

Configure the packet capture below. Once initiated, the packet capture
will stop at either the max duratiom or max packets, whichever comes
first.

Interface:

Host IP Address (Optional):
Port Filter (Optionall:
Duration (1 to 988 Seconds):
Packets (1 to 10@,888):

Start > =Cancel>

4. EFRET Ko

S5ETHNH , BFERAEEAZIIEZISNATREWESERU:https: /< B YW ESS P 1t

>/swa/login.html

6.ELEMMERL , SMEIREF > X XX #
7TEMET—/NXHX : tcpdump

8. R HHIFE TR XM , METHREIA M ITEN , HEWireshark EFTFF :

Browse Files (ftcpdump)

ftcpdump
Parent Directory
s ¢ difiec *

fo- 253.46k May 19, 2024 6:59:12 PM UTC
cds 20240519185411 pecap

9. FEZEWNetFlow/IPFIXEHRHI M,


https://,
https://,
https://,
https://,
https://,
https://,

ea>EF IE E

Destination | Pretocel

5 2024-85-19 12:54:16.246292 10.1.8.253 19.1.3.111 Obs-Domain-ID=
6 2024-85-19 12:54:17.1130863 10.1.8.253 19.1.3.111 CFLOW IPFIX flow (1396 bytes) Obs-Domain-ID= 256 [Data:263]
7 2024-85-19 12:54:17.113228 10.1.8.253 19.1.3.111 CFLOW IPFIX flow (1396 bytes) Obs-Domain-ID= 256 [Data:263]
8 2024-85-19 12:54:17.113985 10.1.8.253 18.1.3.111 CFLOW IPFIX flow (1396 bytes) Obs-Domain-ID= 256 [Data:263]
9 2024-85-19 12:54:17.114885 18.1.8.253 10.1.3.111 CFLOW IPFIX flow { 76 bytes) Obs-Domain-ID= 256 [Data:263]
18 2024-95-19 12:54:18.113145 10.1.8.253 18.1.3.111 CFLOW IPFIX flow (1396 bytes) Obs-Domain-ID= 256 [Data:263]
11 2024-95-19 12:54:18.114129 10.1.8.253 10.1.3.111 CFLOW IPFIX flow (1396 bytes) Obs-Domain-ID= 256 [Data:263]
12 2024-95-19 12:54:18.114236 10.1.8.253 19.1.3.111 CFLOW IPFIX flow ( 352 bytes) Obs-Domain-ID= 256 [Data:263]
13 2024-95-19 12:54:19.114473 10.1.8.253 19.1.3.111 CFLOW IPFIX flow (1396 bytes) Obs-Domain-ID= 256 [Data:263]
14 2024-05-19 12:54:19.114534 10.1.9.253 19.1.3.111 CFLOW IPFIX flow ( 408 bytes) Obs-Domain-ID= 256 [Data:263]
15 2024-95-19 12:54:29.132290 10.1.8.253 19.1.3.111 CFLOW IPFIX flow ( 736 bytes) Obs-Domain-ID= 256 [Data:263]
16 2024-95-19 12:54:21.268759 18.1.9.253 18.1.3,111 CFLOW IPFIX flow { 572 bytes) Obs-Domain-ID= 256 [Data:263]
2924-95-19 12:54:21.807850 ( Obs-Domain-ID= [Data-Template:263]
2024-95-19 12:54:22.303336 10.1.8.253 18.1.3.111 { bytes) Obs-Domain-ID= 256 [Data:263]
19 2824-@5-19 12:54:23,341554 18.1.0.253 10.1.3.111 CFLOW IPFIX flow ( 488 bytes) Obs-Domain-ID= 256 [Data:263]
2024-95-18 12:54:24, 306046 10,1.8,253 18.1.3.111 { bytes) Obs-Domain-ID= 256 [Data:263]

> Frame 17: 158 bytes on wire (1264 bits), 158 bytes captured (1264 bits)
> Ethernet II, Src: VMware_b3:4c:B8e (@@:50:56:b3:4c:Be), Dst: VMware_b3:4c:31 (@9:50:56:b3:4c:31)
Internet Protocol Versienm 4, Src: 18.1.8.253, Dst: 108.1.3.111
r Datagram Protecol, Src Port: 53163, Dst Port:
o NetFlow/IPFIX
Version: 18

Length: 116

*> Timestamp: May 19, 2024 12:54:21.000000000 CS5T
FlowSequence: 15371
Observation Domain Id:

> Set 1 [1d=2] (Data Template): 263

10. RN HMEFREBE RERR L

~ Set 1 [id=2] (Data Template): 263
FlowSet Id: ta Template (V1@ [IPFIX]) (2)

2

IPva ID
IP_SRC_ADDR
IP_DST_ADDR
IP_TOS

IP_DSCP
PROTOCOL

IP TTL MINIMUM
IP TTL MAXIMUM

Field (11/23): TCP_FLAGS
Field (12/23): SRC_AS
(1 IP_SRC_PREFIX
{14/23): SRC_MASK
(15/23): INPUT_SNMP
: DET_AS
IP_NEXT_HOP
: DST_MA
OUTPUT_SNMP
DIRECTION
PKT
FIRST_SWITCHED
LAST_SWITCHED

AE EIE , ERESNARTENZWFIENINNEFERRESN , ¥ TiZR |, #rD
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1. FHEE R EIIEFZISNATEWRES E U https: /< 2 YN & 85 IP b 31k >/swa/login.html

2. 2 EMERE , SMBIZRE > W XH

3. §MEIT —3 K : sw > today > logs

4. BifiswlogX HRETHRE XM ITEY , RREEXKRFEERPITH,
5. E B EREBERX LT

19:20:00 I-sch-t: process_5_min_period: begin
19:20:00 I-sch-t: process_5_min_period: periods(184)
19:20:00 S-per-t: Performance Period 184

19:20:00 S-per-t: Engine status Status normal

19:20:00 S-per-t: Processed 10992 flows at 37 fps this period

19:20:00 S-per-t: Processed 4176 biflows at 14 fps this period

19:20:00 S-per-t: Dropped 0 flows this period

19:20:00 S-per-t: Discarded 0 flows this period due to insufficient template data
19:20:00 S-per-t: Processed 1896017 flows at 35 fps today

19:20:00 S-per-t: Dropped 0 flows today

19:20:00 S-per-t: Discarded 36041 flows today due to insufficient template data
19:20:00 S-per-t: Process instance 0 processed 5575 flows at 19 fps this period
19:20:00 S-per-t: Process instance 0 processed 2195 biflows at 8 fps this period
19:20:00 S-per-t: Process instance 1 processed 5417 flows at 19 fps this period
19:20:00 S-per-t: Process instance 1 processed 1981 biflows at 7 fps this period
19:20:00 S-per-t: Inserted 2878 flow stats at 10 fps this period

19:20:00 S-per-t: Inserted 4510 interface stats at 16 fps this period

19:20:00 S-per-t: Inserted 486734 flow stats at 9 fps today

19:20:00 S-per-t: Inserted 696260 interface stats at 13 fps today
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bain Advanced

Main

Data Collection

Monitor port 2085

Accept flows from any exporter

S

EE : NetFlowhYERIAUR O 22055 , BEALEREEMtRD |, FRAEREBURESRNEIRIR
BESERERAR w0,

K2 A 2 /8 FANetFlow/IPFIXGE N 2 K N etFlowi%k 1

ERIAZ A 28 ANetFlow/IPFIXEN WA SNATRE W EERRIE T , BHITUTRE :

1. FHEEAEIEEFZIISNATRE WEESEEUL:hitps: /<R EWE 28 IP# it >/swa/login.html
2. EEMERE , SMEIZEF > SRRE
3. #aiAik M enable netflowi& & 1:

enable_netflow 1 — O

HXER
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