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AXEPHEEETUT R FE AR

o BRI XIE3130 BB ERZ<10.0.0 ( AEBARZ<140 )
o Bh K HEE B O(FMC)ARZ<10.0.0 ( IERARZ<140 )

AXHEPNEEHRETREXRENEFHNREZEEN, AXEFEANARERZRAERAR
(BN ) BBE. MREHMBLTENRS , FRRETRAERSHIBERE,

BERER
FTD#E F E#R

FTD REAR M EESIZEHRR S — A BRE

« Datapath ( t2#RHLINA )
« Snort 5| %

FTD

Snort Engina (multiple instances)
FTD Dats Intarface LINA Datapath (multiple instances) FTD Data Interface

LINABUIEER R FSnort5| B _RFTDHIEFEMN EES D,

MPF & %

MPFER U TEHH

« class-mapSEXRELE.,
* policy-mapfFiR /R A T RS LB MM SR E
« service-policy® BN ARBKME (EFFEEDO L) RFEEOD,

ThRETs @14



BXRIMEEF MY , ESHASAEERM

https://www.cisco.com/c/en/us/td/docs/security/asa/asa924/configuration/firewall/asa-924-firewall-
config/inspect-service-policy.html

SFTDMXUELREETR :

Table 2. Feature Directionality

Feature Single Interface Direction Global Direction
Application inspection (multiple types) Bidirectional Ingress
MetFlow Secure Event Logging filtering MN/A Ingress
QoS input policing Ingress Ingress
QoS output policing Egress Egress
QoS standard priority queue Egress Egress
TCP and UDP connection limits and timeouts, and TCP sequence Bidirectional Ingress
number randomization
TCP normalization Bidirectional Ingress
TCP state bypass Bidirectional Ingress
User statistics for Identity Firewall Bidirectional Ingress
BLE
aE
172.16.3.0/24
172.16.4.0/24

VRF-201 /{;\

193.51.100.250

N %
Po1.201 1
OUTSIDE1
198.51.100.129/25
172.16.1.0/24 _
179 16,2024 192.0.2.09 Po1.101  Firewall
192.0.2.1/24 —
I/N'_":‘\" 1 T 1 . I
1 1 1
\-_-./ VRF-101 INSIDE  [=—=——=
Pot.202 VRF-202  ISP2
O reiDES 198.51.100.99
198 51.100.1/25 S0
/A
Nl %
172.16.5.0124

172.16.6.0/24


https://www.cisco.com/c/en/us/td/docs/security/asa/asa99/configuration/firewall/asa-99-firewall-config/inspect-service-policy.html#ID-2094-0000011d
https://www.cisco.com/c/en/us/td/docs/security/asa/asa99/configuration/firewall/asa-99-firewall-config/inspect-service-policy.html#ID-2094-0000011d

ZRIAMPFE & (10.0.0):

<{froot>

firewall#
show run policy-map

|
!
policy-map type inspect dns preset_dns_map
parameters
message-Tlength maximum client auto
message-Tength maximum 512
no tcp-inspection
policy-map type inspect ip-options UM_STATIC_IP_OPTIONS_MAP
parameters
eool action allow
nop action allow
router-alert action allow
policy-map global_policy
class inspection_default
inspect dns preset_dns_map
inspect ftp
inspect h323 h225
inspect h323 ras
inspect rsh
inspect rtsp
inspect sqlnet
inspect skinny
inspect sunrpc
inspect sip
inspect netbios
inspect tftp
inspect icmp
inspect icmp error
inspect ip-options UM_STATIC_IP_OPTIONS_MAP
class class_snmp
inspect snmp
class class-default
set connection advanced-options UM_STATIC_TCP_MAP

firewall#
show run cl ass- map

|

class-map inspection_default
match default-inspection-traffic
class-map class_snmp

match port udp eq 4161
|

firewall#
show run service-policy

service-policy global_policy global



FE1.EFTDEE BEASIPR

WESHPERZEFTD LINAGIZHREZERASIPRE, —MNER TR R K ERH SSIPAE< ST
q”i%um;aﬂﬁil##ﬁ*ﬁﬁo

BRRTT B
HERASIPRNZH , BEXBAECNATHERE

<tfroot>

firewall#

packet-tracer input INSIDE udp 172.16.1.1 5060 172.16.3.1 5060

Phase: 8

Type: | NSPECT

Subt ype: inspect-sip

Result: ALLOW

Elapsed time: 34788 ns
Config:

cl ass-nmap inspection_default

mat ch defaul t-inspection-traffic

policy-map gl obal _policy



cl ass inspection_default

i nspect sip

servi ce-policy global _policy gl oba

Additional Information:

Result:

input-interface: INSIDE(vrfid:0)
input-status: up

input-line-status: up
output-interface: OUTSIDE1(vrfid:0)

output-status: up
output-line-status: up

Action: allow

Time Taken: 326018 ns

S REASIPRNN T EZERM
fERFZE 1 MFTD CLISH CLIZASIP

<ffroot>

>
configure inspection sip disable

Building configuration...
Cryptochecksum: ef7528dc 7338986d 6714a3a2 4770528e

7818 bytes copied in 0.250 secs
[OK]

AN

<tfroot>

>



show runni ng-config policy-map | include sip

fERF R 2 : EAFlexConfigZFSIP

EFMC L , M Ei& &> FlexConfig 3 £ ZFlexConfigqy & :

P
Add FlexConfig Object
Name:

[ Disable_SIP ]
Description:

[ )

A Copy-pasting any rich text might introduce line breaks while generating CLI. Please verify the CLI before deployment.

Deployment: [Once A Type: [Append v ]

policy-map global_policy
class inspection_default
no inspect SIP

policy-map global_policy
class inspection_default
no inspect sip

R % FlexConfigik g , AASFiEIEPreview Config A H# 1T :



Preview FlexConfig @

Select Device:

| mzafeiro_FTD3100-2 y |

access-group CsM_FW_ALL_ glopal
Iconfigure session LINA_UNSUPPORTED
policy-map global_policy

class class-default

class inspection_default

exit

Icommit noconfirm revert-save
lconfigure session LINA_UNSUPPORTED
no dp-tcp-proxy

Icommit noconfirm revert-save

###Flex-config Appended CLI ###
policy-map global_policy

class inspection_default
no inspect SIP

&Ja , BE R,

HiA

<#root>
firewall#

show run policy-map | include sip

firewall#

AR — BFREMLINAEZRPBRINANSIPESR , MEFHTSIPRNENATEMELELE, &1
DERAE SR ANSIPES

<#root>

firewall#



show conn port 5060

E52. Z RS EENAISIPR N

EARESH , BERER K2 ERERISIPRI :

X LR

« R :172.16.1.0/24
+ DST:172.16.3.0/24

XA — N RE AT BER S SIPHX BB TR FE 2 0T 357

RRTT B

{# FAFlexConfig.

£1F%

ILE

S B3 R (Objects)>17 7] 5l R (Access List)>¥ & (Extended) , ARSI ELEMAXFTENT EiFR

Pk, &

WE

AMEE A “BELE"(Block)#4E , By B BEFRISERE,

42N

N nAllow 1 I LA e fig 5 5%

New Extended Access List Object

Name

SIP_flows

Entries (2
Sequence Action Source Source Port Destination Destination Port
TCP (Bl 5060
172161.0/24 17216.3.0/24

@ Block  172161.0/2 216.3.0/2 UDP (17):5060

TCP (615060

Allow

D Al UDP (17):5060

Allow Overrides

Application

Users SGT

Page | 1 of 1

S

 BRE VAN PR EEESIPHRE(TCP/UDP 5060),

£ {8 & Cisco Bug




N csCvw3s444Z B O BTN R E AL MESIPHE -
BfFH -

policy-map type inspect sip pmap_test
]
traffic-non-sip --—-—->ZRIA 7 o iF,
IR RABRT , 2EFESIPRE :
policy-map type inspect sip pmap_test
S8
no traffic-non-sip -——->ERINEBE R EF.

ciscoasa
SIP::SIPZ# : Minside:192.0.2.1.230/1025%outside:192.0.2.230/506089SIPII R F53K ; no
traffic-non-sip: E4E IESIPR £

g2%

£ A 5SIPA a2 4 51 TR (ACL) L fi 9 J< R 5 Al 2 FlexConfight & , HfFH 5 A Fglobal_policy:

Add FlexConfig Object

Mame:

@
Disable_SIP_for_networks |

)

A Copy-pasting any rich text might introduce line breaks while generating CLI. Please verify the CLI before deployment.

= Deployment:

Type: | Append w

class-map SIP_CMAP

match access-list $5IP_flows
policy-map global_policy
class inspection_default
no mnspect sip

class SIP_ CMAP

inspect sip

Description:

Once

~ Variables

Name

Dimension Default Value Property

(Type:Name) Override
SIP_flows

Description
SINGLE SIP_flows

EXD_ACL:SIP_fl... false

Cance' m

B iE A FlexConfigfi &R :


https://tools.cisco.com/bugsearch/bug/CSCvw35444

class-map SIP_CMAP
match access-Tist $SIP_flows
policy-map global_policy
class inspection_default

no inspect sip

class SIP_CMAP

inspect sip

Bl Epermit ACLEY , REFEHEMH (4l , put protocol ports ) , LU G EMEERNCPUSIE,
AESHIRAREEMUFED , Rt JAEEF~hERER,

36 1F 1

<ffroot>

firewall#

show run policy-map | begin gl oba

policy-map global_policy
class inspection_default

inspect dns preset_dns_map

inspect ftp

inspect h323 h225

inspect h323 ras

inspect rsh

inspect rtsp

inspect sqlnet

inspect skinny

inspect sunrpc

inspect netbios

inspect tftp

inspect icmp

inspect icmp error

inspect ip-options UM_STATIC_IP_OPTIONS_MAP
class class_snmp

inspect snmp

class Sl P_CNVAP

i nspect sip

class class-default
set connection advanced-options UM_STATIC_TCP_MAP

firewall#



show run cl ass- map

cl ass-map Sl P_CVAP

mat ch access-list SIP_flows

class-map inspection_default
match default-inspection-traffic

class-map class_snmp

match port udp eq 4161

firepower#

show run access-list SIP_flows

access-1list SIP_flows extended deny object-group ProxySG_ExtendedACL_150323855735 172.16.1.0 255.255.25
access-1list SIP_flows extended permit object-group ProxySG_ExtendedACL_150323855739 any any

firepower#

show access-list SIP_flows

access-1list SIP_flows; 4 elements; name hash: Oxb2b7de4d

access-1list SIP_flows
access-1list SIP_flows
access-1list SIP_flows
access-1list SIP_flows
access-1list SIP_flows
access-1list SIP_flows

K2

Tine
Tine
Tine
Tine
Tine
Tine

1

1
1
2
2
2

extended
extended
extended
extended
extended
extended

deny object-group ProxySG_ExtendedACL_150323855735 172.16.1.0 255
deny tcp 172.16.1.0 255.255.255.0 172.16.3.0 255.255.255.0 eq sip
deny udp 172.16.1.0 255.255.255.0 172.16.3.0 255.255.255.0 eq sip
permit object-group ProxySG_ExtendedACL_150323855739 any any (hit
permit tcp any any eq sip (hitcnt=0) Ox60e34fab
permit udp any any eq sip (hitcnt=0) Oxdae62994

R ESIPR MK ER R EE B deny=true:

<#root>

firewall#

packet-tracer input INSIDE udp 172.16.1.1 5060 172.16.3.1 5060 detail | begin | NSPECT



Type: | NSPECT

Subt ype: inspect-sip

Result: ALLOW
ETapsed time: 37910 ns
Config:

cl ass-map Sl P_CVAP

mat ch access-list SIP_flows

policy-map gl obal _policy

cl ass Sl P_CVAP

i nspect sip

servi ce-policy global _policy gl oba

Additional Information:
Forward Flow based Tookup yields rule:
in id=0x14af42cfa810, priority=70, domain=inspect-sip,

deny=true

hits=1

, user_data=0x000014af4570beal, cs_id=0x0, use_real_addr, flags=0x0, protocol=0

src ip/id=172.16.1.0, mask=255.255.255.0, port=0, tag=any



dst ip/id=172.16.3.0, mask=255.255.255. 0, port=5060, tag=any,

dscp=0x0, input_ifc=INSIDE(vrfid:0), output_ifc=any

M SIP#NK ER R E EBdeny=false:

<ffroot>

firewall#

packet-tracer input INSIDE udp 172.16.2.1 5060 172.16.3.1 5060 detail | begin I NSPECT

Type: | NSPECT

Subtype: inspect-sip

Result: ALLOW
ETlapsed time: 34788 ns
Config:
class-map SIP_CMAP
match access-Tist SIP_flows
policy-map global_policy
class SIP_CMAP
inspect sip
service-policy global_policy global
Additional Information:
Forward Flow based Tookup yields rule:
in 1d=0x14af459099d0, priority=70, domain=inspect-sip,

deny=f al se

hits=1, user_data=0x000014af4570beal, cs_id=0x0, use_real_addr, flags=0x0, protocol=0

src ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any

dst ip/id=0.0.0.0, nmask=0.0.0.0, port=5060, tag=any,



i3

LB X EREHRREEN | sipREITHEREM :

<ffroot>

firewall#

show service-policy inspect sip

Global policy:

Service-policy: global_policy
Class-map: inspection_default
Class-map: class_snmp
Class-map: SIP_CMAP

Inspect: sip ,

packet 2

, lock fail 0, drop 0, reset-drop 0, 5-min-pkt-rate 0 pkts/sec, v6-fail-close 0 sctp-drop-override 0
tcp-proxy: bytes in buffer 0, bytes dropped 0

firewall#

packet-tracer input INSIDE udp 172.16.2.1 5060 172.16.3.1 5060

firewall#

show service-policy inspect sip

Global policy:

Service-policy: global_policy
Class-map: inspection_default
Class-map: class_snmp
Class-map: SIP_CMAP

Inspect: sip ,

packet 3

, lock fail 0, drop 0, reset-drop 0, 5-min-pkt-rate 0 pkts/sec, v6-fail-close 0 sctp-drop-override 0
tcp-proxy: bytes in buffer 0, bytes dropped 0



ESE3 N BEEINEHETCPRESK

EAESH , ERNXEME 2 HBRERS ATCPIRAZRE

« R :172.16.2.0/24
+ DST:172.16.3.0/24

BE  FRUEATCPIRAZE |, B LU HE BB EIEXS PR I8 it B R 75 7%

FRRITR A

g1

Bl CE M XRERY BACL:

New Extended Access List Object

g2%

MHame
TCP_Bypass
Entries (1)
Sequence Action Sourc Source Port Dastination Destination Port Application Users 5GT
1 B Alow 17216.2.0/24 17216.3.0/24
Disg Page | 1 1
Allow Overrides
oot (23

REDEALAFTDM T REHIREE(ACP) , BESRREET~ , ARYIRE R HRS KA, 11EF

AR, REERET —F,

B35




EFEF RACL:

Threat Defense Service Policy ®@
@ Interface Object ° Traffic Flow 3 | Connection Setting
Extended Access List:
[ TCP_Bypass ~ ]
g4F

Threat Defense Service Policy ®
@ Interface Object @ Traffic Flow o Connection Setting
Enable TCP State Bypass
Connections: Maximum TCP & UDP Maximum Embryonic

Lo | (o
Connections Per Client: Maximum TCP & UDP Maximum Embryonic

0 J [0

Connection Syn Cookie MSS: 1380

Connections Timeout: Embryonic Half Closed Idle
00:00:30 00:10:00 00:02:00
Detection Timeout Detection Retries
00:00:15 5

<< Previous Finish Cancel

HI]5

1% Finish, OK, SaveA#Deploy,



<{froot>

firewall#

show run policy-map gl obal _policy

|
policy-map global_policy
class inspection_default
inspect dns preset_dns_map
inspect ftp
inspect h323 h225
inspect h323 ras
inspect rsh
inspect rtsp
inspect sqlnet
inspect skinny
inspect sunrpc
inspect netbios
inspect tftp
inspect icmp
inspect icmp error
inspect ip-options UM_STATIC_IP_OPTIONS_MAP

cl ass cl ass_nmap_TCP_Bypass

set connection random sequence-nunber disable

set connection advanced-options tcp-state-bypass

class class_snmp

inspect snmp

class class-default

set connection advanced-options UM_STATIC_TCP_MAP

AE . EZBIHFMCHRA ( f16.x ) A, &R LAE A FlexConfigBt ETCPIRAS B . ERAMRAHF
S INGE -



Error - Unsupported CLI

A set connection advanced-options tcp-state-bypass

ik

<tfroot>

firewall#

packet-tracer input INSIDE tcp 172.16.2.1 1111 172.16.3.1 80 detail | begin CONN

Type: CONN-SETTINGS
Subtype:

Result: ALLOW
ETapsed time: 334 ns
Config:

cl ass-map cl ass_nmap_TCP_Bypass

mat ch access-1list TCP_Bypass

policy-map gl obal _policy



cl ass cl ass_nmap_TCP_Bypass

set connection conn-max 0 enbryonic-conn-nmax 0 random sequence-nunber di sabl e syn-cooki e-nmss 1380

set connection advanced-options tcp-state-bypass

service-policy global_policy global
Additional Information:
Forward Flow based Tookup yields rule:
in id=0x14af45906b70, priority=7, domain=conn-set, deny=false

hits=1
, user_data=0x000014af45906df0, cs_id=0x0, use_real_addr, flags=0x0, protocol=0

src ip/id=172.16.2.0, mask=255.255. 255.0, port=0, tag=any

dst ip/id=172.16.3.0, mask=255.255.255.0, port=0, tag=any,

dscp=0x0, input_ifc=INSIDE(vrfid:0), output_ifc=any

1£554. Traceroute® HI& X

Bl R SR

FEFTD LB EFASNAT , U TINSIDE#E O /SEIIIP 172.16.1.17EOUTSIDE1EH LE R K
198.51.100.200:



Firewall Management Center
5 | Network polic

iliilis
(351

ooy Q@ @ wimin -

Policie o | HGFW NAT Policy Editor

NAT [ Show Warnings [ Cancel
Rules MAT Exemptions  Policy Assignments (1)
:::::T: W Fintes Rules A Rule
T Original Packet Translated Packet
© #  Ometon  Tpe mihco e ol i e |I== i Tomatet  optons
AT Rutes Before
- i & Static INSIDE_TONE CUTSIDE_ZONE hostI720611 A 19851100200 Ensfalse
AR5, MISP13$198.51.100.200 ( £#1172.16.1.1 ) i={Ttraceroute:
172.16.3.0024
172.16.4.0/24
VRF-201 o
19851100250 | M
17216.1.1 <> 198.51.100.200 Po1.201 1Sp1
172.16.1.1 B QUTSIDE
L 198.51.100.129/25
172.16.1.0/24 .
172.16.2. 024 182.0.2.99 Po1.101 Firzwall
T 192.0.2.1/24
Ir/\;‘-l |:|:|
| i ! 1 1 1
\\.. KI VREF-101 INSIDE —
OUTSIDEZ 198.51.100.99
188.51.100.1/25 e P
"W
K!(T&f
172.16.5.0/24
172.16.6.0/24
<#root>
routerl#

traceroute vrf VRF-201 198.51.100. 200

Type escape sequence to abort.
Tracing the route to 198.51.100.200
VRF info: (vrf in name/id, vrf out name/id)

1 192.0.2.99 1 nmsec 1 nsec *




B

{EFTDELE , {Ftraceroute 5 k5 H PTEL :

<#root>

routerl#

traceroute vrf VRF-201 198.51.100. 200

Type escape sequence to abort.
Tracing the route to 198.51.100.200
VRF info: (vrf in name/id, vrf out name/id)

1 198.51.100.129 1 nsec 1 nsec *

2 198.51.100.200 1 nmsec 2 msec *

R B

ZRTRIEFHIMRESR :
1R TTL:

Threat Defense Service Policy @

I 1 ivterface Object Traifhe Flow a G thon Satting
|_| Enstin TCP Sraibs Bypads E Rarssamits TOP Sooquenos Nusber ﬂ Erubiy Docremesn TTL
Connpctions: Maximum TCP & UDP Blawimiim Ensbepnni

[ Q [ Q
Connections Par Client: Maximum TCP £ UDP Maximum [mbeyonic

a Li]

Conmeciion Sy Cookie M55 | NEED
Connections Timacut Embiryams Hall Closed Idbe

QOHDE A0 [Lagladrr] [rlE=zr ] ]
[ Reset Conrection Upon Timeout

Datesction Timeout Detection Retries
[ ] Detict D Cornadtioni . 3
[ D015 &

o) Previcun Finlgh Carwzed




B ®a , traceroute2 & REFNIBR A

<{froot>

routerl#

traceroute vrf VRF-201 198.51.100. 200

Type escape sequence to abort.
Tracing the route to 198.51.100.200
VRF info: (vrf in name/id, vrf out name/id)

1 198.51.100.129 1 nsec 1 nsec *

2 192.0.2.99 1 msec 1 msec *

2.2 AICMPEHIREN

Add FlexConfig Object

Name:

[ Modify_Traceroute ]

Description:

[ |

A Copy-pasting any rich text might introduce line breaks while generating CLI. Please verify the CLI before deployment.

Deployment: [Once v ] Type: Append

policy-map global_policy
class inspection_default
no inspect icmp error

policy-map global_policy
class inspection_default
no inspect icmp error

A




traceroute & IR EHLAYFERNAT IP#E it FIFTDIEE O IP#e 3

<{froot>

routerl#

traceroute vrf VRF-201 198.51.100. 200

Type escape sequence to abort.
Tracing the route to 198.51.100.200
VRF info: (vrf in name/id, vrf out name/id)

1 198.51.100.129 1 nmsec 1 nsec *

2 198.51.100.200 1 nsec 2 nsec *

ES5. R EEEER
ER

FUHRAER ESA1E

« Y : TCP
e R :172.16.11
« DST:172.16.5.1

PSS

EZRESINRNEN , CEEFEARS KK,

g1

SMBNR>RFIK , AECIRTEARXRENT RACL:



New Extended Access List Object

MHame
[ TCP_conn_timeout_ACL ]

Entries (1}

Sequence Action Source Source Port Destination Dastination Port

Application

1 B alew 1721611 Any 17216.51 TCP (6]

[ Allow Overrides

Displaying 1-1of Trows ¢ < pEgEE]OII » 3O

e ()

g2

ERLSR1H I EACLE BEMPFERE

Thredt Defense Service Policy ]

1 | inbarface Obfact 1 Conrwction Setting

Exrteried Access List
TER_conn_Bmecut ACL w

REEEZHER

€ Tratic Fow

Threat Defense Service Policy @

1) interface Object 2| Tratfic Fiow ) connection setting

[ Eruatie TCP State Bypass B Rendomine TOP Sequence Mumber || Erable Decrermant TTL

Maximum TCPEUDP  Maximums Embryonic
[0 ] [ o
Maximum TCPEUDP  Maimums Embryonic
[.:. |2

Connasction Syn Coakie MES: 1380

o tian S:

Connecticns Per Clien:

Cennections Timeous: Embryare M Clesed iate

[-:-:n:-a:na | [ seete [u.amm ]
[l Rersert Comrvrmpction Lipan Timeod
Fu ] TEr— Dateotion Timsout Datection Retries

l DOEB0:TS ] [ 5

<< Prividue Finish

MET—ESHRERAN , RN ZANEHERES




Threat Defense Service Policy

@ By dela, wralfic undergors Seep il IFdgaction iE part of AC policy evalation, Howsser, Tof the
TCP State Bypass featune 1o be effectivg, it ks recomemended 1o awoid deeD packet inspection

configuring a pre-Titer Fasipati nae commesponding to TCP state bypass trafic

L Interface Dbject TraMio Flow Ciprreps; tipn Betting

TCR_ o timeaut ACL

A

ESNFNRERHAEE

<#root>

policy-map global_policy
class inspection_default
inspect dns preset_dns_map
inspect ftp
inspect h323 h225
inspect h323 ras
inspect rsh
inspect rtsp
inspect sqlnet
inspect skinny
inspect sunrpc
inspect netbios
inspect tftp
inspect icmp
inspect ip-options UM_STATIC_IP_OPTIONS_MAP
inspect sip

cl ass class_nmap_TCP_conn_ti neout _ACL

set connection tineout idle 168:00:00

class class_snmp

inspect snmp

class class-default

set connection advanced-options UM_STATIC_TCP_MAP

BoIM172.16.1.18172.16 5. 19 TCPiERE , HREFTDHIEEX :

<ttroot>



firewall#

show conn | ong address 172.16.5.1

TCP OUTSIDE2: 172.16.5.1/23 (172.16.5.1/23) INSIDE: 172.16.1.1/29389 (172.16.1.1/29389), flags UIoNIN7,

ti neout 7DOh

, bytes 349, flow id 72, Snort id 6, rule id 268439559, Rx-RingNum 27, Internal-Data0/1
Initiator: 172.16.1.1, Responder: 172.16.5.1
Connection lookup keyid: 890

£556. B FTD# TBGP & BRI
Bl R SR
BEFTDEEBGPLE. BGPLEREMEM HMHKIE,

172.16.3.0/24
172.16.4.0/24
——VRF201 A
198.51.100.250

Authenticated BGP session
_—— Po1.201
172.16.1.1 ) — QUTSIDE1
N — 198.51.100.129/25

17216.1.0224 192.0.2.99 Po1101  Firewal

172.16.2.0/24
s 192.0.2.1/24
II.,/\ P xm_l . : . : .
4. T 1
S WRF-101 INSIDE L1

Fo1.202
OUTSIDE2
198.51.100.1/25

VRF-202 ISP2
198.51.100.99

SN

172.16.5.0/24
172.16.6.0/24

;1IN

EARIANFTDEER , FR2EBUBGP4E. EHMHRL , BAUEE .



<ffroot>

routerl#
*May 21 07:51:23.595:

9% CP- 6- BADAUTH: I nvalid MD5 di gest

from 192.0.2.99(24591) to 198.51.100.250(179) tableid - 3
*May 21 07:51:25.595: %TCP-6-BADAUTH: Invalid MD5 digest from 192.0.2.99(24591) to 198.51.100.250(179)
*May 21 07:51:29.595: %TCP-6-BADAUTH: Invalid MD5 digest from 192.0.2.99(24591) to 198.51.100.250(179)

HEFTDLE |, BB IMIRIIFTEZEIBGP TCPE#R ( EEFERRMUZEWTCP SYNBIEE )

<tfroot>

firewall#

show conn port 179

3 in use, 16 most used
Inspect Snort:
preserve-connection: 2 enabled, 0 in effect, 15 most enabled, 0 most in effect

TCP OUTSIDE1l 198.51.100.250:41090 INSIDE 192.0.2.99:179, idle 0:00:00, bytes O,

flags aA N1

TCP OUTSIDE1l 198.51.100.250:179 INSIDE 192.0.2.99:53629, idle 0:00:02, bytes O,

flags aA N1

BRRTT B

EATBEIFTDN S HRIEBGPRE , BFUHBATRANZRMY

1. BMAHFTCP MD5 ( 1ET19 ) BEFTD,
2. HIMEERATCPF SIS REHLL,



ZIAMER T AFTCP MD5IEIN :

9.6(2)  Default handling of the named options was changed to allow a packet if it
contains a single option of a given type, and drop the packet if there are more
than one option of that type. Also, the md5, mss, allow multiple, and mss
maximum keywords were added. The default for the MD5 option was changed

frem clear to allow.

<#root>

firewall#

show run all tcp-mp

|
tcp-map UM_STATIC_TCP_MAP
no check-retransmission
no checksum-verification
exceed-mss allow
queue-1limit 0 timeout 4
reserved-bits allow
syn-data allow
synack-data drop
invalid-ack drop
seq-past-window drop
tcp-options range 6 7 allow
tcp-options range 9 18 allow
tcp-options range 20 255 allow
tcp-options selective-ack allow
tcp-options timestamp allow
tcp-options window-scale allow
tcp-options mss allow

tcp-options nd5 al | ow

ttl-evasion-protection
urgent-flag allow
window-variation allow-connection

£ REMTCPI%EF S (ISN)BEALIL

<tfroot>

>
configure tcp-randonizati on disable

Building configuration...



Cryptochecksum: f8ac5587 7ccc635e bff886al bcab820c

8284 bytes copied in 0.260 secs
[OK]
>

%} (BESE ) tEEBCPERTEENYT RIFRFIX

New Extended Access List Object @

(s )

Entries (2)

Sequence Action  Source Source Port Destination Destination Port Application Users SGT
1 ABow  192.0.2.99 Any 198.51100.250 TCP (6):179 Any Any ¢a
2 Aiow  198.51100.250 Any 192.0.2.99 TCP (61179 Any Any en

Displaying 1 -2 of Zrows ¢ « Page@un » e

[ Allow Overrides

FER B P AR SS R R TCPRF 5 SBEALL -

Threat Defense Service Policy ©)
@ Interface Object @ Traffic Flow e Connection Setting
D Enable TCP State Bypass D Randomize TCP Sequence Number C] Enable Decrement TTL
Connections: Maximum TCP & UDP Maximum Embryonic

o | o )
Connections Per Client: Maximum TCP & UDP Maximum Embryonic

E J (0 )

il

EHNFNRERHAEE



<ffroot>

policy-map global_policy
class inspection_default
inspect dns preset_dns_map
inspect ftp
inspect h323 h225
inspect h323 ras
inspect rsh
inspect rtsp
inspect sqlnet
inspect skinny
inspect sunrpc
inspect netbios
inspect tftp
inspect icmp
inspect ip-options UM_STATIC_IP_OPTIONS_MAP
inspect sip

cl ass cl ass_map_BGP_ACL

set connection random sequence-nunber disable

class class_snmp

inspect snmp

class class-default

set connection advanced-options UM_STATIC_TCP_MAP

BGPLEREEFTDEY :

<#root>

firewall#

show conn | ong port 179

TCP QUTSI DE1: 198.51.100. 250/ 49863 (198. 51. 100. 250/ 49863) | NSIDE: 192.0.2.99/179 (192.0.2.99/179), flags

, idle 44s, uptime 1m40s, timeout 1hOm, bytes 274, flow id 111, Snort id 3, rule id 268439559, Rx-RingN

Initiator: 198.51.100. 250, Responder: 192.0.2.99

Connection lookup keyid: 83487134



52 B5 . AALNBCPRBR BRI R ORREMAN | LIRS Snortie .

£557 FEEER N (DCD)

R

EFTD LN R EEH172.16.3. 19 TCPH&E EDCD.
S

DCDXX T :

https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-
config/100/management-center-device-config-10-0/advanced-access-service-
policies.html#id 71048

1L.$MENR>E AR, RECIREEMEXREN R IR.

2 JRE D BB NIERIACP |, BfnElAdvancedit Il |, AF%#E Threat Defense ServiceZRBE LA/
DCD:

Threat Defense Service Policy

Ierface Dbject Traltie Fiow ﬂ- Connection Setting

Erable TEP Shabe Bynas faraiomice TEE Sequeron Mumber Enabis Dacramant TTL

Macxirmum TEP & UDE Maxirrramn Embryonic

onnections Per Clien Maimum TEPBUDP st Embryenis
Emaryonk: aalf Elcned [
' _____ Betecion Timeo Cotecon ees
Previos Firiah Canc

EHENEE :


https://www.cisco.com/c/en/us/td/docs/security/asa/asa84/configuration/guide/asa_84_cli_config/conns_connlimits.html#wp1091018
https://www.cisco.com/c/en/us/td/docs/security/asa/asa84/configuration/guide/asa_84_cli_config/conns_connlimits.html#wp1091018
https://www.cisco.com/c/en/us/td/docs/security/asa/asa84/configuration/guide/asa_84_cli_config/conns_connlimits.html#wp1091018

access-1list DCD_ACL extended permit object-group ProxySG_ExtendedACL_81604390279 any host 172.16.3.1
|
class-map class_map_DCD_ACL
match access-Tist DCD_ACL
policy-map global_policy
class class_map_DCD_ACL
set connection timeout dcd

BITRE

B EFTDHRUAER GIRERE

<#root>

firewall#

capture CAPlI interface INSIDE match tcp host 172.16.3.1 any

firewall#

capture CAPO interface QUTSIDE1L match tcp host 172.16.3.1 any

WP KR M TCPIES: !

<#root>

firewall#

show conn long address 172.16.3.1 | begin 172.16.3.1

TCP OUTSIDEl: 172.16.3.1/23 (172.16.3.1/23) INSIDE: 192.0.2.99/23241 (192.0.2.99/23241), flags UIO NIN7
ide 1ml8s

, uptime 1m22s,

timeout 5nDs

, bytes 129, flow id 127, Snort id 4, rule id 268439559, Rx-RingNum 13, Internal-Data0/1

Initiator: 192.0.2.99, Responder: 172.16.3.1



DCD probes sent: Initiator 0, Responder 0 Connection lookup keyid: 76292550

&4 , B KGR P RERDCOBFES :

<ffroot>

firewall#

show capture

capture CAPI type raw-data interface INSIDE [
Capturing - O bytes

]
match tcp host 172.16.3.1 any
capture CAPO type raw-data interface OUTSIDE1 [

Capturing - O bytes

]
match tcp host 172.16.3.1 any

HZEFERR D Z BN |, FTDLENRM B iR REHENTCP ACKIER -

<tfroot>

firewall#

show conn |l ong address 172.16.3.1 | begin 172.16.3.1

TCP OUTSIDEl: 172.16.3.1/23 (172.16.3.1/23) INSIDE: 192.0.2.99/23241 (192.0.2.99/23241), flags UIO NIN7
idle 4nmb9s

, uptime 5m3s, timeout 5mOs, bytes 129, flow id 127, Snort id 4, rule id 268439559, Rx-RingNum 13, Inte
Initiator: 192.0.2.99, Responder: 172.16.3.1
DCD probes sent: Initiator 0, Responder 0 Connection lookup keyid: 76292550

firewall#

show conn |l ong address 172.16.3.1 | begin 172.16.3.1



TCP OUTSIDEl: 172.16.3.1/23 (172.16.3.1/23) INSIDE: 192.0.2.99/23241 (192.0.2.99/23241), flags UIO NIN7

idle Os

, uptime 5m3s, timeout 15s, bytes 129, flow id 127, Snort id 4, rule id 268439559, Rx-RingNum 13, Inter
Initiator: 192.0.2.99, Responder: 172.16.3.1

DCD probes sent: Initiator 1

, Responder 0 Connection lookup keyid: 76292550

firewall#

show conn | ong address 172.16.3.1 | begin 172.16.3.1

TCP OUTSIDEl: 172.16.3.1/23 (172.16.3.1/23) INSIDE: 192.0.2.99/23241 (192.0.2.99/23241), flags UIO NIN7
Initiator: 192.0.2.99, Responder: 172.16.3.1

DCD probes sent: Initiator 1, Responder 1

Connection lookup keyid: 76292550

MRRANRFIILEEZRITATES

<ffroot>

firewall#

show capture CAPI

3 packets captured

1: 09:01:30.433952 802.1Q vlan#101 PO 172.16.3.1.23 > 192.0.2.99.23241: . ack 3271882019 win 32757
2: 09:01:30.434334 802.1Q vlan#101 PO

192.0.2.99.23241 > 172.16.3.1.23: . ack 1746306341 wi n 32746

3: 09:01:30.955654 802.1Q vlan#101 PO 172.16.3.1.23 > 192.0.2.99.23241: . ack 3271882019 win 32757
3 packets shown
firewall#

show capture CAPO



3 packets captured
0.2.99.23241 > 172.16.3.1.23: . ack 111661490 win 32746
0.2.99.23241 > 172.16.3.1.23: . ack 111661490 win 32746

1: 09:01:30.434364 802.1Q vlan#201 PO 192.
2: 09:01:30.955288 802.1Q vlan#201 PO 192.
3: 09:01:30.955639 802.1Q vlan#201 PO

172.16.3.1.23 > 192.0.2.99.23241: . ack 3875469573 win 32757

3 packets shown

firewall#

show conn |l ong address 172.16.3.1 | begin 172.16.3.1

TCP OUTSIDEl: 172.16.3.1/23 (172.16.3.1/23) INSIDE: 192.0.2.99/23241 (192.0.2.99/23241), flags UIO NIN7
idle 1n29s

, uptime 6m33s, timeout 5mOs, bytes 129, flow id 127, Snort id 4, rule id 268439559, Rx-RingNum 13, Int
Initiator: 192.0.2.99, Responder: 172.16.3.1
DCD probes sent: Initiator 1, Responder 1 Connection lookup keyid: 76292550
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https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-
config/100/management-center-device-config-10-0/advanced-access-service-
policies.html#id 71048



https://www.cisco.com/c/zh_cn/td/docs/security/secure-firewall/management-center/device-config/100/management-center-device-config-10-0/advanced-access-service-policies.html#id_71048
https://www.cisco.com/c/zh_cn/td/docs/security/secure-firewall/management-center/device-config/100/management-center-device-config-10-0/advanced-access-service-policies.html#id_71048
https://www.cisco.com/c/zh_cn/td/docs/security/secure-firewall/management-center/device-config/100/management-center-device-config-10-0/advanced-access-service-policies.html#id_71048
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