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<tfroot>

device#

pi ng 192.0. 2. 250

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 192.0.2.250, timeout is 2 seconds:

Success rate is 0 percent (0/5)
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<{froot>

device#

show arp

NET200 192.0. 2. 250 0000. 5e00. 5301

47

EFTDEO L AT HIRENIIR -

<tfroot>

device#

capture CAPlI interface NET200 trace match icnp host 192.0.2.200 host 192.0.2.250

FTD LINATEping i BRI M KL B &

<#root>

device#

show | og | include 192.0.2.250
May 15 2026 09:46:26: %FTD-6-302020: Built outbound ICMP connection for faddr 192.0.2.250/0 gaddr 192.0
May 15 2026 09:46:26: %FTD-3-313001:

Deni ed |1 CWP type=0, code=0 from 192.0.2.250 on interface NET200

May 15 2026 09:46:26: %FTD-6-302021: Teardown ICMP connection for faddr 192.0.2.250/0 gaddr 192.0.2.200

BRI HRERIENICMPE NNV E



<tfroot>

device#

show capture CAPI

10 packets captured
1: 09:46:26.649456 802.1Q vlan#200 PO 192.0.2.200 > 192.0.2.250 icmp: echo request
2: 09:46:26.649883 802.1Q vlan#200 PO 192.0.2.250 > 192.0.2.200 icmp:

echo reply

3: 09:46:28.642621 802.1Q vlan#200 PO 192.0.2.200 > 192.0.2.250 icmp: echo request
4: 09:46:28.643002 802.1Q vlan#200 PO 192.0.2.250 > 192.0.2.200 icmp:

echo reply

ICMPEIN N EWHIECDRRE RRECEMPTENAERE , AERHEONFTDED (NPE#H
Ifc )

<ttroot>

device#

show capture CAPlI packet-nunber 2 trace

10 packets captured
2: 09:46:26.649883 802.1Q vlan#200 PO 192.0.2.250 > 192.0.2.200 icmp:

echo reply

Phase: 3

Type: FLOW-LOOKUP
Subtype:

Result: ALLOW

Elapsed time: 4096 ns
Config:

Additional Information:

Found flow with id 1400, using existing flow



Result:

input-interface: NET200(vrfid:0)
input-status: up
input-Tine-status: up

output-interface: NP ldentity Ifc

Action: allow
Time Taken: 28672 ns

Debug ICMP trace& /RICMPE b R E 4 HE4E

<ffroot>

FTD220-5#

debug icnp trace

debug icmp trace enabled at Tevel 1

FTD220-5#

pi ng 192.0. 2. 250

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 192.0.2.250, timeout is 2 seconds:
ICMP echo request from self:192.0.2.200 to NET200:192.0.2.250 ID=49503 seq=15001 len=72

| CVMP echo reply

from NET200: 192. 0. 2. 250 to sel f:192.0.2.200

ID=49503 seq=15001 len=72

Denied I1CWP type = 0, code = 0 from 192.0. 2. 2500n interface 4

?

Success rate is 0 percent (0/5)
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<ffroot>

device#

no debug icnp trace

debug icmp trace disabled.
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<{froot>

device#

show arp



FER2REICMPHNANFEIRE

SMEIFAREREAREAEREpingRERICMPR IR, & EAER TR ESIEL
ICMP [ R7 5 3R/ R Z# R 2RI AN

H 3.1 B H S K FE LEICMPH N

EERENELpingRENFEEREFKEICMPHN,

il Flrewall Management Center

[ Platform Settings Editor
FTD_platform_settings [ cance |
Enter Deseription
Manit
Policy Assignments (1)
! Insights & Reports »
ICMP UnReachable
& Events & Logs » ARF Inspection Rate Limit
Banner
DNS {1-100)
1] Policies External Authentication Burst Size
Fragment Settings 1
%% Objects e
J HTTP Access i =
; i ICMP Access + Add
an Davices .
NetFlow
&' Secure Connections  * .
S5H Access Action ICMP Service Interface Network
teqrations » SMTP Server
& integrations ? Paremit ICMP_scho_raquast NET200 any-ipvd
SNMP
55
=, Troubleshooting Sysiog
Timeouts

FEAREIH , ICMPARNN R FFTDE O #EZICMPE M E R,

FTD CLIKIE :

<tfroot>

device#

show run icnp

icmp unreachable rate-limit 1 burst-size 1

icnp permt any echo NET200



HBRA. FEHICMPHL N EL &

BREMZLZLERNETEE , BIURBINICMPHRN L /2 ¥ ping it 2 M BRFE LEALE

ICMP Access + Add
NetFlow
S5H Access Action ICMP Service Interface Metwork
SMTP Server . )
Permit ICMP_echo_request NETZ00 any-ipwd
SNMP
Permit ICMP_echo_reply NETZ200 net 192.0.2.0
S5l
Syslog
£ RBICMPHLI -
<#root>
device#
show run icnp
icmp unreachable rate-limit 1 burst-size 1
icmp permit any echo NET200
icnp permt 192.0.2.0 255.255.255.0 echo-reply NET200
SBENHEB M
BEREEF , MRX LFIPtbutfpingiE#E , URBAIBESR EMAURICMPRENEREEER

I

<#root>

device#

ping 192.0. 2. 250

Type escape sequence to abort.



Sending 5, 100-byte ICMP Echos to 192.0.2.250, timeout is 2 seconds:

Success rate is 100 percent (5/5)

, round-trip min/avg/max = 1/1/1 ms

R

LEFENRARERFAREFEBENICMPHANIBABELICMPENNERE. 2R XEREFE
WE2RERE (BT ANWARPREIEH ) , BFERICMPHRNME L T 53R ICMPEI RN & #HiE
D, BELEXS EifFIPal R Ih AT ping#RfE. HXERERMKIURFICMPREETRLATEFXES
EMSERENHAMERN  ReRENREE,

EESAEN

« BEICMPIAH]
* icm

- BEREARXEFENTE


https://www.cisco.com/c/zh_cn/td/docs/security/secure-firewall/management-center/device-config/100/management-center-device-config-10-0/interfaces-settings-platform.html#task_42BBA666CD604517ADA18B32CA162F62
https://www.cisco.com/c/zh_cn/td/docs/security/secure-firewall/management-center/device-config/100/management-center-device-config-10-0/interfaces-settings-platform.html#task_42BBA666CD604517ADA18B32CA162F62
https://www.cisco.com/c/zh_cn/td/docs/security/secure-firewall/management-center/device-config/100/management-center-device-config-10-0/interfaces-settings-platform.html#task_42BBA666CD604517ADA18B32CA162F62
https://www.cisco.com/c/zh_cn/td/docs/security/asa/asa-cli-reference/I-R/asa-command-ref-I-R/ia-inr-commands.html#wp1366339900
https://www.cisco.com/c/zh_cn/support/index.html
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