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1592.168.20.254 > xx0x 121

inside _@_ outside 4 _
oo —172.20.1.21—— - }b oulside: -@' inside
172.20.1.10 E 192.168.20.254 b e Kgg_E 172161 10017216211
ateway HQ RADIUS
< VTIIP 10.255.0 2 VTIIP 10.255.0.1 >

825 IPSEC VTI NAT-T

inline_image_0.png

BRAHHRER
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« YESNATHXAYER A 2 BRI A /A 204 O IP#b 3t F ¥R N B tibx x.x. 121, X B WREBREA
REZEDEHQRy K 5 HEE 1Bk

« HQMBREF K IEERA EAHERE MR (ESP)N EERM NI Z 2 (IPsec) MiB T NATHY &Z 1 B3 &
BEOVTI) , ERAERE [QUELT AMS(S2S VPN)RITIER,
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NHITHERSH , AHQFIBRBS X i& W R B IE 23R
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BRPFS X 1 -

cap br_inside interface inside packet-Tength 9000 buffer 33554400 match ip host 172.20.1.21 host 172.16
cap br_vti interface vti-hq packet-Tength 9000 buffer 33554400 match ip host 172.20.1.21 host 172.16.2.
cap br_asp match ip host x.x.x.99 any

cap br_asp match ip host 172.20.1.21 host 172.16.2.11

cap br_outside interface outside packet-Tength 9000 buffer 33554400 match ip host x.x.x.99 any

BEEE | xxx.998# JKERIPHb 3,

HQP5 K i :

cap hg_inside interface inside packet-Tength 9000 buffer 33554400 match ip host 172.20.1.21 host 172.16
cap hg_vti interface vti-br packet-length 9000 buffer 33554400 match ip host 172.20.1.21 host 172.16.2.
cap hg_asp match ip host x.x.x.121 any

cap hg_asp match ip host 172.20.1.21 host 172.16.2.11

cap hg_outside interface outside packet-length 9000 buffer 33554400 match ip host x.x.x.121 any

SN, EHQB K8 £ |, RiFoutside nameif MIFFA £1T8EE% 1 O SR O R RN @ A ER AL



IR

cap hgfxos switch interface outside direction both packet-length 2048 match ip x.x.177.121

cap hgfxos switch interface in_data_uplinkl direction both packet-Tength 2048 match ip x.x.x.121
cap hgfxos switch interface in_data_uplink2 direction both packet-Tength 2048 match ip x.x.x.121
cap hgfxos switch interface in_data_uplink3 direction both packet-Tength 2048 match ip x.x.x.121
no cap hgfxos switch stop.

BAR D Hr

HQPf K

1. HQBA K PRV IR & 2 B EZ(ASP)EF WIR KR REF 2 BRIV R R 7 fragment-reassembly-
failed:

<#root>

>
show capture hqg_asp

Target: OTHER

Hardware: CSF-1230

Cisco Adaptive Security Appliance Software Version 99.23(37)127

ASLR enabled, text region aaaae5d50000-aaaae902d504

172.20.1.21.38676 > 172.16.2.11.1812: wudp 1913 Drop-reason: (fragment-reassembly-failed) Fragment reas
Drop-reason: (

fragnent -reassenbl y-fail ed

) Fragment reassembly failed, Drop-Tocation: frame snp_fh_destroy:1055 flow (NA)/NA
172.20.1.21.38676 > 172.16.2.11.1812: wudp 1913 Drop-reason: (fragment-reassembly-failed) Fragment reas
Drop-reason: (

fragnent -reassenbl y-fail ed

) Fragment reassembly failed, Drop-Tocation: frame snp_fh_destroy:1055 flow (NA)/NA
172.20.1.21.56952 > 172.16.2.11.1812: wudp 1913 Drop-reason: (fragment-reassembly-failed) Fragment reas
Drop-reason: (

fragnent -reassenbl y-fail ed

) Fragment reassembly failed, Drop-Tlocation: frame snp_fh_destroy:1055 flow (NA)/NA

2. HQPs X 3% F By show fragmentdn 4 H R I VTI$E O B Timeoutit 22548 40



<ffroot>

>
show fragnent

Interface: vti-br
Configuration: Size: 200, Chain: 24, Timeout: 5, Reassembly: virtual
Run-time stats: Queue: 0, Full assembly: 0O
Drops: Size overflow: O,

Ti neout: 1217

Chain overflow: 0, Fragment queue threshold exceeded: 0,
Small fragments: 0, Invalid IP len: O,

Reassembly overlap: 0, Fraghead alloc failed: 0,

SGT mismatch: 0, Block alloc failed: 0,

Invalid IPV6 header: 0, Passenger flow assembly failed: 0
Cluster reinsert collision: 0

BIE TS & (https://www.cisco.com/c/en/us/td/docs/security/asa/asa-cli-reference/S/asa-
command-ref-S/show-f-to-show-ipu-commands.html#wp4144096608), Timeout 2 “S 13 A 5 BRI
FBEEENHKER B (The maximum number of seconds to wait for a entire fraged packet to
reached), BRIAEN 5 8. XEKRE , IREN 7 BREESHRARIENIE | WEIN D BRGEE
7, AEBSTBREHEIN,

3. RFELE—R , HO KRB A QW EIG BT REA XM TR D B8,

BRE5 A 1%

1. RIEFEFHIR | AP FR2NT RN D EQHBRB);)LiI?iLEﬂERADMSLH%H’J%ﬁhu‘t
br_ |nS|de?ﬁéju_/T\2/\)\D TR, DRl N1514ANETTRA475NFET . #EBR VTI?%D%%%EFTE%
EIHEENEES , SERESENZ I REES

17Z.28.1.21 172.16.2.11 Pvd 1584 axfzeb (61963) &4 Fragmented IP protocel (proto-upe 17, off-g, ID-f2ob) [Reassembled in #9]
172, 20.1.21 172.16.2.11 RADIUS 56952 1812 475 oxfaob (61963) 64 est id=255
172, 20.1.21 172.16.2.11 IFva 1514 § oxfagc (61964) 64 10=f20c) [Reassesbled in m11]
172.20.1.21 172.16.2.11 RADTUS 56952 1812 a7s oxfzec (61964) 64
172, 28.1.21 172.16.2.11 1Pva 1514 axfaed (ca9es) o4 7, offed, 10=fiod) [Reassembled in #13]
172, 20.1.21 172.16.2.11 RADIUS 56952 1812 475 axfaidd (61965) 64
177, 29.1.21 172.16.2.11 Pva 1584 axfade (G1066) &4 » IB=fl0e) [Reassembled in #15]
172.29.1.21 172.16.2.11 RADIUS 56952 1812 ars axf2oe (61966) 64
17E, 2.1.21 172.16.2.11 1Pvd 1514 axfaef (61967) (2 #fei, ID-f20f) [Reassesbled in #17]
172.20.1.21 172.16.2.11 RADTLS 56052 1812 a75 oxf2of (61067) 64
172.30.1.31 172.16.2.11 P 1514 | oxf2io (B1968) 64 Ffed, 10«F218) [Reassembled in &
172, 20.1.21 172.16.2.11 RADTUS 56552 1812 ars axfaid (61964) 64
172,20.1. 21 172.16.2.11 IPvil 1504 | oxf2i1 (61960) 64 , IB=f211) [Rea
172.16.2.11 RADILIS 56952 1812 ars axf211 (61969) &4 q
172.16.2.11 1Pva 1514 axf212 (61970) b4 1 (proto-ute 17, off«d, 10-f212) [Reassesbled in 823]
172.16.2.11 RADTLS 56052 1812 475 oxf2i2 (61070) 64
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2. ASPEFH #3Rbr_aspF TBRF A IE LA ZRADIUSTHE , EF2E REFNEFESZ, Bt
, NTFABRE , 2EF226FTHEIESD , JRE W unexpected-packet:

<#froot>

firepower#

show capture br_asp

Target: OTHER

Hardware: FPR-1010

Cisco Adaptive Security Appliance Software Version 9.20(2)121
ASLR enabled, text region 560817d6b000-56081dlae26d

103 packets captured

1: 10:13:22.160239 192.168.20.254.4500 > x.x.x.99.4500: wudp 184 Drop-reason: (unexpected-pack
2: 10:13:23.160727 192.168.20.254.4500 > x.x.x.99.4500: wudp 184 Drop-reason: (unexpected-pack
3: 10:13:24.161200 192.168.20.254.4500 > x.x.x.99.4500: wudp 184 Drop-reason: (unexpected-pack
192 . 168. 28,254 99 ESP 4588 4500 226 @x7254 (29268) B4 6275 ESP (SPI=0x1592a3843)
192.168.28. 254 .99 ESP 4588 4500 226 Bx7e97 (32487) 64 6278 ¢ ESP (SPI=0x1592a843)
192.168.28.254 99 ESP 4508 4500 226 axefce (4038) B4 6281 ESP (SPI=0x1592a843)
192.168.28.254 99 ESP 4508 4509 226 8x3511 (13585) [} 6284 ESP (SPI=8x1592a843)
192.168. 28,254 99 ESP 4508 4589 226 Bx5868 (22632) 2] 6287 & ESP (SPI=0x%1592a843)

inline_image_1.png

XX , show capture br_aspin & % i E 7184 bytes of payload length , MENMRBEENEKE
7226 bytes,

3. AT RIE226F W ERFHWESPHIETRESAPHRADIUSIR SR Z WA REMER , X
#BSRH = A fE AR EHQAMBRES K BV AR T & RIS EC B E#br_insidefiR. REXKIREH
br_vtiffiiRE R1514F W M475F T DB , ENINZE Z Al

—
Sournce Dastinatian Prosescel Sport Dpart Length FD PTIL Info

172.29.1.21 172.16.2.11 IPvd 1514 exe6dd (59037) &3 Fragmented IP protocol (proto=UDP 17, off=8, ID=e&0d) [Reassembled in #9
173.29.1.21 172.16.2.11 RADIUS 56052 1812 a75 Bxe6ad (59937) 63 Access-Request id=218

172.20.1.21 172.16.2.11 IPvd 1514 @xeb9e (59038) 63 Fragmented IP protocol (proto=UDP 17, off=0, ID=et9e) [Reassembled in #1
172.29.1.21 172.16.2.11 RADIUS 56052 1812 475 Gxe6de (50038) 63 Access-Request id=218, Duplicate Request

172.29.1.21 172.16.2.11 IPva 1514 exe6af (59039) 63 Frageented IP protocol (proto=upe 17, off=0, ID=¢69f) [Reassembled in #1
172.2@.1.21 172.16.2.11 RADIUS 56952 1812 475 2xe6af (59839) 63 Access-Request id=218, Duplicate Request

172.20.1.21 172.16.2.11 IPvd 1514 axecad (59040) 62 Fragmented IP protocol (protosuDe 17, off=0, ID=¢6a0) [Reassembled in #1
172.28.1.21 172.16.2.11 RADIUS 56052 112 475 Bxebad (50040) 63 Access-Request id=218, Duplicate Request

172.20.1.21 172.16.2.11 1Pvd 1514] @xesal (59841) 63 Fragmented IP protocol (proto=uoe 17, off=0, ID=e6al) [Reassembled in #1
172.29.1.21 172.16.2.11 RADIUS 56952 1812 ars axe6al (59841) 63 Access-Request id=218, Duplicate Request

172.29.1.21 172.16.2.11 IPva 1514 Bxebal (59042) 63 Fragmented IP protocol (protosunP 17, offs8, ID=e6al) [Reassembled in #1
172.29.1.21 172.16.2.11 RADIUS 56952 igiz 475 @xetal (59042) 63 Access-Request id=218, Duplicate Request

172.2@.1.21 172.16.2.11 IPvd 1514 axe6ad (59043) 63 Fragmented IP protocol (proto=UDP 17, off=8, ID=e6a3) [Reassembled in #2
172.20.1.21 172.16.2.11 RADIUS 56952 1812 a7s @xe6al (50043) 63 Access-Request id=218, Duplicate Request

172.29.1.21 172.16.2.11 IPvd 1514| @xeGad (50044) 63 Fragmented IP protocol (proto=UDP 17, off=B, ID=etad) [Reassembled in #2
172.29.1.21 172.16,2.11 RADIUS 56952 1812 a7s exeGad (59044) 63 Access-Request id=218, Duplicate Request

172.29.1.21 172.16.2.11 IPvd 1514 @xe6as (59045) 63 Fragmented IP protocol (proto=UDP 17, off=B, ID=e6a5) [Reassembled in #2
172.20.1.21 172.16.2.11 RADIUS 56052 1812 a7s Bxebab [50045) 63 Access-Request id=218, Duplicate Request

172.29.1.21 172.16.2.11 IPvd 1514 fxebab (59046) &3 Fragmented IP protocol (proto=UDP 17, off=8, ID=eéat) [Reassembled in #2
172.20.1.21 172.16.2.11 RADIUS 56952 1812 a7s oxe6ab (59046) 63 Access-Request id=218, Duplicate Request

172.20.1.21 172.16.2.11 IPvd 1514 @xebal (59047) 63 Fragmented IP protocol (proto=uDP 17, off=0, ID=e6a7) [Reassembled in #2
173 30 1 91 173 15 3 13 RANTIIE BRA5) 1813 Aze Owafa? (S0A47\ A% Arcacc_Banmact ide?18  Nunlicats Banuect
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SEEER

bbbbbbb ination Protocol Sport Dport Length FID B TTL JESF Sequence \irong Sequence Number
192.168.208.254 .99 ESP 4508 4508 1586 ax2d7e (11646) G4 6448
192.168.208.254 .99 ESP 4500 4580 562 axeb2e (2860) 64 6450
192.168.28.254 99 ESP 4509 4584 1506 ax6cad (27817) G| 6451
192.168.208.254 .99 ESP 4500 4580 562 axs1cf (20943) 64 6453
192.168.28.254 .99 ESP 4500 4584 156 Bex7dee (32096) 64 6454
192.168.28.254 .99 ESP 4588 4584 562 exda2de (17118) 64 6456
192.168.28.254 .99 ESP 4588 4588 1586 8x4553 (17747) 64 6457
192.168.28.254 049 ESP A5 4584 562 Bx7380 (29577) &4 6458
192.168.28. 254 .99 ESP asee 4588 1586 axsefe (28729) B4 6468
192.168.28.254 .99 ESP 4508 4580 562 ax169f (5791) 64 6462
102.168.28. 254 .99 ESP asea 4589 178 ex32de (13016) B4 6463
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BIEINEH, EARRAF , HQRs X EEOIP#IE I x.x.x.99, HQBF K IEBIZEVTI LIZTHLR
R i (BGP)[EIBRE X i@ & E A F M -

<#froot>

>
show route bgp

Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF 1inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, V - VPN
i - IS-IS, su - IS-IS summary, L1 - IS-IS Tevel-1, L2 - IS-IS Tevel-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route, + - replicated route
SI - Static InterVRF, BI - BGP InterVRFGateway of Tlast resort is 192.168.20.1 to network 0.0.0.0

B X. X. X. 96 255.255. 255. 224 [20/0] via 10.255.0.1, 13:57:43

<--BR firewall Tearns /27 route via BGP over VTI

<tfroot>

show bgp sumary

BGP router identifier 192.168.179.10, Tocal AS number 65001

BGP table version is 25, main routing table version 25

23 network entries using 4600 bytes of memory

24 path entries using 1920 bytes of memory

2/2 BGP path/bestpath attribute entries using 416 bytes of memory
1 BGP AS-PATH entries using 24 bytes of memory

0 BGP route-map cache entries using 0 bytes of memory

0 BGP filter-1list cache entries using 0 bytes of memory

BGP using 6960 total bytes of memory

BGP activity 23/0 prefixes, 24/0 paths, scan interval 60 secs

Neighbor Vv AS MsgRcvd MsgSent Tb1Ver InQ OutQ Up/Down State/PfxRcd
10.255.0.1 4 65000 762 761 25 0 0 13:59: 01 18

>

show i p

Tunnell vti-hqg 10.255.0.2 255.255.255.252 CONFIG <--

10.255.0.1



is the peer VTI IP

<{froot>

>

show i p

Tunnell vti-hq 10.255.0.2 255.255.255.252 CONFIG <--
10.255.0.1

is the peer VTI IP 1in the same subnet

1514F THESPEEEMNEEZEO R H, BR , R TKREN226FTHIP , B ABELSRIFHITE
HER , AERBIVTIZEX FIPHEURVSERB, RIYEW , B AKEERAVTHZEQ FZ S EN
VTIHEQ EABEXR , MARMVPNAREOREHRES, HTVIEORENERS , RLEHE
BRACHTEABFESEFRRMHEF.

fRIRTTER , HCSF1230L , AP BRI FIRACL)SIEER ARG, EREEER , ACLIEAL
THQHNERFM , A it ABGPES I BRHQIMES F B2 1. I TILE N , BREFA B A LES
P&iE# O EWHQIN R+ MBI &

F:MASAEBELZ S AER , NMTLAREF266FTHHRER?
A 1 ASARs X REL B RATAME IE THQIMNEREE A F W 2] 0 AV 4E 18

ASA5508

router bgp 65000
redistribute connected route-map BGP_RM
route-map BGP_RM permit 10

match ip address bgp-connected-routes
access-1list bgp-connected-routes standard deny x.x.x.96 255.255.255.224 <-- deny = do not redistribute

CSF1230

router bgp 65000



redistribute connected route-map BGP_RM
route-map BGP_RM permit 40 <-- No match, means redistribute all connected routes
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