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<ffroot>

firepower#

pi ng 192. 168. 203. 89

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 192.168.203.89, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/2/10 ms

{Btraceroute FEE/ERA :

<ttroot>



firepower#

traceroute 192.168. 203. 89

Type escape sequence to abort.
Tracing the route to 192.168.203.89
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aliale  Firewall Management Center
€IS€C  Devices /| NGFW NAT Policy Editor
. mzafeiro_NAT4125
Home Enter Description
n= Rules Edit NAT Rule
Overview ]

[ Filter by Device ] [ % Filter Rules
MAT Rule: =

il 1Rule Selected | Select Bulk Action  ~ Manual MAT Rule

Analysis
Insert:
9, | In Category - | MAT Rules Before
Policies Source Type: |
- Direction Type Interface Objects | - |
tatic 4 1
o ~ NAT Rules Befora . G 4
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Devices g ¢ Static sz_inside Description:
~  Auto NAT Rules | |
L] | )
A
Objects
o LR Interface Objects Translation PAT Pool Advanced
lnmga'mthn —I Translate DNS replies that match this rule

(] pve

(] Do not proxy ARP on Destination Interface

Unidirectional
Cancel u

HEBHNATEE :

<#froot>

firepower#

show run nat

nat (INSIDE,OUTSIDE) source static server_host interface unidirectional
firepower#
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<tfroot>

firepower#

traceroute

Type escape
Tracing the
1 192.168.

192. 168. 203. 89

sequence to abort.
route to 192.168.203.89
201.88 2 msec 2 msec 2 msec

2 192.168.203.89 1 msec * 1 msec
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HEHNATEE :

<tfroot>

firepower#

show run nat

nat (INSIDE,OUTSIDE) source static server_host interface service SVC_25769850586 SVC_25769850587
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<tfroot>

firepower#

traceroute 192.168. 203. 89

Type escape sequence to abort.

Tracing the route to 192.168.203.89
1 192.168.201.88 2 msec 2 msec 2 msec
2 192.168.203.89 1 msec * 1 msec
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Traceroute
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3. — B REWBME RS REFEHAICMP TTL ( RE114K580 ) REEZEMICMPIHEO ( RKE3R
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4. — —BICMPEHEZEIEF K& , EMREIAANTE TS R2FHIUDPIRIE DA ELE,

Echo Request (ICMP 8 0)

Firewall
Echo Reply (ICMP 0 0)
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192.168.200.200 192 168.201.200 —

IXEWireshark P o] LA E ZI

T Dt Source Desn Pratog Torsl Lengih  HIeAmfu e Fon Fon. ko

1 26826/833 13:08:35.429177 ©.900088 192.168.201.280 192.168.283 .89 ICHP 118 108 Bxafdd (28365) Echo {ping) request ide@xfB25, 5eqe=39995/47889, ttl=255 (reply in 2)
2 2926/833 13:0E:35.425680 &.008503 192.168.203.89 192.168.281.288 ICMP 118 1o BxdF8d (28365) Eche (ping) reply id=0xfB35, seq=39@95/4700@, ttl=254 (request in 1)
3 2026/@33 13:06:35.429009 6909229 192, 168,201,284 192,168,203 .69 ICMP 118 100 0x8542 (1348) [rMp test Echo (ping) request id=BxfEB26, seqs39095/4788@, +t1s255 (reply in 4)
4 2026/933 13:06:35.438275 0.000366 152.168.203.89 192.168.201.200 ICMP 118 180 8x0542 (1346) Eche (ping) reply id=0xfB26, seq=39¢95/47008, ttl=254 (request in 3)
5 2026/033 13:06:35.430489 0000214 192.168.201.200 192.168.203.89 ICMP 118 100 8x8953 (2387) Echo (ping) request id=@xfB27, seqs=39095/47880, ttl=255 (reply in 6)
6 2826/033 13:08:35.430840 0.208351 152.168.2083.89 192.168.2081.288 ICMP 118 1 8x@953 (2387) Eche (ping) reply id=0xfB27, seq=39@595/4700@, ttl=254 (request in 5)
7 2026,/033 13:08:35.431038 0.000108 192.168.201.200 192.168.203 .80 ICHP 118 100 0x7390 (20328) Eche (ping) request id=BxfB2B, seq=39095/4700@, ttl=255 (reply in 8)
8 2026/933 13:0@:35.431389 0.000351 152.168.203.89 192.168.201.200 ICMP 118 100 ax7290 (29328) Eche (ping) reply id=0xfB28, seq=39€35/47008, ttl=254 (request in 7)
9 26826/@33 13:06:35.431587 0.000195 192.165.201.200 192.166.2083.69 IO 118 109 8x5783 (22489) Echo (ping) request id=@xfB29, seq=33895/47880, ttl=255 (reply in 18)

19 26826/@33 13:08:35.431938 &.800351 192 168.293.89 192.168.201. 298 ICMP 189 8x5789 (22409) Eche (ping) reply id=@xfB29, seq=39@95/4780@, ttl=254 (request in 9)

+tReply from
transit

y Traceroute test

Reply from
the destination
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<tfroot>

firepower#



capture CAPlI trace interface OUTSIDE match ip host 192.168.203. 89 host 192.168. 201. 100

g2%
{5 A ping M it :
<tfroot>

firepower#

pi ng 192. 168. 203. 89

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 192.168.203.89, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/1 ms

SR 5 1 Ftracerouteit 1704 :

<#froot>

firepower#

traceroute 192.168. 203. 89

Type escape sequence to abort.
Tracing the route to 192.168.203.89
1 ¥* * %
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<#root>

firepower#

show capture CAPI

190 packet
: 13:50:2
: 13:50:2
: 13:50:2
: 13:50:2
: 13:50:2
: 13:50:2
: 13:50:2
: 13:50:2
: 13:50:2
: 13:50:
: 13:50:
: 13:50:
: 13:50:
: 13:50:
: 13:50:
: 13:50:
: 13:50:
: 13:50:
: 13:50:
: 13:50:
: 13:50:
: 13:50:
: 13:50:
: 13:50:
: 13:50:
: 13:50:
: 13:50:
: 13:50:
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NNNNNNNRNNRRRRPRRRBRRR R
PNOUBEWNROOVO®ONOUASE WN RO
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7.
7.
7.
7.
7.
7.
7.
7.
7.

27.
33.
33.
36.
36.
39.
39.
42.
42.
45.
45.
48.
48.
51.
51.
54.
54.
57.
57.

captured
345471
345975
346219
346600
346814
347165
347378
347714
347928
348279
229724
232562
220279
222827
220172
222675
220157
220737
220264
220752
220157
220645
220157
220645
220264
220752
220157
220645

802
802.
802.
802
802.
802.
802
802.
802.

802

802.
802.

802
802

802.

802

802.
802.

802

802.

802
802

802.
802.

802

802.
802.

802

HIES1-105ICMP pingim\']'\tiﬁﬁi\’lio
iR Z11-165traceroutetix, MEFRBE —B,
BiE317-28t Straceroutetix ., MEFR B BFrimRo.

.1Q vlan#201

1Q vlan#201
1Q vlan#201

.1Q vlan#201

1Q vlan#201
1Q vlan#201

.1Q vlan#201

1Q vlan#201
1Q vlan#201
.1Q vlan#201
1Q vlan#201
1Q vlan#201
.1Q vlan#201
.1Q vlan#201
1Q vlan#201
.1Q vlan#201
1Q vlan#201
1Q vlan#201
.1Q vlan#201
1Q vlan#201
.1Q vlan#201
.1Q vlan#201
1Q vlan#201
1Q vlan#201
.1Q vlan#201
1Q vlan#201
1Q vlan#201
.1Q vlan#201

B pingMiX R ERA OICMPEIESE,

PO
PO
PO
PO
PO
PO
PO
PO
PO
PO
PO
PO
PO
PO
PO
PO
PO
PO
PO
PO
PO
PO
PO
PO
PO
PO
PO
PO

192.
192.
192.
192.
192.
192.
192.
192.
192.

192.
192.
192.
192.
192.
192.
192.
192.
192.
192.
192.
192.
192.
192.
192.
192.
192.
192.
192.

168.
168.
168.
168.
168.
168.
168.
168.
168.

168.
168.
168.
168.
168.
168.
168.
168.
168.
168.
168.
168.
168.
168.
168.
168.
168.
168.
168.

201.
203.
201.

203

200 > 192.168.203.89 icmp:
89 > 192.168.201.200 icmp:
200 > 192.168.203.89 icmp:

.89 > 192.168.201.200 icmp:
201.
203.
201.
203.
201.
203.
201.
201.
201.
201.
201.
201.
201.
203.
201.
203.
201.
203.
201.
203.
201.
203.
201.
203.

200 > 192.168.203.89 icmp:
89 > 192.168.201.200 icmp:
200 > 192.168.203.89 icmp:
89 > 192.168.201.200 icmp:
200 > 192.168.203.89 icmp:
89 > 192.168.201.200 icmp:
200.49168 > 192.168.203.89
88 > 192.168.201.200 icmp:
88 > 192.168.201.200 icmp:
88 > 192.168.201.200 icmp:
89 > 192.168.201.200 icmp:
89 > 192.168.201.200 icmp:
89 > 192.168.201.200 icmp:
89 > 192.168.201.200 icmp:
89 > 192.168.201.200 icmp:

89 > 192.168.201.200 icmp:

200.49168 > 192.168.203.89.

200.49168 > 192.168.203.89.

200.49168 > 192.168.203.89.

200.49168 > 192.168.203.89.

200.49168 > 192.168.203.89.

200.49168 > 192.168.203.89.

200.49168 > 192.168.203.89.

200.49168 > 192.168.203.89.

echo
echo
echo
echo
echo
echo
echo

request
reply
request
reply
request
reply
request
echo reply
echo request
echo reply
.33434: udp O
time exceeded in-tr
33435: wudp O
time exceeded in-tr
33436: wudp O
time exceeded in-tr
33437: wudp O
192.168.203.89
33438: wudp O
192.168.203.89
33439: wudp O
192.168.203.89
33440: wudp O
192.168.203.89
33441: wudp O
192.168.203.89
33442: wudp O
192.168.203.89

udp
udp
udp
udp
udp

udp



Packet #2 2 X{Packet Tracer ZixHIICMP pingiERKI EI#1,

<{froot>

firepower#

show capture CAPI packet-nunber 2 trace

190 packets captured
2: 13:50:27.345975 802.1Q vlan#201 PO 192.168.203.89 > 192.168.201.200 icmp: echo reply

Phase: 4

Type: FLOW-LOOKUP

Subtype:

Result: ALLOW

Elapsed time: 488 ns

Config:

Additional Information:

Found flow with id 143799, using existing flow

Phase: 6

Type: ADJACENCY-LOOKUP

Subtype: Resolve Nexthop IP address to MAC

Result: ALLOW

Elapsed time: 1952 ns

Config:

Additional Information:

Found adjacency entry for Next-hop 0.0.0.0 on interface 1identity
Adjacency :Active

MAC address 0000.0000.0000 hits 483359 reference 2

ResuTt:

input-interface: OUTSIDE(vrfid:0)
input-status: up
input-Tine-status: up
output-interface: NP Identity Ifc
Action: allow

Time Taken: 18056 ns

1 packet shown

RIERHI R BRI
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<{froot>

firepower#

show capture CAPlI packet-nunber 12 trace

190 packets captured

12: 13:50:33.232562 802.1Q vlan#201 PO 192.168.201.88 > 192.168.201.200 icmp: time exceeded in-tr
Phase: 3
Type: UN-NAT

Subtype: static

Result: ALLOW

Elapsed time: 6344 ns

Config:

nat (INSIDE,OUTSIDE) source static server_host interface
Additional Information:

NAT divert to egress interface INSIDE(vrfid:0)
Untranslate 192.168.201.200/49168 to 192.168.200.50/49168

Phase: 7

Type: ACCESS-LIST

Subtype:

Result: ALLOW

Elapsed time: 97 ns

Config:

access-group CSM_FW_ACL_ global

access-1list CSM_FW_ACL_ advanced permit ip any any rule-id 268436480

access-1ist CSM_FW_ACL_ remark rule-id 268436480: ACCESS POLICY: mzafeiro_empty - Default
access-1ist CSM_FW_ACL_ remark rule-id 268436480: L4 RULE: DEFAULT ACTION RULE

Additional Information:

This packet will be sent to snort for additional processing where a verdict will be reached
Phase: 18

Type: FLOW-CREATION

Subtype:

Result: ALLOW

ETlapsed time: 16104 ns

Config:

Additional Information:

New flow created with id 143805, packet dispatched to next module

Phase: 20

Type: SNORT

Subtype: identity

Result: ALLOW

ETlapsed time: 39496 ns

Config:

Additional Information:

user 1id: no auth, realm id: 0, device type: 0, auth type: invalid, auth proto: basic, username: none, A
src sgt: 0, src sgt type: unknown, dst sgt: 0, dst sgt type: unknown, abp src: none, abp dst: none, Toc

Result:



input-interface: OUTSIDE(vrfid:0)
input-status: up
input-Tine-status: up
output-interface: INSIDE(vrfid:0)
output-status: up
output-line-status: up

Action: allow

Time Taken: 158341 ns

R EH
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<ffroot>

firepower#

show run nat

BREaARMEREN -2 (EEABRT
BIRIFEZL I M Bt Fik (

ZBESEAANRRIBFERE , H2
B (HO)#EORINSIDE, X2

PtEE ) -

BH4ME , UN-NATRRBHRNAT ) o
2777 [B] 42 1 3R B& (ACP) FSnortA&: M
FNATHE R,

nat (INSIDE,OUTSIDE) source static server_host interface

HXxAR
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