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Manz nent Access

Interfaces Routing Updates l System Settings I

Management: Merged Geolocation, Rule, VDB, System Upgrade,
4 Security Intelligence Feeds

View All Interfaces > View Configuration > View Configuration b
Smart License 90 Backup and Restore Troubleshoot
Tier: FTOWS - 100 Mbps
View Configuration > View Configuration ¥ REQUEST FILE TO BE CREATED See more
Site-to-Site VPN Remote Ag VPN Advanced Configuration Device Administration
Includes: FlexConfig, Smart CLI Audit Events, Deployment Histary,
Download Configuration
View Configuration > Configure > View Configuration > View Configuration >
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Device Summary

Management Access 1

Asd Configuration Management Interface Data Interfaces Management Web Server

2 objects HTTPS Management Part: 442 &=

HTTPS any-ipvd

S5H any-ipvd
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Add Management Access

Protocol
@ Hrtes () SSH

Allowed Networks

IPyd-Private-10.0,0,0-8 /ervork
IPva-Private-172.16.000-12 Notwork
IPwd-Private-192.168.0.0-16 obwork

any-ipwd Netwno

an'y-lpv& Mg fnrk

Craate néw Network

Create new Netwark

4.7 %1% $# Create a New Networki I 4F4T FF Add Network Object® 0,




Add Network

Description

Type
(@) metwork () Host
Metwork

Enter Network Address

e, 192 16820024 or 2000 :088:0:C020:/60
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Device Summary

Management Access
AbA Configuration Management Interface Data Interfaces Management Web Server

2 objects HTTPS Management Port: 443 wje

HTTPS allowed-https-host

SSH any-ipvd
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Davice Summary I

Management Access

AAL Configuration Managament Interface Data Interfaces Management Web Server

2 abjects HTTPS Management Port: 443 <

ALLOWED NETWORKS

PROTOCOL
HTTPS allowed-https-host

SSH allowed-ssh-host
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Device Summary

Management Access
AAA Configuration Management Interface Data Interfaces Management Web Server

2 abjects HTTPS Management Port: 443 ==

ALLOWED NETWORKS

PROTOCOL
HTTPS allowed-https-host

SSH allowed-ssh-host
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HTTPSESSHiE# , &1z {Tconfigure https-access-listsconfigure ssh-access-listii o
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> configure https-access-Tist X.X.X.X/X,Y.yY.Y.Y/y
The https access 1ist was changed successfully.

> show https-access-Tist
ACCEPT tcp --  X.X.X.X/X anywhere state NEW tcp dpt:https

ACCEPT tcp -- Y.y.y.y/y anywhere state NEW tcp dpt:https



EE  xxxxXxHy.y.y.yyRREACIDRER R EN P4, BIEEFFEIPVAEN , FiwA
0.0.0.0/0, EiEFFAEIPV6EM , FEE : /0.

3t FSSHi%E$E | iHiE1Tconfigure ssh-access-listfi o

> configure ssh-access-Tist X.X.X.X/X
The ssh access 1ist was changed successfully.

> show ssh-access-1ist
ACCEPT tcp --  X.X.X.X/X anywhere state NEW tcp dpt:ssh
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SEE . BALLES ﬁ%conflgure disable-https-access@} configure disable-ssh-access , A% 3!
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> show ssh-access-Tist
ACCEPT tcp -- anywhere anywhere state NEW tcp dpt:ssh

> show https-access-Tist
ACCEPT tcp -- anywhere anywhere state NEW tcp dpt:https

RPl%HE R T2b-ssh$k B, EEL10XKMHISSHE G , R4 B3R INf2b-sshdsk B LUETT
show ssh-access-listdr S i H o

> show ssh-access-1ist

f2b-sshd tcp -- anywhere anywhere tcp dpt:ssh

ACCEPT tcp -- anywhere anywhere state NEW tcp dpt:ssh
Chain f2b-sshd (1 references)
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https://www.cisco.com/c/zh_cn/td/docs/security/firepower/command_ref/b_Command_Reference_for_Firepower_Threat_Defense/c_3.html#wp3607347800
https://www.cisco.com/c/en/us/td/docs/security/firepower/70/fdm/fptd-fdm-config-guide-700/fptd-fdm-system.html#concept_6FFA959431C84299B9EDCF19160266AD
https://www.cisco.com/c/en/us/td/docs/security/firepower/70/fdm/fptd-fdm-config-guide-700/fptd-fdm-system.html#concept_6FFA959431C84299B9EDCF19160266AD
https://www.cisco.com/c/en/us/td/docs/security/firepower/70/fdm/fptd-fdm-config-guide-700/fptd-fdm-system.html#concept_6FFA959431C84299B9EDCF19160266AD
https://www.cisco.com/c/en/us/td/docs/security/firepower/70/fdm/fptd-fdm-config-guide-700/fptd-fdm-system.html#concept_6FFA959431C84299B9EDCF19160266AD
https://www.cisco.com/c/en/us/td/docs/security/firepower/70/fdm/fptd-fdm-config-guide-700/fptd-fdm-system.html#concept_6FFA959431C84299B9EDCF19160266AD
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