MFTD HA ( 2% % ) T8 2|5 —1FMC
B =%

&
BEE
RREMH
ERKNEE
it
EE
IAEHXESHEERE
B2 MEBEHFTD

S3.HWFFTD HA

ZRABREFTD1 ES % O
S5 S HFTDH Z KR
6. JREMC JEEHFTDA1 *

SBRTHFTIDEMEEN RS AFMC2 ( B#5FMC )
HIRBAGFTDY (IEEXE ) FMEIFMC2

ZBOFFTDREMBEN KRG AFMC2 ( B4RFMC ).
ZB10.TARFTDEE
1348 —AFTDIEBRIFMC2 ( BHFFMC

14. ZBETD HA

%

A
Eibly
RN EBFHFTD HAMWIIBFMCIEB R EMFMCRI E 18,

BREFFMCHIM K IEER , FER

https://www.cisco.com/c/en/us/support/docs/security/secure-firewall-threat-defense/222480-
migrate-an-ftd-from-one-fmc-to-another-f.html

#"E

ACP =1j5 [F] 2 | K B
ARP = it it R4 B
CLI =@ S {TRE

FMC =22 KiIZEEH O


https://www.cisco.com/c/zh_cn/support/docs/security/secure-firewall-threat-defense/222480-migrate-an-ftd-from-one-fmc-to-another-f.html
https://www.cisco.com/c/zh_cn/support/docs/security/secure-firewall-threat-defense/222480-migrate-an-ftd-from-one-fmc-to-another-f.html

FTD =% £y K& E B Br )
GARP =EL#ARP

HA =& Al i

MW =437 B¢ ER

Ul =RAF5HE

FCIRSFRAF
FRIBSRZE , FRREBUTLERM

« XHRFMCHI B #RFMCHUIFICLITA ],

« FMCHIFh K R EEFIE,

- BEERE S TR REAG A,

- HRISE3E LM RS (MRFEEBRARPER ) o

- WR B/ BIRFMCEIR/IBFMCH IR AHEE.

- 1R B/ BHFMCSIR/IBFMC R A E /Y VF A,

« BREZHF-IMWERRITER , ENTHERTIHRRE.

E AV A L

AXEPNEEETUTRENESRAE

« Cisco Secure Firewall 31xx , FTDhRZA7.4.2.2,

« ZEPHNIBEBFORET.4.2.2,

s ANHPNEEHRETRERREREPINRZREN ., AP FEANMERERTEXR
AR (BN ) BB, MREHRMEZLTENRS , FRRETHRAEGSHNEESN,

mF

FMCT FMC2

[souca) {target)
o1

I Lo
. —
 —  —
— {—

mgmi i magmd 1P
1062184421 10G2. 148247
mgrmi IP mgmt IF
10062 184.54 10,62 184.85

IT%Z FTO Ha pai ;EEQ

FTD {Primasy} FTD2 [Sescordany)




BoE
EBSR
HFUHE , RNEBLUTRS :

FTD1:x£/E£H

FTD2:%5Bh/%& A
FMC FMC2
{source) {larget)
| — | — |
— | e—
mgmt IP mgmit IP
10.62.184.121 10,62 148 247
_F/'- - L. —_‘_\'I
lH {.
[ }
\'_'\.._T_.-' i
mamt IF mamt IF
10,62 184,84 10,62 184 .85

-@' FTD HA pair -@'
s ———

FTD1 (Primary/Active) | FTD2 (Secondary/Standby)

/N Bt ERETBSBRIY  CXTRRERES,

EHERESBRH , BUABRBUTES
1. EBREMRA7ARESRAS | HAFMFTDALUEMBIFMC , METEEH LHHIHA. AP BB L
LFMCEMEFTD, FEFMERZHIE , FMCEZI AT H FMHEENRE

&2 #Cisco Secure Firewall Management Center Device Configuration Guide . 7.4%#Y
“‘Delete(Unregister)a High Availability Pair and Register to a New Firewall Management Center”—
o

2ET AZBIN R IRA S | HMIERFMCHIRIRHA | 7 HiR & 4 FU0 I SEM B B EsFMC. RF
, AP A LA fE BARFMCH B BHA,

BUMREIBETHRHMART7 ARAENRE , BFHAEMITNTRINERS XNES HRBEE TR
KR,



https://www.cisco.com/c/zh_cn/td/docs/security/secure-firewall/management-center/device-config/740/management-center-device-config-74/high-availability.html

AMRIEBBITHRURAT ARESRANRE , WEF2MEM :

c ABEMITXESR , BRI RPHMCIEHANS R, XEREERFHHANERT
, FTD HAYER — N EEMRFMCEUEEM |, HEM BB HRFMC , W51 KPR

« b)BEFBESR, XEWELFTIERFMCHEEMEHA | LHE BARFMCHMIIEMRE |, A
MITE B ARFMCH B EHA,

5EXMMARBAMLKIRR, RELETUTHIRM

T 3 s
. ERHARSEAR, B
BT HALTNEFMC 3
3% SEA1E] B ARFMC,
. ZEREIBFFMCE , 2L
} | - EBReHEEE A LB 5T 3 RS0 T A 17
i DIREMCER | FpteuoHAN | HSIFTD  EARN. Bl
AR MEN,  REBEONBE. BH
%, HTRERSEW
P AR TR WEE
HRHSAS AN
SEmE.
. ARTRERHTE, 8
EALEFMCZ MBS | - SN EHARHAZES
. AR TR T 8
DERFMCRE A TR | - —MEEBERFMCE A 0 3 BRI
CGEEEMEERFMCHE | . MEATHEHER . U AIEHAS YT EDERF
2FTD HA (Bltn , MEEE S B R e NHEIEE i
FMCZ [B1 89 7E At 25k K Snort# 2 , Mg B A it
) APTLSHARE AARE LHRERES,
JEMENEFMCH G122 HA.

6. RIEFIETa , FRENITUT BRI

. B4,

. EEZMEFMCERFTD HA.

o FEE8LH | FEFTD HAEMEIBHFMC. FMCERILH B o EMHBI 2 T,
. BELEE12-14,

FERINERAKESHIRZEE

EFMC1 (JRFMC ) £, SMBIRE>RBEE, EFEFTD HAX , AFEZFEdit:



irewall Man t .
- Firewall Mar aga'ﬂeq. Cente Owendiew Ansiysis [r— Deviees F— Integemion oepley O, F O @ sumn e

T—
View By Group
M4)  ®Emoro)  ® Waming (3} OMine (D)  ® Normal (3) Doployment Pending (2] @ Upgrade (2} @ Sncert 3 () q =3
w FID_HA (1) E
FID3100_HA [}
o L
A, FTONPrentey, Aeche) (SR Firewal 3170 Theoat Desense 7423 Mt Easantials, 9% (2 more,.)

A FTD2Secondary, Stancy) Snort3 Firawal 3120 Throat Deberss 1422 M Essentials, %5 (2 mon...)

EMEIDeviceit M+, HRIEFPrimary/Active FTD ( &AHIhAFTD1 ) , AFiEFExportiA & Hi&
ZhE

Flrewalll Man_a__g_em_e_m Qenter Overview  Analysis  Policies Devices Objects  Integration Deploy Q @' &+ @ admin ~  dule coepE
——
FTD3100_HA
Cisco Secure Firewall 3120 Threat Defense
Summary High Availability Device Interfaces Inline Sets Routing DHCP VTEP
—
] .
General raaay System [ Yl
Mame: FTD1 Maodel: Cisco Secure Firewall 3120 Threat Defense
Troubleshoot: ogs || cu Serial: FJZ254600PB
Mode: Routed Time: 2025-03-07 07:51:23
Compliance Mode: MNone Time Zone: UTC (UTC+0:00)
TLS Crypto Acceleration: Enabled Version: 7.4.2.2
Time Zone setting for Time based UTC (UTC+0:00)
Rules:
Device Configuration: Imgart
Inventorny: View
OnBoarding Method: Registration Key

N 2B ExportE AT A RBIRAR BB RA R T,

BALSMEBA>ESH , MARSEHERER. AE , %FDownload Export Package:

Deploy Q, (P |

Deployments Upgrades D Health Tasks
S ———
20+ total 0 waiting 0 running 0 retrying 20+ success 0 faal

@ Device Configuration Export

Export file created successfully
Diovwniload E xport P.'I(.k.-'lGl"

HE , B LB FGeneral X H HIDownloadiz4ll. EfFIRBsfo3 ¥ , fliNDeviceExport-
cc3fdc40-f9d7-11ef-bf7f-6¢8e2fc106f6.sfo




EXHEESREBXNERE , i ;

- BHEEO
- NERE

- BRH

« DHCP

« VTEP

o REIR

AR SHNEEXHRES ALRE—FTD, FTIDHUUIDAMSS AN sfoXX A A L. [F—
FTDAIES —ANFMCLEEM , H B S AsfoXX ¥,

SZ'SHANS MEEBEE' https://www.cisco.com/c/en/us/td/docs/security/secure-
firewall/management-center/device-config/760/management-center-device-config-76/get-started-
device-settings.html#Cisco Task.dita 7ccc8e87-6522-4ba9-bb00-eccc8b72b7c8

HPR2 R HBIFTD

S EDevices > Device Management , I£3FFTD HAXY , RJ/G1%&#F Switch Active Pair:

Eirewall Management Center
=] rewall Ha"?FJr'mr'm Center Analysts Policies Devices Objects Inegration Doply O @ £ @ sdmin ke
view By: | Groug
Al(t)  @Emor(e) @ q (0 m Mo Deployment Pending (2) @ Upgrade (2) @ Snort 3 (4) Secarch D m
- FTO_HA(T) #

FTD3100_HA
High Availability

FTDA(Primary, Active) Snort 3 Firewall 3120 Throat Doforse T332 m Essentials, 1P5 (2 more.

FTD#{Secandary, Standby) Snon 3 . _ S |
GifSecondary, Standty) ElEe Fingrwall 3120 Theont Doforssa 7.42.2 Essontials, PS5 (2 mon

ZREFTD1 (E/ZH ) MFTD ( WBI/ER )

iy Firewall Management Center 0 uices  Devicss  Obioes  bsegration ooy G, @ @ @ e

v Snort3 Firawall 3120 Thsat Datsnas 7422

FTOHSecandsey, Active] Snon &

MEREHHE)/ERFTDAE !


https://www.cisco.com/c/zh_cn/td/docs/security/secure-firewall/management-center/device-config/760/management-center-device-config-76/get-started-device-settings.html#Cisco_Task.dita_7ccc8e87-6522-4ba9-bb00-eccc8b72b7c8
https://www.cisco.com/c/zh_cn/td/docs/security/secure-firewall/management-center/device-config/760/management-center-device-config-76/get-started-device-settings.html#Cisco_Task.dita_7ccc8e87-6522-4ba9-bb00-eccc8b72b7c8
https://www.cisco.com/c/zh_cn/td/docs/security/secure-firewall/management-center/device-config/760/management-center-device-config-76/get-started-device-settings.html#Cisco_Task.dita_7ccc8e87-6522-4ba9-bb00-eccc8b72b7c8

FTDA (Pnmary’Standby)

N

FMC1 b
{source) ﬁ;}
10.62 164 84
mgml IP
No62 18411
=
| —
Regusames
mgmt I
10082148 247
mgmi IF
FMCA 10,62 164
{targat)
h— Traffic
| | | | |
| | | |
FTD2 (Secondarny/Active)
)
HPR3.FUTFTD HA
SMENREF>RFZEEF PMIFTD HA:
ri Furewal_l ManTelxgemen.t Center Aewbaie  Polces  Dwows  OOMCH  Waeorason
vew By | G .
AN ®Emoc(l) @ Waming (0) Ofiee (0) @ Mormad (2} Deployment Pencing (1)~ ® Upgrade (2) @ Snon 3 (4)
Cotaese &
~ FID_HAT)
ot FTDI00_HA
Hioh
-] "1‘1‘;':':‘:':' ] SRR Farewali 3120 Throst Delense. 7422 NiA
5 FTONSscondany, Active] Snon 3 Firewsll 9170 Thiast Detorse 1423 Manage

10,82, 184 8% - Routed

HEOHI, ®EFER

Confirm Break

Breaking the High Avalabiity pair “FTD3100_HA" will erase all
configuration except the Access Contral and Flex Config policy from
standby peer. This operation might also restan Snon processes of prifmary
and secondary devices, temporarily causing traffic interruption, Are you
suUrE you want to brask the pair?

Breaking High Aomailability pair when Secondary device is active may cause
A extended network disruplion for MAT trafe. Please ensure 1o perfarm clear

arp on upstream and downstream devices 1o restore connectivity.

Force break, if standby peer does nol respond

Lcwnsen

Essentials, IPS (2 mon.. |

Exsantialy, IP5 (7 morm...)

hcowun Control Policy

FID300_ACP

FID300_ACK

oy o 4 & @ sme- Bk speuRg

Mgrate | Deployment History

Db Durice List Repon)

), Search Device

!

Switch Active Peer

Force refresh node status
Desete

Firvert Upgrads

Health Moritor
Teoublesroot Fies




~ SEE ;A , AT Snort5|BES TR MEIBIEFRES , B ESBE LR HNRED I
o ML WCEEFHR | MR FERANATHEBR KA BEREHR  FERBERLEBENTHIZR LD
ARPZ£71F.

HRTFTD HAfG , FMCEEBMNHIFTD,

MEEAEXRE , RBEIRMEXEES , FTD2(ex-Active)IRAEBEE , H B ERELERE

<tfroot>

FTD3100-4#

show fail over

Failover Off

Failover unit Secondary

Failover LAN Interface: not Configured

Reconnect timeout 0:00:00

Unit Poll frequency 1 seconds, holdtime 15 seconds
Interface Poll frequency 5 seconds, holdtime 25 seconds
Interface Policy 1

Monitored Interfaces 1 of 1288 maximum

MAC Address Move Notification Interval not set

<tfroot>

FTD3100-4#

show interface ip brief

Interface IP-Address OK? Method Status Protocol
Internal-Data0/1 unassigned YES unset up up
Port-channell unassigned YES unset up up
Port-channell.200 10.0.200.70 YES manual up up
Port-channell.201 10.0.201.70 YES manual up up

FTD1 (k% ) MIBR TR EEE :

<ffroot>
FTD3100-3#

show fail over

Failover Off

Failover unit Secondary

Failover LAN Interface: not Configured

Reconnect timeout 0:00:00

Unit Poll frequency 1 seconds, holdtime 15 seconds



Interface Poll frequency 5 seconds, holdtime 25 seconds
Interface Policy 1
Monitored Interfaces 1 of 1288 maximum

MAC Address Move Notification Interval not set

<{froot>

FTD3100-3#

show interface ip brief

Interface

Internal-Data0/1

Ethernetl/1
Ethernetl/2
Ethernetl/3
Ethernetl/4
Ethernetl/5
Ethernetl/6
Ethernetl/7
Ethernetl/8
Ethernetl/9
Ethernetl/10
Ethernetl/11
Ethernetl/12
Ethernetl/13
Ethernetl/14
Ethernetl/15
Ethernetl/16

SIRAREFTDY ( 3EXE ) HdEED
MFTD1(FRERZ )M B fzsmsl, RiE

IP-Address
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned

OK?
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES

EFTDE®®KO,

Method
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset

Status

up

admin
admin
admin
admin
admin
admin
admin
admin
admin
admin
admin
admin
admin
admin
admin
admin

down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down

Protocol
up
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down



FTD1 (Ex-Standby)

_;‘-W““f- 10,62 184 84
———— mg’ﬁill—*
— 062 184121
—
[ —
—
Y
\‘\
w
p— mgmil IP \
1062148 247
—
mygmit 1P
FMC1 10.62.184.85,
(targath \[—]
=
| — Trafffic
FTD2 (Ex-Active)

SB5 SHFTDHEZRRE

S EISystem > Tools , R JFIEEFEImport/Export:

Depioy O @ 3 @ saminv Wl cecype
M

Configuration Health Manitaring
Users Maonitor Audit
Domains Policy Syslog
Product Upgrades Events Statistics
Content Updates Exclude

m Maonitor Alens Tools
Licorses Backup/Restore
Smart Licenses Scheduling

Classic Licenses ImportExport

Data Purge

Fone

SHMMNERFNEPRE, BRSHHMINBIFTONFERE , fl0

o T5[R)4E & SR BE (ACP)

o M Hbhk FE IR (NAT) R BE

« BITRREKERE (MRBEN)
- FIDEARKRE

5,



Firewall Management Center

= Access Control Policy

¥ Contextual Cross-launch

FTD3100_ACP

* Custom Table View
* Custom Workflow

* Dashib=oard

+ Health Policy

~* NAT Threat Defense

~ Platform Settings Firepower

matl

firepower_test_palicy
' [Platform Settings Thieat Defends

+ Report Template

FTD3100_P5

Export

S

Orervienw Hr

FMC ) LFZE#HEEVPN,
FA>< 1858 Th BECisco Bug ID CSCwf05294 <.

uabysis

Podicies

Dewices Ohjects

Access Control Palicy

MAT Threat Daflensa

Platferm Settings Firgpower

Integration

Platform Settings Throat Dalense

HRE—/ .sfoXX#F , #la10bjectExport_20250306082738.sfo

HER6.MIBARFMCH IR ESEFTDY ( FEEE )

Crverview Analysis

1 Firewall Management Center

View By: | Group -

A (4) ® Error (0) ® Warning (0} Offling (0} ® Mormal (4)

Narse

v FTD_HA {2}
FTD1 Snort 3
10.62.184.84

i FTDZ Snori 3

3 Ungeouped (1)

IR E MR

Policies Devices Objects Integration
—
Deployment Pending (1) * Upgrade (2) ® Snort 3 (4)
Mode Virsies
Firpwall 3120 Threat Dofense 7.4.2.2
Firpwall 3120 Threat Dofenso 423

Essantials, IPS (2 more.)  FTDS

Essentials, IS (2 more..)

Depioy O @ 3 @  sdmin -

@, Search Device

Aute RelBsek

100_ACP

AR EBRBEANE , AXESHVPNEXNEE, REEME , EFEEFMC2 ( B4R

LT

7

Packet Tracer
Packet Caplure
Revert Upgrade
Health Monitor

Troubleshoot Files


https://tools.cisco.com/bugsearch/bug/CSCwf05294

Confirm Delete

Are you sure you want o delete the
device, "FTD1*?

FTD1 CLIXE :

<tfroot>
>

show manager s

No managers configured.

>

FTD1iZ &M BRE A HBTIRE -

FTD1 (Ex-Standby)

[:a“ﬁFaL} E Unregistered

mgmt 1P Device
= mami 1P 10,62 16484
— 062 18411
Hegatsaten
% 6214 ’
1062 148 247
gt IP
FMCA 10.62.184.8
{target}
— Traffic
FTO: (Ex-Activa)

ST FFTDEME BN KRS AFMC2 ( BFRFMC )

N B ATHESNBBAFTD HAXEIFEMCHER, B—FE , MESHTEBS RS
WEEH (Bt ACP. NAT) AIXRMB A  REREHNEHTIR  NEEEEXLE



N oA,
_ MBRGFMCLEEEEHAEHNIAEE  RESHALEE -
A EHBERD

b.EAEMEHEEMEN. XHCEZERFFTEAEN (FR 1) HEENR,

— MREFEREDD” , WEEITH |, FRANFLUENN REFH 2O 2T BH R
(ACPZR£ X, NATZLXiE, Kh, FAREE).

B FEIFMC2 ( BFRFMC ) S AL LSS TS HIIFTD Policies sfoff K :

Deploy QO @ i+ @ admin ~ el o e enipg
Configuration Health Monitoring
Users Monitor At
Domains Policy Syslog
Fros! Product Upgrades Events Statistics
Fros Content Updates Exclude
Lros! Monitor Alerts Teols
ro: Ligefises Backup/Restors
L re Smart Licenses Scheduling
hrost Classic Licenses ImportfExport
browe! Data Purge

i%£#2Upload Package:

Deploy Q @ t @ admin v dul SECURE

Upload Package

R34

FIFEWEIH |"u"|EII‘|EIgE.rT]E.*r‘|t Center Ovenview Analysis Policies Devices Objects

Package Mame 'l Chaose File 4o Ble chosen

Upload 2:-.1 mcel

S AR -



o EII‘EWEI” Management Center TP il Policies Devices Oblects —

o ystem [ Tools | Package Import

“ Access Control Policy
FTD3100_ACP Access Controd Policy

“ NAT Threat Defense
natl MAT Threat Defense

“ Platform Settings Threat Defense
FTD3100_PS Platform Settings Threat Defense

Import ] | Cancel

£FMC2 ( B#rFMC ) ERIBEONR/Z£ X1,

‘ .EIE' Furiau.-.lall Mar'!agerr.:llgf'li{?enler o R R . "
| Import Manifest

Matwork and Port objects will bo reused i nams and content maiches with auisting cbjects, in all othar cases objects with duplicate names are Imported as naw objects with & numbar appended 1o
Ehiy NAMD.

FTDI100_ACP [Access Contnol Pobcy]
nat] (WAT Throat Dalensa)
FTD3100_PS (Plattorm Sottings Theoat Dalonso)

w Interface Objects

INSIDE_ZONE_3100 (Routed) b Security Zones Select.. -
OUTSIDE_ZOME_3100 (Rowted) » Socumily fonos Fehect.. -
Impaort Cancel

BABURFMCT (JRFMC ) 2RI S

MNew Security Zone

Please amar & narme

l CUTEIDE_ZONE_3100

=3 - |

EFEImportf5 , ST HRFFAREBES AFMC2 ( BFRFMC )

“ Interface Objects

INSIDE_ZONE_3100 (Routed) » Security Zones INSIDE_ZONE_3100 v

OUTSIDE_ZONE_3100 (Routed) b Security Zones OUTSIDE_ZONE_3100 v

| Import | | Cancel




FEERK :

8 Import

Import FTD3100_ACP (Access Control Policy), FTD3100_PS (Platform Settings Threat Defense), 4s X
nat1 (NAT Threat Defense)
View Report

FSIEGFTDT ( IEEE ) EMEIFMC2

¥EIFTD1 ( 3FEX ) CLIAE E#EERS !

<ttroot>
>

configure manager add 10. 62. 148. 247 ci sco

Manager 10.62.148.247 successfully configured.
Please make note of reg_key as this will be required while adding Device in FMC.

>

EMMZEFMC2 ( B#rFMC ) Ul Devices > Device Management#IAdd the FTD device:

Firewall Management Center
o g . Overview  Analysis  Policies Devices Objects Integration  Deploy Q 9 e admin ~ el ool pE
Migrate Deployment History
View By: Group v
All (0) ® Error (0) ® Warning (0) Offline (0) ® Normal (0) Deployment Pending (0) ® Upgrade (0) 0, Search Device m
——
Collapse All
High Availability
Cluster
MName Model Ver... Chassis Licenses ?;:"::s Gontral Auto Rolll Chassis
Group
Ungrouped (0)

MRRZIEMAEM |, BESHEARRY LR R F] 72
. https://www.cisco.com/c/en/us/support/docs/security/firepower-ngfw/215540-configure-verify-
and-troubleshoot-firep.html

DEELE—SHS AR R R H R



https://www.cisco.com/c/zh_cn/support/docs/security/firepower-ngfw/215540-configure-verify-and-troubleshoot-firep.html
https://www.cisco.com/c/zh_cn/support/docs/security/firepower-ngfw/215540-configure-verify-and-troubleshoot-firep.html

Add Device

Select the Provisioning Method:
'@ Registration Key () Serial Number

CDO Managed Device

Host:t

10.62.184.84

Display Mame:

Regiatration Key:*

Group:
None -

Access Contral Palicy:*
FTD3100_ACP r|

B A PR BV AMEHEARE

Smart Licensing

Hote: All virtual Firewall Threat Defense devices require a performance tier license.,

Make sure your Smart Licensing account contains the svailable icenses you need.

It's kmportant 1o choose the ter that matches the license you have in your sccount.

Chlick here for information about the Firswall Threat Defenas performancs = thened loensing.
Urnitil yoos clhtsosa & ther, your Firewall Threat Defense virtual defaults 1o the FTOWS0 selection.

Performance Tier (only for Firewall Theeat Defense virtual 7.0 and above):
Select a recommensed Tier ¥

Unigue MAT Dot

Transter Packets

“ZR .



FTDA (Ex-Standby)

e gomma
(S0Ournoe)

mi IP
62 164 84

mgmi 1P
N0.62184.121

i
‘e

Pegaiiation N ew Registration

'_1 I
= gt 1P
10.62.148.247

FMC1
(larget)

FTD2 (Ex-Activiz)

S| GFTDIREBMBEN RS AFMC2 ( BFRFMC )

EFFMC2 ( B#RFMC ) , BfiEDevices > Device ManagementHfEditfE £ —FHEMEIFTDIR R

o

S ZIDeviceit I+ MImport FTD Policiesi R , ZNREBELSH2FASHH -

Firewall Management Center

Crverview Analysis Policies Devices
FTD1
Cisco Secure Firewall 3120 Threat Defense
Device Interfaces Inline Sets Routing DHCP VTEP
General s Licens
Mame: FTD Essentig
Transfer Packets: Yes Expart-|
Troubleshoot: Loga || C hahwary
Mode: Routed IPS:
Compliance Modea: MNane Carrier:
Performance Profile: Default URL:
TLS Crypto Accalaration: Enabled Sacuns |
Secure |
Device Configuration: Eapont | | Doweribcasd Securs |

OnBoarding Method: Registration Key



N g MBESTHRRETRTD ( BIEFTRES ) |, FERASHUEZNNREMN 2 E TR
HUREE (ACPZ£XHE, NATZ2XHE, BH., TARESF).

Device Configuration Import

Thiz will replace current device configuration with new
configuration from imported file. Do you want to continue?

()

FMCESER3h.

£ Device Configuration Import

Device configurations imported successfully Ta X
View Import Report

REBMENAEFTDIL | fliiZ2XiE, ACP. NATE :

FeurvTe Anatres Pobes Devces Dopcty Iracgraton Depoy G O O @ som £
FTD1 =l
Cinco Secure frewsl 1120 T e
v s
B p
e P
B r
B s
e 7
= TES p
B -
T — =
L L - P
B ,
W su
a e s
ir= S

/N BE . MBERWACPY BE TS EESTE , NACPEE T E(tmatch compile) FTAEE
SRR, BT LU S S IFACPE IR -

<#root>

FTD3100-3#

show asp rul e-engi ne

Rule compilation Status:



Conpl et ed

FB10.5THFTDE &

bt , BFRRREIMEIFMC2 ( BFRFMC ) 5 ANRE EMSFTD1 P TR DN AT A AL,
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Create New VPN Topology

Topodogy Name:®
VPNI100
e Pobcy Based (Crypto Map) Route Based (WVTI)
Metwork Topology:
] oo and Spoke Full Mesh

IKE Version:* IKEv1 IKEw2

Endpoinits IEE IPgac Advanced
MNoda A,

Device Namss

VPN Interface

FTD FTDN QUTSIDE [10.0.201.70)

Noda B

Device Nams

VPN Interface

Extranat Romote_FW 10,0,201.80

' . Ensure the profected networks are allowed by accoess control policy of each device

Protected Networks

mik_10.0.200.0
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rat_10.0.202.0
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Last Deploy Time

Mar 7, 3025 3:33 AM

Deploy
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Sambes

Ready for Deployment
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ERFEF BN RENYTLAEREBMEMBIIBLEFMCHFTD2# 25E M 2 B FrRFMCHY
FTD1,

WiaE) :

FTD1 (Ex-Standby)

o ————

gmt IP

mgmt 1P D.62.184.54
h0.62 184 121
—
| —
—

Regntealies  New Registration

Regisiration
1062 148 247
| e— |
—
FMCT
(target)

| Traffic

FTD2 (Ex-Actve)
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5;9 mgmt IP \‘\
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mgmt 1P,
FMC1 10.62.184.85,
(target) ™,

| & .

FTD2

BE  REMWETERGR, YIREE  £2B3 -LEREPE  EFMAREREKBE
FTD1,VPNE#FEL , %,

/N BE . BRIACPEEZR , BNETEHTR (S0 _LRSE0)

A 25 BENFTDNFREEEREXMEXOTHENHO, TN ERATEERRAR
BRERE |

/N B BFRAREEAEBNIPESE  EitEEEFHIA4BL38E WARPER, ZREHE
B ABARIR & BIARPETZLUINR B,

5 85 SETAEFAFTD CLIAS R X GARPRIE A H EF 18401 E WARPE |

<tfroot>

FTD3100-3#

debug menu ipaddrutl 5 10.0.200.70

Gratuitous ARP sent for 10.0.200.70

BYBAXNFWRBHNENMNPES LGS, Bt , SABXERENESMNPRIEGARPEIEZMLL , X



TERRMEB IR B NWARPEFHIREER,
FER13FE=ANFTDERBEIFMC2 ( B#RFMC )

BE—TEBUHAT ., Hit , LEEEEMFMCT (BFMC ) HIBRFTD2 | RS E M3
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WEHE :
FTDA
FMCT N -

{s0aarc)

mit IP

mgmit IP 62164 .84
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mgnﬂ IP
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gt 1P
FMC1 10.62 1&4%\
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FTDA

EME1 .I_._I_—me
{source) :
mit 1P
' mgmt IP 62.184.64
1062184121
Regatiaten

mgmt I
10062 148,247

e
™ mam IP

FMC1 U o184, 85

{target)

FTD2

MRIGHEEZEIFTD2HVPNE E |, N AREMBRFTDZ B £ EBIK. EFRRBERT , 2EREL
UTHABWEE -

Error

The Device ‘FTD2" cannot be deleted
because the following VPN
Configuration{s) refer this device.
Site to Site : VPN3100

Please editfremove the VPN
configuration(s) to deleta the device.

=3
CLIRIE :

<ttroot>
>

show manager s

No managers configured.

HRFTDEEEMEBFRFMCZE , RIFUBHRMBFTDEE. —HHRENFEZREM K EHEERX 2
(B 04



fltn | MREERHER |, HHREltransparent , A5 B YI#Erouted:

<{froot>
>

configure firewall transparent

R -

<{froot>
>

configure firewall routed

RE , FEEMEIFMC2 ( BFRFMC )

<{froot>
>

configure manager add 10. 62. 148. 247 ci sco

Manager 10.62.148.247 successfully configured.
Please make note of reg_key as this will be required while adding Device in FMC.
>



Add Device )

Select the Provisioning Method:
@ Registration Key () Serial Number

| CDO Managed Device

Host:t

10.62.184.85

Display Name:
FTD2

Registration Key:*

Group:
Mone v |

Access Control Palicy:*
| FTD3100_ACP v

Smart Licensing

MNote: All virtual Firewall Threat Defense devices require a performance tier license.

Make sure your Smart Licensing account contains the available licenses you need.

It's important to choose the tier that matches the license you have in your account.

Click here for information about the Firewall Threat Defense performance-tiered licensing.
Until you choose a tier, your Firewall Threat Defense virtual defaults to the FTDvED selection.

Performance Tier {only for Firewall Threat Defense virtual 7.0 and above);
Select a recommended Tier L4
| Carrier
Malware Defense
IPS
URL
Advanced
Unigue NAT ID:t

Transfer Packets

Cancel ]
g8
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—
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Add High Availability Pair
Name:;*
FTD3100_HA

Device Type:

- Firewall Threat Defense

Primary Peer:
FTD1

Secondary Peer:
| FTD2 v

D Threat Defense High Availability pair will have primany
configuration. Licenses from primary peer will be
converted to their high availability versions and applied
on both peers.

ENREHAKRE  SEI%EEQD, AP, EUMACHELE,

MFTD1 CLIFIE :

<#root>
FTD3100-3#

show failover | include host

This host: Primary - Active
Other host: Secondary - Standby Ready

MFTD2 CLIRIEF :

<ttroot>
FTD3100-3#

show fail over | include host

This host: Secondary - Standby Ready
Other host: Primary - Active

FMC UIRE :
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https://www.cisco.com/c/zh_cn/td/docs/security/secure-firewall/management-center/device-config/760/management-center-device-config-76/get-started-device-settings.html#Cisco_Task.dita_7ccc8e87-6522-4ba9-bb00-eccc8b72b7c8
https://www.cisco.com/c/zh_cn/td/docs/security/secure-firewall/management-center/device-config/760/management-center-device-config-76/high-availability.html#task_686C71A99B5C4CA18FC6681F83B23F45
https://www.cisco.com/c/zh_cn/support/docs/security/secure-firewall-threat-defense/222480-migrate-an-ftd-from-one-fmc-to-another-f.html
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