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https://www.cisco.com/c/zh_cn/td/docs/security/secure-firewall/management-center/device-config/770/management-center-device-config-77.html#restrict-remote-access-vpn-users-based-on-geolocation
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Add Service Access Object ®

Name *

deny-X-locations |

Add Rule

Sequence Action Geolocation

Default Action | @ Allow All Countries v

[] Allow Overrides
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Available Geolocation Selected Geolocation
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Add Service Access Object ®

Name *

[ deny-X-location ]

Add Rule

Sequence Action Geolocation
1 DENY - ¢ O
+1more
Default Action [e Allow All Countries v ]

[:] Allow Overrides
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Firewall Management Center
Devices [ VPN | Edit Interface Profile
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Enter Description

Youhaveilineavedichanges m m

MName Interface Trustpoint DTLS SSL IPsec-IKEv2

Outside -] & 0

Access Settings

Allow Users to select connection profile while logging in

|| Enable HTTP-only VPN Cookies

SSL Settings

Web Access Port Number:* | 443 |
DTLS Port Number:* | 443 |
SSL Global Identity Certificate: | iy |

Meba: the port used in VEN canfiauration is not used in o

IPsec-IKEv2 Settings

IKEv2 Identity Certificate: w

Service Access Control

Remote clients’ access to VPN can be controlled in Threat Defense devices from Version 7.7 and later using a service access object. This object
provides geolocation-based access control to clients before VPN authentication.

Service Access Object: deny-X-location ~ | &
Sequence Action Geolocation
1 DENY I
+1 more

Default Action @
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Service Access Control

Remaote clients’ access to VPN can be controlled in Threat Defense devices from Version 7.7 and later using a service access object. This object provides geclocation-
based access control to clients before VPN authentication.

Service Access Object: deny-X-location w ] b a
Sequence Action Geolocation
1 DENY 1
+1 more

Default Action ©

2.3=1Tshow running-config service-accessn v , FRARS HRIFN AT MFTD CLIZR 5,

<ttroot>

firepower#

show runni ng-confi g service-access

service-access deny ra-ssl-client geolocation FMC_GEOLOCATION_146028889448_536980902
service-access permit ra-ssl-client geolocation any

firepower# show running-config object-group idFMC_GEOLOCATION_146028889448_536980902
object-group geolocation FMC_GEOLOCATION_146028889448_536980902

Tocation "Country X"
Tocation "Country Y"
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1 Identity Certificate
Objects

UserName  Assigned. Public IP LoginTime  Gateway Country Client Ap Client 05 Connecti Group Po. Actions

- UsA C AnyC win-B4 RAVPMI

HUEHEER

NTHITHELRR , BEEUTHR

1. WA N R ETEService AccessT R B IEH,

2. YAFMWHIEBEMBERSER , ®ETroubleshooting LogsEhn =B L RELE RS HE
3. WIRFMCH E RWELESFTD CLIRMELE TEL

4 FRAUTHSREEZHAER , XEEEXNHEHBREEHEL

» debug geolocation <1-255>

» show service-access

» show service-access detalil

» show service-access interface

» show service-access location

* show service-access service

» show geodb ipv4 location <Country> detail
» show geodb counters

* show geodb ipv4 [lookup <IP address>]

* show geodb ipv6
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