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Monitaring
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Device Summary

Routing

Add Multiple Virtual Routers W >~ Commands ~ ¥ BGP Global Settings

Static Routing BGP OSPF EIGRP ECMP Traffic Zones

1 route Y Filter +
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Routing
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1 route ¥ Filter +
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Add Network Object
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Description

Type
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Maritaring

Device Summary

Site-to-Site VPN
Y Finer +

Preset fikors: Rouee Basect (W), Poficy Based
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\GREATE SITE-TO-SITE CONNECTION

Create_Site-to-Site_Connection
SIS EHXENEFER,

o EEBEXHEN  Demo_S2S
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o ZA#VPNIGRIIED  BHTHFIR , RSB dicreatenew Virtual Tunné Interfaceo

VPN TUNNEL

@

FTDV742 INTERNET PEER ENDPOINT

Define Endpoints

nterface IP address,

Identify the interface on this device, and the remote pe y-point VPN c ion. Then, identify

se the ¢

rotected usin

the local and remote networks that ca ction. Traffic betwee encryption

Connection Profile Name

Demo_5S25 Route Based (VTI) Policy Based

Sites Configuration

LOCAL SITE REMOTE SITE
Local VPN Access Interface Remote IP Address
Please select w
¥ Filter
~

Nothing found

Create new Virdual Tunnel Interface I

Create_VTL_in_VPN_Wizard
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3
FTDVT42 BTERHET PEER ENDPOINT
Define Endpoints
Identify the interface on this device, and the remote peer's interface IP address, that form the point-to-point VPN connection. Then, identify

the local and remote networks that can use the connection. Traffic between these networks is protected using IPsec encryption.

Connection Profile Name Type

Demo_S25 Route Based (VTI) PPolicy Based

Sites Configuration

LOCAL SITE REMOTE SITE
Local VPN Access Interface ﬁ?emole IP Addrass
demovti (Tunnel1) - 192.168.10.1

m

VPN_Wizard_Endpoints_Step1
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Privacy Configuration
Salect the Intemet Key Exchange (IKE) polic 6 the VPN connaction. Then, seiect the
IKE Policy

@ IKE policies are global, you cannot configune diffierent policies per VPN, Auny enabled IKE Policies are available to il VPN
connections.

weversionz (@D wevErsion1 (@ )

IKE Palicy
IPSec Proposal
None selected EDIT... (1]

Edit_IKE_Policy
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* DH Group : 14

- TEMIRFE . SHA256

- PRFI;% : SHA256

- 4 aHA : 86400 (default)

Add IKE v2 Policy

[ Priority Name State
Filter
T8 1 AES256_DH14_SHA256_SHA256 D
1

Lo i
@ AES-GCM-NULL-SHA Encryption

:
—
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—_—
Diffie-Hellman Group

@ DES-SHA-SHA S

E ———
(integrity Hash )

.

S

[ Pseudo Random Function (PRF) Hash
SHA v
W b

Lifetime (seconds)

[ Create New IKE Policy n 86400

v (I

Add_New_IKE_Policy
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Create New IKE Policy

Enable_New_IKE_Policy
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Globally applied EDIT...

IPSec Proposal

None selected | EDIT... I (1]
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Y Fitter SET DEFAULT
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Add_New_IPSec_Proposal

¥ Filter SET DEFAULT

& AES-GCM in Default Set “I

& AES-SHA

& DES-SHA-1

& AES256_SHA256 ]

Create new. [PSec Propesal CANCEL [n]

Enable_New_IPSec_Proposal
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FTONTa2 INTERNET PEER ENDPOINT

Privacy Configuration

IKE Paolicy

) IKE policias are global, you cannot configure differant policies per VPR Any enabled IKE Policies are svailatie to all VPN
COANBELONS.

ixe version 2 (D) IKE vERsion 1 (@)

IKE Policy

Globally applied EDIT..

IPSec Proposal

Custom set selected EDIT...

Authentication Type
(®) Pre-shared Manual Key  (O) Certificate

Local Pre-shaned Key

emote Peer Pre-shared Key
senes

Configure_Pre_Shared_Key

SEIIBKREVPNEE, REFEEBNEMRNE , FELHBACKZEM, MR—YIIEE , BEE
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Demo_S2S Connection Profile

o Peer endpoint needs to be configured according to specified below configuration.

VPN Access 0 demovti (169.254.10.1) < | PeeriP Address 192.168.10.1

Interface

IKE Policy aes,aes-192,aes-256-sha512,sha384,sha,sha256-sha512,sha384,sha,sha256-21,20,16,15,14, aes,aes-256-
sha,sha256-sha,sha256-14

IPSec Proposal aes,aes-256-sha-1,sha-256

Authentication Pre-shared Manual Key

S y

IKE V1: DISABLED

|

Lifetime 28800 seconds
Duration
Lifetime Size 4608000 kilobytes

ADDITIONAL OPTIONS
o Information is copied to the clipboard when you click Finish. You must allow the browser to access your clipboard for the copy to be successful
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Access_Control_Rule_Instance
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Administratar
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ACTIONS

BE

v e’ SECURE

1 Demo_S2% Route Based (VTI) demovti

EEVPNEE

BGP LERIELE

FRAISMENRZ>BHA, #EView Configuration,
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e EICE AN Monitoring Policies Objects e @ Administrator
m & Internet
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Interfaces Routing Updates System Settings
Management: Merged 1 static route Geolocation, Rule, VDB, System Upgrade, Mana Acce
Enabled 4 of 9 Security Inteligence Feeds
View All Interfaces » View Configuration > View Configuration >
Smart License Backup and Restore Troubleshoot
Ties: FTDVS0 - 10 Gbps
View Configuration > View Configuration > cnboanEiznel Ay o]

View_Routing_Configuration
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I Firewall Device Manaaear Ll o 5= (] ¥ - admin 7L [T ——
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1 Monitodng Policies Objects Device: fidw742 - Administrator

Routing

Add Multiple Virtual Routers W 3= Commands v £ BGP Global Settings
Static Routing BGP OSPF EIGRP ECMP Traffic Zones

CREATE BGP OBJECT

Create_BGP_Object
FREEEXN RN BN SMBBERHRTEE, £ HOKRARE.
B - demobgp

E 11T BEASHES. FEifias-number, FaIH AARMAS number, EARTRHIF | Site1 FTDEVASYR
565511,

F 2 T EBEIPMY, #dip-protocol, ERipv4.

Add New BGP Object

Name Description
demobgp 4
v

Template ® Showdisabled & Reset

iFFrptocol
1 router bgp 6551_

configure address-family EEiEfslgeiaslaeiity

ipv4

Create_BGP_Object_ ASNumber_Protocol

FA4TEHEEZIRE, Bifisettings , £#ZEgeneral , AR/5 £ T Show disabled,



Add New BGP Object @ X

Name Description
demobgp Y
1
Template @ Show disabled | ) Reset

router bgp 65511

configure address-fan
Address Family IPV4 Settings
address-family ipva _..____._

configure address-family ipv4

advanced

CANCEL

Create_BGP_Object_AddressSetting

%6 TR H+BMR S AL REEBGPM &, ¥ dinetwork-objecte A EFINE AN R HE
B—A, EARRGIG | EEBEX Rname inside_192.168.70.0 ( EL |32 61 ) ,

Add New BGP Object

Name Description
demobgp 4
4
Template & Hide disabled ) Reset

router bgp 65511
configure address-family
address-family ipv4 unicast
configure address-family ipv4 general v

distance bgp 286 200 200

Create_BGP_Object_Add_Network



Add New BGP Object ® X

Name Description
demobgp y
e
Template & Hide disabled ) Reset
p +

router bgp 65511
configure address-family ipv4 v
address-family ipv4 unicast

IPV4 Network address

o e

network I

‘cy OutsidelPvdDefaultRoute Network

'y OutsidelPv4Gateway

‘0 any-ipvd Network

any-ipv6 Network

Create_BGP_Object_Add_Network2

1M IT RGBT S ALK UG EBGPAEMERE LR, ¥ dineighbor-address , F}Fahim A
peerBGPneighboraddress. TEAHIH , ©2169.254.10.2 ( Site2 FTDHIVTI IP#iit ) , #as-
number , REFHRATNELXASET, EARHEH |, 65510/ FSite2 FTD, # ificonfig-options F
1% properties,



Add New BGP Object

Name Description

demobgp

Template

router bgp 65511

configure address-family ipv4
address-family ipv4 unicast
configure address-family ipv4
distance bgp

network inside_192.168.70.0

ct

169.254.10.2 remote-as

configure neighbor

Create_BGP_Object_NeighborSetting

V.

& Hide disabled () Reset

-onfiguration Option

properties

F 14T RE+BR , FRBEVRBELENRELEM, ¥ Hactivate-optionsHi%kFproperties.



Add New BGP Object

Name Description
demobgp >
/A
Template & Hide disabled ()} Reset

router bgp 65511
configure address-family
address-family ipv4 unicast
configure address-family ipv4
distance bgp 28 288 200

network inside_192.168.70.0 v

configure neighbor 1 2  remote-as

neighbor 169.254.1 remote-as T
Select Configuration Option

configure neighbor 169.254.10.2 activate activate—optionsv

properties I

Create_BGP_Object_NeighborSetting_Properties

B3 T RAG+RARALITERSRET ., # dsettingsHikFEadvanced,



Add New BGP Object

Name Description
demobgp >
"
emplate ide disablec eset
Templ & Hide disabled R

router bgp 65511
configure address-family ipv4w
address-family ipv4 unicast
configure address-family ipv4
distance bgp

network inside_192.168.70.0 v

configure neighbor 16¢ :
g g Select Neighbor Setting

neighbor 169.254.10.2 remote-__
configure neighbor 169.254.18.2 remote-as
configure neighbor 169.254.18.2 activate

general
neighbor 1 54.18.2 activate

advanced

migration

ha-mode

CANCEL

Create_BGP_Object_NeighborSetting_Properties_Advanced

% 18 1T:# Thoptions H ik R disable AZ A B EMTUL I,



Add New BGP Object

Name Description

demobgp

Template & Hide «

bled O Reset

router bgp 65511
configure address-family
address-family ipv4 unicast
configure address-family ipv4 general v
distance bgp 20 200

network inside

configure neighbor 169.254.18.2

neighbor 169.254.18.2 remote-as

configure neighbor 169.254.18.2 remote-as ad:
neighbor 1 254.10.2 password secre
configure neighbor 1 18.2 hops optio
neighbor 169. 18.2 version versior Alimbe
neighbor 169.254.18.2 transport conne____.. ..
neighbor 169.254.18.2 transport path-mtu-discovery [elafelii-R"

configure neighbor 16 4.108.2 activate

neighbor 169.254.18.2 activate disable

Create_BGP_Object_NeighborSetting_Properties_Advanced_PMD

Z&14. 15, 16, 17 R H-ZREUEARAX LT, A, FHOKRMRFBGPH K.



Add New BGP Object

Name Description

demobgp

Template £ Hide disabled ) Reset

router bgp
configure addr ~-family ipwd
address-family ipv4 unicast
configure addr
distance bgp

network

configure neighbor

neighbor 1 B <

configure neighbor 169.254.18.2 remocte-as advanced ~
neighbor 169 .18
configure neighbor 2 18.2 hops options
neighbor 1 .18.2 wversion version-number
neighbor 1 ?  transport connection-mode options
neighbor 16 .18.2 transport path-mtu-discovery

confipure neighbor 16 54.18.2 activate propertiesw

neighbor 16 .18.2 activate

CAMCEL

Create_BGP_Object_DisableLine

ARBIBR TBGPIRE ., B LMREREREREEHtBGPIRE,



Name Description

demobgp
y
Template & Hide disabled ':D Reset

router bgp

configure address-family  ipv4 v

address-family ipv4 unicast
configure address-family ipv4
distance bgp 20

network ir

configure neighbor 54.10 remote-as 65510
neighbor 169.254.18.2 remote-as 65510

configure neighbor 16 4.10.2 remote-as advanced v

neighbor 1¢
configure neighbor 169.254.18.2 activate p

neighbor 169.254.186.2 activate

CANCEL

Create_BGP_Object_Final_Overview

HBR7 EHEBGPEEE X,

AT Lo = admin bl
Monitoring Policies Objects P — cisco
Routing
Add Multiple Virtual Routers w - Commands v £ BGP Global Settings
Static Routing ~ BGP ~ OSPF  EIGRP ECMF Traffic Zones
1 object
W NAME DESCRIPTION ACTIONS
1 demobgp

8 BGP_EE



SR8 1L |, Site1 FTDWELE 25T Ko

ERESite2 FTD VPNHIBGP , i AR HSite2 FTDSHEE LRI ZIT KT .,

Site1 FTDFISite2 FTDFECLI = #Y &it B £ .

¥m1FTD

¥Wm2 FTD

NGFWhRZA7.4.2

interface GigabitEthernet0/0

nameif outside

cts manual

propagate sgt preserve-untag
REFHAsotDZA , EHF

L2450

ip address 192.168.30.1 255.255.255.0

interface GigabitEthernet0/2

nameif inside

Z24% 50

ip address 192.168.70.1 255.255.255.0

interface Tunnel1

nameif demovti

ip address 169.254.10.1 255.255.255.0

B&iE R O N5

F&i& B #5192.168.10.1

p2iEE X IPSec IPv4

B&i& R ipsec profile ipsec_profile|e4084d322d

R M E A EBIPvAR K

host 192.168.30.3

object network inside_192.168.70.0
¥ M™192.168.70.0 255.255.255.0

access-group NGFW_ONBOX_ACL global

access-list NGFW_ONBOX_ACL remark rule-id
26843545715 A K B& :NGFW_Access_Policy

access-list NGFW_ONBOX_ACL remark rule-id
268435457:L5M N : Inside_Outside_Rule

access-list NGFW_ONBOX_ACL advanced trust object-
group |acSvcg-268435457 ifc inside any ifc outside any
rule-id 268435457 event-log both

access-list NGFW_ONBOX_ACL remark rule-id

NGFWhRZA7.4.2

interface GigabitEthernet0/0

nameif outside

cts manual

propagate sgt preserve-untag
KBSt ZA , BEHF

L2450

ip address 192.168.10.1 255.255.255.0

interface GigabitEthernet0/2

nameif inside

L2450

ip address 192.168.50.1 255.255.255.0

interface Tunnel1

nameif demovti25

ip address 169.254.10.2 255.255.255.0

P& R O A5

F23& B $5192.168.30.1

paEE X IPSec IPv4

B&i& R #ipsec profile ipsec_profile|e4084d322d

R LI EBIPvAR %

host 192.168.10.3

object network inside_192.168.50.0
¥ M™192.168.50.0 255.255.255.0

access-group NGFW_ONBOX_ACL global

access-list NGFW_ONBOX_ACL remark rule-id
2684354571 A K B& :NGFW_Access_Policy

access-list NGFW_ONBOX_ACL remark rule-id
268435457:L5#N : Inside_Outside_Rule

access-list NGFW_ONBOX_ACL advanced trust object-
group |acSvcg-268435457 ifc inside any ifc outside any
rule-id 268435457 event-log both

access-list NGFW_ONBOX_ACL remark rule-id




268435458:1 7] K B& :NGFW_Access_Policy

access-list NGFW_ONBOX_ACL remark rule-id
268435458:L58 M : Demo_allow

access-list NGFW_ONBOX_ACL advanced permit object-
group |acSvcg-268435458 any rule-id 268435458 event-log
both

access-list NGFW_ONBOX_ACL remark rule-id 1:1 7] € B
:NGFW_Access_Policy

access-list NGFW_ONBOX_ACL remark rule-id 1:L5# 1

: DefaultActionRule

access-list NGFW_ONBOX_ACL advanced deny ip any any
rule-id 1

router bgp 65511

bgp log-neighbor-changes

bgp router-id vrf auto-assign

address-family ipv4 unicast

neighbor 169.254.10.2 remote-as 65510

neighbor 169.254.10.2 transport path-mtu-discovery disable
4B/E169.254.10.238E

network 192.168.70.0

no auto-summary

TEE

exit-address-family

outside 0.0.0.0 0.0.0.0 192.168.30.3 1

crypto ipsec ikev2 ipsec-proposal AES256_SHA256
protocol esp encryption aes-256 aes
protocol esp integrity sha-256 sha-1

crypto ipsec profile ipsec_profile|e4084d322d

set ikev2 ipsec-proposal AES256_SHA256

set security-association lifetime kilobytes 4608000
set security-association lifetime seconds 28800

crypto ipsec security-association pmtu-aging infinite

crypto ikev2 policy 1
In#aes-256 aes
integrity sha256 sha
144

prf sha256 sha

lifetime seconds 86400

crypto ikev2 policy 20
% aes-256 aes-192 aes

268435458:15 7] K B& :NGFW_Access_Policy
access-list NGFW_ONBOX_ACL remark rule-id
268435458:L58 M : Demo_allow
access-list NGFW_ONBOX_ACL advanced permit object-
group |acSvcg-268435458 any rule-id 268435458 event-log
both
access-list NGFW_ONBOX_ACL remark rule-id 1:1 7] € B
:NGFW_Access_Policy
access-list NGFW_ONBOX_ACL remark rule-id 1:L5# 1

: DefaultActionRule
access-list NGFW_ONBOX_ACL advanced deny ip any any
rule-id 1

router bgp 65510

bgp log-neighbor-changes

bgp router-id vrf auto-assign

address-family ipv4 unicast

neighbor 169.254.10.1 remote-as 65511

neighbor 169.254.10.1 transport path-mtu-discovery disable
48/E169.254.10.18F

network 192.168.50.0

no auto-summary

TEE

exit-address-family

outside 0.0.0.0 0.0.0.0 192.168.10.3 1

crypto ipsec ikev2 ipsec-proposal AES256_SHA256
protocol esp encryption aes-256 aes
protocol esp integrity sha-256 sha-1

crypto ipsec profile ipsec_profile|e4084d322d

set ikev2 ipsec-proposal AES256_SHA256

set security-association lifetime kilobytes 4608000
set security-association lifetime seconds 28800

crypto ipsec security-association pmtu-aging infinite

crypto ikev2 policy 1
& aes-256 aes
integrity sha256 sha
144

prf sha256 sha

lifetime seconds 86400

crypto ikev2 policy 20
% aes-256 aes-192 aes




integrity sha512 sha384 sha256 sha
2120161514

prf sha512 sha384 sha256 sha
lifetime seconds 86400

crypto ikev2 enable outside

AR BE |s2sGP|192.168.10.1 R %p
AR B |s2sGP[192.168.10. 18 1%
vpn-tunnel-protocol ikev2

tunnel-group 192.168.10.1 type ipsec-12I
F2iE40192.168.10.1EME M
default-group-policy |s2sGP|192.168.10.1

tunnel-group 192.168.10.1 ipsec-attributes
ikev2 remote-authentication pre-shared-key *****

ikev2 local-authentication pre-shared-key *****

integrity sha512 sha384 sha256 sha
2120161514

prf sha512 sha384 sha256 sha
lifetime seconds 86400

crypto ikev2 enable outside

AR BE |s2sGP|192.168.30.1 A %p
AR B |s2sGP[192.168.30. 18 1
vpn-tunnel-protocol ikev2

tunnel-group 192.168.30.1 type ipsec-12I
PB4 192.168.30.1EME M
default-group-policy |s2sGP|192.168.30.1

tunnel-group 192.168.30.1 ipsec-attributes
ikev2 remote-authentication pre-shared-key *****

ikev2 local-authentication pre-shared-key *****

5 E

ERAER D AIEIAE BRER ERIZTT.

SR1.BIEFEHSSHEMEISNFTDHCLI , LAE@E show crypto ikev2 saFlshow crypto

ipsec safp T K ik 55 1B R M S5 2B BRIV VPNARZS

¥=1FTD

¥ M2 FTD

ftdv742# show crypto ikev2 sa
IKEv2 SA:

Session-id:134, Status:UP-ACTIVE , IKE
count:1, CHILD count:1

Tunnel-id Local Remote fvrf/ivrf Status Role

563984431 192.168.30.1/500
192.168.10.1/5004 Bk /4 BK 7 4 7l ) {7 8%

in% : AES-CBC , B4 K/ : 256 , 3%
: SHA256,DH4 : 14 , BHRRKUE/FS : PSK , &
B IFEIF : PSK

FEan/SEZNETE ; 86400/5145 B

Fsa: 2% 850.0.0.0/0 -

ftdv742# show crypto ikev2 sa

IKEv2 SA:

Session-id:13, Status:UP-ACTIVE , IKE
count:1, CHILD count:1

Tunnel-id Local Remote fvrf/ivrf Status Role
339797985 192.168.10.1/500
192.168.30.1/500% R/ B E 5 oh 85

in%: : AES-CBC , A K/ : 256 , BB %

: SHA256,DH4 : 14 , SHRIUERFS  PSK , &
MIIFIF - PSK

Fin/SESNETIE : 86400/74099 B

Fsa: A #h%$%250.0.0.0/0 -
255.255.255.255/65535

mi21%£#£2850.0.0.0/0 - 255.255.255.255/65535
ESP spif A/ : Oxb7b5b38b/0xf0c4239d




255.255.255.255/65535
IZF21%$£880.0.0.0/0 - 255.255.255.255/65535

ESP spifii A/%HH : 0xf0c4239d/0xb7b5b38b

ftdv742# show crypto ipsec sa

0O :demovti
InZRERET PRI ; _ vti-crypto-map-Tunnel1-0-1,
seq num:65280 , Z<#h ik : 192.168.30.1

ZRPHVRF(IVRF): 2B

A 3t
ident(addr/mask/prot/port):(0.0.0.0/0.0.0.0/0/0 )
ZiE
ident(addr/mask/prot/port):(0.0.0.0/0.0.0.0/0/0 )
current_peer:192.168.10.1

#pktsE % : 5720,#pkts encrypt:5720,#pktsHE E
: 5720

#pkts decap:5717 #pkisfiE % : 5717 #pktsHiF

. 5717

#pktsE4E : 0, E#pktsES : 0

#pkts KR IESR : 5720 #pkits B KM : 0 #pktsfE kW
: 0

#pre-fragh2h : 0,#pre-fragifE : 0, B
#fragmentsZ : 0

#PMTUs X% : 0,#PMTUs rcvd:0 , &
#decapsulated E 4 #9frg:0

#TFC rcvd:0 , BE#TFCIA : 0

#Valid ICMP4£&i%rcvd:0,#Invalid ICMP£&1%rcvd:0
#send4Ei% : 0,#recvis : 0

A i n#Rum = 192.168.30.1/500
= 1 192.168.10.1/500

B &mtu 1500, ipsecH 4478(44), H4Emtu 1500
PMTUFIRAEtE (# ) : 0,DF KB : copy-df
ICMP5IRKIE : EEA , TFCHIES : £H

24 7 tH Vispi:B7B5B38B

2 57 A Wispi:FOC4239D

IZFE N U

Alhesp sas:
spi:0xF0C4239D(4039386013)

SA'I#/I_;\ . I%

3 -esp-aes-256 esp-sha-256-hmaci k48
FERBMIRE={L2L , B&& , IKEV2,VTI, }

ftdv742# show crypto ipsec sa

##0O:demovti25
InZR R BRI ; _ vti-crypto-map-Tunnel1-0-1,
seq num:65280 , Z<#h ik : 192.168.10.1

ZRIPBHVRF(IVRF): £/

A 3
ident(addr/mask/prot/port):(0.0.0.0/0.0.0.0/0/0 )
ZiE
ident(addr/mask/prot/port):(0.0.0.0/0.0.0.0/0/0 )
current_peer:192.168.30.1

#pktsE % : 5721 #pkts encrypt:5721 #pkts L
. 5721

#pkts decap:5721 #pktsff : 5721, #pkisiE

. 5721

#pktsE4E : 0, E#pktsES : 0

#pkts KR IESR : 5721 #pkitsH KM : 0,#pktsE &k
0

#pre-fragh2h : 0,#pre-fragfE : 0, B
#fragments : 0

#PMTUs X% : 0,#PMTUs rcvd:0 , &
#decapsulated E 4 #Yfrg:0

#TFC rcvd:0 , E#TFCIA : 0

#Valid ICMP4£&i%rcvd:0,#Invalid ICMP£&1%rcvd:0
#send4Ei% : 0,#recvis : 0

i 2R um = 192.168.10.1/500
= 1 192.168.30.1/500

B &mtu 1500, ipsecH 4478(44). 4Emtu 1500
PMTUFIRAETE ( # ) : 0,DF KB : copy-df
ICMPERIIE : B2/ , TFCHIES : A

4 B HH ¥hspi:FOC4239D

3 37 A S spi:B7B5B38B

A% I Vi

Alhesp sas:
spi:0xB7B5B38B(3082138507)

SA'I#/I_,\ . I%

4% A-esp-aes-256 esp-sha-256-hmaci k48
FERABHIRE={L2L , B&& , IKEV2,VTI, }




1% ¥8:0,conn_id:266 , INZMRET
map-Tunnel1-0-1

saltft : MRBALEERE ( FTEZFH/R

) : (4285389/3722 )

VK : 16 bytes

EERNLEF Y

RERENVE :

OxFFFFFFFF OXFFFFFFFF

i ¥hesp sas:
spi:0xB7B5B38B(3082138507)

SAIRRE : £H

#M-esp-aes-256 esp-sha-256-hmacT E 44
ERABIEE={L2L , & |, IKEV2,VTI, }
1¥&:0,conn_id:266 , MNZEEARGY : _ vti-crypto-
map-Tunnel1-0-1

saithd : FRFBPEFHNE ( FENH/H

) 1 (4147149/3722)

VA : 16 bytes

ERERNZR Y

REENVE :

0x00000000 0x00000001

__vti-crypto-

1 ¥8:0,conn_id:160 , MRS :
map-Tunnel1-0-1

saltft : MRBAEERE ( FEZFH/R

) : (3962829/3626 )

VK : 16 bytes

EERANLEF Y

RERENVE :

OxFFFFFFFF OXFFFFFFFF

i ¥hesp sas:
spi:0xF0C4239D(4039386013)

SARRE : £H

3 M:esp-aes-256 esp-sha-256-hmacT & 44
ERABIEE={L2L , BBE |, IKEV2,VTI, }
##&:0,conn_id:160 , INZBRET : _ vti-crypto-
map-Tunnel1-0-1

saitht : FRFBPEFHNE ( FEH/H

) : (4101069/3626 )

VA : 16 bytes

ERERNER Y

REENVE :

0x00000000 0x00000001

__vti-crypto-

HRR2. B EH A RSSHEM B S ANFTDHCLI,

TRIEBGPIRZ,

LAE f Fshow bgp neighbors#show route bgps

=1 FTD

M2 FTD

ftdv742# show bgp neighbors

BGP4}/E79169.254.10.2,vrf single_vf ,
65510 , FhEBEERR

BGPirZA4 , = H2RID 192.168.50.1
BGPIRZA=B , F£1d20h
FIXi#EE00:00:25 , £IXEA00:00:45 , fREFET
180 , RIFEEERNE0R

BEXE

1MNEY , FXFZ2
WEAE

B EH R ET - BE AW (F)

PU4H — 3L BEVASNINBE « B MW
it R5IIPvA R - BEMER
ZWEEE

HESITER -

INQRE 70

OutQRE 10

IZFEAS

1%(»1: )

ftdv742# show bgp neighbors

BGP4B/E169.254.10.1,vrf single_vf ,
65511 , 7\ SPe%EE

BGPhRZA4 |, I=fZFEAHERID 192.168.70.1
BGPIRA=B21L , $F£1d20h
FIREEN00:00:11 , EIRE A00:00:52 , fRiFat
B 7180 , fRIEE ?%Ilﬂﬁraj]%*’]‘

LESIE :

11ES , FXRFZR
BEEE

BRERIFT - BEMEW ()

U 4H — 3t 6l L BASNIIBE - BEFEW
it RFNIPv4EFE | BEMER
LZREINEE

SHESITER -

InQ/mEZjJO

OutQRE R0

IZFEAS

1%(2!: )




KiEMIRevd

THF . 11

BHA:00

B .22

RIGERE - 2423 2427

BERIE 00

H¥:2426 2430

BEZEITZ B R ERIA SRS AT (E 305

XN Fat R 5 ; IPv4£E
£iE 1 169.254.10.2
BGP&RMA3 |, 4BEMRA3/0
BEBAFIRD - 0

#51

1NEFTHRK R
RiZHRcvd

BIZRES -
METEIZR ;11 (HFESOET )
BIREE 11

BRXABUE 00

SRBE:00

RAERERE  TER1
BAEZEE . T&EHAO

o v A Uh

b SRR IEL4E Y A 4R -
KB EENRERR
BEE10
RIEWEFHFHHNLRIZ : &K1, HF/O

i3 RERE S A , RIBESEHE $169.254.10.209 8%
=2

ERMEELEEFRO

EREENFT

Transport(tcp)path-mtu-discovery is disabled
Graceful-RestartB. 22 f

17EH

KiZMIRevd

TH 11

BH:00

EH:22

RISIESE : 2424 2421

EERIE 00

H#:2427 2424

BEZE1TZ B R ERIA RS AT (| 7 305

XN Fat R 5 ; IPv4£E
£1F : 169.254.10.1
BGP&RMA9 , 4BEHRA%9/0
BHEBFIK -0

%54

ANEFTH KL R
RiZHRcvd

BIZRES -
METEIZR 11 (HFESOET )
BIRER : 11

BRXBE 00
SRXBE:00

RAERERE  TER1
BAEZEE . TEHO

o U A UE

b SRR IR RV AR -
KB EENRERR
BE¥10
RIENEFHFHHNLRIZK : &K1, |0

BRIt RER , RIB#SEE $169.254.10. 149 8%
BNEELERS

EXREE1d21h , BT 2E10EORS)
Transport(tcp)path-mtu-discovery is disabled
Graceful-RestartB 22 F

17EH

ftdv742# show route bgp

R L—FH,C—FEE,S—8S ,R-
RIP, M— %3, B-BGP

D - EIGRP, EX - EIGRP external, O - OSPF, IA -
OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF
NSSA external type 2

E1- OSPFAEREEI1, E2 - OSPFAEREEI2, V

ftdv742# show route bgp

KB L—AH ,C—EHE,S—8#5 ,R-
RIP,M— %3, B-BGP

D - EIGRP, EX - EIGRP external, O - OSPF, IA -
OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF
NSSA external type 2

E1- OSPFAAEREEI1, E2 - OSPFAAERER2, V




- VPN

i - I1S-IS, su - IS-IS summary, L1 - I1S-IS level-1,
L2 - IS-IS level-2

ia - IS-IS inter area, * - candidate default, U -
per-user static route

0-ODR, P — EHTHNBSER , + — &H
B%H

S| — #3InterVRF, Bl - BGP InterVRF
Gateway of last resort is 192.168.30.3 to
network 0.0.0.0

B 192.168.50.0 255.255.255.0 [20/0] ( #&xd
169.254.10.2,1d20h )

- VPN

i - I1S-IS, su - IS-IS summary, L1 - I1S-IS level-1,
L2 - IS-IS level-2

ia - IS-IS inter area, * - candidate default, U -
per-user static route

0-ODR,P— EHTHNBSER , + — &H
B&H

S| — #3InterVRF, Bl - BGP InterVRF
Gateway of last resort is 192.168.10.3 to
network 0.0.0.0

B 192.168.70.0 255.255.255.0 [20/0] ( &3
169.254.10.1,1d20h )

HIR3. Site1 & i M Site2 2 F % 5K I K Itk ping &

ERAE PR

Sitel_Client#ping 192.168.50.2
Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 192.168.50.2, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max =

Site2%& i :

Site2_Client#ping 192.168.70.2
Type escape sequence to abort.

31/56/90 ms

Sending 5, 100-byte ICMP Echos to 192.168.70.2, timeout is 2 seconds:

Success rate is 100 percent (5/5),

HUEHEER

REDRHET ATHTRE

B ATHEHRRIE S

round-trip min/avg/max = 12/39/71 ms

18R] BAE A X L debugdn T X VPN ER 2 3 1T # R HEER

debug crypto ikev2 platform 255
debug crypto ikev2 protocol 255




debug crypto ipsec 255
debug vti 255

18 7] LAt A X e debug i 5 X BGPER 2t 17 B B HEBR

ftdv742# debug ip bgp ?

A.B.C.D BGP neighbor address

all A1l address families

events BGP events

import BGP path import across topologies, VRFs or AFs in BGP Inbound information
ipv4 Address family

ipv6 Address family

keepalives BGP keepalives

out BGP Outbound information

range BGP dynamic range

rib-filter Next hop route watch filter events
updates BGP updates

vphv4 Address family
vphv6 Address family
vrf VRF scope

<Ccr>



XFHEE
BRRAA IR SHSBEEL ANV RIERTRES, FELRUAFPEETS
AHEEBEITISHINE.,

IR MEERIFANSEE, HEREUARTENIFARRIKYE.
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