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* %ASA-6-113015

<ffroot>

YASA- 6- 113015

: AAA user authentication Rejected :

user

= admin : user

* %ASA-6-113005

<ffroot>

YASA- 6- 113005

: AAA user authentication Rejected :

o BEREMT—PMASARZHEIDNREHRE :

reason = User was not found :

reason

Unspecified :

server

 XERFENSHRIUESHATE@SLOCALEBIEESN B E BRI RS,

Tocal database :

X.X.X.X

user

kdFw* 1 user IP =

REREHER , ARAFENELSHRIEZHAR



* %ASA-6-716039

<{froot>
YASA- 6- 716039

: Group <Df1tGrpPoTlicy> User <admin> IP <x.x.x.x> Authentication: rejected, Session Type: WebVPN.
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<#root>

ciscoasa# show aaa-server

Server Group: LDAP-SERVER - - - - - >>>> Sprays against external server
Server Protocol: Tdap

Server Hostname: Tdap-server.example.com

Server Address: 10.10.10.10

Server port: 636

Server status: ACTIVE, Last transaction at unknown

Number of pending requests 0

Average round trip time Oms

Nurmber of authentication requests 2228536 - - - - - >>>> Unusual increnents

Number of authorization requests 0
Number of accounting requests 0
Number of retransmissions 0

Number of accepts 1312

Nurmber of rejects 2225363 - - - - - >>>> Unusual increnents / Unusual rejection rate

Number of challenges 0
Number of malformed responses 0
Number of bad authenticators 0



Number of timeouts 1
Number of unrecognized responses 0
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- Cisco Secure Firewall Management Center Device Configuration GuidekYPlatform
Settings—E F ¥ Configure Syslog#f %

« £ Firepower Device Manager RELEMPIF R L HE

« Cisco Firepower_Threat Defense Configuration Guide for Firepower Device Manager#y

System Settings —ZE 1 #¥ Configuring System Logging Settings&B %
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https://www.cisco.com/c/zh_cn/support/security/asa-5500-series-next-generation-firewalls/series.html
https://www.cisco.com/c/zh_cn/support/security/asa-5500-series-next-generation-firewalls/series.html
https://www.cisco.com/c/zh_cn/support/security/asa-5500-series-next-generation-firewalls/series.html
https://www.cisco.com/c/zh_cn/td/docs/security/asa/asa919/configuration/general/asa-919-general-config/monitor-syslog.html
https://www.cisco.com/c/zh_cn/td/docs/security/asa/asa919/configuration/general/asa-919-general-config/monitor-syslog.html
https://www.cisco.com/c/zh_cn/td/docs/security/asa/asa919/configuration/general/asa-919-general-config/monitor-syslog.html
https://www.cisco.com/c/zh_cn/td/docs/security/asa/asa919/configuration/general/asa-919-general-config/monitor-syslog.html
https://www.cisco.com/c/zh_cn/td/docs/security/asa/asa919/configuration/general/asa-919-general-config/monitor-syslog.html
https://www.cisco.com/c/zh_cn/td/docs/security/asa/asa919/configuration/general/asa-919-general-config/monitor-syslog.html
https://www.cisco.com/c/zh_cn/td/docs/security/asa/asa919/configuration/general/asa-919-general-config/monitor-syslog.html
https://www.cisco.com/c/zh_cn/support/docs/security/firepower-ngfw/200479-Configure-Logging-on-FTD-via-FMC.html
https://www.cisco.com/c/zh_cn/support/docs/security/firepower-ngfw/200479-Configure-Logging-on-FTD-via-FMC.html
https://www.cisco.com/c/zh_cn/support/docs/security/firepower-ngfw/200479-Configure-Logging-on-FTD-via-FMC.html
https://www.cisco.com/c/zh_cn/support/docs/security/firepower-ngfw/200479-Configure-Logging-on-FTD-via-FMC.html
https://www.cisco.com/c/zh_cn/support/docs/security/firepower-ngfw/200479-Configure-Logging-on-FTD-via-FMC.html
https://www.cisco.com/c/zh_cn/support/docs/security/firepower-2130-security-appliance/220231-configure-and-verify-syslog-in-firepower.html
https://www.cisco.com/c/zh_cn/support/docs/security/firepower-2130-security-appliance/220231-configure-and-verify-syslog-in-firepower.html
https://www.cisco.com/c/zh_cn/support/docs/security/firepower-2130-security-appliance/220231-configure-and-verify-syslog-in-firepower.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/710/fdm/fptd-fdm-config-guide-710/fptd-fdm-system.html#id_88125
https://www.cisco.com/c/en/us/td/docs/security/firepower/710/fdm/fptd-fdm-config-guide-710/fptd-fdm-system.html#id_88125
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https://www.cisco.com/c/zh_cn/support/docs/security/secure-firewall-asa/222315-configure-threat-detection-services-for.html
https://www.cisco.com/c/zh_cn/support/docs/security/secure-firewall-asa/222315-configure-threat-detection-services-for.html
https://www.cisco.com/c/zh_cn/support/docs/security/secure-firewall-asa/222315-configure-threat-detection-services-for.html
https://www.cisco.com/c/zh_cn/support/docs/security/secure-firewall-asa/222315-configure-threat-detection-services-for.html
https://www.cisco.com/c/zh_cn/support/docs/security/secure-firewall-asa/222315-configure-threat-detection-services-for.html
https://www.cisco.com/c/zh_cn/support/docs/security/secure-firewall-threat-defense/222383-configure-threat-detection-for-remote-ac.html
https://www.cisco.com/c/zh_cn/support/docs/security/secure-firewall-threat-defense/222383-configure-threat-detection-for-remote-ac.html
https://www.cisco.com/c/zh_cn/support/docs/security/secure-firewall-threat-defense/222383-configure-threat-detection-for-remote-ac.html
https://www.cisco.com/c/zh_cn/support/docs/security/secure-firewall-threat-defense/222383-configure-threat-detection-for-remote-ac.html
https://www.cisco.com/c/zh_cn/support/docs/security-vpn/webvpn-ssl-vpn/222579-configure-threat-detection-for-remote-ac.html
https://www.cisco.com/c/zh_cn/support/docs/security-vpn/webvpn-ssl-vpn/222579-configure-threat-detection-for-remote-ac.html
https://www.cisco.com/c/zh_cn/support/docs/security-vpn/webvpn-ssl-vpn/222579-configure-threat-detection-for-remote-ac.html
https://www.cisco.com/c/zh_cn/support/docs/security-vpn/webvpn-ssl-vpn/222579-configure-threat-detection-for-remote-ac.html
https://www.cisco.com/c/zh_cn/support/docs/security/secure-client/221880-implement-hardening-measures-for-secure.html#toc-hId--1773400573
https://www.cisco.com/c/zh_cn/support/docs/security/secure-client/221880-implement-hardening-measures-for-secure.html#toc-hId-613091301
https://www.cisco.com/c/zh_cn/support/docs/security/secure-client/221880-implement-hardening-measures-for-secure.html#toc-hId-613091301
https://www.cisco.com/c/zh_cn/support/docs/security/secure-client/221880-implement-hardening-measures-for-secure.html#toc-hId--1998243892
https://www.cisco.com/c/zh_cn/support/docs/security/secure-client/221880-implement-hardening-measures-for-secure.html#toc-hId--201292533
https://www.cisco.com/c/zh_cn/support/docs/security/secure-client/221880-implement-hardening-measures-for-secure.html#toc-hId--201292533
https://www.cisco.com/c/zh_cn/support/docs/security/secure-client/221880-implement-hardening-measures-for-secure.html#toc-hId-2100209899
https://www.cisco.com/c/zh_cn/support/docs/security/secure-client/221880-implement-hardening-measures-for-secure.html#toc-hId--987346553
https://www.cisco.com/c/zh_cn/support/docs/security/secure-client/221880-implement-hardening-measures-for-secure.html#toc-hId--987346553
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https://www.cisco.com/c/zh_cn/support/docs/security/secure-client/221880-implement-hardening-measures-for-secure.html#toc-hId-613091301
https://www.cisco.com/c/zh_cn/support/docs/security/secure-client/221880-implement-hardening-measures-for-secure.html#toc-hId-613091301
https://www.cisco.com/c/zh_cn/support/docs/security/secure-client/221880-implement-hardening-measures-for-secure.html#toc-hId-613091301
https://tools.cisco.com/bugsearch/bug/CSCwj45822
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-asaftd-bf-dos-vDZhLqrW
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-asaftd-bf-dos-vDZhLqrW
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-asaftd-bf-dos-vDZhLqrW
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-asaftd-bf-dos-vDZhLqrW
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-asaftd-bf-dos-vDZhLqrW
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-asaftd-bf-dos-vDZhLqrW
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https://sec.cloudapps.cisco.com/security/center/resources/forensic_guides/asa_forensic_investigation.html
https://sec.cloudapps.cisco.com/security/center/resources/forensic_guides/asa_forensic_investigation.html
https://sec.cloudapps.cisco.com/security/center/resources/forensic_guides/asa_forensic_investigation.html
https://sec.cloudapps.cisco.com/security/center/resources/forensic_guides/ftd_forensic_investigation.html
https://sec.cloudapps.cisco.com/security/center/resources/forensic_guides/ftd_forensic_investigation.html
https://sec.cloudapps.cisco.com/security/center/resources/forensic_guides/ftd_forensic_investigation.html
https://blog.talosintelligence.com/large-scale-brute-force-activity-targeting-vpns-ssh-services-with-commonly-used-login-credentials/
https://blog.talosintelligence.com/large-scale-brute-force-activity-targeting-vpns-ssh-services-with-commonly-used-login-credentials/
https://www.cisco.com/c/zh_cn/support/web/tsd-cisco-worldwide-contacts.html
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