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FH182 1. NEM RS E|Access List > Extended A8 24 EBACL:

F_Irewall Management Center Overview Analysis Policies Devices Objects Integration

£+ @ admin~

AMA Server Network || @ Finer

Ackd Network
el | Shew Unused Otjects
A network object represents one or more IP addresses. Network objects are used in various places, including access control policies, network variables, Intrusion rules, identity rules,
network discovery rules, event searches, reports, and so on.

Extended
Standard
Address Pools Type

Application Filtars N
?"U 0.0:0 Group
AS Path i

Cipher Suite List any-ipvi 0.0.0.040 Network:
Community List any-ipvB w0 Host
Distinguished Name
Pv4 -Banchmanrk-Tests 188.18.0.015 Network

DMS Server Group
External Attributes 1P -Link-Loeal 169,254.0.0/15 Netwark
File List

e IPvd-Multicast 224.0.0.0/4 Network
FlexConfig
IPv4-Private-10.0,0.0-8 10.0.0.04/8 Network
Geolocation

Interface IPvd-Private-172.16.0.0-12 172.16.0.0/12 Netwark
Key Chain
1Pv4-Privato-192.168.0,0-18 192,168.00/16 Netwark
Network
10.0.0.0/8
PKI 1Py -Private-All-RFC1918 172.16.0.0/12 Group
192.168.0.0/16
Policy List

Displaying 1 - 14 of 14 rows

2.2 ; %FAJD Extended Access List:

F.Irewa” AETE SN T Analysis Policies Devices Objects Integration =% Y g @ adminv

AAA Server Extended Add Extended AccessList QL Filter
Access List

An access list object, also known as an access contral list (ACL), selects the traffic to which a senvice will apply. Standard-Identifies traffic based on destination address only. Identifies

=i traffic based on source and destination address and ports. Supports IPvd and IPvE addresses. You use these objects when configuring particular features, such as route maps.

Standard
Address Pools [
Application Fillers
AS Path
Cipher Suite List
Community List
Distinguizhed Name
DMS Server Group
External Attributes
File List
FlexConfg
Geolocation
Interface
Key Chain
Network
Pl
Policy List

No data to display Page | 1

58234  BAY RACLNEN , A5 R HAJIRE G252 HI% B (ACE):




Mew Extended Access List Object

Name
ACL-UNWANTED-COUNTRY

Entrias (0)

Allow Overrides

B7.9 RACL%E

%2.4%  FACEREE N NBlock , RERINRMELACE XMIELBIFTDRRE | FF B IsRER
BRAny , Rig RFHAJIRETEKACESRE .

EARPIF |, BEEMNACES B LR B192.168.1.0/24 FMAIVPNR D B & :

a | Aetion:
Block

Logging:
Default

Log Level:
Informaticnal

i Log Interval:

Sec.
Network Port @ Application

Available Netwarks (™ Source Metworks (1) Destination Metworks (0)

0 Search by name or value 192.168.1.0/24 ¥ any
any.
any-ipvi
any-ipvé
IPv4 -Benchmark-Tests
IPv4-Link-Local
1P = Multicast
IPv4 - Private-10.0.0.0-8

IPv4 -Private-172.16.0.0-12 Enter an |F address Enter an IF address

8. .15 48 Y N 4%

8255, MRFEFMESACERE , EBRETARE , AREEF245, ®Eib2fE , &5
SaveiZHl FEXACLELE :




Edit Extended Access List Object

Name
ACL-UNWANTED-COUNTRY

Entries (1)

Action s . s 1 . Destination Port Application

Block  192.168.1.0/24

Allow Overrides

E9. R RACL&E

SI3.T—% , BB EFlex-Confight RELFF 24| FEACLE A TAIMFTDEND . SHMEIZNER
, RE %R L IFlexConfig > FlexConfig Object,

F.Irewa” AETEEETE TR Overview Analysis Policies Devices Objects Integration Deploy O Y+ @ adminv P

AAA Server Extended Add Extended Access List O, Filter
Access List

i An access list object, also known as an access control list (ACL), selects the traffic to which a service will apply. Standard-Identifes trafic based an destination address anly, Identifies
— traffic based on source and destination address and ports. Supports IPv4 and IPVE addresses. You use these objects when configuring particular features, such as route maps.
Standard

Address Pools Mame
Application Filters
ACL-UNWANTED-COUNTRY

AS Path
Cipher Suite List
Community List
Distinguished Name
DMS Server Group
External Attributes
File List
FlexConfig

FlexConfig Object

Text Object
Geolocation
Interface
Key Chain
Network

Displaying 1 - 1 of 1 rows

B10. FlexConfigXf & 32 &

#3.1%, B EHRMFlexConfight R:




Fllrewa” Management Center Analysis Policies Devices Objects Integration pepioy @, ™ 5 @ adminv | dub

AdS Server FlexConfig Object Add FlexConfig Object O, Filier

Access List

Extended FlexGonfig Object include device configuration commands, variables. and scripting language instructions. It is used in FlexConfig polices

Standard
Address Pools Doseription

Application Filters
Dufault_DNS_Configure Configura Default DNS with the help of TextObi...

AS Path

Cipher Suite List Detault_Inspection_Protocol_Disabie Disable Defwult Inspaction

Community List Dafault_Inspaction_Protocol_Enabie Enabla Default Inspection
Distinguished Name
DHGPVE_Prafix_Delegation_Configure Configure o outside (PD clent) and one insid...
DHS Server Group

External Attributes DHCPyE_Prafix_Delegation_UnConfigure Rernove configuration of one outside (PD client.,

File List DNS_Configure Configura DNS with the help of TextObjects dn...

FlexConfig
DNS_UnConfigure Ramowve tha DNS configurations.
FlexConfig Object
Text Object Eigrp_Configure Configures aigrp. 1. Conbgures next hop. 2. eo...
e Eigrp_lnmerface_Configure Configures interface parameters for eigrp. 1. C...
Interface
Eigrp_UnConfigure Claars eidp conlguration for an AS
Key Chain a . 9 9
Netwark Eigrp_Unconfigura_All Claars aigm configuration.

Displaying 1 - 20 of 48 rows Paga 1

| Name:

OBJ-FC-CONTROL-PLANE

Description:

A Copy-pasting any rich text might introduce line breaks while generating GLI. Please verify the CLI before deployment.

Insen v B Deployment: | Once Type:  Append
Insert Policy Object  *  Text Object
Insert System Variable *  Network
Insert Secret Key Security Zonas
Standard ACL Object
Extended ACL Object

Route Map

¥ Variables

Proparty

Name Dimension Default Value (Type:Name)

Cverride Description

583.3% : AACLHRZEBRMAEN , FRFHEE23ZHENY BACL , KifiSaveRH :




Insert Extended Access List Object Variable

Description:

Awailable Objects & 3 Object

ch NWANTED-COUNTRY i

B 13. FlexConfigXt RZEEACL 7 B
FSIRIA NG EHFEACLEE N ASBEONALTRE,

DA L=IFE T .
WRITIBE .
access-group "variable name starting with $ symbol"” in interface "interface-name" control-plane

XERAT NS RO, ZRAIERASE2.35VAR-ACL-UNWANTED-COUNTRY 8| 2 HACLEE

J==1
access-group $VAR-ACL-UNWANTED-COUNTRY 1in interface outside control-plane

XEMAEEFlexConfig RBE AN AR , 25 , EFSaveiZ LT A FlexConfighi R :



Mame:

OBJ-FC-CONTROL-FLANE

Description:

4. Copy-pasting any rich text might introduce line breaks while generating CLI. Please verify the CLI before deployment.
Insert » H Deployment: Onee Type: | Append

access-group SVAR-ACL-UNWANTED-COUNTRY in iserface outside control-plase

¥ Variables

Property

Name Dimension Default Value {Type:Name)

Description

VAR-ACL TE RY SINGLE ACL-UNWANTED, EXD_ACL:A,

AR BARWNEREH R EREREAZZETEVPNSENERQ (WASRED ) LEREE
%P EACL

F R4 BXITUFFlexConfight RECEN A EIFTD , SMEI1R%Z> FlexConfig:

Firewall Management Center

Objects |

Overview Analysis Palicies Devices Objects Integration peploy @ ("

£+ @ admin~

Device Management VPN Troubleshoot

> A Server FlexConfig Object
v Accsss List Device Upgrade Site To Site File Download
FlexConfig Object include device configuration commarnds: NAT Remote Access Threat Defense CLI
Extended

QoS Dynamic Access Policy Packet Tracer

Standard

Platform Settings Troubleshooting Packet Capture
Address Pools

FlexCanfig Site to Site Monitoring
Application Fittars

Certificates e help of TextObj
AS Path

Pratoes

Cipher Suite List Frotoco

Comrmunity List Dafault_in
Distinguished Name
Dt vE_Profix_Deleg
DNS Server Group
External Attributes Prefic_Dalagation_U
File List
FlexConfig
FlexConfig Object
Teut Object
Geolocation
Interface
Eigrp_UnCo
Eigrp_Unconfigura_All Claars eigrp confurat

Displaying 1 - 20 of 43 rows




Flrewall Management Center —_— " - . ® % @ adminv |l cecupe

{5 16. Bl ZEFlexConfig 5 B

584.2% : AFEFlexConfig REERINB M , RAFERENA E 12/ 2H FEACLAYFTD:

New Policy
Name:
FLEXCONFIG-POLICY

Deseription:

Targeted Devices

Select devices to which you want to apply this palicy.
Available Devices Selecied Devices

), Search by name or value FTD-CONTROL-PLANE

17. FlexConfig 2R B& 1% & 7 Bt

$43%  EEMNERT , BREFE3I2SFEIEMFlexConfighi sk , AR , B2 TN TEOSREHN
GEELNEARINEIFIlexConfigZ KB, AR5 , £ HSavelRH :




_Flrewa” Management Center Analysis Palicies Devices Objects Integration ¥ @ adminv |l

FLEXCONFIG-POLICY

Enter Description

% Selected Prepend FlexConfigs
Available FlexConfig ~ FlexConfig Object 1 P i : ;
e Mescription
X

* User Dafinad
" OBJ-FC-CONTROL-PLANE
~ System Defined
" Default_DNS_Cenfigure
Default_lnspection_Proiocol_Disable
REa ko et ke Selected Append FlexConfigs

* DHCPwE_Prafi_Dolegation_Configura
Name Description
DHCPvE_Prafi_Delegation_UnGonfigure we

% DNS_Configure OBJ-FC-CONTROL-PLANE

DNS_UnConfigure

18. FlexConfig 2k B& X 5 25 B

%54 . B SMEIDeploy > Advanced Deploy , #R£EfF Bt B F B EIFTD:

Firewall Management Center e PR PeRsies Objects Integration pepioy @ P % @ adminv

Devices |
FLEXCONFIG-POLICY Q Deploy AL,

FTD-CONTROL-PLANE Ready for Daploymant

Selected Prepend FlexConfigs
FlexCenfig Object

X

1 Dofnad
! Delault_DNS gure
Default Inspaction Protocol_Disable R L
" Default_Inspection_Protocol_Enabie 1
P . . Selected Append FlexConfigs
! DHCPVG_Praf;_Delegation_Conhgure

Name
DHCPwE_Prafin_Delegation_UnConfigura

" DNS_Configurs OBJ-FC-CONTROL-PLANE

9. FTDE&HE

#5.1%, EFRENAFlexConfigtlREERIFTD, MR —4LIIEH , 1F5 HDeploy:




Firewall Management Center

Ovendiew Analysis Policies Devices Objects Integration ¥

£+ @ admin~ ';I.','}e"

1 device selected

-« B FTD-CONTROL-PLANE Sep 5, 2023 12:05 PM Ready for Daployment
« Flast Configuration

Tempiate Policy: FLEXCONFIG-POLICY

L3
(2]

5.2 : # Tk , £RDeployment Confirmation®& O , 0% 5 LR ERE B H L2 Deploy:

Deployment Confirmation

You have selected 1 device to deploy

Doployment Notes:

FR5.3.BBFlexConfigE NI ATREAHIMBEHE, RELAATLHERKEEEREN , F8E
Deploy:




Validation Messages: FTD-CONTROL-PLANE

vew RN ISR KR

PETEMPLATE. TemplatePalicy: FLEXCONFIG-POLICY

~ | waming: FlexConhg policies intentionally o not contain extensive input validation. Please ensure that the configurations in this FlexCanfig pelicy are
cormect. Incormect configurations will result in a falled deployment that may cause a network interruption. This is only a generic warning and s not
an indication of an incorrect configuration,

B{%22. FTDEBEFlexconfig& &

$£5.45%5  WIAFTDRISRBEER BRI :

Overview Analysis Policies Devices Objects Integration Deploy  Q Y 5 @ adminv | I cEcuRE

Firewall Management Center

Device Inspect intermuption Type Last Deploy Time Proview Status

FTD-CONTROL-PLANE FTD Sap 5, 2023 1205 PM Completad

« Flox Configuration

Tempiate Policy: FLEXCONFIG-POLICY

B23. FTDIREB R D

HUR6.MNRAFTDRIEZHAVIZFIFEACL , HERE T EEEANIERSFEACL , HHFLRE
ETRAMHNEEER, XEFEATFTDNEEILERE, KAFHERIFTDRENEREZR | &
ERIFTDACLI , HBRREDESR.

EERBETVIPHULAYENESE | BHITUTRE




> clear conn address 192.168.1.10 all

EERENFRMEHESNIEE |, BIITUTRE -
> clear conn address 192.168.1.0 netmask 255.255.255.0 all
EFRIPHUSTE M ESNERE |, BRITUATERE

> clear conn address 192.168.1.1-192.168.1.10 all

N 3EE® - WA Eclear conn addressi S R R A R T alBSERR SN A K ED
VPNE DiE i, XS5 2 M VPNER N MR S R & A B iR e

[ AFMCEEMFTDEL B2 FEACL

NFDMEEHFTDE B2 %I FEACL

Bl ERF FEACLUME LLE AVPNR DL EISNEFTDER |, MAFUEREU TSR

S BIHTTPSITIFFDM GUI , AEEALHNERERF



E24. FDM&F 3T

Hmin
CISCOo

SECURE

Usemame

Passwaord

SRR IELTB BN RME, FMETR:

i

|]—‘—| Firewall Device Manager

Maodel

Clsco Frepower Threat Defense for Wwa...

Monitaring

o =
Policies Objects
Software
7.2.5-208
Cise T

wat Defense for Vihware )

—
e & ® : o
Device: firepower N Admimistrator

VDB Intrusion Rule Update
3530 20220511-1540

Cloud Senvices
£ Mot Registered | Register

High Availability
Not Gonfigured

[on ] & Internet

e @ ==
Interfaces Routing Updates: Systern Settings
anneclad : Geolocation, Rule, VDB, System Upgrade, Management AGCEss

Enabled 3 of 3 Security Inteligence Feads Logaing Settings
View All Interfaces > View Configuration > View Configuration > DHGP Server / Relay

DONS Service

DNS Server

M it Interface

Backup and Restore

Smart License 89
E AWian |xpirgs in 89 daye L

E25. FDME FAR

Hostname

Troubleshoot

Time Services

#2155 : NEMERFEENetworks , RER/RE+RANCIEFHMNENR

Cisco Secure Firewall Device Manager

“teel’ SECURE




- i o == == i
swall Device Manz = . - @ . . @ H admin N
Firewal Device Manager Monitoring Policies Objects Dervice: firepower e @ ® Admimistrator asco SECURE

Object Types Network Objects and Groups

T Networks

6 abjects Y Filter -+ 0

Preast filers: Syatam dalined, User defined

B Security Zones

1 IPvd-Private-10.0.0.0-8 NETWORE  10.0.0.0/8
+ Application Filters

2 IPva-Private-172.16.0.0-12 NETWORE  172.16.0.0/12

3 IPvd=-Private-192.168.0.0-16 NETWORK  192.168.0.0/16

4 any-ipvd NETWORK ~ 0.0.0.0/0

5 any-ipvé NETWORK /0

& IPvd-Private-All-RFC1918 Group P4 =Private=10.0.0.0-8, [Pvd-Private=172.16.0.0-12, IPv4-Private-
192.168.0.0-16

E26. 12X R

8225  AMBNGRMER , EEXNRAINetworkZRE | FpNIPHsE, W& ith it 3 IPSE E LA PTEL
HFIELEIFTDNRE, AE , EHOKERHETRNRME,

EXRRGF  BEEOXNRMESEHELIEXE192.168.1.0/24 FMEIVPNR K T :

Add Network Object

Name

0BJ-NET-UNWANTED-COUNTRY

Description

Type
(@ Network () Host

Netwaork

192.168.1.0/24

LS AyIZESSE]

SWIARE , BLMOEY RACL , RESMEBITNERFK L P HIDevicei T+ :



B o
Monitoring Palicies

=
Device: firepower

Firewall Device Mal

® & @ e e~ % SECURE

Objects

Object Types MNetwork Objects and Groups

=] 7 ohjects Y e +

Preset fihers: Systam def

L]

1 IPvd-Private-All-RFC1918 Group IPva4-Private-10.0.0,0-8, IPvd-Private-172.16.0.0-12, IPv4-Private-
192.168.0.0-16

2 IPvd-Private-10.0.0.0-8 NETWORK  10.0.0.0/8

3 IPvd-Private-172.16.0.0-12 NETWORK  172.16.0.0/12

4 IPvd-Private-192.168.0.0-16 NETWORK  192.168.0.0/16

5 amy-ipvd NETWORK  0.0.0.0/0

& any-ipvé NETWORK /0

7  OBJ-NET-UNWANTED-COUNTRY NETWORK  192.168.1.0/24

E28. 1R & IRERHE

£3.1F : @M TRY , NEREE"HRFI1EEView Configuration , HIE PR :

i o

Firewall Dev nager - @ @ . @ H admin el
T 3 nager Monitaring Policies Objects Device: firepower I""l- @ H Admimistrator aes SECURE
Interfaces Routing Updates System Settings
- Geol Rule, VDB, System Upg Management Access
Enal of 3 Security Inteligence Feads Logging Settings
DHCP Server / Relay
View All Interfaces > View Configuration View Configuration > erver | Relay

Smart License

Evaluation ¢

@5 in B9 day:

Backup and Restore

Tier: Not selected (Threat Defense Virtual

- Variabia)

View Configuration

Troubleshoot

DDNS Service
DNS Server

Man it Interface

Hostname
Time Services

Site-to-Site VPN

View Configuration

View Configuration RECQUEST FILE TO BE CREATED See more
>
Remote Access VPN Advanced Configuration Device Administration
Includes: FlexConfig, Smart CLI Audit Events, Deployment History,
Download Configuration
? Configure View Configuration > View Configuration

E29. FDMEREE

#3.2% . R , NEMERSHFISmart CLI > Objects , $A/S A FHCREATE SMART CLI

OBJECT,




[ii::é | Firewall Device Manager

Advanced
Configuration

Smart CLI

Objects

FlexConfig

B 30. Smart CLIFT &

i o &=

Monitoring Policies Objects

7
=
]
2
B
-
g

®© & @ i e v %% SECURE

Device Summary
Objects

| CREATE SMART CLI ORJECT |

SEII AT BACLAMEBET. ERIE , BMCLIER T HIFE & A ikiEExtended Access List , ARG
FRATER22HAIENMNET REEFMENACE, ARG , £HOKIZRHMZKACL:

Edit Smart CLI Object

Template

E31. 812 RACL

N B NMEEENACLURMESACE , ALUSEIFBEE SHACENEM : NTAHA=AT
A, AT R I LUK IIE SACE,

FRAT—F | BIAABIEFlexConfigh R , S B £ M E 4k 3 1& % FlexConfig > FlexConfig



Objects , Af5 REHCREATE FLEXCONFIG OBJECT:

= . -
b o = L @ @ @ H admin vl oo e nE
Monitaring Policies Objects Davice: firepower . . Administrator emge 2ELUR

nw I Dewvice Summar Y
Configuration

FlexConfig Objects

Smart CLI

DESCRIPTION

Objects

FlexConfig

FlexConfig Objects

G!'FL\!TE FLEXCOMNFIG OBJECT
FlexConfig Policy

A 32. FlexConfigxt &

584.125 | JFlexConfigh RRMBF , LI BEZEH FHEACLHHEEE NN EONAMRE,

WEITIEE

access-group "ACL-name" in interface "interface-name" control-plane

XERAT MRS TRO, ZREERE3.3F5ACL-UNWANTED-COUNTRY H 8| ¥ BACL:

access-group ACL-UNWANTED-COUNTRY 1in interface outside control-plane

X2 NHEEEF FlexConfighlt RE O AN, EFROKIZHA LT K FlexConfighi R :



& 33. 8 ZFlexConfigdf &

Create FlexConfig Object

MName

OBJ-FC-CONTROL-PLANE

Description

=+ ADD VARABLE

Template o ) Reset

roup ACL-UNWANTED-COUNTRY in interface outside con

Megate Template = Exp ) Reset

oup ACL-UNWANTED-COUNTRY in interface outsic

N B BABUUER 2B AT ERE A ER B HVPNAEED (RO ) ERER

#|SFEACL,

S5 &S| EFlexConfigK &, SfnZEIFlexconfig > FlexConfig Policy , # &+ %4l , HixBEES
B4 198l 2HFlexConfigTd & :

|]—‘—| Firewall Device Manager

Advanced
Configuration

Smart CLI

Objects

FlexConfig

FlexConfig Policy

B’ 34. FlexConfig & #&

i o = = @ C\ .@ @ . admin lbsilie
= - - w SEC
Monitoring Policies Objects Device: firepower (] - Adminfstrator asco SECURE

Device Summary

FlexConfig Policy

Group List Preview

T

© [ 08J-FC-CONTROL-PLANE | i ]
Cresate. new FlexCaonfig Object CANCEL “

885.125 | WilEFlexConfigfi i & R E 82 EFI FHACLHEBEE , A/F [ ESavetR :



-

i o == == ) . admin R [ T ——
Monitaring Policies Objects Device: firepower @ @’0 @ N Administrator ciica SECURE

Advanoed Device Surmmary

Configuration FlexConfig Policy

Smart CLI Group List Preview

+
Objects

Y in interface

B OBJ-FC-CONTROL-PLANE

FlaxConfig

FlexConfig Objects

FlexConfig Policy

A 35. FlexConfig 5k B& 7 48

SRR BEERTBIERHVPNEIRTEWFTD, RE , RGN L LM Deploymentizl H+
RITESENHEERRE LR , AFLEHEDEPLOY NOW:

Pending Changes

& Last Deployment Completed Successfully

s plgyement History

Deployed Version (05 Sep 2023 02:27 PM) Pending Version

o Network Object Added: OBJ-NET-LUNWANTED-COUNTRY

subType1 Metwork
valuer 2.2.2.8/24
isystenDefined: false
dnsBesolution: TPVa_shD_TPVE
descriptisn

namer O8] -NET -UNWANTED - COUNTRY

@ FlexConfig Policy Edited: default-group

FlexConfighbyects:

© Extended Access List Added: ACL-UNWANTED-COUNTRY

entries[0)].logging: DEFAULT
entrias[0].setion: DENY
name: ACL-UNWANTED-COLNTRY
entries[8]. sourceletuorks

MORE ACTIONS v

E36. 15 ERE

586.12 | WIERMEIFRL DRI



Pending Changes

There are no Pending Changes yet.

05 Sep 2023 11:00 AM

s jobs in the Deplovment History

E37. 2B RN

SER7T.MERNFTDRIEFNIZRFFEHACL , RERB T EEFHANNEEEFEACL , HEHREH
ERFIHHNEEER, XEFRERATFTIDWEEILERE, YAFHERIIFTOMEEESE | &
EZIFTDHCLI , HERESNIERE.

ERRBETNIPHULATENERE | FHITUTRE

> clear conn address 192.168.1.10 all

EEREAN T MBI ESNER |, BIITATERE

> clear conn address 192.168.1.0 netmask 255.255.255.0 all

EEBRIPH U B AV E BN ERE | FHAITUATRAE

> clear conn address 192.168.1.1-192.168.1.10 all

N 5E® - WA Eclear conn address S R R A R T alIBSERT S A K ED
VPNE DiEEE i, XE S 2 M VPNR N KM MR 2T A B iR,



fEACLIAASAEL E#Z | FEACL

XRYSIETASA CLINER |, X2 ER B2 FEACLUMELEZ AVPNR ARG RIASED

FSE1BNCLIRZZ 2B XEASAH 5 Elconfigure terminal i o

asa# configure terminal

FBW2ZT T —mBEEY BACL , X FFRE kA5 FE LE BIASAKY TR & H =P M 2% tth 31t

ERREIHR |, BIG61E8 —E FACL-UNWANTED-COUNTRYHIETACL , H BB EMNACESR B LE
SKE192.168.1.0/24 FM K VPN H i :

asa(config)# access-1ist ACL-UNWANTED-COUNTRY extended deny ip 192.168.1.0 255.255.255.0 any

H3.1& fTnext access-groupn S I FACL-UNWANTED-COUNTRY ACLEL & 1 S\ EFASARE O Ky &)
EHEACL:

asa(config)# access-group ACL-UNWANTED-COUNTRY 1in interface outside control-plane

N EE . BREBUER S B A R SRS AT AVPNAEMNED ( MARED ) TRER
#ZmACL,

SR MR CEFVEGFEACL , NERE T IEEEH E’JM’E?’“%U%ZEACL FSHBREE R
MR EER, XLEENTEATEEYIASANESR , BLAFIHFRIIASAHENERERHH
BRI EE,

ARG ETNIPHULAYENERE | FHITUTRE !

asa# clear conn address 192.168.1.10 all

ERREBENTHMBRESER | BT TRE



asa# clear conn address 192.168.1.0 netmask 255.255.255.0 all

ERRIPHUEE MIEZERE | FIITTRAE

asa# clear conn address 192.168.1.1-192.168.1.10 all

~ EE - 2B W Eclear conn addressTi R R B EA X B FallEF/EBRET £ A EHED)
VPNE& hiEEZR, XEERLYVPNEIKENER 2T A XEEESEN,

AT LEZTShunfI R £ X ERETNEAEE

FNF R AEMENE RS | BRI LUE{Tshunfi o shunfi & A F R LSk B B TR ERE
, BEEAXshuni SR EAEER -

- EEIPHUE , RIPHUNFIEELEEBSEEFHICT , BEREFIHMEREIEIIEER 1L,

« TICEBEEEVHUNIEZLTRELTENIRS , LR Ashunis SHIBELEIHEE,

- MRIEE B, FiwOMEBiRE ORI, WAEFEERNIERE | HAXREFEIPHUH
FIERREZZERE., MMIERRKEZEFTERIEL K MAUNERLESX LS EEZSHIT
B B9 2

o BNRIPH#E REER — P shunfi Bo

« BFshun T ATHSELEETG , AL EFLE RERBHHRERESR,

- BYBIREORER , toSBBREZETZZEONE DK,

Shunis S84 :

shun source_ip [ dest_ip source_port dest_port [ protocol]] [ vlan vlan_id]

EZMshun , FETH B THNoER :

no shun source_ip [ vlan vlan_id]

EFFENIPHL , FRESFE LR EFHIE R, EATRHIF |, shun svw A T LR EIRIPiE i
192.168.1.1089VPN & 1 K T



FTDEL & R4l

FR1BYCLIZRRFTDHIZEITshunii © :

<#froot>

>

shun 192.168.1. 10

Shun 192.168.1.10 added in context: single_vf

Shun 192.168.1.10 successful

HB2 R A LUZE {Tshowdns SR EGIAFTDF Bshun IP# 3 |, USRS NPHb i B shunfi Pk

<tfroot>

>
show shun

shun (outside) 192.168.1.10 0.0.0.0 0 0 O

>
show shun statistics

diagnostic=0FF, cnt=0
outside=0ON, cnt=0

Shun 192.168.1.10 cnt=0, time=(0:00:28)

ASAFL & R4l

SR B CLIBRFEIASAH N Ashuntis $ :

<{froot>

asa#

shun 192.168.1. 10



Shun 192.168.1.10 added in context: single_vf

Shun 192.168.1.10 successful

S BA LUZ 1Tshowin SR EGIAASAT Bshun IPH#EsE | H SRS MNP AIshundy P iT3K :

<{froot>

asa#

show shun

shun (outside) 192.168.1.10 0.0.0.0 0 0 O

asa#

show shun statistics

outside=ON, cnt=0
inside=0FF, cnt=0
dmz=0FF, cnt=0
outsidel=0FF, cnt=0
mgmt=0FF, cnt=0

Shun 192.168.1.10 cnt=0, time=(0:01:39)

~ SEE . BXsecure firewall shunfi S HIFAE R |, HSRER LB A ERBBEEGTESE,

56 F

ERINR S AENRE FTEACLEBOME , BHRITUTSE
SH1BECLIZEFRIREMHAEHAETUTHSUBIARHEHACLEBENA.
FMCE M FTDR 8 i R

<tfroot>

>


https://www.cisco.com/c/zh_cn/td/docs/security/firepower/command_ref/b_Command_Reference_for_Firepower_Threat_Defense/s_8.html#wp2495710162

show runni ng-confi g access-1ist ACL- UNVANTED- COUNTRY

access-1ist ACL-UNWANTED-COUNTRY extended deny ip 192.168.1.0 255.255.255.0 any

>

show runni ng-confi g access-group

#**%QUTPUT OMITTED FOR BREVITY***
access-group ACL-UNWANTED-COUNTRY 1in interface outside control-plane

FDMEENFTDHN Hi L =H -

<#root>
> show runni ng-config object id OBJ- NET- UN\WANTED- COUNTRY

object network OBJ-NET-UNWANTED-COUNTRY
subnet 192.168.1.0 255.255.255.0

show runni ng-config access-1ist ACL- UNWVANTED- COUNTRY

access-1ist ACL-UNWANTED-COUNTRY extended deny ip 192.168.1.0 255.255.255.0 any4 log default

> show runni ng-confi g access-group

**%*QUTPUT OMITTED FOR BREVITY***
access-group ACL-UNWANTED-COUNTRY 1in interface outside control-plane

ASARY i 7Rl

<tfroot>

asa#



show runni ng-confi g access-1ist ACL- UNVANTED- COUNTRY

access-1ist ACL-UNWANTED-COUNTRY extended deny ip 192.168.1.0 255.255.255.0 any

asa#

show runni ng-confi g access-group

#**%QUTPUT OMITTED FOR BREVITY***
access-group ACL-UNWANTED-COUNTRY 1in interface outside control-plane

S22 BN EIFEACLPELE TFFENFRE |, EiETpacket-tracerin © SRIE LB &2 £ By X 35 S\ B
BOMIE ATCP 4433, RJG , i=1Tshow access-list <acl-name> iy , & 4324 SFEACLFE LE
S4B NENVPNRE DERER |, ACLG R ITHRE L8 M,

FEARRBIF |, packet-traceris SHEMM EN192.168.1.10 K F R £ By X 3E S\ EBIP it Y45 ATCP
4433E$E, packet-tracerfii HIBIATREHEF , show access-listéii H E R E BRI IEHIFEACLEY
wHITHEE -

FTDRY #a th /R 51

<tfroot>

>
packet-tracer input outside tcp 192.168.1.10 1234 10. 3. 3. 251 443

Phase: 1
Type:

ACCESS- LI ST

Subtype: Tog

Resul t: DROP

ETapsed time: 21700 ns
Config:
Additional Information:

Result:

input-interface: outside(vrfid:0)
input-status: up
input-Tine-status: up

Action: drop



Time Taken: 21700 ns
Drop-reason: (acl-drop) Flow is denied by configured rule

, Drop-Tocation: frame 0x00005623c7f324e7 flow (NA)/NA

show access-1ist ACL- UN\WVANTED- COUNTRY

access-1ist ACL-UNWANTED-COUNTRY; 1 elements; name hash: 0x42732blf
access-1ist ACL-UNWANTED-COUNTRY Tine 1 extended deny ip 192.168.1.0 255.255.255.0 any (

hitcnt=1

) 0x142f69bf

ASARY i tH 7R 45

<#froot>

asa#

packet-tracer input outside tcp 192.168.1.10 1234 10.3.3.5 443

Phase: 1

Type: ACCESS-LIST
Subtype:

Result: ALLOW

ETlapsed time: 19688 ns
Config:

Implicit Rule
Additional Information:
MAC Access list

Phase: 2
Type:

ACCESS- LI ST
Subtype: Tlog

Resul t: DROP

ETlapsed time: 17833 ns
Config:
Additional Information:



Result:

input-interface: outside
input-status: up
input-line-status: up

Action: drop
Time Taken: 37521 ns
Drop-reason: (acl-drop) Flow is denied by configured rule

, Drop-Tlocation: frame 0x0000556e6808cac8 flow (NA)/NA

asa#

show access-1ist ACL- UN\VANTED- COUNTRY

access-1list ACL-UNWANTED-COUNTRY; 1 elements; name hash: 0x42732blf
access-1ist ACL-UNWANTED-COUNTRY Tine 1 extended deny ip 192.168.1.0 255.255.255.0 any

(hitcnt=1)

0x9b4d26ac

N EE  MBER LB NEPEEEL CiscoR 2 E 7 HVPNEIRAVPNAR R T 5 , T AT BT 2
REMRIEHREGREEZR , BN FEACLREEMMETT , NMRLLFIEHNRE.

F8>< Bug

o N BT iEB M ERAnyConnect® FifiE#E : Cisco Bug ID CSCvs65322
o M1 : ASAFTDX RAEEF X FFEH|FEACL:Cisco Bug ID CSCwi58818

. CISCO VPNB‘UV} %IE 2]



https://tools.cisco.com/bugsearch/bug/CSCvs65322
https://tools.cisco.com/bugsearch/bug/CSCwi58818
https://www.cisco.com/c/zh_cn/support/docs/security/secure-firewall-threat-defense/222810-configure-geolocation-based-policies-for.html
https://www.cisco.com/c/zh_cn/support/docs/security/secure-firewall-threat-defense/222810-configure-geolocation-based-policies-for.html
https://www.cisco.com/c/zh_cn/support/docs/security/secure-firewall-threat-defense/222810-configure-geolocation-based-policies-for.html
https://www.cisco.com/c/zh_cn/support/docs/security/secure-firewall-threat-defense/221806-password-spray-attacks-impacting-custome.html
https://www.cisco.com/c/zh_cn/support/docs/security/secure-firewall-threat-defense/221806-password-spray-attacks-impacting-custome.html
https://www.cisco.com/c/zh_cn/support/docs/security/secure-firewall-threat-defense/221806-password-spray-attacks-impacting-custome.html
https://www.cisco.com/c/zh_cn/support/docs/interfaces-modules/virtual-private-network-module/221568-vpn-technologies-documentation-reference.html
https://www.cisco.com/c/zh_cn/support/docs/interfaces-modules/virtual-private-network-module/221568-vpn-technologies-documentation-reference.html

XFHEE
BRRAA IR SHSBEEL ANV RIERTRES, FELRUAFPEETS
AHEEBEITISHINE.,

IR MEERIFANSEE, HEREUARTENIFARRIKYE.
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