S

Secure Firewall REST API {&]
H %

wa
Additional Information
BRE

APIE R EE R BN ¥
FHAPIEREEES

JHFMC API Explorer GET 5%

i

ANHENBEAFAIBEEEROAPIRREESNERNZ 2 AIBWREST APIELE.

Additional Information
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! ::lllsélc:' Download OAS 2.0 Spec  Download OAS 3.0 Spec | Logout

Cisco Firewall Management Center Open API Specification &=

ffme_oasd.json

Specifies the REST URLs and methods supported in the Cisco Firewall Management Center API. Refer to the version specific REST AP| Quick Start Guide for additional information.

Cisco Technical Assistance Center (TAC) - Website
Send email to Cisco Technical Assistance Center (TAC)

Cisco Firewall Management Center Licensing
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Troubleshoot >
Backup >
Network Map >
Devices >
Policy Assignments >
Device HA Pairs >

AR ZhREX

BETXR, ERMARERS , NEFT B, ERETHIRFERRAEIBFMCE,

'g's'c’lc"' Download OAS 2.0 Spec  Download OAS 3.0 Spec | Logout

Cisco Firewall Management Center Open API Specification @ &2

fmc_oasd. json

Specifies the REST URLs and methods supported in the Cisco Firewall Management Center APIL. Refer to the version specific REST AP| Quick Start Guide for additional information.

Cisco Technical Assistance Center (TAC) - Website
Send email to Cisco Technical Assistance Center (TAC)

Cisco Firewall Management Center Licensing
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Troubleshoot 5

Backup >
Network Map >
Devices >
Policy Assignments >
Device HA Pairs bl
Health >
Chassis »
Updates bl
Users >
Intelligence >
License >
Search >
Audit >
Integration >
Device Groups >
Status b
Device Clusters >
System Information >
Object >
Policy >
Deployment >
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Network Map

Devices

INEET /aps/fme_config/va/domain/ {domainuuIn) /devices/devicaracords/ {object1d}
[0 /api/fme_config/vi/domain/{domainUUID)/devices/devicerecords/ {objectId}

Japi/fmc_config/vl/domain/{domainUUID}/devices/devicerecords/{objectId}

m Japiffme_config/vl/domain/{domainUUID}/devices/devicerecords

Japi/fmc_config/vl/domain/{domainUUID}/devices/devicerecords

Japi/fmc_config/vi/domain/{domainuuID}/devices/devicerecords

m Japi/fmec_config/vil/domain/{domainUUID} /devices/devicerecords/{containerUUID}/fpphysicalinterfaces/{objectId}
m Japi/fmc_config/vl/domain/{domainlUID} /devices/devicerecords/{containerUUID}/fpphysicalinterfaces/{objectid}
m Japiffmc_config/vi/domain/{domainWUID}/devices/devicerecords/{containerWUIn}/fplogicalinterfaces/{objectid}

m Japiffme_config/vl/domain/{domainUUID} /devices/devicerecords/{containerUUID}/fplogicalinterfaces/{objectId}

AN Japi/fmc_config/vl/domain/{domainUUID}/devices/devicerecords/{containeruuID}/fplogicalinterfaces/{objectid}

m [apiffmec_config/vl/domain/{domainUuID} /devices/devicerecords/{containeruUID}/fplogicalinterfaces
[apiffmc_config/vl/domain/{domainWUID} /devices/devicerecords/{containeruwuiD}/fplogicalinterfaces
/api/fmc_config/vl/domain/{domainUUID} /devices/devicerecords/{containeruUIn}/inlinesets/{objectId}

m Japi/fmec_config/vl/domain/{domainUUID} /devices/devicerecords/{containeryUID}/inlinesets/{objectId}

N1 fapi/fmc_config/vi/domain/{domainUUID}/devices/devicerecords/{containerUuin}/inlinesets/{objectid}

Japiffmc_config/vi/domain/{domainlUID}/devices/devicerecords/{containertUID}/inlinesets
/api/fmec_config/vi/domain/{domainlUID} /devices/devicerecords/{containertUID} /inlinesets

m fapi/fmc_config/vl/domain/{domainUUID}/devices/devicerecords/{containerUUID} /virtualswitches/{objectId}
REBE
FMCHIREST APIX#F T —MHTTPAZ, EEE , 80T R IMITCRUDRE !

GET — H

POST — I
PUT — E7/8#%

DELETE — Ml B&
S—REMFAFURNVEEFESRFZ —EREIEIN N ROERERE

m fapi/fmc_config/vl/domain/{domainUuID}/devices/devicerecords I

/api/fmc_config/v1/domain/{domainUUID}/devices/devicerecords
BEERATHEZ— , BAUBFHEEGET HTTPERFIENSH
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m /api/fmec_config/vl/domain/{domainUUID} devices/devicerecords

Retrieves or medifies the device record associated with the specified ID. Registers or unregisters a device. If ne ID is specified for a GET, retrieves list of all device records.

Parametars Try it out

Narme Description
filter
il Filter to retrieve or delete device records based upon filter parameters specified.

fquery)
For bulk deletion, we need the filler="ids:" with bulk=true flag, Value is of format : "ids:idl,id2,..." .
ids:idl,id2,... s acomma-separated list of device uuids to be deleted.

For fetching device records, Filter criteria should be  name: {name};hostName: [hostName}; serialNumber : {ABCXXXXX} ; containerType: {valua) ;version:
{x.x.x};clusterBootstrapSupported: {true|false};analyticsOnly: {true|false} ;includedtherAssociatedPolicies:{true]false}

containerType - Allowed values are {DeviceCluster|DeviceHAPair|DeviceStack}
clusterBootstrapSupportad - Allowed values are {true|falze}
analytiesOnly - Allowed values are {true|false}

includeOtheraAssociatedPolicies - Allowed values are {true|false} . When setto true , will give following policies if assigned to device:
[ RAVpm , FTDS25Vpn , PlatformSettingsPolicy , QosPolicy , NatPolicy , FlexConfigPolicy |

filter - Fliter to retrieve or delete device recon

offset
integer($int12) Index of first item to returmn.
(query)

offset - Index of first item to retum.
limit
integer{$int3z) Mumber of items to returm.
fauery)

limit - Number of items to refum.
expanded
beolean If set to true, the GET response displays a list of objects with additional attributes.
(query)

~

domainUUID = o
string Domain UUID
{path)

e276abec-e0f2-11e3-8169-6d9ed48b6251
Responzes
s Maesdaiting

tinbe

GETR&/IR&IDH

~
AR EEMHTTPERE , HUUIDEXER , RSN RBo EAHE —RIPRRRF , X
RPTREMBEN.

domainUUID * reauired
string Domain UUID

(path)
e276abec-e0f2-11e3-8169-6d9ed49b625f



R’ ZIEFIHUUID

£ I UUID:

e276abec-e0f2-11e3-8169-6d9ed49b625f

BTk, AUERWEA RS , NRATLIRBICurl R “ERURL" , AR I 75 59 BR 1A BR 55 28 0 B2 A —
L AR 55 25 W RLR 1 o

Responses
Code Dezeription Links
200 No finks
OK
Meadia type Examples
[ application/jsen i I I Example 1 : GET ffime_confighvt DomainUUIDVobje ices/devicerecords | Get all paginated netwerk objects without offset anc ~ ]

Example Valug  Schema

default No links
Error
B type
[ applicationijson -
Examnia Vala | Srhama
ResponsesZf 7o

MiEXFMC API Explorer GETJ533%
NE , CELHERFERETFUATARRMLAPIE REEE Ty itou

Japiffmc_config/vl/domain/{domainUUID}/devices/devicerecords

Retrieves or modifies the device record associated with the specified ID. Registers or unregisters a device. If no ID is specified for a GET, refrieves list of all device records.

Parameters Try it out

Hame Description

it AN

FNFHAFEHTTP GETHER (#3118 %., RFILRK ) , FTEETEEMEMUVIDREMSE , HE
& A Lk #E Execute:



offset

integer{$int32) Index of first item to retum.

(query)

set - Index of

limit

integer($intiz) Number of items to retumn.

imit - N

expanded
boolean If set to true, the GET response displays a list of objects with additional attributes.

= w |

domainUuUID =
string
{path)

Domain UUID

e276abec-e02-11e3-8169-6d9ed49b625(

Responses
Code Description Links
200 MNo hnks

OK

EERAT

WMBRHTTP GET#ERA I , H EResponselE X BEEHFMCHIBE EEMMERZHIRZE
FMCIR [E] B 55 25 i 81200,

2,

Responses

e devicerecords” \

Server response

Code Details

200 Response body

8] 25"

bec-edf2-110 C L i e a BbE5 - 11009347 - Bloc f

rict-transport -
sfer-encod

200 GETWa R4 o

Mt d | HEZEHRFMCER T —/FTD , B RFTDv-703,



domainUUID * required
string
(path)

Domain UUID

e2/7/6abec-e0f2-11e3-8169-6d9ed49b625f

GETR&12FHUUID

EBALLETIDE , RATHATHRAEZHNHFTDAAPIER, EH/ID:

<#froot>

"name": "FTDv-703"

"id": "6bad6bbc-0b05-11ee-9a47-84ecf 73b3ccf”

BRE—NROIZ , BRI LERFERERIRZRUUID (M2 BT MRIRE ) RERBEZEIRE
(FTDv-703)VFrE# O E & -

<ttroot>

"id": "6bad6bbc-0b05-1lee-9a47-84ecf73b3ccf”

%MEGET- Devices > Device records > physicalinterfaceso

<{froot>

/api/frc_config/vl/ domai n/ {domai nUUI D} / devi ces/ devi cer ecor ds/ { cont ai ner UUl D}/ physi cal i nt erfaces

FMCUaRL ( ARG SRMENAE ) , 3 EEFUER I RZ(FTD)ER M REEOM —MoED
, XAANMEOEE T ENAUUIDNEE.



Responsaes

c-oof2-11c 169-6d9ed49b6 25/ devices /devicerecords /ebadtbbc - 6boS 7-B4ec FT3b3ccF physicalinte

fireab”

Request URL

Server response

Code Details
20
200 Response body

2T6abec-eBf2-1163- 8 BelOedA0bE2S i i adbbbe - Ob5 - 116 -0a47

Sdesmain/

GETigRicRYWEBEOMB,

<ffroot>

Fr om Response body:

"type": "Physicallnterface",

"id": "005056B3-9582- 0ed3-0000- 004294967553",

"name": "G gabitEthernet0/0"

"type": "Physicallnterface",

"id": "005056B3-9582- 0ed3- 0000- 004294967554",

"name": "G gabitEthernet0/1"

"type": "Physicallnterface",



"id": "005056B3-9582- 0ed3- 0000- 004294967555",

"nane": "Diagnostic0/0"

LRI RIHTTPA ZNZEER TAEN R, MNEMATBEUUID , BT LRI, B
FAMNFMCNBEZRERENEEE K,

m /api/fmc_config/vl/domain/{domainUUID}/devices/devicerecords/{containerUUID}/physicalinterfaces/{objectId}

URIZH,

FMC APIZREERTRAEEEXFNIRINRES ZNERRNSE | RETUNEELFE R
MEELRB,

BIETLAER ZMNAPIE S ( @Postman ) BB Python=h Perl i A WA tth E /L 5FMC APIR B,

)

EE . B0 LA A Github R B Secure-Firewall Repository , A& AEE R E L ER,



https://github.com/CiscoDevNet/secure-firewall.
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