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*  AAA Server

~ Access List
Extended
Standard
» Address Pools
Application Filters
AS Path
BFD Template

Cipher Suite List
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£ I8 3. 8 15 Add Extended Access Listo

Firewall Management Center

Extended

Ik B

Owreew  Analysis  Poboes

B4 {£Extended Access ListF1& B & # 3 & d5Addo

New Extended Access List Object

Name

I Applications| |

Entries (0)

Sequence  Action Source Source Port

Allow Overrides

MEY RUBRIIRNR

PS5 R ApplicaionT FFIERFIEN N A ( A RPIBERFLERNA ) .

Destination

Destination Port

Application

Users
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Add Extended Access List Entry

Agction:
© Allow

v

Logging:
Default

Log Level:
Informational

Log Interval:

300

Network Port

Application Filters O

Sec.

@ Application

Clear All Filters X

O uUsers

@ Security Group Tag

Available Applications (4)

@, Search by name

» Risks (Any Selected)

| very Low
| Low
| Medium
| High
| Very High

730
622
734
1556
577

v Business Relevance (Any Selected)

| Very Low

e EAGILETE 9=

S

Q, cisco

Cisco

ee ol

[7]
Selected Applications and Filters (6)

Applications

Cisco Jabber ]
Cisco Secure Endpoint ]
Cisco Webeyx Assistant .
WebEx 1
WebEx Connect w
Webex Teams u

o= o

AR AUEAREBERPHROAEET BURSIEK , AEMBERETLEIMENA. &9
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MNew Extended Access List Object

Name

Applications

Entries (1)

Sequence  Action

Allow Overrides

REF BIFFEFIRNR

BT7%

Source

Source Port

Destination Destination Port Application

Cisco Jabber

Cizes Sacure Endpoint
Cisco Webex Assistant
WebEx

(2 more.)
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Add Policy Based Route 7]

A policy based route consists of ingress interface list and a set of match criteria associated to egress interfaces

Ingress Interface®

Select. . ha

There are no forward-actions defined yet. Start by defining the first one.

AN INE T RERAYEE

S| ELEESFS (ERZSRPLIZNT BHBRSIK ) . HOZOMEOSERF.

Add Forwarding Actions 7]
Match ACL:* | Applications |+
Send To* Egress Interfaces
Interface Ordering:* | Minimal Jitter | o
Available Interfaces Selected Egress Interfaces®
Search by interface name | (s}
Interface
INSIDE 4+
15E-1 4
Mo interfaces selected
I5p-2 4+
VTI-1 -+
WTI-2 -+




AN R R AE

)

7E B Egress Interfaces A Minimal Jiter S EL B IS FIIR IR T M, BEEFESPBRX U T B E X Hbik

T EHAER.

FR12EFHOED ( ABIHRISP-1FISP-2) |, A5 HE dsave.

Add Forwarding Actions o
Match ACL:* | Applications | +
Send To:* | Egress Interfaces “ |
Interface Ordering:* Minimal Jitter | 0
Available Interfaces Selected Egress Interfaces*
Search by interface name | Q Interface
ISP-1 v
Interface v
ISP-2 v
INSIDE -+ -
VTI-1 -+
VTI-2 -+
EEMNHAEO

S8 13. W UFPBRELE H M i saveo


https://www.cisco.com/c/zh_cn/td/docs/security/secure-firewall/management-center/device-config/740/management-center-device-config-74/routing-policy-based.html#Cisco_Task.dita_27e089d1-6340-40e1-9abd-df12be8378c4
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https://www.cisco.com/c/zh_cn/td/docs/security/secure-firewall/management-center/device-config/740/management-center-device-config-74/routing-policy-based.html#Cisco_Task.dita_27e089d1-6340-40e1-9abd-df12be8378c4

Add Policy Based Route 7]

A policy based route consists of ingress interface list and a set of match criteria associated to egress interfaces

Ingress Interface*

INSIDE X

Match Criteria and Egress Interface

Specify forward action for chosen match criteria. m

Match ACL Forwarding Action
Send through minimum jitter interface
Applications I 15P-1 /‘ i
ISP-2
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Device Interfac

Manage Virtual Routers

Global -

Virtual Router Properties
ECMP

BFD

OSPF

OSPFv3

EIGRP

RIP

Policy Based Routing

BB — ECMP

3 Bikad , BUEEVTIFIWANED ( AERBISRE D HISP-1FISP-2 ) ZHAZECMP,

Firewall Management Center

Overéew  Anahysis  Poboies  Devices  Objects integration
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Equal-Cost Multipath Routing (ECMP)
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Add ECMP @ <

Available Interfaces Selected Interfaces
INSIDE
ISP-1
ISP-2
Add
—oc ]
HAFVTIFNECMP

SRS ES LTINS, IEEWANED ( AEEEREPNISP-1HISP-2 ) ZEIGIEZECMP,



Add ECMP 0 X

Name
ISP-ECMP |
Available Interfaces Selected Interfaces
INSIDE ISP-2
VTI-1 ISP-1
VTI-2

Add

Cancel OK
[area || |

ATISPEOMWECMP

S B6.RFECMPHE E
SR AXGEOABEEBRADBAURNARIE, KIXSME Routing > Static Route.
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Manage Virtual Routers

Global -

Virtual Router Properties
ECMP

BFD

OSPF

OSPFv3

EIGRP

RIP

Policy Based Routing

~ BGP
IPv4
IPvG
Static Route

B — B

SR8 B 5+ Add Routeo
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Add Static Route Configuration (7]

Tvpe: (o IPvd () IPvE

Interface*

| VTI-1

Interface starting with this icon [%zsignifies it is available for route leak)

Available Network O + Selected Network

| Q, any X | any-ipv4

IPv6-to-IPvd4-Relay-Anycast

u/

Gateway*

| VTI-Tunnel1-FPR2 v |+
Metric:

! |

(1 - 254}

Tunneled: | | (Used only for default Route)

Route Tracking:

v |+

VTI-B BRI AR B

SEBI10.EEPHS, MREHBE T Z/MVTIHED,

)
AE  HEEHSNVIEDRRIABE,
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Add Static Route Configuration

Type: o IPvd () IPvE

Interface*

| ISP-1

ArUNg Wi
Available Network +
| Q. any- X|

Gateway™
| 172.16.1 254GW-24 v |+

Tunneled: [ | (Used only for default Route)

Route Tracking:

v |+

ISP- 1K BRINBE AR B

f= signines it is available for route leak)

Selected Network

any-ipv4

SRI2EEDHR10, MEHE T ESZWAN/ISPEO,

S
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ARP Inspection
Banner
DNS

External Authentication

Fragment Settings

HTTP Access

ICMP Access
NetFlow

S5H Access

SMTP Server

SNMP

SSL

Syslog

Timeouts

Time Synchronization
Time Zone
UCAPL/CC Compliance

Performance Profile

DNSEEIZE

R4, J3 FADNS name resolution by deviceFF B Add , BRIEFR TN EHIDNSAH, iEFEMakeasdetault , AFE T
OKo

DNS Settings Trusted DNS Servers

DNS Resolution Settings
Specify DNS servers group and device interfaces to reach them.

4s At l=ast one DNS server group is mandatory to be configured as default. Add DNS Server GI’DUp o
@) Enable DNS name resolution by device Select DNS Group™®
Cisco-TAC » + New Group

DNS Server Groups

Make as default

Fiter Domains

GE“;H. “

AR MREBTHBAXRFARERE LAIDNSEENFHESR , FERBEINTARE


https://www.cisco.com/c/zh_cn/td/docs/security/secure-firewall/management-center/device-config/740/management-center-device-config-74/interfaces-settings-platform.html?bookSearch=true#id_74914

X

FIR5.IEFEZ D T BIWAN/ISP#E interface ObjectsH o

ARP Inspection
Banner
DMNS

External Authentication

Fragment Settings

HTTP Access

ICMP Access
MetFlow

S5H Access

SMTP Server

SNMP

S5L

Syslog

Timeouts

Time Synchronization
Time Zone
UCAPL/CC Compliance

Performance Profile

DNS#EOBE

HE6.AREFER

Expiry Entry Timer:

1 Range: 1-65535 minute
Paoll Timer:
| 240 Range: 1-65535 minute

Interface Objects

Devices will use specified interface objects for connecting with DMNS Servers.

Available Interface Objects Z Selected Interface Objects
Q, Search ISP-1 v
INSIDE ISP-2 ]

[ ] Enable DNS Lookup via diagnostic/Management interface also.

HB7 .S ZE H I8 Trusted DNS ServersTE Z{SEDNSAR S 88
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Edit Physical Interface

General IPvd IPvE I Path Monitoring I Hardware Configuration Manager Access

I Enable |P based Monitoring I

=select to monitor jitter, round tnip time, packet-lost & mean opinion score of each
interface

Maonitoring Type:
| Mext-hop of default route out of interface (Auto) |

System monitors the next hop of the interface. Tries IPv4 and then IPvE.
If the peer is unavailable, monitoring is not done.

I Enable HTTP based Application Monitoring I

By enabling application monitoring you are allowing all the applications configured in
Extended ACLs used in policy based routing with this interface as egress interface to be
monitored automatically.

Applications

Cisco Jabber

Cisco Securs Endpoint

Cisco Webex Assistant

WebEx

WebEx Connect

Advanced

S

AR EXNEEEREERGEERE, EFEHEEERE LMPath Monitoring Settings A

TEREXHMETRFERES

FRANEENFTEWAN/ISPEDOESE S TR2ML RS,
HR5. Bhswe , ARHBEER,

72 1 5 422 422 1) TR AR

1L BME, System > Health > Monitor
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https://www.cisco.com/c/zh_cn/td/docs/security/secure-firewall/management-center/device-config/740/management-center-device-config-74/routing-policy-based.html#Cisco_Task.dita_ed1e6f69-d138-4532-8c71-fdc4392ed2b6
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Add New Dashboard @ X

Mame®

| FTD HTTP Path Monitoring |

Metrics*®

Metrics can be chosen from pre-defined correlation groups orfand metrics of your choice. Related
metrics are grouped together, select a group and then the metrics

|uneﬂace | Jitter x | ]
| Interface | | Mean Opinion Score (MOS) x | ™
|Hﬁeﬂace || Round Trip Time x | =
|Irrterface | | Packet Loss x | —
| AddMetrics | | Add from Predefined Correlations | Clear Al

AINEEBEREENFHIEHER

I uF

AR N BWMARIEZE I EASEHE, ECMP, @ ENARFNNRANMPBREE.
KRERNBRNINBFSBHEE

firepower# show run route

route VTI-1 0.0.0.0 0.0.0.0 192.168.200.1 1
route VTI-2 0.0.0.0 0.0.0.0 192.168.200.5 1
route ISP-1 0.0.0.0 0.0.0.0 172.16.1.254 10
route ISP-2 0.0.0.0 0.0.0.0 172.16.11.254 10

IFECMPELE :

firepower# sh run | i ecmp
zone ECMP-VTI ecmp
zone ECMP-ISP ecmp

BBk MAR FWECMPREEEFERE. MARMKAERLRELFTDEHRTLRMFEEH,



firepower# show route static

Codes: L - Tocal, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2

E1 - OSPF external type 1, E2 - OSPF external type 2, V - VPN

i - IS-IS, su - IS-IS summary, L1 - IS-IS Tevel-1, L2 - IS-IS Tevel-2

ia - IS-IS dinter area, * - candidate default, U - per-user static route

o - ODR, P - periodic downloaded static route, + - replicated route

SI - Static InterVRF, BI - BGP InterVRF

Gateway of last resort is 172.16.11.254 to network 0.0.0.0

S* 0.0.0.0 0.0.0.0 [1/0] via 192.168.200.5, VTI-2
[1/0] via 192.168.200.1, VTI-1

WIFPBRER R FTEL &

firepower# show run route-map

!

route-map FMC_GENERATED_PBR_1694885402369 permit 5
match ip address Applications

set adaptive-interface cost ISP-1 ISP-2
!

R D EAPBREBMNACL ( RERAMSTE B FHACLER )

firepower# show run access-list | i Applications
access-1ist Applications extended permit ip any object-group-network-service FMC_NSG_639950173988

38 1iF Object Group with Applications assigned to the access list ( 55 2Bt 45 15 8] 51l 3= 49 B A F2 5
, W EACLELE # I Object group name )

firepower# show run object-group

object-group network-service FMC_NSG_639950173988
network-service-member "Cisco Jabber"
network-service-member "Cisco Secure Endpoint"
network-service-member "Cisco Webex Assistant"”
network-service-member "WebEx"
network-service-member "WebEx Connect"
network-service-member "Webex Teams"

WE 7 B 45 PBREL B 7 62 A MY SR dE 42 O AU SR G BR FR

interface GigabitEthernet0/0



nameif INSIDE

cts manual

propagate sgt preserve-untag

policy static sgt disabled trusted
security-level 0

ip address 172.16.35.1 255.255.255.0
policy-route route-map FMC_GENERATED_PBR_1694885402369
|

interface GigabitEthernet0/1

nameif ISP-1

cts manual

propagate sgt preserve-untag

policy static sgt disabled trusted
security-level 0

zone-member ECMP-ISP

ip address 172.16.1.202 255.255.255.0
policy-route path-monitoring auto

|

interface GigabitEthernet0/2

nameif ISP-2

security-level 0

zone-member ECMP-ISP

ip address 172.16.11.2 255.255.255.0

policy-route path-monitoring auto
!

MHTTPERZ L ZEHERESRIEHFLENS. MOS, FERNAMEEBLRITER.

Health: FTD TAG | @ Norma W Last 1 Four

Intertace - it A2 w

Inerisce - MOS Frye——

Interiace - A Aliaarsees x

Ineriace ot Al ienerfaces x

RIUFHTTPRR RIS 12U R AR

HUEHEER

MRERRGEEAK  EERAETIPRAER , WAN/ISPEOGE N QBHAKE FEEHMxRIE
ICMPIRMEIEE, EWAN/ISPEOLBEEAO/HOFER , LEREICMPRE %,

AOFMEO#RK :



firepower# cap in interface ISP-1 trace match icmp any any

firepower# cap in2 interface isP-2 trace match icmp any any

A O3k :

firepower# show cap in

12 packets captured

00:08:28.073604 172.
: 00:08:28.074672 172.
: 00:08:29.150871 172.
: 00:08:29.151832 172.
: 00:08:30.217701 172.
: 00:08:30.218876 172.
: 00:08:31.247728 172.
: 00:08:31.248980 172.
: 00:08:32.309005 172.

kOOO\IGﬁU'I-hUJNI—‘

12 packets shown

: 00:08:28.073604 172.
: 00:08:28.074672 172.
00:08:29.150871 172.
00:08:29.151832 172.
: 00:08:30.217701 172.
: 00:08:30.218876 172.
: 00:08:31.247728 172.
: 00:08:31.248980 172.
: 00:08:32.309005 172.

OooNOOUVIhA WN =

o
NN RO

packets shown

H O -

firepower# show cap in2
12 packets captured

: 00:08:28.073543 172.
: 00:08:28.074764 172.
00:08:29.150810 172.
00:08:29.151954 172.
: 00:08:30.217640 172.
: 00:08:30.218799 172.
: 00:08:31.247667 172.
: 00:08:31.248888 172.
00:08:32.308913 172.

@m\lmu'l-hwl\)l—‘

16.
16.
16.
16.
16.
16.
16.
16.
16.

16.
16.
16.
16.
16.
16.
16.
16.
16.

l6.
l6.
l6.
l6.
l6.
l6.
l6.
l6.
l6.

RPRRPRRPRRPRRPRRRR

RPRRPRRPRRPRRPRRRR

11.
11.
11.
11.
11.
11.
11.
11.
11.

.202
.254
.202
.254
.202
.254
.202
.254
.202

.202
.254
.202
.254
.202
.254
.202
.254
.202

VV VYV YV VYVVYV

VVV VYV VYVYVYV

172.
172.
172.
172.
172.
172.
172.
172.
172.

172.
172.
172.
172.
172.
172.
172.
172.
172.

16.
16.
16.
16.
16.
16.
16.
16.
16.

16.
16.
16.
16.
16.
16.
16.
16.
16.

RPRRPRRPRRPRRPRRRR

RPRRPRRPRRPRRPRRPRRR

.254
.202
.254
.202
.254
.202
.254
.202
.254

.254
.202
.254
.202
.254
.202
.254
.202
.254

2 > 172.16.11.254
254 > 172.16.11.2
2 > 172.16.11.254
254 > 172.16.11.2
2 > 172.16.11.254
254 > 172.16.11.2
2 > 172.16.11.254
254 > 172.16.11.2
2 > 172.16.11.254
10 00:08:32.310012 172.16.11.254 > 172.16.11.2 icmp:
11: 00:08:33.386576 172.16.11.2 > 172.16.11.254 +icmp:
12: 00:08:33.387888 172.16.11.254 > 172.16.11.2 +icmp:

icmp:
icmp:
icmp:
icmp:
icmp:
icmp:
icmp:
icmp:
icmp:
10: 00:08:32.310317 172.16.1.254 > 172.16.1.202 icmp:
11: 00:08:33.386622 172.16.1.202 > 172.16.1.254 +icmp:
12: 00:08:33.387751 172.16.1.254 > 172.16.1.202 icmp:

icmp:
icmp:
icmp:
icmp:
icmp:
icmp:
icmp:
icmp:
icmp:
: 00:08:32.310317 172.16.1.254 > 172.16.1.202 icmp:
: 00:08:33.386622 172.16.1.202 > 172.16.1.254 icmp:
: 00:08:33.387751 172.16.1.254 > 172.16.1.202 icmp:

icmp:
icmp:
icmp:
icmp:
icmp:
icmp:
icmp:
icmp:
icmp:

echo
echo
echo
echo
echo
echo
echo
echo
echo

request
reply
request
reply
request
reply
request
reply
request

echo reply
echo request
echo reply

echo
echo
echo
echo
echo
echo
echo
echo
echo

request
reply
request
reply
request
reply
request
reply
request

echo reply
echo request
echo reply

echo
echo
echo
echo
echo
echo
echo
echo
echo

request
reply
request
reply
request
reply
request
reply
request

echo reply
echo request
echo reply



12 packets captured

A

g
I

- BRERRIPH U EARIPHUFRERHR , ARABRUTUEBRSIRZ MR,
p BR : MR pingF iR

BHERSRIAMXHEREERE K REARPRS S ERTACEK
EOutput omitted]
Phase:

3
Type:

NTREPBREAB I , B LA Packet Tracer T EHRE N PBREE M AR &
Subtype: policy-route

]l
firepower# packet-tracer input insIDE tcp 172.16.35.2 54352 'PUBLIC-IP-ADDRESS-FOR-WEBEX' $
PBR-LOOKUP

Result: ALLOW

Config:

route-map FMC_GENERATED_PBR_1694885402369 permit 5
match ip address Applications

set ip next-hop 172.16.1.254
Additional Information:

Matched route-map FMC_GENERATED_PBR_1694885402369, sequence 5, permit
Found next-hop 172.16.1.254 using egress ifc ISP-1

[Output omitted]

Result:

input-interface: INSIDE
input-status: up
input-Tine-status: up
output-interface: ISP-1

output-status: up
output-line-status: up
Action:

allow

N
AE  ETHENREALHRENNSERSHIRAIPH UL |, 1548 65 show object-group network-
service detail & o

HXER

BXHEAHTTPRAKZNPBRIEM A | BRI A TR



{Secure Firewall Management Centerif R BB LN ETERNEHERE)

{Secure Firewall Management CenteriZ £ Bl Ei5F) FE T RIS HY IR A fe & /Y BR AR WG 1%
- BLEE T IRREHYBK R R B

- BT REH) 5 A Y AL B 7R

« ELEPBRERENEIZ R

- BMEEEE AR

c ZEHABEERROIRZ FWONSF AR EREERE

« BR N =3 INES"



https://www.cisco.com/c/zh_cn/td/docs/security/secure-firewall/management-center/device-config/740/management-center-device-config-74/routing-policy-based.html#Cisco_Task.dita_5a75c0a2-9370-418a-b1c6-cd73759d2f62
https://www.cisco.com/c/zh_cn/td/docs/security/secure-firewall/management-center/device-config/740/management-center-device-config-74/routing-policy-based.html#Cisco_Task.dita_5a75c0a2-9370-418a-b1c6-cd73759d2f62
https://www.cisco.com/c/zh_cn/td/docs/security/secure-firewall/management-center/device-config/740/management-center-device-config-74/routing-policy-based.html#Cisco_Reference.dita_ea40b551-2f91-423a-b26f-d88b6c8bc624
https://www.cisco.com/c/zh_cn/td/docs/security/secure-firewall/management-center/device-config/740/management-center-device-config-74/routing-policy-based.html#Cisco_Reference.dita_ea40b551-2f91-423a-b26f-d88b6c8bc624
https://www.cisco.com/c/zh_cn/td/docs/security/secure-firewall/management-center/device-config/740/management-center-device-config-74/routing-policy-based.html#Cisco_Task.dita_27e089d1-6340-40e1-9abd-df12be8378c4
https://www.cisco.com/c/zh_cn/td/docs/security/secure-firewall/management-center/device-config/740/management-center-device-config-74/routing-policy-based.html#Cisco_Task.dita_b91f3118-f5a7-4208-b879-17169748fd0b
https://www.cisco.com/c/zh_cn/td/docs/security/secure-firewall/management-center/device-config/740/management-center-device-config-74/routing-policy-based.html#Cisco_Task.dita_548f6e43-99fe-4a3c-9d69-c7aa828ea792
https://www.cisco.com/c/zh_cn/td/docs/security/secure-firewall/management-center/device-config/740/management-center-device-config-74/routing-policy-based.html#Cisco_Task.dita_548f6e43-99fe-4a3c-9d69-c7aa828ea792
https://www.cisco.com/c/zh_cn/td/docs/security/secure-firewall/management-center/device-config/740/management-center-device-config-74/routing-policy-based.html#Cisco_Task.dita_548f6e43-99fe-4a3c-9d69-c7aa828ea792
https://www.cisco.com/c/zh_cn/td/docs/security/secure-firewall/management-center/device-config/740/management-center-device-config-74/routing-policy-based.html#Cisco_Task.dita_5a75c0a2-9370-418a-b1c6-cd73759d2f62
https://www.cisco.com/c/zh_cn/td/docs/security/secure-firewall/management-center/device-config/740/management-center-device-config-74/interfaces-settings-platform.html?bookSearch=true#id_74914
https://www.cisco.com/c/zh_cn/td/docs/security/secure-firewall/management-center/device-config/740/management-center-device-config-74/interfaces-settings-platform.html?bookSearch=true#id_74914
https://www.cisco.com/c/zh_cn/td/docs/security/secure-firewall/management-center/device-config/740/management-center-device-config-74/interfaces-settings-platform.html?bookSearch=true#id_74914
https://www.cisco.com/c/zh_cn/support/index.html?referring_site=bodynav
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