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» Access List

*  Address Pools
Application Filters
AS Path
Cipher Suite List
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Distinguished Name
DNS Server Group
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Interface
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Policy List
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New Network Object (7]

Name

| FPR2-VTEP-172.16.205.1

Description
| This is a VTEP peer IP address| ‘

() Range () Network () FQDN

172.16.2051

Allow Owverrides
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New Network Group (7]

MName

| FPR1-VTEP-Group-Object

Description

This is a network group with
VTEP group peer |P addresses

|| Allow Overrides
Available Networks C + Selected Networks
Q. Search | O, Search by name

3-VTEP-172.16.207 1 3-VTEP-172.16.207 1
FPR1-GW-172.16.203.3 |

FPR2-WTEP-172.16.205.1

FPR1-WTEP-Group-Object

FPR2-GW-172.16.205.3

FPR2-VTEP-172.16.205.1

FTD1-GW1-172.16.203.2

Cancel Save
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Add VTEP L7

ncapsulation type
VxLAN

Encapsulation port®

| 4789 | (1024 - 65535)

MVE number

1 0o

WTEP Source Interface
| OUTSIDE v |

Meighbor Address

(. Mone ) Peer VTEP @ ) Peer Group ) Default Multicast
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Add VTEP L7

Encapsulation type

WxLAN

Encapsulation port*

4789 | (1024 - 65535)
MVE number
1 0

WTEP Source Interface
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Edit Physical Interface

General IPv4 IPv6&

Name:

Path Monitoring

| OUTSIDE

Enabled

[ | Management Only

Description:

Mode:

| None

Security Zone:

| OUTSIDE

Interface 1D:

MTU:

| 1554

Priority:

| 0

Propagate Security Group Tag:

NVE Only:
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Add VNI Interface (7]

IPvd IPwE Advanced

| VNI-1

Enabled

Description:

Security Zone:

Priority:

WMl Segment 1D
| 10001

Multicast Group IP
Address:

MVE Mapped to

WTEP Interface:
MWVE Number:
o
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Add VNI Interface Q

General IPv4 IPvE Advanced

MName:

| VNI-1 |

Enabled

Description:

Security Zone:

| VNI-1 v |

Priority:
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VNI ID*-
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irewall Management Center
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KIENVERE.

firepower# show running-config nve
nve 1

encapsulation vxlan
source-interface OUTSIDE
peer-group FPR1-VTEP-Group-Object

firepower# show nve 1

nve 1, source-interface "OUTSIDE" is up (nve-only cluster is OFF)
IP address 172.16.203.1, subnet mask 255.255.255.0
Encapsulation: vxlan

Encapsulated traffic statistics:

1309 packets input, 128170 bytes

2009 packets output, 230006 bytes

142 packets dropped

Number of configured static peer VTEPs: 0

Configured static peer group: FPR1-VTEP-Group-Object
Configured static peer group VTEPs:

IP address 172.16.205.1 MAC address 0050.56b3.c30a (learned)
IP address 172.16.207.1 MAC address 0050.56b3.c30a (learned)



Number of discovered peer VTEPs: 1

Discovered peer VTEPs:

IP address 172.16.205.1

IP address 172.16.207.1

Number of VNIs attached to nve 1: 1

VNIs attached:

vni 100: proxy off, segment-id 10001, mcast-group none
NVE proxy single-arm channel is off.

firepower# show nve 1 summary

nve 1, source-interface "OUTSIDE" is up (nve-only cluster is OFF)
Encapsulation: vxlan

Number of configured static peer VTEPs: 0

Configured static peer group: FPR1-VTEP-Group-Object

Number of discovered peer VTEPs: 2

Number of VNIs attached to nve 1: 1

NVE proxy single-arm channel is off.

KEVNIEORE.

firepower# show run interface
interface vnilO0

segment-id 10001

nameif VNI-1

security-level 0

ip address 172.16.209.1 255.255.255.0
vtep-nve 1

KEVTEP#EO LHMTUEE.

firepower# show interface GigabitEthernet0/1

Interface GigabitEthernet0/1 "OUTSIDE", is up, Tine protocol 1is up
Hardware is net_vmxnet3, BW 10000 Mbps, DLY 10 usec
Auto-Duplex(Full-duplex), Auto-Speed(10000 Mbps)

Input flow control is unsupported, output flow control is unsupported
MAC address 0050.56b3.26b8, MTU 1554

IP address 172.16.203.1, subnet mask 255.255.255.0

[Output omitted]

K ENMENBSIRAEE.

firepower# show run route
route OUTSIDE 0.0.0.0 0.0.0.0 172.16.203.3 10
route VNI-1 172.16.212.0 255.255.255.0 172.16.209.2 1



route VNI-1 172.16.215.0 255.255.255.0 172.16.209.3 1
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firepower# ping 172.16.205.1
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 172.16.205.1, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/1 ms

X EK2:

firepower# ping 172.16.207.1
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 172.16.207.1, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/1 ms

S
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RIFEE,
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firepower# ping 172.16.209.2
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 172.16.209.2, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/2/10 ms



X EK2:

firepower# ping 172.16.209.3
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 172.16.209.3, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/2/10 ms

A, BEHRNBSKATRESERARPTTEH H, EVTEPEQD LHVXLANZE 2B B IR
HLpcaptE X THEZAHR , EAKESIMETERTURLBBIARBHREEEMAE, BERER
VNIZ FIPH#b 1k P K,
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Broadcast
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)
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3.37 Tell 1?2.
31 Tell 172,16.209.1
3% Tell 172.16.309.1

EZ2FTDLEE ASP%#E%?E AR R EEMPBAIEEF |, 1B EHAshow asp dropin TR EASPE
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1 282310-01 17:10:31 039823 172.16.201.1

01 1
3-10-01 1718
1-19-81 17:10
3-10-00 17:10,
3-10-01 17110

3-10-00 1
31801 1
3-19-9 1
3-18-01 17:18

request in 8}
eply In 13)
28 (request im 11)
...—., in 18}
tel-128 (request im 13}
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VELAN Metwork Identifier (WNE): 10891
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