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 Dockerh®4x24.0.6
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» Ansible 2.12.10,
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EEEAL , EEFZEREAN R ER,
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CentOSE{Red Hat - Z%%CSDAC , B2 RIERA X H4iEE.,
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https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/integrations/dynamic-attributes-connector/220/cisco-secure-dynamic-attributes-connector-v220/install-the-cisco-secure-dynamic-attributes-connector.html

AT RUATEHD

« Ubuntu 20.04 ERICSDACERE,
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Secure Firewall CSDAC
Management Center (Ubuntu 20.04)

Ubuntu 20.04 EBJCSDACERE
AT MM EUbuntu E R LZ M4,

S8 1 KL% Validate Docker,

root@tac:/home/tac# docker --version

Command 'docker' not found.

A 5 B %E TDocker , EEEDocker X RUF L EE

SB| 2 EFUbuntufzfEE,

root@tac:/home/tac# sudo apt -y update && sudo apt -y upgrade



Hit:1 http://security-ubuntu-site/ubuntu focal-security InRelease

Hit:2 http://ubuntu-repository-web-site/ubuntu focal InRelease

Hit:3 http://ubuntu-repository-web-site/ubuntu focal-updates InRelease
Hit:4 http://ubuntu-repository-web-site/ubuntu focal-backports InRelease
Reading package lists... Done

Building dependency tree

Reading state information... Done

334 packages can be upgraded. Run 'apt list --upgradable' to see them.
Reading package lists... Done

Building dependency tree

S 3 : WIAPythonhR A,

root@tac:/home/tac# /usr/bin/python3 --version
Python 3.8.10

A B mEPythonlR AR F3.6 , MBRALERAS 60 B S RA,

HR4 RERRAE,

root@tac:/home/tac# sudo apt -y install software-properties-common
Reading package Tists... Done

Building dependency tree

Reading state information... Done

SR

5:

L ¥ Ansible,

root@tac:/home/tac# sudo apt-add-repository -y -u ppa:ansible/ansible & & sudo apt -y install ansible

Hit:
Get:
Hit:
Hit:
Hit:
Get:
Get:
Get:

1

NOoO Vv A WN

8

http:
http:
http:
http:
http:
http:
http:
http:

//security-ubuntu-site/ubuntu focal-security InRelease
//personal-package-archive-site/ansible/ansible/ubuntu focal InRelease [18.0 kB]
//ubuntu-repository-web-siteubuntu focal InRelease

//ubuntu-repository-web-site/ubuntu focal-updates InRelease
//ubuntu-repository-web-site/ubuntu focal-backports InRelease
//personal-package-archive-site/ansible/ansible/ubuntu focal/main amd64 Packages [1 132 B]
//personal-package-archive-site/ansible/ansible/ubuntu focal/main 1386 Packages [1 132 B]
//personal-package-archive-site/ansible/ansible/ubuntu focal/main Translation-en [756 B]

Fetched 21.1 kB in 3s (7 526 B/s)
Reading package Tists... Done
Reading package Tists... Done
Building dependency tree

Reading state information... Done



S 6 : I Ansiblehx 2,

root@tac:/home/tac# ansible --version

ansible [core 2.12.10]

config file = /etc/ansible/ansible.cfg

configured module search path = ['/root/.ansible/plugins/modules', '/usr/share/ansible/plugins/modules’
ansible python module Tocation = /usr/1ib/python3/dist-packages/ansible

ansible collection location = /root/.ansible/collections:/usr/share/ansible/collections

executable location = /usr/bin/ansible

python version = 3.8.10 (default, May 26 2023, 14:05:08) [GCC 9.4.0]

jinja version = 2.10.1

Tibyam1l = True

N oaE Ansible 5| FAPython 2.x 2 IEE M, E#ZEREAPython 3.6,

BB T7 . FEAAnsbleIRENEI AR HIE RIS

root@tac:/home/tac# ansible-galaxy collection install cisco.csdac

Starting galaxy collection install process

Process install dependency map

Starting collection install process

Downloading https://galaxy-ansible-site/download/cisco-csdac-2.2.1.tar.gz to /root/.ansible/tmp/ansible
Downloading https://galaxy-ansible-site/download/community-crypto-2.15.1.tar.gz to /root/.ansible/tmp/a
Installing 'cisco.csdac:2.2.1' to '/root/.ansible/collections/ansible_collections/cisco/csdac'’
cisco.csdac:2.2.1 was installed successfully

Installing 'community.crypto:2.15.1' to '/root/.ansible/collections/ansible_collections/community/crypt
Downloading https://galaxy-ansible-site/download/community-general-7.4.0.tar.gz to /root/.ansible/tmp/a
community.crypto:2.15.1 was installed successfully

Installing 'community.general:7.4.0' to '/root/.ansible/collections/ansible_collections/community/gener
community.general:7.4.0 was installed successfully

S8 8 #¥:Zl|csdacH .

root@tac:/home/tac# cd ~/.ansible/collections/ansible_collections/cisco/csdac/
PR RREHERS.

root@tac:~/.ansible/collections/ansible_collections/cisco/csdac# ansible-playbook default_playbook.yml
BECOME password:

[WARNING]: provided hosts Tist is empty, only Tocalhost is available. Note that

the implicit localhost does not match 'all'

[WARNING]: running playbook inside collection cisco.csdac

e e ol e e ol sl ot ale ol otu ol ol olu ol ol ot o ol ot o ol ol o ol sl o ol st ot ol ofa ol ol ol ol ol sl ot ol ofa ofu ol ol ol ol ol ot ol ol ot ol ol ol ol ol ot o ol ot ot ol ot
PLAY oca ost R R Ak A L S T A T o A o S Sk Sk R ok S L o R Rk kS L o S Tk ke S e ok S AR S R A Tk ok S ok R



TASK [Gathering Facts] *%¥%%*

ok: [Tocalhost]

TASK [cisco.csdac.

ok: [Tocalhost]

TASK [cisco.csdac.

ok: [Tocalhost]

TASK [cisco.csdac.

ok: [Tocalhost]

TASK [cisco.csdac.

ok: [Tocalhost]

TASK [cisco.csdac.

ok: [Tocalhost]

TASK [cisco.csdac.

csdac :

csdac :

csdac :

csdac :

csdac :

csdac :

ok: [localhost] => {}

MSG:

Please Togin in to https://172.16.1.53 to configure csdac application

PLAY RECAP **

eh TN dedfd N

Tl NNl NS fdhddhddhfdhdd

%

RN O

Tl Sl ddeh Nl Rl ddhddhddn

Define Python Interpreter] Teddehddehddh Nl fdhddhddhfdhdd

verify that core

verify that core

verify that core

verify that core

services

services

services

services

are

are

are

are

Started] Tededede S kv fhhh

Started] Tededede S kv ffhh

Started] Tededede Sk deffhh

Started] Tededede Sk defhhh

Post task] TedehddehddhddNddhddRhdhNddNdhnd Nl Nl ddhfdhdd

R R R RS R RS

%

Tedehddehddhddhdh

ek

Tocalhost : ok=72 changed=8 unreachable=0 failed=0 skipped=35 rescued=0

A

B4 - B BT “Permissions denied with Docker daemon socket” &
ﬂ-/ﬁlﬂlD CSCwh583128Bx R BRI TAC,

F$B|10: FEAHTTPSHMUEEHACSDAC IPH#i & R BiE

iR

e dedehdd

ignored=0

S

FRW

BERER


https://tools.cisco.com/bugsearch/bug/CSCwh58312

dses’ SECURE
Dynamic Attributes Connector

Login

| admin |

Password

“~ EE  YBEFAFPEREadmin’ , BB E‘admin’s EEARWERE , REALEREUFZDE

Bl Z Office 3651E 1288

HR] A BRIDSEEERERS

dses’ SECURE
Dynamic Attributes Connector

Login

| admin |

Password

$, 2 . BFH“Connectors”,



Q Dynamic Attributes Connector Dyynamie Altitules Fillers. Adagters _'",, ‘.e._ g ¥ '1:'.'{}'&' SECURE

Connectors

S 3 : FOffice 365E S : MANFMEIR(+) , KIS ST Office 365

0 Dynamic Attributes Connector Conneciors Dynamic Afiributes Fiters Adapters 9.,.1 e e SECURE
Connectors
' ! i ' SNE
Azure
GitH b
Agure
voente
g bl

$] 4 : FHName, Base APl URL, Instance Name#IEnable or Disable optional IPsi &£ %25

o

Add Office 365 Connector

Mame* Cisco TAC

Description

Pull interval (sec) 30

Base APl URL* https://fendpoints office.com
Instance name* Worldwide

Disable optional IPs* »

| Test | Cancel |

EZET—R:

- FEVEBRERIA R 30%,
« EZARAPI URLE A F# ZEOffice 3655 EMVURL, i5Z FMicrosoft3 #4385 £ #Y Office 365
P33k ;IURL WebBR% .



https://learn.microsoft.com/en-us/microsoft-365/enterprise/microsoft-365-ip-web-service?view=o365-worldwide
https://learn.microsoft.com/en-us/microsoft-365/enterprise/microsoft-365-ip-web-service?view=o365-worldwide
https://learn.microsoft.com/en-us/microsoft-365/enterprise/microsoft-365-ip-web-service?view=o365-worldwide
https://learn.microsoft.com/en-us/microsoft-365/enterprise/microsoft-365-ip-web-service?view=o365-worldwide
https://learn.microsoft.com/en-us/microsoft-365/enterprise/microsoft-365-ip-web-service?view=o365-worldwide

HE|5: BHNE , BREFRFEESFEE <IN IRXKI,

Add Office 365 Connector

Mame* Cisco TAC

Description

Pull interval (sec) 30

Base APl URL* https:/fendpoints_office com
Instance name* Worldwide

Disable optional IPs* »

| Test again + Iest conmection succeeded

HUR 6 1 RIFABBRIRSHOK

0 Drynamic Atiributes Connecior Comnectors Dymarmic Adiriteates Fiters Adapters
Connectors
1 connecton
Cisco TAC Ofice 165
e L3
|ZvCenteriE %88

HR 1 BRIBTEEERES

Cancel | Save

3

‘Uheb SECURE



dses’ SECURE
Dynamic Attributes Connector

Login

| admin |

Password

$IR 2 . BH“Adapters’s

0 Dynamic Attributes Gonneclor CONNELlons Dynamic Alinbutes Fisers. | Adapress | R e Y eisEB SECURE
Adapters
0 adapters
SRR 3 RMFERSR . KA (A0 ) BHR(+) , RS K on-prem Firewall Management
Center ( #hBF XIEEEHL ) o
0 Dynamic Attributes Connector Cornecions ynaemic Alfribules Filers Adaplers A:"\,— i -~:II-’-‘-:I$- SECURE
Adapters
0 adapters I_I
. n-Prem Fire wall Managemeni Cenber I

SBW4: FABH. IPut, WwWOFMAF/ZBEEEDEE.



Add On-Prem Firewall Management Center Adapter

MName*® Cisco TAC On-Prem FMC

Description

Diomain

IP* firepower.ciscotac.com

Port* 443

User® TAC

Password* ssssseeseee

Secondary IP

Secondary Port

Secondary User

Secondary Password

Server Certificate*®

Get certificate -~

| Test | | cancel |

A 25 EtATEERSEENUILORFOFMCAR . ERNA RS TaAECSDACR A
B KB R AR UL Bl B SN 4Y,

N s APACREXAAEASER . BABER N RNESER A6, EIPHITREE
PR PR 0B X 46 I OV F QDN

S5 AR RBREEEPOUL



asco SECURE

Secure Firewall
Management
Center

Username

Password

SB6: MBI TEHHTTPS PEM ( 8% ) iEP : SEXEF LEE RHTTPSESL, Secure
Connection, More Information, View Certificate, PEM ( £% )



https://172.16.1.45/uiflogin

alraln o - o S
CiIsco OCL_URE

Secure Firewall
Management
Center

Username

Password

Miscellaneous

Serial Number 0 Dl D-MSOAR ] oL LS L L AL VL) e ) (L VL0

Signature Algorithm SHA-256 with RSA Encryption

Version
Download

X&THHERIEPEERY . pem3 .

N B WEHTTPSHER 2 B A BT th B 49 ST T Firefox N M58, 1R A
B EERELNSE,

BTH . FIFADSEEEES | AR ST REUER"(Get certificate) F1“ M3 4......"(Browse from
file...)o



Add On-Prem Firewall Management Center Adapter

Mame* Cisco TAC On-Prem FMC
Description
A
Domain
IP* firepower.ciscotac.com
Port* 443
User* TAC
Password™* TTTTITTITITY
Secondary IP
Secondary Port 443
Secondary User
Secondary Password
Server Certificate™
4

Get certificate v |

Feich i ]

| Test | | cancel .
|- | I Browse from file.. ) I —|

HPR 81 L4 pemilE 453 B &M =" BAB R B 20 o



Add On-Prem Firewall Management Center Adapter

Mame* Cisco TAC On-Prem FMC
Description
Y
Comain
P* firepower ciscotac.com
Port* 443
User* TAC
Password™® sssssseseee
Secondary IP
Secondary Port 443
Secondary User
Secondary Password
Server Certificate™ —BEGIN CERTIFICATE—-
MIDET CCAIECFHRAN4ABDIS+DNjdWoruZKjgmBopdJMADGC
SqGSIb30DAEBCWUAMIGW i

| Getcertificate -~ | | & Updated

e o ] e

A 85 BEUbuntuT B4 LR B HIDNSHRS 25 1 LU 2585 AR E O FQDN , &
, M ATRE S KW

FE|9: REABERIRSAOK



= "
'{-9'}' Dynamic Attributes Connector

Adapters

Cisee TAC On-Prom FMC

%:\:;
)T =

1 To3E N Office 36581 2Z B M TFikaR.

HIR 10 : FFIRER I KEEE H/OUI EERA A Office 365/ M4 8122 77 R 2= HI SR B AL .

Add Rule
Name
Enabled
Action
@ Allow v
Zones Networks VLAN Tags A Users
Available Attributes ¢ +

Q, Search by name or value

[ Dymamic Objects
0365_Worldwide_Commaon
0365_Worldwide_Exchange
0365_Worldwide_SharePoint
0365_Worldwide_Skype

5 UE

Insert
into Mandatory v
Time Range
MNone - +
Applications Ports URLs Dynamic Attributes

Selected Source Attributes (0)

any

Inspection Logging

Selected Destination Attributes (0)

any

Attributes of the same type (for example, SGT) match the rule if any attribute is matched
Attributes of different types match the rule only if all attributes are matched. More info

BWiUFUbuntu L&/ O BRS . EHERMNEEF[NBMRES,

docker
IMAGE

root@tac://#
CONTAINER ID
44f71f675ff1
88826cf0742f
4c2c73d351e2
67f3afae2165
722a764c54e9
03865454530
90cfd7e3a28b

MCSDAC UIRIEE IR,

public.ecr.
public.ecr.
public.ecr.
public.ecr.
public.ecr.
public.ecr.
public.ecr.

ps -a

aws/e6e4t5f5/muster_fmc_adapter:2.2.0-latest
aws/e6e4t5f5/muster_o365_connector:2.2.0-Tatest
aws/e6e4t5f5/muster_envoy:2.2.0-Tatest
aws/e6e4t5f5/muster_ui:2.2.0-latest
aws/e6e4t5f5/muster_ui_backend:2.2.0-latest
aws/e6e4t5f5/muster_bee:2.2.0-latest
aws/e6e4t5f5/muster_etcd:2.2.0-Tatest

alvale
ennee Sk

Comments

COMMAND

"./docker-entrypoint..
"./docker-entrypoint..
"/docker-entrypoint...
"/docker-entrypoint...
"./docker-entrypoint..

"/bin/sh -c /app/bee"

"eth"

CREATED
12 hour
13 hour
2 days
2 days
2 days
2 days
2 days

S
S



F cf " T - PR . admin alvaln -
\\(!,_5' Dynamic Attributes Connector Connet s Dryruasmic: ARribUbes Fillens Adaplers el w :', “'D SECURE
Connectors
Clsco THC
1 B 2R S
MCSDAC UIR &R Do

@') Dynamic Attributes Connector COnmtars Dynamic Attrianes Fiers Atapters . e il CECURE
Adapters

Cisco TAG On-Prem FMG

1EBH A3 B B0 L AIF Office 36531 8B Mo

BIEREBE L AIEFIREAN | ST “HAE 4" (Dynamic Attributes) , /5“7 FE 4" (Available
Attributes) , RFIEFE B AXS & (Dynamic Objects).

Add Rule ]
Name Insert
Enabled into Mandatory -
Action Time Range
© Allow v B None v | +
Zones Networks VLAN Tags A Users Applications Ports URLs: Dynamic Attributes Inspection Logging Comments
——
Available Attributes + Selected Source Attributes (0) Selected Destination Attributes (0)
Q, Search by name or value any any
“ Dynamic Objects v

0365_Worldwide_Common
0365_Worldwide_Exchange
0365_Worldwide_SharePoint

0365_Worldwide_Skype

Attributes of the same type (for example, SGT) match the rule if any atinibute is matched.
Attributes of different types match the rule only if all attributes are matched. More info

Cancel m

N 2 mBHKFIIHOSice 365D BHK , WER A REFERE, REWELRE D KRB
TAC,

HUEHEER

WRAnsibleFELZ L TRUEEERBLZERD , BRE



“~/.ansible/collections/ansible_collection/cisco/csdac/logs/” B & #Y“csdac.log”s

root@tac://# cd ~/.ansible/collections/ansible_collections/cisco/logs/
root@tac:~/.ansible/collections/ansible_collections/cisco/csdac/logs# 1s -Tth
total 276K

-rw-r--r-- 1 root root 272K sep 14 15:37 csdac.log

EHXEPRILEAMBE, FH cat’H less’Linuxin S FEITH |, MBEHERE , KEXFCisco
TACH 1Rt itk 3045,

BT, AnsibleZ 3B T“NRIFIEL" T XM, ¥ csdac.logX #H E K “permission denied” H &,

TASK [cisco.csdac.csdac : print result of csdac command Tine start command (stderr)] **%*

ok: [Tocalhost] => {

"muster_cli_start_result.stderr_lines": [

"permission denied while trying to connect to the Docker daemon socket at unix:///var/run/docker.sock:
"permission denied while trying to connect to the Docker daemon socket at unix:///var/run/docker.sock:
"permission denied while trying to connect to the Docker daemon socket at unix:///var/run/docker.sock:
"permission denied while trying to connect to the Docker daemon socket at unix:///var/run/docker.sock:
"docker: permission denied while trying to connect to the Docker daemon socket at unix:///var/run/docke
"See 'docker run --help'."

"docker: permission denied whi]e trying to connect to the Docker daemon socket at unix:///var/run/docke

MRRXARLCKBE |, BERERIFEID CSCwh583128 Bk R BB TACLAIRGH B,

R “docker ps A ERABRAAREE LN R BN EFHZBET , AT UAFEH docker restart
container-id"in S EF B I B35,

Tl EFAER1D“88826¢f0742f" E £ /5 3 Office 365,

root@tac://# docker ps -a

CONTAINER ID IMAGE COMMAND CREATED
44f71f675ff1 public.ecr.aws/e6e4t5f5/muster_fmc_adapter:2.2.0-Tlatest "./docker-entrypoint.." 12 hour
88826cf0742f public.ecr.aws/e6e4t5f5/muster_o365_connector:2.2.0-latest "./docker-entrypoint.." 13 hour

root@tac://# docker restart 88826cf0742f
root@tac://# docker ps -a
CONTAINER ID IMAGE COMMAND CREATED

44f71f675ff1 public.ecr.aws/e6e4t5f5/muster_fmc_adapter:2.2.0-Tlatest "./docker-entrypoint.." 12 hour
88826cf0742f public.ecr.aws/e6ed4t5f5/muster_o365_connector:2.2.0-latest "./docker-entrypoint.." 13 hour

KIESCSDACHERE , ARIEREEZEHABEEP L LEUENR,


https://tools.cisco.com/bugsearch/bug/CSCwh58312

> expert
sudoadmin@firepower:~$ sudo su -
Password:

root@firepower:/Volume/home/admin# cat /var/opt/CSCOpx/MDC/1og/operation/usmsharedsvcs.1og
17-Sep-2023 17:24:58.046, [INFO], (DefenseCenterServiceImpl.java:1462)
com.cisco.nm.vms.api.dc.DefenseCenterServiceImpl, ajp-nio-127.0.0.1-9009-exec-2

** REST Request [ CSM ]

**% ID : ff3e6259-2417-48cc-8e5e-a41d0bd04b39

* URL: POST /audit

"version":"7.2.5",
"requestId":"ff3e6259-2417-48cc-8e5e-a41d0bd04b39",
"data":{
"userName" :"TAC",
"subsystem":"API",
"message":"POST https://FMC-FQDN/api/fmc_config/vl/domain/e276abec-e0f2-11e3-8169-6d9ed49b625f
/object/bulkdynamicobjects Created (201) - The request has been fulfilled and resulted in a new reso
"sourceIP":"172.16.1.53",
"domainUuid":"e276abec-e0f2-11e3-8169-6d9ed49b625f",
"time":"1694971497660"}, "deleteList": []

HXER
A% BRRLHERIE(CSDAC)HI R | HiHIA -

X F Ciscoz A& tEiE1EES

https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/integrations/dynamic-attributes-
connector/220/cisco-secure-dynamic-attributes-connector-v220/m about-the-cisco-dynamic-
attributes-connector 21.html

ZEMFA R Cisco Secure Dynamic AttributesiE 25

https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/integrations/dynamic-attributes-
connector/220/cisco-secure-dynamic-attributes-connector-v220/install-the-cisco-secure-dynamic-
attributes-connector.html

Fi B Ciscoz A B i 1288

https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/integrations/dynamic-attributes-
connector/220/cisco-secure-dynamic-attributes-connector-v220/configure-the-cisco-secure-
dynamic-attributes-collector.html

RS R P ERA SR

https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/integrations/dynamic-attributes-
connector/220/cisco-secure-dynamic-attributes-connector-v220/use-dynamic-objects-in-access-
control-rules.html

B IR HE IR



https://firepower.ciscotac.com/api/fmc_config/v1/domain/e276abec-e0f2-11e3-8169-6d9ed49b625f
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/integrations/dynamic-attributes-connector/220/cisco-secure-dynamic-attributes-connector-v220/m_about-the-cisco-dynamic-attributes-connector_21.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/integrations/dynamic-attributes-connector/220/cisco-secure-dynamic-attributes-connector-v220/m_about-the-cisco-dynamic-attributes-connector_21.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/integrations/dynamic-attributes-connector/220/cisco-secure-dynamic-attributes-connector-v220/m_about-the-cisco-dynamic-attributes-connector_21.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/integrations/dynamic-attributes-connector/220/cisco-secure-dynamic-attributes-connector-v220/install-the-cisco-secure-dynamic-attributes-connector.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/integrations/dynamic-attributes-connector/220/cisco-secure-dynamic-attributes-connector-v220/install-the-cisco-secure-dynamic-attributes-connector.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/integrations/dynamic-attributes-connector/220/cisco-secure-dynamic-attributes-connector-v220/install-the-cisco-secure-dynamic-attributes-connector.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/integrations/dynamic-attributes-connector/220/cisco-secure-dynamic-attributes-connector-v220/configure-the-cisco-secure-dynamic-attributes-collector.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/integrations/dynamic-attributes-connector/220/cisco-secure-dynamic-attributes-connector-v220/configure-the-cisco-secure-dynamic-attributes-collector.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/integrations/dynamic-attributes-connector/220/cisco-secure-dynamic-attributes-connector-v220/configure-the-cisco-secure-dynamic-attributes-collector.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/integrations/dynamic-attributes-connector/220/cisco-secure-dynamic-attributes-connector-v220/use-dynamic-objects-in-access-control-rules.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/integrations/dynamic-attributes-connector/220/cisco-secure-dynamic-attributes-connector-v220/use-dynamic-objects-in-access-control-rules.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/integrations/dynamic-attributes-connector/220/cisco-secure-dynamic-attributes-connector-v220/use-dynamic-objects-in-access-control-rules.html

https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/integrations/dynamic-attributes-
connector/220/cisco-secure-dynamic-attributes-connector-v220/troubleshoot-the-dynamic-
attributes-connector.html

CSDAC 2.2%&% 7 Ubuntu 20.04 7 % I “Permission denied with Docker daemon socket”.

B3RS EID CSCwh58312,



https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/integrations/dynamic-attributes-connector/220/cisco-secure-dynamic-attributes-connector-v220/troubleshoot-the-dynamic-attributes-connector.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/integrations/dynamic-attributes-connector/220/cisco-secure-dynamic-attributes-connector-v220/troubleshoot-the-dynamic-attributes-connector.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/integrations/dynamic-attributes-connector/220/cisco-secure-dynamic-attributes-connector-v220/troubleshoot-the-dynamic-attributes-connector.html
https://tools.cisco.com/bugsearch/bug/CSCwh58312
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