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AR ANHENEDSRS DS R, iwOEE EMWCCPEF imIRE,

FE] 1 BFIEIFMC GUI , RE S EIXI R (Object)>31 R E I (Object Management)>1j [ 5l &
(Access List)>¥" & (Extended)># ¥ & i/ [7] 51 7k (Add Extended Access List).

BIEMANY RITRZGIR,
NEIBGRIIRNEEQAFRE , AR RERF



Edit Extended Access List Object

Name

I Redirect_traffic

Entries (3)

@ Biox! SA 2 s
2 es LA o¥
u

Allow Overrides

AE  HRIRTBEREHEEMNWCCPEF inHR B FTDR R E R Action Block , LAl 5 M
(&R HINIRER



tesh | JE AT BAfE A Action Block 8l % —&iEA , LMBRABEN 2HHNBEF2REEN
EiRSee.

RABULAARTHFREEQIREZGNAEREMRE,

2) I 157 5 RUPRRAWCCPE Fin , AR5 8 ESave,

Name

[ weee-cuenT
Entries (1)
Soure
1 Al WSA_s s u
Allow Overrides

B FHRRWCCPE F il 7 7] 51 &



AR BEEY BUIRISIRNSIEWCCPIRS 2RAYIPHE 1

2% . S EIX R (Object)>X & E H (Object Management)> FlexConfig > X A3 & (Text
Object)> R N34 3T &R (Add Text Object) , LURIMWCCPRS H 1R 17 (Save).



Edit Text Object T

Mame:

Description:
Variable Type Count
Single v 1
1 a7
|| Allow Overrides

| Cancel | Save

BIEwcep RE N R



EARGIAR | BREZIDAI7, BUUEEFENTI0MI72BEBARSID , BAXLER
SEMNHEMARSIDR PR B EERSID,
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S FASALIWCCP:#545:.. [REIFEE

BREAER &

S®|3:
FEIF K> REE> FlexConfig >X AN &K , H1% RKisServiceldentifers

Add Text Object ['\"« isServiceldentifieq

alues or be a list of multiple values

Text Object

s variables in a FlexConfig object. These objects can have single

Text objects define free-form text strings that you u

fHisServiceldentifer Mfalsef& i Htrue,
SR

« isServiceldentifer -#1 5 Jyfalse , N A standard web-cacheservicetriRfF., ES


https://www.cisco.com/c/en/us/support/docs/security/adaptive-security-appliance-asa-software/116046-config-wccp-asa-00.html
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FirepowerE B/ O ELEEE

Edit Text Object @

Name:

isServiceldentifier

Description:

A flag to identity whether to use
service in wccep.

Variable Type Count
Single v 1 §
1 true

Allow Overrides

» Override (0)

FHE MfalsefE R Ftrue



https://www.cisco.com/c/en/us/td/docs/security/firepower/70/configuration/guide/fpmc-config-guide-v70/flexconfig_policies.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/70/configuration/guide/fpmc-config-guide-v70/flexconfig_policies.html
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Firewall Manaae t Canter
irewall Management Center Cvendew Analysis Policies Devices Objects Integration Deploy Q, ﬁm o @ admin ahidn

> AAA Server FlexConfig Object Add FlexConfig Object  [IESRIEET X

* Access List

e P FlexConhg Object include device configuration commands, variables, and scripting language instructions. It is used in FlexConfig pelices.
Application Filters
AS Path Ham ’ '
BFD Template
Weep_Configure The template is an example of woep configur.. Ba

Cipher Suite List 'n]

Wecp_Configure_Clear Cle

» Community List

DHCP IPvE Pool
» Distinguished Name
DINS Server Group
» External Attributes
File List
* FlexConfig
FlexConfg Object
Text Object

JEE : FlexConfigft B —ME X HIEHR : Weep_Configure, ToiEfFE AR INEH& %
BN RET,



TS5 .
« M\NE=1TMIBRSserviceldentifier T B H IEHEHCHNTE,

Add FlexConfig Object
Name:

Weep_Configure_clone
Description:

The template is an example of

weep configuration. It can not be

A Copy-pasting any rich text might introduce line breaks while generating CLI. Please verify the CLI before deployment.

Insert » | Deployment: Once v Type: Append v
#set( $service = "web-cache")
#if( $isServiceldentifier == "true")
#set( Sservice = “$sepviceldentifier”
Jend —
#set ( SwccpCli = "wccp")
#set ( SwoopCli = "SHCCFC].]. $serv1ce"]

fend
###fweccpRedirectlist is place-holder for extended ACL.
####Replace pRedirectlList with extended ACL defined in FMC by inserting policy-object of type extended ACL.
Fif( $wcched1rectLlst
fset | SweepCli = "SweopCli redirect-list $weogpRedirectList™)
fend
¥ Variables
Name Dimension Default Value il Override Description
(Type:Name) P
isServiceldentifier SINGLE true FREEFORM:I... false A flag to determine if service ...
serviceldentifier SINGLE 1 FREEFORM:... false service identifier number is to...

i BR BR 35 AR IR A

fFText Objectwccp-serviceli AN ST E2HBIBEHN T E,
MTHESED | EREASEARENR>XATR



Add FlexConfig Object

Name:

! Wecep_Configure_clone

Description:

. The template is an example of
| wccep configuration. It can not be

A Copy-pasting any rich text might introduce line breaks while generating CLI. Please verify the CLI before deployment.

Insert v . E3 Deployment: ' Once v Type: ' Append

| Insert Policy Object Text Object

Insert System Variable » Network

§

Insert Secret Key Security Zones
#set ( SwecepGli = "Sweg .
####wccpGroupList is pl Standard ACL Object 3 acr.
f###Replace wecepGroupLi afined in FMC by inserting policy-object of type extended ACL.

§if ( $wecpGroupl Extended ACL Object

#set( SwecpCli =

#end Route Map

fend

FFweep-service R RIERNTEFA

« 24t BNamewccp-services
« 7E£Available Object® # Zwccp-service-objects,
o BRI RHAREF



Insert Text Object Variable (7]

Variable Name:

| wecep-service ‘

Description:
Available Objects Selected Object
| 2, weep b4 ‘ weep-service-object .

wecepPassword
Cancel Save
AN lweep-serviceXd &
SE6:

- E#lweepGroupListEEE T , HRMUEBEHEER,



Add FlexConfig Object

MName:

[ Wecep_Configure_clone l

Description

The template is an example of
weep configuration. It can not be

A Copy-pasting any rich text might introduce line breaks while generating CLI. Please verify the CLI before deployment.

llnsertv s Deployment: Once v Type: | Append vél

#set( $service = "web-cache")

#if( $isServiceldentifier == "true")
#set( $service = "$wegp-service"”)
#end

et 1 ( $WCCRGLOUPLiSE )
: #set( SweepCli = "$weepCli group-list $weepGrouplist")

#end

1 BR 77 E X B9weepGroupList3s &

« M\THFE #Insert > Insert Policy Object > Extended ACL Object.

Name:

[ Weep_Configure_clone i

Description:

The template is an example of i
wecep configuration. It can notbe |

A Copy-pasting any rich text might introduce line breaks while generating CLI. Please verify the CLI before deployment.

Insert v i % Deployment: Once v Type: | Append
Il Insert Policy Object Text Object

Insert System Variable »  Network

Insert Secret Key Security Zones

Standard ACL Object  § acr.
sfined in FMC by inserting policy-object of type extended ACL.
Extended ACL Object

¥ Variables

W BlwecpGrouplistl RACL

« FE—FHEFHHBEFweepGroupListih B ZEZE 5.



- ESTAP IR T AN KRHPEERWCCP-CLIENT,
« RIHREFE,

T ey

Insert Extended Access List Object Variable (7]

Variable Name:

i ‘ wccepGrouplist l

Description:

Available Objects C Selected Object

| | a search X [ ¥VCCP-CLIENT =
D L‘Qedirect_traﬂﬁc

“*WCCP-CLIENT

winweerE iRy BAIR
SR]T:

. EFwccpRedirectListA S IR HEZBEESHNEE,



Add FlexConfig Object

Name:

( Weep_Configure_clone ]

Description:

The template is an example of
wcep configuration. It can not be

A Copy-pasting any rich text might introduce line breaks while generating CLI. Please verify the CLI before deployment.

Insert v Deployment: I Once v ‘ Type: | Append

#set ( $service = "web-cache")

#if( $isServiceldentifier == "true")
Seng T he S SEEHREEARELAR
#set ( SweepCli = "wecp")

#set ( SweepCli

####Replace )
=——pjif ( $wecpRedirect

#set( SweepCli = "$weepCli redirect-list SweepRedirectList")

#end

MR wecepRedirectList

« NTHRRER  ERHEASBEARBEXR>T RACLYR.

Add FlexConfig Object

Name:

[ Wecep_Configure_clone j

Description:

The template is an example of
wcep configuration. It can not be

A Copy-pasting any rich text might introduce line breaks while generating CLI. Please verify the CLI before deployment.

Insert » | || Deployment: [ Once v Type: Append

| Insert Policy Object Text Object

Insert System Variable »  Network

Insert Secret Key Security Zones
fset ( SweepCli = "Swec .
####wccpGrouplist is pl Standard ACL Object  § acr.
####Replace weopGrouplLi X fined in FMC by inserting policy-object of type extended ACL.
#if( ) Extended ACL Object
#set ( SweepCli = "Swock supList™)
#end Route Map

###dwcocpRedirectlist is place-nolaer ror extended ACL.

#end

¥ Variables

JFwecpRedirectListi£ 2 RACLI R

« FwccpRedirectList¥s s 2| ZE £ & #fo



- ET X & H18 R Redirect_traffico
. EFEAJdH Save,

e el eileeiliaeosiisisaiiisisisiiisneiios e = = e e e e

Insert Extended Access List Object Variable @

Variable Name:

‘ wccpRedirectList ‘

Description:

Available Objects C Selected Object
‘ Q_ Search p 4 Lﬁzeorjirect_traﬁ“lc

£ Redirect_traffic

#VCCP-CLIENT

)

A BRedirect _traffic ACL

SR 8

o i BR@wccpPassword



Add FlexConfig Object

Name:

[ Wecep_Configure_clone ‘

Description:

The template is an example of
wccep configuration. It can not be

A Copy-pasting any rich text might introduce line breaks while generating CLI. Please verify the CLI before deployment.

3 Deployment: [ Once v | Type: [ Append

| Insert v

$#44wcepGrouplist is place-holder for extended ACL.
st with extended ACL defined in FMC by inserting policy-object of type extended ACL.

is place-holder for extended ACL.
ectList with extended ACL defined in FMC by inserting policy-object of type extended ACL.

#foreach( $interfaceName in $security-zone)

S BRI E LMY weeppassword

« MTHIE £Insert > Insert Secret KeyHiEFEKey,

Add FlexConfig Object

Name:

Wecep_Configure_clone ‘

Description:

The template is an example of
weep configuration. It can not be

A Copy-pasting any rich text might introduce line breaks while generating CLI. Please verify the CLI before deployment.

Insert v E2 Deployment: l Once A l Type: l Append

» ace-holder for extended ACL.

Insert Policy Object
WS st with extended ACL defined in FMC by inserting policy-object of type extended ACL.

Insert System Variable » . . .
Y Cli group-list $wecepGroupList")

Insert Secret Ke
place-holder for extended ACL.

####Replace weccpRedirectList with extended ACL defined in FMC by inserting policy-object of type extended ACL.

#foreach({ $interfaceName in $security-zone)

¥ Variables
EREERA

KENINESR.




Insert Secret Key @

Add Secret Key

Name

~,
«

[ ] wccpPassword

Cancel Save

AR

« 7E£Secret Key name®#i A & o
. BIAZR,
+ fEConfirm Password i AMBRE Y 18 |, REE HAJd,



Add Secret Key

Secret Key name:*

‘ wccpPassword

Password:*

AR F EXRYZ A

[ Cancel ’

Add




AR BEARSS , ABEOARTHNREXE,
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- EFITE X Hsecurity-zone , HfF$security-zoneBEHR N BECHEE,



Edit FlexConfig Object

Name:

| Weep_Configure_clone |

Description:

The template is an example of
weep configuration. It can not

A Copy-pasting any rich text might introduce line breaks while generating CLI. Please verify the CLI before deployment.

Deployment: | Once

fforeach( $interfaceName in $SECUrity-ZONe |
weep interface $interfaceName §service redireet in

fend
* \ariables
Name Dimension
wcepGrouplist SINGLE
wcecp-service SINGLE
interfaceName SINGLE
security-zone SINGLE
£ #& Frsecurity-zone

Default Value

WCCP-CLIENT

97

in

in

Property
(Type:Name)

EXD_ACL:W...

FREEFORM:...

SECURITYZ...

SECURITYZ...

v | Type: | Append

Override

false

false

false

false

Description

o MWTHZFEHE Fi%kESecurity Zones , ARG Insert > Insert Policy Object,



Add FlexConfig Object

Name:

Wecep_Configure_clone

Description:

The template is an example of
wcep configuration. It can not be

A Copy-pasting any rich text might introduce line breaks while generating CLI. Please verify the CLI before deployment.

Insert B2 Deployment: I Once v ‘ Type: I Append

Insert Policy Object Text Object supList™)

Insert System Variable »  Network wded ACL.
. defined in FMC by inserting peolicy-object of type extended ACL.
Insert Secret Key Security Zones
¥5eT| PWCCPULL = “3»WCCE JRedirectList")
$end Standard ACL Object

#set ( SwcepCli = "Swecp Extended ACL Object vord ")
$WecpCli Route Map

#### Assiging wccp onto interface
#foreach( in $security-zone)

#end
¥ Variables
BEZEXIH

¥ 2 FFREM Hsecurity-zone
+ MAvailable Objects i FERMAVEED,
+ Click Save.



Insert Security Zone Variable (7]

Variable Name:

| security-zone |

Description:

Available Objects Selected Object
| C, Search ‘ in

o/

dmz

out

Cancel Save

WMEZX

S 10 :

- SMEZE> FlexConfig , RdiNew Policys{EditIl & K &%,
- EEREHE B Wcep_configure_cloneX R , REEH>HITHHE .
* Click Save.



AR XNTHRE , BFRAREREIESAFTDIRE.

WCCP_config

Wecp_CanSgune_clone

<7 Selected Append FlexConfigs

F11L  SMBBE-EEFTDRE> LT EE.

NTFRBEXRE , XNEDEIZKMK,



Kur
PER1 . REBITERE.
EFZFIFTD CLIHIE 1T 5 show running-config wecpo

i & Rl -

wccp 97 redirect-1ist Redirect_traffic group-Tist WCCP-CLIENT password ###*%*%*

wccp interface inside 97 redirect in

ERREEESEBNRD , BIZTH5.

1) system support diagnostic-cli

2 ) enable

3)¥ZEnter , T A K

4 ) more system:running-config | include wecp

HI]R 2 KEWCCPIRZ

= ALAL
op T3 show weep

Global WCCP information:
Router information:
Router Identifier: -not yet determined-
Protocol Version: 2.0

Service Identifier: 97

Number of Cache Engines: 1

Number of routers: 2

Total Packets Redirected: 0

Redirect access-1ist: Redirect_traffic
Total Connections Denied Redirect: 0

Total Packets Unassigned: 0

Group access-Tist: WCCP-CLIENT
Total Messages Denied to Group: 0

Total Authentication failures: 0

Total Bypassed Packets Received: 0

=178 % show weep 97 service

WCCP service information definition:



Type: Dynamic

Id: 97
Priority: 240
Protocol: 6
Options: 0x00000012
Hash: DstIP
A1t Hash: -none-
Ports: Destination:: 80 443 000000

AR HALITRRSID, FRARTAEROPEIMNWCCPEFIRRANIKOS : FD.

3) Run the command show wcep 97 view

HUEHEER

SR REFTDREBEAREMNRERSFKREIWCCPERMAEEOEH.



EAXRRGIF | REHEEMD R themziZED,

>show route
S 10.xx.xx.xx 255.yyy.yyy.yyy [1/0] via 10.zz.zz.z, dmz

EE B 10.xx xx xx 2 RIEBIRSFESIP |, 255.yyy.yyy.yyy=ME B , 10.zz.zzz2 T — Bk
ZE

S 2 : FEinsideFMdmziED EIREUEIR , BRAEHEEM,

Eiw Q4430 N EPE O EHIR

capture capinside interface inside trace detail match tcp any any eq 443



FEdmz#EDO L3R

capture capdmz interface dmz trace detail match gre any any

AR EdmziEO L, BOERGREMIGHITIIR. EERHBESEHEIweepH /- iwHy
GRE#FEEZH,

S 3 : Weepifid

\

BITUAT@HS
debug weep event debu weep packet

Cisco Bug IDCSCvn90518E 42 i A T i858 Zhae , MENWCCPE ERHFDMAMFMCANE X X #F

o



https://tools.cisco.com/bugsearch/bug/CSCvn90518
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