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<#froot>

firepower#

show capture CCL decode

3 packets captured
1: 08:14:20.630521 127.2.1.1.51475 > 127.2.2.1.4193: udp 820
Cluster ASP message: sender: 1, receiver: 0
Add flow: owner 1, director 0, backup O,
ifc_in INSIDE(7020a7), ifc_out INSIDE(7020a7)
TCP src 192.0.2.65/37468, dest 192.0.2.6/80



24  RESYN/ACKEUIEEH O F BB MBIRER -

<{froot>

firepower#

show capture CAPI packet-nunber 1 trace

13 packets captured
1: 08:14:20.628690 802.1Q vl1an#200 PO 192.0.2.6.80 > 192.0.2.65.37468: S 2524735158:2524735158
Phase: 1
Type: CAPTURE
Subtype:
ResuTt: ALLOW
Elapsed time: 1708 ns
Config:
Additional Information:
MAC Access list

Phase: 2

Type: ACCESS-LIST
Subtype:

ResuTt: ALLOW

Elapsed time: 1708 ns
Config:

Implicit Rule
Additional Information:
MAC Access 1ist

Phase: 3

Type: INPUT-ROUTE-LOOKUP

Subtype: Resolve Egress Interface

Result: ALLOW

ETlapsed time: 13664 ns

Config:

Additional Information:

Found next-hop 192.168.200.140 using egress ifc INSIDE(vrfid:0)

Phase: 4

Type: CLUSTER-EVENT
Subtype:

ResuTt: ALLOW

ETlapsed time: 16104 ns
Config:

Additional Information:
Input interface: "INSIDE'

Fl ow type: NO FLOW

I (0) am beconi ng owner

Phase: 5



Type: OBJECT_GROUP_SEARCH

Subtype:

Result: ALLOW

Elapsed time: 19520 ns

Config:

Additional Information:
Source object-group match count:
Source NSG match count:
Destination NSG match count:
Classify table Tookup count:
Total Tookup count:
Duplicate key pair count:
Classify table match count:

PO R PRERLROOCO

Phase: 6

Type: ACCESS-LIST

Subtype:

Result: ALLOW

ETapsed time: 366 ns

Config:

access-group CSM_FW_ACL_ global

access-1list CSM_FW_ACL_ advanced permit ip any any rule-id 268436480

access-1list CSM_FW_ACL_ remark rule-id 268436480: ACCESS POLICY: mzafeiro_empty - Default
access-1list CSM_FW_ACL_ remark rule-id 268436480: L4 RULE: DEFAULT ACTION RULE

Additional Information:

This packet will be sent to snort for additional processing where a verdict will be reached

Phase: 7
Type: CONN-SETTINGS

Subtype:

ResuTlt: ALLOW

ETapsed time: 366 ns
Config:

class-map tcp

match access-list tcp

policy-map global_policy

class tcp

set connection conn-max O embryonic-conn-max 0 random-sequence-number disable syn-cookie-mss 1380

service-policy global_policy global
Additional Information:

Phase: 8

Type: NAT

Subtype: per-session
Result: ALLOW

ETapsed time: 366 ns
Config:

Additional Information:

Phase: 9

Type: IP-OPTIONS
Subtype:

Result: ALLOW

ETapsed time: 366 ns
Config:

Additional Information:

Result:

input-interface: INSIDE(vrfid:0)
input-status: up
input-Tine-status: up
output-interface: INSIDE(vrfid:0)



output-status: up
output-line-status: up

Action: drop

Time Taken: 54168 ns

Drop-reason: (tcp-not-syn) First TCP packet not SYN, Drop-location: frame snp_sp: 7459 flow (NA)/NA

BER

- Add flow’H B £i%08:14:20.630521 , MSYN/ACK ~2E# 2 8 %i%08:14:20.628690, X—2FEF%
o

-B5 Xt B Ftep-not-syn ASPIREEFH 7T SYN/ACKEIER, HiEE , EHRI4MER , B AE=HIRD =
BREBHNRMEE , EREKIEMARAEE. Bt , eSHKARFAEE

Ibe %t B 7R =4 By A3 B AR AT XS SYN/ACK Y BR BR

<tfroot>

firepower#

show capture CAPI packet-nunber 3 trace

13 packets captured

3: 08:14:21.629560 802.1Q vlan#200 PO 192.0.2.6.80 > 192.0.2.65.37468: S 2540375172:2540375172
Phase: 1
Type: CAPTURE
Subtype:
Result: ALLOW
ETapsed time: 1708 ns
Config:
Additional Information:
MAC Access Tlist

Phase: 2

Type: ACCESS-LIST
Subtype:

Result: ALLOW

ETapsed time: 1708 ns
Config:

Implicit Rule
Additional Information:



MAC Access Tist

Phase: 3

Type: CLUSTER-EVENT
Subtype:

Result: ALLOW

ETapsed time: 3416 ns
Config:

Additional Information:
Input interface: 'INSIDE'
Flow type: STUB

I (0) have flow, valid owner (1).

Phase: 4

Type: CAPTURE

Subtype:

Result: ALLOW

ETapsed time: 7808 ns
Config:

Additional Information:
MAC Access Tlist

Result:

input-interface: INSIDE(vrfid:0)
input-status: up
input-Tine-status: up

Action: allow

Time Taken: 14640 ns

1 packet shown
firepower#

RKBIMN TS, BHARBEEFRZ1RRAES. ELUEEAshow cluster infoip & E BME
ZFRIRZ0 , BMEER,
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