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https://dhxyz-sma2.iphmx.com/sma/api/v2.0/quarantine/messages)
https://dhxyz-sma2.iphmx.com/sma/api/v2.0/quarantine/messages)

FERAGUIFIAPIRIESE R

KRRELRN , BAIEAPIEAMGUIR B ZIMEHRENHEE.

om/sma/apifv2.0f/quarantine/messages?quarantineType=pvolquarantines= TEST_QUARANTINE&limit=25 orderBy=received&orderDir=descis

postman GET#& R

| TEST_QUARANTIME Centralized Palicy 16

TEST_QUARANTINE®B 4

£ ACURLBE 1T #0284t

FERNIR L4 K Baseb64 F B WIFSHE -

echo -n 'username:password' | base64

1 R A BB

AT curl EREUREE BIRER R A b XA

curl -X GET "https://dhxyz-sma2.iphmx.com/sma/api/v2.0/quarantine/messages?quarantineType=pvo&quarantin
-H "Authorization: Basic token-generated-in-base64" \
-H "Accept: application/json" \
-0 response.json
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$ grep "totalCount" response.json | awk '{ print $2, $3}'
{"totalCount": 24},

BEEEMID

EAJIQTRERAAVERLAIMID ( Fltn | BEHEE ) o

$ jq '[.data[] | select(.attributes.sender | endswith("@labcisco.com")) | .mid]' response.json > mids-T
$ cat mids-labcisco-domain.json
[

440,

439,

438,

437,

436,

435,

434,

433,

425,

414

MRBIESMA GUIITEST_QUARANTINER# 1T ZE |, MR ACEMIDEY I E .,

Search in Quarantine "TEST_QUARANTINE"

Search in Quarantine "TEST_QUARANTINE"

Note: For best performance, yvour search shouwld contain envelope recipient

Message Received: @:‘ Today ':::' Last 7 days ':::' Between date range: to
Envelope Sender[ Contains v | Ilabcisco.com
Envelope Redp'lent[ Contains w | I
Subject | Contains v

Originating ESA: I

Attachment: | yame: I

Size: | Less than v || KB to KB

EEXER




Messages in Quarantine: "TEST_QUARANTINE"

| Action on selecked Items on page ~ || Release | Delete
Sender Recipient
wepm 0.0 o

kvkbknIc@labaisco.com
€190909)@abaisco.com
shkglvg3@labeisco.com
eaihGkZz®labeisco.corn

Gedublso@labeisco.com

lb@example.com
lab@example.com
Iab@exhrnphe. com
lab@example.com

lab@exarmple.com

wh b cam
E01Agr2 de £GT
19t 1gy] ey b com

320atnm3@labeisco. car

lab@exarmple.com

Subrject

wector salar
pixel deita
L terra
LETE ECES
cloud cloud
pinel salar
quantum alpha
amega slphs
sigma beta

wector claud

Received =

15 Mar 2026 11:25 (GMT -07:00)
15 Mar 2026 11:25 (GMT -07:00)
15 Mar 2026 11:25 (GMT -07:00)
15 Mar 2026 11:25 (GMT -07:00)
15 Mar 2026 11:25 (GMT -07:00)
15 Mar 2026 11:25 (GMT -07:00)
15 Mar 2026 11:25 (GMT -07:00)
15 Mar 2026 11:25 (GMT -07:00)
15 Mar 2026 11:24 (GMT -07:00)

15 Mar 2026 11:01 (GMT -07:00)

Scheduled Exit

17 Mar 2025 03:25 [GMT
17 Mar 2026 03:25 (GMT
17 Mar 2026 03:25 (GMT
17 Mar 2026 03:25 [GMT
17 Mar 2026 03:25 (GMT
17 Mar 2026 03:25 (GMT
17 Mar 2026 03:25 [GMT
17 Mar 2026 03:25 [GMT
17 Mar 2026 03:24 (GMT

17 Mar 2026 03:01 (GMT

-07:00)
-07:00)
-07:00)
-07:00}
-07:00)
-07:00)
-07:00)
-07:00}
-07:00)
-07:00)

116K
1.15%
1.14K
1.16K
1.2K

1.19K
1.2K

1.21K
1.15K

1.2K

In Other Quarantines | Originating ESA

- BETA-ESA (68.232.147.138)
= BETA-ERA (68.232.147.138)
. BETA-ESA (68.232.147.138)
= BETA-ESA (68.232.147.138)
E BETA-ERA [68.232.147.138)
= BETA-ESA (68.232.147.138)
= BETA-ESA (68.232.147.138)
=] BETA-ESA (68.232.147.138)
= BETA-ESA (68.232.147.138)
=] BETA-ESA (68.232.147.138)

Massages in Quarantine: “TEST_QUARANTINE"

Wiew All Me-ss-agnsl Search Quarantine... |

Quarantined for Reason

Content Filter: “test_quarantine'
Content Filter: “test_guaranting’

Content Filter: “test_quarantine'

Cantent Filter:
Content Filter:
Content Filter:
Content Filter:
Content Filter:
Content Filter:

Content Filter:

t "test_quaranting'
“test_quarantine'
“test_guarantine'
“test_guarantine’
“test_guarsiting'
“test_guarantine’

test_quarantine'

Tracking

View

View

REXER

EMIDH G2 73

IEMID H 4 B S E S

$ jg '{action:"release", quarantineType:"pvo", quarantineName:"TEST_QUARANTINE", mids:[.data[]

“

"action": "release",

cat payload.json

"quarantineType": "pvo",
"quarantineName": "TEST_QUARANTINE",

"mids": [
440,
439,
438,
437,
436,
435,
434,
433,
425,
414

AT R4 (POST)

BISMAKIE XIS

$ curl -X POST "https://dhxyz-sma2.1iphmx.com/sma/api/v2.0/quarantine/messages" \
-H "Authorization: Basic token-generated-in-base64" \
-H "Content-Type: application/json" \
-d @payload.json
{"data": {"action": "release", "totalCount": 10}}

select



¥ &Email_logs

EEmail_logsH 2 EFESRHRAVERHET , AT LK grep "release” mail_logsFl L EI R A AE[E

MID ( 5EBHKHMIDIR ) #1735,

Sun Mar 15 11:48:21 2026 Info: MID 436
Sun Mar 15 11:48:21 2026 Info: MID 425
Sun Mar 15 11:48:21 2026 Info: MID 414
Sun Mar 15 11:48:21 2026 Info: MID 433
Sun Mar 15 11:48:21 2026 Info: MID 440
Sun Mar 15 11:48:21 2026 Info: MID 439
Sun Mar 15 11:48:21 2026 Info: MID 434
Sun Mar 15 11:48:21 2026 Info: MID 437
Sun Mar 15 11:48:21 2026 Info: MID 435
Sun Mar 15 11:48:21 2026 Info: MID 438

EEEGUITKE

WMERIE ATER RV AT B R B 3R

released
released
released
released
released
released
released
released
released
released

from
from
from
from
from
from
from
from
from
from

Messages in Quarantine: "TEST_QUARANTINE"

quarantine
quarantine
quarantine
quarantine
quarantine
quarantine
quarantine
quarantine
quarantine
quarantine

"TEST_QUARANTINE"
"TEST_QUARANTINE"
"TEST_QUARANTINE"
"TEST_QUARANTINE"
"TEST_QUARANTINE"
"TEST_QUARANTINE"
"TEST_QUARANTINE"
"TEST_QUARANTINE"
"TEST_QUARANTINE"
"TEST_QUARANTINE"

(manual)
(manual)
(manual)
(manual)
(manual)
(manual)
(manual)
(manual)
(manual)
(manual)

, B2 RDBRXBER | RAMBESAEHERIT,

t=1393
t=1411
t=2787
t=1397
t=1387
t=1388
t=1396
t=1391
t=1395
t=1390

Messages in Quarantine: "TEST_QUARANTINE"

| - I

- I

|:I Sender Recipient | Subject Received + | Scheduled Exit

Mo records found.

Size

View All Messages

Search Quarantine...

In Other Quarantines | Originating ESA | Quarantined for Reason | Tracking
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$ curl -X GET "https://dhxyz-sma2.iphmx.com/sma/api/v2.0/quarantine/messages?quarantineType=pvo&quarant
-H "Authorization: Basic token-generated-in-base64"™ \
-H "Accept: application/json" \
-0 response.json

$ jg '[.data[] | select(.attributes.sender | endswith("@labcisco.com")) | .mid]' response.json > mids-1
$ cat mids-Tabcisco-domain.json
[]
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https://www.cisco.com/c/en/us/td/docs/security/security_management/sma/sma16-0/api_guide/b_sma_api_guide_16_0.pdf
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