£ FHSNMP ¥4 32 Cisco ESA
Hx

AN

FLREM
EXR
ERHHAE

EESNMP

Linux b I SNMP % = 118 B M #514]
ZHESNMPTE

IIEEMIB T #F
FEROIDYIRCPURIA %
ERREEH
E{ISNMPEH
THEBAFIEE
CPU R
LRI E L E
BFOIDHAS A2 EH X5
ER—E 2
ZEEIS_ §E/*\

(i

v

&g

AR AT B AT EFISNMP Y #2 CiscoZ £ BR M % |, @FEMIBLE R, OIDFEAE R FMEFREH,
SoRFZM
Bk

Cisco BB THUTER :

« SNMPSCE AL E1R

. iHECisco ESAIRE

« FELinux@it1T

- B FASNMPRRSH ERIESA

- ERESNMPE iR ( HlaINet-SNMPIE )
« A A nE R IronPort MIB3 4

- #HXFRFHSNMP vIEE



fE RV A L
RXAFEBET U T R B RRA -

- BRIZLEBHM<(ESA)
o EANet-SNMP I EMLinux® ik
« MIBX % : IRONPORT-SMI.txt, ASYNCOS-MAIL-MIB.txt

BECiESNMP

ESA_EKISNMPE B &I CLIER . EfECisco ESALEFASNMP |, &4 E CLIHiETsnmpconfige
HKINREDIE -

- BASNMPRS

- REEBEEONBO (EYER161)

- BASNMPV3(ERIAZ £ : #SHAFIAESH authPriv)

- BB E MR FRFARG

- BASNMPviIN2c , IEELXZFRFE (filgn , ironport )
« JSNMPIERE L A2 ¥FHIIPvAR 4%

o P2 iE SNMPRE B AR < K1 BE Bk B AR IP b 31k

- RERGNUEFNRKRAGR

ERASNMPJE , B ERRLUMTATRHEE

esal.ironport.com> snmpconfig

Current SNMP settings:
Listening on interface "Management"

port 161.
SNMP v3: Enabled. Security level: authPriv
Authentication Protocol: SHA
Encryption Protocol: AES
SNMP v1/v2: Enabled, accepting requests from subnet

SNMP v1/v2 Community String: ironport
Trap version: V3
Trap target:



Location: esxi data center
System Contact: ciscoros soc
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sudo apt-get install snmp snmp-mibs-downloader
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diegoher@debian-server:/usr/share/snmp/mibs$ snmpwalk --version
NET-SNMP version: 5.9
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root@debian-server: fusr/share/snmp/mibs# pwd

COS-MAIL-MIB.txt

debian-server oid
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snmpwalk -v2c -c ironport
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export MIBS=ALL
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diegoher@debian-server:/usr/share/snmp/mibs$ snmpwalk -v2c -c ironport

workQueueMessages
ASYNCOS-MAIL-MIB: :workQueueMessages.0 = Gauge32: 0O
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diegoher@debian-server:/usr/share/snmp/mibs$ snmpwalk -v2c -c ironport
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diegoher@debian-server:/usr/share/snmp/mibs$ snmpwalk -v2c -c ironport
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:keyExpirationIndex.l = INT
:keyExpirationIndex.2 = INT
:keyExpirationIndex.3 = INT
:keyExpirationIndex.4 = INT
:keyExpirationIndex.5 = INT
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:keyDescription.2 = STRING:
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:keyDescription.8 = STRING:
:keyIsPerpetual.l = INTEGER:
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Bounce Verification

Data Loss Prevention
External Threat Feeds
Incoming Mail Handling
IronPort Anti-Spam
IronPort Email Encryption

Outbreak FiTters
Sophos Anti-Virus
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https://www.cisco.com/c/zh_cn/td/docs/security/ces/ces_16-0/user_guide/b_ESA_Admin_Guide_ces_16-0/b_ESA_Admin_Guide_12_1_chapter_0100011.html?bookSearch=true#con_1096908
https://www.cisco.com/c/zh_cn/td/docs/security/ces/ces_16-0/user_guide/b_ESA_Admin_Guide_ces_16-0/b_ESA_Admin_Guide_12_1_chapter_0100011.html?bookSearch=true#con_1096908
https://www.cisco.com/c/zh_cn/td/docs/security/ces/ces_16-0/user_guide/b_ESA_Admin_Guide_ces_16-0/b_ESA_Admin_Guide_12_1_chapter_0100011.html?bookSearch=true#con_1096908
https://www.cisco.com/c/zh_cn/support/index.html?referring_site=bodynav
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