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Admin User Cisco Email Threat Defense Cisco Security Cloud Control Cisco Duo (MFA)

Access request

v

Redirect to authentication

-
L

Reguest SAML verification

v

Return SAML destination

.q ............................................
SAMU redirection
R NS —p———
Authentication Process
Access|Control
Access granted
Redirect to ETD (Access grantec*l
Admin User Cisco Email Threat Defense Cisco Security Cloud Control Cisco Duo (MFA)
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e Security Cloud Control

@& Crganization

@ Home Welcome to Security
Cloud Control

Better visibility. Easier
management. Effective security.

| Favorites

@ platform Management

" Assignroles - Integrate identity provider (IdP)
Create organization users and assign roles to control Provide single sign-on (S50) te your organization's users.
access.
Assign Configure
@ 2025 Cisco Systems, Inc. Privacy Policy General Terms
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Platform Management

» Organization Details

% Organization

s
| @ Home Access Management
Administrator Access

Fiatform services

Activity Log

o il ! tive securit
I ity.
Product Subscriptions Y

©  Pplatform Management i
Subscriptions

Integrations

Domains w7

Identity Providers

., Integrate identity provider (IdP)

ssign roles to control Provide single sign-on (S50) to your organization's users.

Assign Configure

Ze=iEEEEE
SBI BN
B HAdd DomainFF a5t B R E g T 2.

Security Cloud Control

= Platform Management

& Organization

Default Enterprise > Organization Details
7T Home Access Management
Administrator Access
Platform services Activity Log
Favorites >

Product Subscriptions

9 Platform Management i
1 Subscriptions

Integrations

Platform Integrations No domain has been claimed yet.
Domains o | 7P

Identity Providers

Privacy Policy  General Terms
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Add New Domain
&> Organization
o Domain Domain
4> Home
Enter your domain name.
Domain name
| Favorites ¥ “ test.emailsec.test ]|

9 Platform Management >
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Security Cloud Control

Add New Domain
& Organization
@ Domain Verification
e
e Upload the TXT record to the domain’s DNS server, Then click Verify.
‘) Verificatio
N Record name
f arvice .
M Favorites » ..
Type

o Platform Management >

§ 2025 Clsco Systems, Inc, Privacy Policy General Terms
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= Platform Management

@ Organization

_ > Organization Details
45 Home Access Management ecurity Cloud
Administrator Access
Platform services Activily LOQ :
W Favoriles 5 Bler management.

Product Subscriptions
@ platform Management o
Subscriptions

Integrations

Domains

Identity Providers =

O, Integrate identity provider (1dP)

ssign roles to control Provide single sign-on ($50) to your organization's
users.

Assign Configure

SCC IDPEL &

A BENL BN B REERF.

Link to external identity provider

Identity provider ID

|

Obtain this identifier from the organization managing the identity provider.

Cancel

MEFHRLE, LW, &a LG R Cisco SCCH Cisco Duo,



24 : E£SCCH |, ZHEnable DUO-based MFA in Security Cloud Sing On ( MEFTR ) , RER
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Edit identity provider

o Setup

BORUEFEE

Setup

Follow the steps below to configure your identity provider (IdP). For detailed
instructions please read our documentation 7

Identity provider name *

[ KOO XXAAAX

Duo-based MFA

By default, Security Cloud Sign On enrolls all users into Duo MultiFactor Authentication (MFA) at no
cost. We strongly recommend MFA, with a session timeout no greater than 2 hours, to help protect
your sensitive data within Cisco Security products.

(3 Enable DUO-based MFA in Security Cloud Sign On

If your organization has integrated MFA at your IdP, you may wish to disable MFA at the Security
Could Sign On level.

L

HUR3. BN XIHE , H#ECisco Duokl EREHPEM . BREHMAELFENKEKEE , FFE(]
FHREREMNE, XEFAGENTRRKNVERSREXRER , A FHARXEFAHESNARER
RARFE , FERFEZFALANZERBFIRF.



Edit identity provider

@ - Configure

Depending on your provider, use the following methods to set up your IdP.

Security Cloud Sign On SAML metadata

Public certificate
Entity ID (Audience URI)

Single Sign-0n Service URL (Assertion Consumer Service URL)

Technical notes for Security Cloud Sign On

+ Security Cloud Sign On uses the SAML 2.0 HTTP POST binding to send

$ B4 FTFF Cisco Duo , §fnZElApplicationsZpa , A5 2 FHAdd applications

(]


https://admin.duosecurity.com/

Collapse Applications

f your services or platforms. You can protect

o~
Home Manage
Applications o
&- users 3
Application Catalog 26
B Devices ¥ Authentication Proy harity[CA) pinning bundle will expire in 2026, Duo products that use cartificale pinning requira a software update for continuwed use aftar
) Pelicles ¥ Configure Single Sign-0n (S50)
e i 550 Settings
f= Applications
Due Central
Reports »
ype - = Filters 5 results + Add application
o Monitoring > —_— L
= Billing - Protection Provisioning Application Application Policy Application-Group 2
Type Type Palicies
fz1 Settings 2FA - 1Password - -

— == Duo Admin Panel -
Duo Access
Gateway

550 — Cisco Security Cloud
Sign On - Single
Sign-0n
- — Google Workspace -
Duo Access

Gateway

b . Microsoft 365 - Duo
Access Gateway

Cisco DUOR. A

£X % | #FECisco Security Cloud , AF¥E HAJATFAERK -
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< Applications

Application Catalog

Browse all of our available applications and filter by supported features. View
documentation links for more information about each application.

[ (). Cisco Security Cloud contr0|| ® ]][ Supported Features v ]

InIr
CISCO

Cisco Security Cloud Sign On
SSO

Secure access using Duo SSO and SAML,
with MFA and flexible security policies.

+ Add Documentation &

HPR5.7£ Cisco DuoM i F P E EHEXES.

FSRRIDF B R & F RS URLMCisco SCCE #IEICisco Duo,



Downloads

XML file 4 Download XML 7] Copy XML

Service Provider

Entity ID (Audience URI) * https://www.okta.com/saml2/service-provider/spzbcwujns

Enter your Cisco Security Cloud Sign On Entity ID (Audience URI)

Single Sign-On Service URL https://sign-on.security.cisco.com/sso/saml2/0oalnbh73a¢

(Assertion Consumer Service

URL) * Enter your Cisco Security Cloud Sign On Entity 1D {Audience URI)

Custom attributes Check this box if your Duo Single Sign-0On authentication source uses non-standard attribute names.

FIR6. T EXMLH /34 4% FCisco SCC.,

Edit identity provider

@ & SAML metadata

etup
Select a method for providing your SAML 2.0 IdP metadata.
(® XML file upload () Manual configuration

o SAML metadata i
Upload your SAML metadata file

&

Click or drag a file to this area to upload
File has been uploaded
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2t Switch to expanded view
Coflapse Policies
Duo's policy engine gives you the abllity to control how your users authanticate, from whare, using

£ H of devices. Pobicles can be defined system- wide, per application, or for specific
1= U tation ©  How does policy wark ©

1 Davices

B We've made updates 10 improve the view of your policies. Yous polickes have not changed and you
e can abways switch back if you prater the expanded view
T Pelicie: 4

earn More O

Reports f
Q 3 v 7 policies + Add Policy
oring d

Manitoring
i Nameé Applications and Groups © Summary Timestamp (CESTIC  Actions
il
! Global Policy & All spplications Rules (18} Sep 04, 2025 558 PM Actions ~
Satings TESTA Rules (2} Aug 20, 2025 320PM  Actions
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Edit Policy

You're ediling the Glabal Paiicy which is used by all applications. This can be cverridden with custom poicies.

Loarn mora about policies ©f

Revert to defauit

s
& New User palicy

@ huthentication poficy
& User location

Devices.

& Trusted Endpaints

© Duo Deskiop & device neaith
@ Remembered devices

@ Operating systems

@ Browsers

& Plugins

Natworks
& authorized networks
@ Anarymaous netwarks

Authenticators
© Risk-based factor selection

setting will be applied.
Your IF address is 151186.981.22

Allpw access without 2R from th [doos nat aff

Example; 192,0.2,8, 198,51.100.0-198, 51.100. 20,
203.0M3.0024
~  Require enroliment from thede networks
W ehicked, wriniobed wsers wil iy Sukiit 1o b Parw e palicy, evan if 1 login is fiom ene of she @
addresses specifhd abive.
Require MFA fram these networks:
e ]

Deny access from these networks m

B Deny sccess from any other network not specified above.

Deny access from these netwarks:

@ Authentication methods
@ Duo Mobilé app

@ Tampered devices

& Screen lock

@ Full-gisk encryplion

@ Mobile gevice bicmatrics

Example: 192.0.2.8, 198.51100.0-198.58100.20,
203.0.13.0/24

Anonymeous netwoerks

Cisco DuoR & B &
A Y
g1
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Collapse

5 Home

1. Users

i Davices

1] Policles

Application:

Reports

& Manitoring
o] Bitling

[l Settings

Cisco Duoik &

7 Authentications

Shown al every 8 hours.

Showing 1-7 of 7 itemas

Preview Risk-Based Factor Selection

Timestame {CEST] Result

TS PM « Granted
SEF I8, 3008 Livas apperved
14549 PM X Denied
SF S, 2023 Do gowens.

Enabded

User

Application

Email Threat Defense Sign On

Email Threat Defense Sign On

Risk-based factor selection would have restricted the user to mere socura factors.

B10:55 PM
SEP 4, 2028

* Denied

Do ratwork.

et

Email Theeat Defense Sign On

Risk-based factor selection would have restricted the user o mofe secure factors.

6:08:51 P ~ Granted
67 4, 2028 Ukt approved
6:00:18 P * Denied
4P 4, 2028 Duesled network

Emall Threat Defense Sign On

Email Threat Defense Sign On

Risk-Based Policy Assessment @

No detections

Rizk-based policy not enabled
Unrealistic travel

Risk dutected Eriforcamant

Rizk-based palicy not enabled
Unrealistic travel

Riskdetected  Endorcemaent
No dotections
Risk-based policy not enabled

Unreafistic travel

Aooess Device

» Mac 05X 26,0 (254354}
A3 reported by Dua Deskiop

» Mac O3S X 15.6.1 (24G80)
As reported by Duo Deskiop

* Mac OS X 15.6.1 (24G00)
As reported by Duo Deskiop

» Mac 05 X 15,61 (24690
A3 Fopomed by Dus Desktop

¥ Mac O3 X M.7.6
As reporied by the browser @

Showing 25~ rows

Autheriication Method

> Duo Push

Unkonawn

Presviow insight:

E

Unkonan

» Duo Push

WP —"

Unknawn
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& Network not allowed

Your organization requires you to be on an
authorized network to login.

Secured by Duo
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