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€l File Action View Window Help

e »m =
b Service Display Name
4 Trust Relationships Device Registration 5
| Claims Provider Trusts (— =
] R,elying Parhe Truste - PP R
| Attribute S Add Relying Party Trust...

p | Authentication Add Man-Claims-Aware Relying Party Trust...
View y |
MNew Window from Here

Refresh
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1. EFRETUNXHES AKX TERANEE K AREET—F,
i Add Relying Party Trust Wizard ]|

Select Data Source

Sepe Select an option that thes wizard will use to obtan data about this relying party

@ Welcome

Inpor data aboid the reling party pubkshed online of on & local netvork

Lise this option to import the necessary data and cestificates from a relying party organization that publishes
@ Specify Display Name its federation metadata onne or on & local network

@ Select Data Source

& Federation metadata address (host name or LIRL)

@ (hooss lssuance

Buthorization Rules Exampile: fs.contoso.com or hitps-//www conloso com./app
@ Readyto Add Trust ® Import data about the retying party from a file
@ Frush Lisa this option to import the necessany data and cetificates from & redying party onganization thet has

exported s federation metadata to a file, Ensure that this file is from a trusted source, This wizand will not
vabdiate the source of the file

Federation metadata file boation:
[ZMCHS DSM\SAML SMA confighsma_sami_metadata xoml | | Browse.. |

Enter data about the relying party manualy
Lisa this option to manually input the necessary data about this relying party organization.

:Pr&mo-.ls|| Meot > Cancel
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4. #£Ready to Add TrustRH £ , EZBIARE , AREEENext,

5. kBT, XFITFEHRLEENREFHEMNITERE , X iEEEIssuance Transform
Rules - Claims# /145,

EBLEERNE — Lin

REEFPFEESIESAR | FTHITIXLEDSER,

1. ST EBAEEREM > Liw,

2. WINEANESATFRIURLHEHE | REIEFRHE,
3. RE|{EMOFHITER , B0, 1. 2FI3,

4. UG — N Bi%iE N Default = Yes,



5. f9FIR % B i%iE N Default = Noo

Cisco ESA - Dev Properties et
Monitaring Identifiers Encryption Signature Accepted Claims
Organization Endpaints Proxy Endpoints Motes Advanced

Specify the endpoints to use for SAML and W 5-FederationPassive protocals.
URL Index  Binding Default Re
SAML Assertion Consurner Endpoints
https:/fdh1111-esal.iphmx.c.. 0 POST Yes
hitps:ffdh1111-esad.iphmecc.. 1 POST Mo
https:/fdh1111-esad.iphmx_c.. 2 POST Mo
hitps:/fdh1111-esad.iphmxc.. 3 POST Mo
< >
| Add SAML...
| Add WS-Federation... | Remove Edt..
[ ok || cancel || Aol
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Choose Prohile
Seps T et s corfguuration peofles 1o s in cresting T rebang oty brust. Craooss the sppeoprisie
@ Weleame corfiparation pofi for the nebyng paty bust
@ Selact [isia Souce ) ADFS prodile
@ Spacy Diplyy Nams Thes profile supposts neyneg partess that ane interpersbls with nesw AD FS festures, such a3
sacurty token encryplion and e SAML 70 prtccsl
@ Craocas Profle
@ Configurs Contficate ) ADFS 1.0and 1.1 profle
@ Configure UIRL Thes profie suppos reyp ey that e woith AD F5 1.00@nd 1.1,
@ Corfigurs ksrifien
i@ Configure Mulilasiot
Athenticaton How?
@ Chocsn haumnce
Authonaplion Fules
& Rsady to Add Tamt [.‘ — ”Tll
i [Freah

fE FISAML 2.089AD FSEL B 344 1%& 1

4. MESARRS 1R AR (SP) B E &k 2 HUE$ .
5. ¥t FConfigure URL , #%&#Enable support for the SAML 2.0 single-sign-on(SSO).
6. MAER ﬁSPﬁEEj{#ﬂ-ﬁSIDEWJ{_ﬁ!FSAML 2.0 SSOARSURL,


https://learn.microsoft.com/en-us/windows-server/identity/ad-fs/technical-reference/the-role-of-claim-rules

Coanlagure LIRL
Soaps ADFS mppens e WS- Trut, WS-Fodoration and SAML 2 0 Web 550 pretscsls bor rebyrg pates. |
& Talooma WS- Fadturnticrs, SAML, o it i o by o el it bt B chmpc Bt it el gy o

URLstouee. Suppor for the W5-Te i i hwrmys erabled dor o rebang party
] Eruatie muppast for the W5 -Federmtan Pasave proboced
Thee V5 Fendermon Fade proloond N1 supaets Vet Drmmder tuiad CLarmg [irchyd usrg e

& Select [t Source
@ Specy Diaglay Name

® Chesas Pelile WS Federatan Padave

& Corfigure Cesficaie Flebpreg purty PY5 Federaton Fasarve probcol UBL

@ Corfigure URL [ ]

@ Corfigure kentfens Excample hitpa /s contoen comsdfule/

& Corfigure Ml faciar
Authortcation How? (9 nable mppeet forthe SAML 310 Wb S50 pretoced

& Chaces e The SAML 20 5501 perwsoe UFL suppons Web-browser based clams peaviders the
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Cisco ESA - Dev Properties ey
Monitoring Identifiers Encryption Signature Accepted Claims
Organization Endpaints Proxy Endpoints ~ Motes  Advanced

Specify the endpoints to use for SAML and W 5-FederationPassive protocals.
URL Index  Binding Default Re
SAML Assertion Consurner Endpoints
https:ffdh1111-esal.iphmx.c.. 0 POST Yes
https:ifdh1111-esa2 iphmx_c.. FOST Mo
hitps:‘dh1111-esa3.iphmx.c.. 2 POST Mo
https://dh1111-esad.iphmec.. 3 POST Mo
£ >
Add SAML...
| Add WS-Federation... | | Remove  Edt.
ok || Cancel || Aooly
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4. U — ML IFIZE A Default = Yes. IR LI 1% E FDefault = No,

Cisco ESA - Dev Properties x

Maonitaring ldentifiers Encryption Signature Accepted Claims
Organization Endpoints Proxy Endpoints MNotes Advanced

Specify the endpoints to use for SAML and W 5-FederationPassive protocals.

LURL Index  Binding Default Re
SAML Assertion Consumer Endpoints

https://dh1111-esal.iphmx.c.. O POST Yes
hitps:fdh1111-esaZ.iphmecc.. 1 POST Mo
https:/fdh1111-esad.iphmx_c.. 2 POST Mo
hitps:fdh1111-esa4.iphmxc.. 3 POST Mo

£ >

Add SAML. ..

Add W 5-Federation... Remove Edit..

Cancel Aply
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1. &R Edit Claims Issuance Policy,



Update from Federation Metadata...
Edit Access Control Pelicy...
| Edit Claim lssuance Policy.. |

2. %&#Add Rule,

| Issuance Transform Rules | |ssuance Authorization Rules | Delegation Authorization Rules

The following transform rules specify the claims that will be sent to the relying party.

Order Rule Name Issued Claims

Edit Rule... Remove Rule...
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.Q BT BHEBN RIS Fahm AL HFHEEEmemberOffluserPrincipalName, M
15|k AP iEEName ID,

3. BT R

‘You can corfigure this nule to send the values of LDAP attributes as claims. Select an attribute store from
which to extract LDAP atirbutes. Specify how the sttributes will map to the outgoing claim types that vl be
issued from the nie.

Claim ne name:

\LDAP

Rule template: Send LDAF Attributes as Claims

Attribute slore:
Active Directory

Mapping of LDAP attributes to outgoing caim types:

iﬁmu{sﬂduwm Outgoing Claim Type (Select or type to add more)

[ ] E-Mail-Addrasses w | Name 1D

= Token-Groups - Unqualified Names v | memberOf
. User-Principal-Mame w | userPrincipalMame
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net stop adfssrv
net start adfssrv
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