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Certificate Authority The Certificate Authority (CA) configuration changes are applicable in
Configuration Changes any one of the following scenarios:

+ Upgrade from a lower AsyncOS version to AsyncOS 14.0 version
and later,

*  [Install AsyncOS 14.0 for Cisco Secure Email Gateway for the first
time.

The following changes are made 1o the Certificate Authorities list:

* You can view the count and details of custom and system CA
certificates in your email gateway.
Use the Managed Trusted Root Certificates option in Network =
Certificates > page to view the custom or system CA certificate
details.

* You can upload, delete, or append the custom CA certificate in your
email gateway.

*  You will not be able to upload duplicate custom CA certificates to
your email gateway.

* [Applicable for new Async(S install only]: You can update the
existing system CA centificate bundle to the latest available version.
Use the Update Now option in Network = Certificates page in the
web interface or the vpdatensw CLI command to update the
existing system CA certificate bundle.

* [Applicable for Asyne(S upgrade only]:

= During upgrade, you can choose to append the valid CA
certificates from the system CA bundle (of the current AsyncO8
build) to the custom CA bundle of the upgraded AsyncOS build,

b

Note  The backup of the current system CA bundle is stored
in the following location -

ldata/pub/systemca.old/trustedca.old. pem

= After upgrade, the system CA certificate bundle of the current
AsyncOS build 15 updated to the latest version automatically.
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example.com> certconfig

Choose the operation you want to perform:

- CERTIFICATE - Import, Create a request, Edit or Remove Certificate Profiles
- CERTAUTHORITY - Manage System and Customized Authorities

- CRL - Manage Certificate Revocation Lists

[I> certauthority

Certificate Authority Summary
Custom List: Enabled
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System List: Enabled

Choose the operation you want to perform:

- CUSTOM - Manage Custom Certificate Authorities
- SYSTEM - Manage System Certificate Authorities
[1> custom

Choose the operation you want to perform:

- DISABLE - Disable the custom certificate authorities Tist

- IMPORT - Import the 1ist of custom certificate authorties

- EXPORT - Export the 1ist of custom certificate authorties

- DELETE - Remove a certificate from the custom certificate authorty Tist
- PRINT - Print the 1list of custom certificate authorties

- CHECK_CA_FLAG - Check CA flag in uploaded custom CA certs

[1> delete

You must enter a value from 1 to 104.
59. [Root CA Generalitat Valenciana] <<< Select this certificate based on the sample alert in this exam
93. [thawte Primary Root CA]

Select the custom CA certificate you want to delete
[1> 59

Are you sure you want to delete "Root CA Generalitat Valenciana"? [N]> Y
Custom CA certificate "Root CA Generalitat Valenciana" removed

Choose the operation you want to perform:

- DISABLE - Disable the custom certificate authorities Tist

- IMPORT - Import the 1ist of custom certificate authorties

- EXPORT - Export the 1ist of custom certificate authorties

- DELETE - Remove a certificate from the custom certificate authorty Tist
- PRINT - Print the 1list of custom certificate authorties

- CHECK_CA_FLAG - Check CA flag in uploaded custom CA certs

[I> [ENTER]

Certificate Authority Summary

Custom List: Enabled

System List: Enabled

Choose the operation you want to perform:

- CUSTOM - Manage Custom Certificate Authorities
- SYSTEM - Manage System Certificate Authorities
[I> [ENTER]

Choose the operation you want to perform:

- CERTIFICATE - Import, Create a request, Edit or Remove Certificate Profiles
- CERTAUTHORITY - Manage System and Customized Authorities

- CRL - Manage Certificate Revocation Lists

[1> [ENTER]

example.com> commit
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