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EXKBISERS . SMZElAdministration > Identity Management > Groups > User |dentity
GroupH a2 & 1734,

[] 5 ESA_Admin
[J st ESA_ DEMO
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Network Access Users List > New Network Access User

» Network Access User

* Name | ESA_admin

Status Enabled =

Email | admins@example.com

« Passwords

Password Type: Internal Users hd
Password Re-Enter Password
" Lﬂgiﬂ Password |'l'1l!'l!1|!" ] | I | Generate Password i
Enable Password | | | | | Generate Password | i
User Groups
= User Information
( L)
First Name [ TET -
:;"1 ALL_ACCOUNTS (default)
Last Name I =
&1 Anyconnect
51 pot1x
+ Account Options =
£1 Employee
Description — 4% ESA_Admin
£1 EsA_DEMO
Change password on nextlogin — . _ :
£ ESA_Diego_Admins
Account Disable Poli 2 it
v un iIsaple 1
& ff- GROUP_ACCOUNTS (default)
L) Disable account if date exceeds <+ GuestType Contractor (default) ry-mm-dd)

Z1 GuestType_Daily (default)

v User Groups 1 GuestType_Weekly (default)

[select an item

(Ganel

SRS BB R NE &

RADIUSHE M RIE AT AR A RNEENHNBERTAY ; BER , A7 EENAC, E7EAR

, ES M EPolicy > Policy Elements > Results > Authorization > Authorization Profiles,

N B NEAESENAGHE A EREB XA,



Authorization Profiles > Aavega_ESA_Admin

Authorization Profile

*Name | [ESA_Admin

Description l

£

*Access Type [ACCESS_ACCEPT

Service Template )
Track Movement 7] ;

Passive Identity Tracking [

+ Common Tasks

(L] web Authentication (Local Web Auth)

() Airespace ACL Name

ASA VPN

(L] AvC Profile Name

v Advanced Attributes Settings

Network Device Profile als Cisco | » | 1

Administrators

Select an item |
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+  Swatus  Policy Set Nama Dascription Conditicrs Allowed Protocols | Server Sequence  Hits  Actions  View

. @ hew Poicy Set 1 + -+ & >

BEBMAERENSLUMIFFERN M. AKBIMEEARadius NAS-IP-Addressk . RIFHTRY
KW,

s |dgniity Services Enging Haodi » Contiat Visiblitg b Oparatons
Policy Sots  Profiing  Posters  Clian| Provisioning  » Policy Eleemnts
Click hare o do visiblity sebup Do nel show Ehis agein
Policy Sets Resot Pelicyset Hitcounts
+ Status  Policy Sot Nama Dascription Conditions Alowad Profocols [ Sarver Sequance Hits Actions Whirw
@  ESA_Posy B Network Accsss Devicn IP Adsress EQUALS 10wy Diotmit Network Aocess = = N 18 o >

EFHERENGER , BRMEYE. ERFS>HRMES, KKBIFEME AInternalUser-
IdentityGroup 3 LB &M RN EL & 3 4

¥ puthorization Policy (5)

Results
+
Status  Rule Name Conditions Profiles Seeurity Groups Hits  Actions
@ ESA Monitor A IntemalUser ldentityGroup EQUALS User Identity Groupa-ESA_Monitor * ESA_Menitors + Salect from v o
@ ESA HelpDesk A InternalUser ldentityGroup EQUALS User Identity Groups-HelpDaesk = ESA_admin * Salact from v % (V]

S5 RE LE AN SRR

BERKIRE. SMESystem Administration > Users > External Authentication , R /5i%&1FEnable
External Authentication.

Edit External Authentication

External Authentication Settings
Enable External Authentication

WMALTE :

- RADIUSHRS 28 £H1%&
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1% Map external authenticated users to multiple local roles(recommended).

Edit External Authentication

External Authentication Settings

Enable External Authentication

Authentication Type: rRADIUS B

RADIUS Server Information: | | pap1ys server Port Shared Secret Timeout | Authentication| | Add Row
Hostname Value protocol
(in
seconds)
I)(.X.X.)d 1812 ssessess |5 rpar B i |

External Authentication Cache Timeout: (7) Ig seconds

Group Mapping:  (© Map externally authenticated users to multiple local roles. (recommended)

RADIUS CLASS Attribute Role (2) Add Row |
[administrators Administrator =) 7]
|Monitors Operator a W

RADIUS CLASS attributes are case-sensitive.

Map all externally authenticated users to the Administrator role.
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Email Security Appliance is getti

ol Cisco CO00V

CISCO Email Security Virtual Appliance

N Monitor

My Dashboard
P Printable PDF &

Attention — 4 You can customize this "My Dashboard" page by adding report modules from different reports.
Some modules are added for you by default. The Overview page can be accessed from Monitor
> Overview.

System Overview
Overview > Status Overview > Quarantines - Top 3 by Disk Usage (Policy and Virus)
System Status: Online No quarantines are available

Incoming Messages per hour: 0
Messages in Work Queue: 0
System Status Details Local Quarantines

HEHEER

AR AT X E B ITHESRRNE S

R BRBLEFERRY , ARRHER AP BRBEBER
AR RE  RBUREE, REIRClassfES & 7R IE M ITE,
DYR

1. FEIR Z“H\ED & 19 IR (External Authentication)i® B |, AT IE R FFTE NI & B RIE/ A F
G BB R A (Map all external authenticated users to the Administrator role), ( BR&
11)

2. RRHWAER , ARSHMER,

3. MRMERZKI , MRABHEACGKRSE L, EMREISERNEEXH ( XK/EMH25 ) MR
PURBERE,

4. ReviewOperations > RADIUS > Live Login ISE , #1A FCEL Y R X EL B X4 FR [E # Class{E

o

RADIUS CLASS attributes are case-sensitive.

Map all externally authenticated users to the Administrator role.
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https://www.cisco.com/c/zh_cn/support/security/identity-services-engine/series.html#id_23312
https://www.cisco.com/c/zh_cn/support/security/identity-services-engine/series.html#id_23312
https://www.cisco.com/c/en/us/td/docs/security/esa/esa13-5/user_guide/b_ESA_Admin_Guide_13-5.html
https://www.cisco.com/c/en/us/td/docs/security/esa/esa13-5/user_guide/b_ESA_Admin_Guide_13-5.html
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