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Log Properties - Cisco Secure Client - Zero Trust Access (Type: Administrative)
General

Full Name: Crsco Secure Client - Zero Trust Access.

(M L L LR

“{E"‘\’““ﬂ‘iﬂ" 02-09-2025 14:53:29 esc_zta_agent

EFBIZTARS

Windows & O iR A<

o {Fwindows + RA FT FF Run Search Writeservicesmse , A /G HKenter,
o F B PR ZS Cisco Secure Client - Zero trust Access Agent , SASE B thRestarte TG , B UECSC ZTAERIR
AUBINELFEZHRS.

L& Services
File Action View Help
oM@ Ec= Hm »ranp

o Senvees (loal) [T senice oea)

Cisco Secure Client - Zero Trust Name Description Status Startup Type Log On As

Access Agent -\."‘:-‘,(apabilil:,f Access Manager Service Provides fac.. Running  Manual Local Syste...

Stop the service k‘..i‘-‘;(apll.lréewke_-i?lﬂid Enables opti... Manual Local Syste...
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Stop Service.

sudo "/opt/cisco/secureclient/zta/bin/Cisco Secure Client - Zero Trust Access.app/Contents/Mac0S/Cisco

Start Service.

open -a "/opt/cisco/secureclient/zta/bin/Cisco Secure Client - Zero Trust Access.app"
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"%ProgramFiles(x86)%\Cisco\Cisco Secure Client\acsocktool.exe" -sdf 0x400080152
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° Eiﬁ*ﬂ_‘ia Capture Kernel.

- EIEPRIC Enable Verbose Kernel Output.

- BIEFRIE Clock Time.


https://learn.microsoft.com/en-us/sysinternals/downloads/debugview
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. B3 Open file location 0 Sec
| Folders

8 Run as administrator

)f—i_'\ ﬁ Custom.
° @ﬁ System Information Extensiveiﬁ] Network Connectivity Test.

Shent
Cisco Secure Client - DART >

-I System Information (extensive)
i [ Active Connections Information

- @Route Information

i~ (@ Interface Configuration

i~ (@@ Network Connectivity Test
i ESystem logs
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« EEFWindows EWKDFAZIER , BFEAUTHS

"%ProgramFiles(x86)%\Cisco\Cisco Secure Client\acsocktool.exe" -cdf
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E B AMEABWindows Powershellii$ , BRERNBEERIEIT :

#Enable ZTNA Logs

New-Item -Path "C:\ProgramData\Cisco\Cisco Secure Client\ZTA\logconfig.json" -ItemType "file" -Value '{
Limit-EventLog -LogName "Cisco Secure Client - Zero Trust Access" -MaximumSize 2240000KB

& "C:\Program Files (x86)\Cisco\Cisco Secure Client\acsocktool.exe" -sdf 0x400080152

Restart-Service csc_vpnagent

Restart-Service csc_zta_agent

#Disable ZTNA Logs

Remove-Item -Path "C:\ProgramData\Cisco\Cisco Secure Client\ZTA\Togconfig.json"
Limit-EventLog -LogName "Cisco Secure Client - Zero Trust Access" -MaximumSize 6400KB
& "C:\Program Files (x86)\Cisco\Cisco Secure Client\acsocktool.exe" -cdf 0x400080152
Restart-Service csc_vpnagent

Restart-Service csc_zta_agent
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* Stop Service.

sudo "/opt/cisco/secureclient/bin/Cisco Secure Client - AnyConnect VPN Service.app/Contents/Mac0S/Cisco

* EnableFlag.

echo debug=0x400080152 | sudo tee /opt/cisco/secureclient/kdf/acsock.cfg

* Start Service.

open -a "/opt/cisco/secureclient/bin/Cisco Secure Client - AnyConnect VPN Service.app"
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« B REF , {R1F FHKDF LogsWireshark Capture}i BR 5 B3 1T# %K DART Bundie.

« FTFF Cisco Secure Client - DART.
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Cisco Secure Client - DART

o BEHRT—EM :
> Include Legacy - Cisco AnyConnect Secure Mobility Client Logs.
> Include System Logs.

,‘f—l_'\jl.ﬁ Run.



[ ] Cisco Secure Client - DART

Welcome to the Diagnostic and Reporting Tool (DART).
DART iz a tool that helps to bundle the appropriate log files and

diagnostic infermation that can be used for analyzing and debugging the
Cisco Secure Client.
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CISCO

Bundle Options:
Enable Bundle Encryption

Encryption Password

Additional Log Options:

Include Legacy - Cisco AnyConnect Secure Mobility Client Logs

Include System Logs
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