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AXHEPNEERRETREXRENEFNREFEN, FAXEFEANAAERZHNERAR
(BN ) BE. MREHMNELTEIRES , BHRRETHEAARTHBELE,

ET=
B

Al

III||I

=|
0N

=

Microsoft Azure Al LA X R — KD Z MM ARERF. SMNNA (RN TEIMNBREYS ) BFE—
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SAML SPE3IHSSO
MBS BAASAR N BRE | BRANEATHREFT

1.5VPNAF R SEEEASAMLIBREAR , LA REEE@RISAML IdPRT & B RIE,
REMRTAF , REAFEEHRIgroup-url , EIXMERT , EE@2HEMN.

2. ASAE R SAMLE I UEER , KRR FHEE [ ESAML IdP,
3. IPEIRLAFHRIFIENZLAAFER, WANTIELIUARIIPE BRIEERE,

4. |dPIE B1RF & 3% B33 Y5 28 7 & # BIASAZ FURL, ASAL M B LA 52 AR & 3,
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MBI E R NCisco Secure Firewall - Secure Client



EARTREH |, ASA LB/ FHNBRE AT I T Microsoft Entra SSO5Cisco Secure Firewall -
Secure Client on Azure:

+ SAML1
+ SAML2

ERERNZLHAE — T2 B P inElMicrosoft Entra IDERK , &M @+ E SaaSK A 5l
RAPPMCiscoREHNIE — REE IR,

A
AR RESRATHENZLHBANE — REFFRAAMEE —MBRELASAMLIESR,

P BEFE|Azurel T H ik EMicrosoft Entra ID,

Azure services

mEE o3 L
1] - 1 i n o)
+ > H 9 .4 @ e @ -
Create a Microsoft Entra All resources Security Quickstart Azure Al Kubernetes Wirtual App Services More services
resource 0] Center services services machines

Microsoft Entra ID

S22 MAFTR |, kB Enterprise Applications.

<+ Add - z&?,_’- Manage tenants El ‘What's new 52 Preview features f-‘?: Got feedback?

O Overview o ~ . : ) ) ) . .
() Microsoft Entra has a simpler, integrated experience for managing all your Identity and Access Management needs. Try the new Microsoft Entra admin

B Preview features center!

# Diagnose and solve problems Overview  Monitoring Properties Recommendations Setup guides
~ Manage

ah Users Sign-ins

a Groups

BE External ldentities
4. Roles and administrators
& Administrative units

a Delegated admin
= partners

I §2 Enterprise applications I

1] Devices

1= vy




FBR3.1%EENew Application,

Home > Default Directory | Enterprise applications > Enterprise applications

Enterprise applications | All applications

Default Directory

« New application CJ Refresh é Download (Export) o Preview info == Columns [ Preview features j’-’l,_"‘ Got feedback?

View, filter, and search applications in your organization that are set up to use your Microsoft Entra tenant as their Identity Provider.

> Owerview

w Manage

A ARER

8845 . A from the gallery# o5 , 2 FRMEH # A Cisco Secure Firewall - Secure Client , M
¢E B £ F Cisco Secure Firewall - Secure Client , SAFIEFRAJIR Ho

Home > Default Directory | Enterprise applications > Enterprise applications | All applications

Browse Microsoft Entra Gallery

Create your own application A7 Got feedback?

The Microsoft Entra App Gallery is a catalog of thousands of apps that make it easy to deploy and configure single si
leverage prebuilt terplates to connect your users more securely to their apps. Browse or create your own application
Gallery for other organizations to discover and use, you can file a request using the process described in this article,

P Cisco Secure Firewall - Secure Client : Single Sign-on : All User Account Management : All

3) Federated 550 @ Provisioning

Showing 1 of 1 results

Cisco Secure Firewall -
Secure Client (formerly
AnyConnect)
authentication

Cisco Systems, Inc.

2

BRR2BNE — Z2EF R

Cisco Secure Firewall - Secure Client (forme...

A7 Got feedback?

Logo (@

Create

Mame* (©
Cisco Secure Firewall - Secure Client (formerly AnyConnect) aut...

Publisher () Provisioning (@

Cisco Systems, Inc. Automatic provisioning is not
supported

Single Sign-On Mode @ URL @

SAML-based Sign-on https://www.cisco.com/go/sec

Linked Sign-on urefirewall

Read our step-by-step Cisco Secure Firewall - Secure Client
(formerly AnyConnect) authentication integration tutorial

Use Microsoft Entra ID to manage user access and enable single
sign-on with the Cisco Secure Firewall for Secure Client (formerly
AnyConnect) SAML authentication.

X

H 5.3 B Single Sign-On3E£17,



zis Cisco Secure Firewall - Secure Client (formerly AnyConnect) authentication | Overview

v x B B

Enterprise Application

Overview

Deployment Plan

Diagnose and solve problems
Manage

Security

Activity

Troubleshoating + Suppert

Properties

Name @

Cisco Secure Firewall - Secu... [y

Application ID D
098b5489-4aec-4c73-8del-.. [

Object ID @
584f4478-7571-4361-9453-.. [y

Getting Started

1. Assign users and groups

Provide specific users and groups access
to the applications

Assign users and groups

2. Set up single sign on

Enable users to sign into their application
using their Microsoft Entra credentials

Get started

E6L HEBRBEREFRHE WL |, EESAML,

=) Cisco Secure Firewall - Secure Client (formerly AnyConnect) authentication | Single sign-on

H

< ¥ B

Enterprise Application

Overview

Deployment Plan

Diagnose and solve problems
Manage

:|_' Properties

A& Owners

& Roles and administrators
& Users and groups

3) Single sign-on

3 Provisioning

C Self-service

SAML

o
=

& Single sign-on (550) adds security and convenience when users sign on to applications in Microsoft Entra ID by enabling a user in
your organization to sign in to every application they use with only one account. Once the user logs into an application, that

credential is used for all the other applications they need access to. Learn more.

Select a single sign-on method  Help me decide

O

Disabled

Single sign-on is not enabled. The user
won't be able to launch the app from
My Apps.

3

SAML

Rich and secure authentication to
applications using the SAML (Security
Assertion Markup Language) protocol.

B7H  E'ERASAMLIREERQEFR NH , EHEASAMLEE B/ ERIRAREIRE,




Basic SAML Configuration 2 Edit

Identifier (Entity ID) Required

Reply URL (Assertion Consumer Service URL) Required

Sign on URL Optional

Relay State (Optional) Optional

Logout Url (Optional) Optional
ERSamIfii &

8L A'EASAMLIREEREFR NH L , WAL T FERNE :

o EFRIRAFF(Identifiertext) XAEHF |, AU TEXEAURL:

https://<VPN URL>/saml/sp/metadata/<Tunnel_Group_Name>

« E‘EIZURL"(Reply URL)XAAEH , A EREAURL:

https://<VPN URL>/+CSCOE+/saml/sp/acs?tgname=<Tunnel_Group_Name>
[Tunnel_Group_Name = SAML1]

S

¥ : Tunnel_Group_NameX 2 K/NE | HEETESE R " MR,

FRIOEEASAMLIRERE RBRN L , ESAMLEZUEB D F , EIKIEFH(Basebd) , RFEET
BUTHIEBNHFAFERFEITEN L,



SAML Certificates

Token signing certificate

Status Active

Thumbprint

Expiration 2/4/2028, 4:33:14 PM

Notification Email

App Federation Metadata Url https:// . D
I Certificate (Base64) Download

ertificate (Raw) Download
Federation Metadata XML Download

iE+ (Base64) T &

& Edit

S

EE B TEMNIEIRC S ATASAEE S AzureAD-AC-SAML1, BXFMER , 5

“ASABELE"ER 5

15

HR10.ERECiscoR 2P NIE — T2 BT REs £, BREENEREHEIMURL, i
THASA LEESSOMRS BN R

 Microsoft EntratriRfF:iX 2 VPNEL & A BISAML IdP,

« BRURLIXZBURLE R,
« FHHURLIXRURLZES,

Set up Cisco Secure Firewall - Secure Client (formerly AnyConnect) authentication

You'll need to configure the application to link with Microsoft Entra ID.

Login URL
Microsoft Entra Identifier

Logout URL

SSO URL

‘ https://login.microsoftonline.com/65d917a5-74a4... [
! https://sts.windows.net/65d917a5-74a4-42aa-8e3... [
‘ https://login.microsoftonline.com/65d917a5-74a4... [

%2

II‘*

URLH

S

AR EELRRESR ,

ClientR o AHIFREYSE —NBEEH B # N SAML2,

MEEH R E =/NBEE A P MCisco Secure Firewall - Secure



B = BREH (SAML 2)7 INCisco Secure Firewall - Secure ClientR iRt |, 85 T #
M Azureil 555 5 A F|ASAE E R AzureAD-AC-SAML2,

FFAzure ADAF D B4 N A

EXRTH | Test1FMTest2# 8 A LAEHAAzure SSO , B REFF 7 X Cisco 2 & i A F #Y 1 A1 X
PR

NFE—MIPRARERF :

SER1IEE - NMNIPNARFBRITH , fXiEFEUsers and groups(AAFPFI4AH) , AREIEFA
user(GARINA ).

22 Cisco SAML 1| Users and groups

{0 Refresh {53 Manage view 27 Got feedback?

'flj The application will appear for assigned users within My Apps. Set "visible to users?' to no in properties to prevent this.

Bl (rramio &
R Overview

[III Deployment Plan

# Diagnose and solve problems . o . - . .
Assign users and groups to app-roles for your application here. To create new app-roles for this application, use the application registration
~ Manage

. . O First 200 shown, search all users & groups
ill Properties

& Owners Display name Object type

&b PRoles and administrators

Mo application assignments found

A& Users and groups ¥

3 Single sign-on

R MA

g2% RN B EERIEE AR



ol o

Add Assigni

Default Directory

(D Try changing or adding filters if you don't see what you're looking for.

Search

0

4 results found

Users All  Users

None Selected

elect a role

| & Test1 \ User

AN pAE L 1

S IR3.FEAd AssignmentXiFHERF , KhAssigniZH.

Add Assignment

Default Directory

Users

1 user selected.

Select a role



Test1 P 2Bt

NFE=ZMIPEAERF :
NEZNMIpARFEE LRSR , WTEMR

Add Assignment

Default Directory

Users

1 user selected.

Select a role

e 2



Home » Default Dir Users

Add Assigni

Default Directo changing or adding filters if you don't see what you're looki or.
ry (D Try changing or adding filters if you don’ hat you're looking f selected (1)
“) Reset
Search
Jel ‘ No items selected

4 results found

All Users

Users

Nane Selected Mame Type Details
Select a role

D & Test2 User
v

4 [ 4
Test2 AP 5B
Testt AP S EL -
Cisco SAML 1| Users and groups
Enterprise Application
PR -+ Adduserfgroup 7 Edit assignment  [i] Remove assignment ) Update credential () Refresh  i3: Manage view v 57 Got feedback?

B Overview —
III Deol o @- The application will appear for assigned users within My Apps. Set 'visible to users? to no in properties to prevent this.
eployment Plan

7% Diagnose and sclve prablems R - = i o . .
Assign users and groups to app-reles for your application here. To create new app-reles for this application, use the application registration

~ Manage
- S First 200 shown, search all users & groups
{11 Properties -
&8 Owners Display name Object type
4, Roles and administrators
l:‘ . Test1 User
Users and groups -

&
3) Single sign-on

@ Provisioning

C Self-senvice

W 1AP D E

Test2 R 2B :



Enterprise Application

2a Cisco SAML 2 | Users and groups

Qverview
Deployment Plan

Diagnese and solve problems

X B B

Manage

{1} Properties

a8 Owners

& PRoles and administrators
&8 Users and groups

3) single sign-on

3 Provisioning

C self-service

W2 P58

#

—+ Add user/group ¢ ] I ve & ) | (D) Refresh 53 Manage view A7 Got feedback?
@ The application will appear for assigned users within My Apps. Set ‘visible to users?' to no in properties to prevent this.

Assign users and groups to app-roles for your application here. To create new app-roles for this application, use the application registration

£ First 200 shown, search all users & groups

Display name Object type

. Test2 User

B CLIELEASA

SRR EER]FHFASAMLIES,

BERMERANENEBELS A BAHNSAMLIEH:

<ttroot>

config t

crypto ca trustpoint

Azur eAD- AC- SAM_1

revocation-check none

no id-usage

enrolTment terminal

no ca-check

crypto ca authenticate

Azur eAD- AC- SAM_1



crypto ca trustpoint

Azur eAD- AC- SAM_2

revocation-check none
no id-usage
enrollment terminal
no ca-check

crypto ca authenticate

Azur eAD- AC- SAM_2

FR2.BLESAML IdP,

TIXERSLUARSAML [dPIRE.

i

webvpn

saml idp https://xxx.windows.net/xxxxxxxxxxxxx/ - [Azure AD Identifier]

url sign-in https://Togin.microsoftonTine.com/XXXXXXXXXXXXXXXXXXXXXX/sam12 - [Login URL]
url sign-out https://Togin.microsoftonline.com/XXXXXXXXXXXXXXXXXXXXxX/sam12 - [Logout URL]
trustpoint idp AzureAD-AC-SAML1 - [IdP Trustpoint]

trustpoint sp ASA-EXTERNAL-CERT - [SP Trustpoint]

no force re-authentication

no signature

base-url https://asa.example.com

SEIFFSAMLE 8 UE R A F % —/NVPNEZEA,

5 A AzureAD-AC-SAML1 IdP{E4E St ESAML1BR&E A

<{froot>

tunnel-group SAML1 webvpn-attributes

authentication saml

group-alias SAML1 enable

saml identity-provider https://xxx.windows.net/XXXXXXXXXXXXX/



sam idp-trustpoint AzureAD AC-SAML1 <---- Overrides the primary IDP certificate in the Single Sign-On (

HIRAFFSAMLE 350 UE B A B —NVPNBRE A

£ FiAzureAD-AC-SAML2 IdPEE R ELESAML2BFE A,

<tfroot>

tunnel-group SAML2 webvpn-attributes

authentication saml

group-alias SAML2 enable

sam] identity-provider https://xxx.windows.net/XXXXXXXXXXXXX/

sam idp-trustpoint AzureAD AC-SAM.2 <---- Overrides the primary IDP certificate in the Single Sign-On (

SR]5: REFEE.

write memory

S
A MRERIPEE  WSAMBEANRSAVLE BHEHEFRE  AEEHELA %

Bie B DA 5E a3

I IF

£ FI SAML & 1736 1E 1 i AnyConnect,

ST EFREHVPN URLHTEAzure ADELAE B 5 AZH B E,
HR2.(AE)HEFEFIFR,

HI®3. AnyConnectB £,




HUEHEER

REHSAMLBEHE RS RELBE IR , HEFSAMLEESE TR TUKREZBREE.
debug webvpn sam| 255A] i TR A ZHEE , B , EHRHTREFTAGENIERT , A
ETHAEE , i -

debug webvpn saml 255
debug webvpn 255

debug webvpn session 255
debug webvpn request 255

EESEYS

o BARZHEFAY - Cisco Systems
 {#H Microsoft Azure MFA &id SAML Eti& ASA AnyConnect VPN
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