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VPN tunnel .

Inside

Outside ‘-1 a

Internet Cluud

e
CA Certificate User Certificate

|
2

Certificate Authority

ﬁ|

P 4% B
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B2/ S AR T RS 5 B RIEAIES
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% EFMCL , BRIERMRHAI(CA)F B RCSR, MBMIMERIR ( OpenSSLHE=

75 ) £BCSR , FRHEFARM , H BELAERAPKCS12IEFH KR,

1.$MENEE>IEH , REE TR, %E#EDevice , R E T Cert Enroliment T BI I (+),

Add New Certificate (7]

Add a new certificate to the device using cert enrollment object which is used to
generate CA and identify certificate.

Device*:

‘ FTD-A-7.4.1 v ‘

Cert Enrollment®:

| [+

AN DIE £ A

2.7£CA InformationT , i&#¥ManualfEJN Enroliment Type H #:5 Fi F B CSRHICAIEH,




Add Cert Enrollment (7]

ssl_certificate ]

| CA Information I Certificate Parameters Key Revocation

Enrollment Type: | Manual -

Description

[ ] CAOnly
Check this option if you do not require an identity certificate to be created
from this CA

CA Certificate: veeEfWF+K2

14YwiFbh9CidiwRCO 1 LI+AIHVIVQ
mazZMn8GIYZEN

KGkh5J8wTbdd

wWhi lsina Vil A==

Validation Usage: |:| IPsec Client :| SSL Client :] SSL Server
Skip Check for CA flag in basic constraints of the CA Certificate

Cancel Save

WNINCAEE

3. FECAIE PRI E AL R A EFE Skip Check for CA flag as shown in the prior image.

AHUAEBSHT , EEXTFEHEHAEE.




Add Cert Enrollment

MName*

ssl_certificate

Description

ANIEB S

CA Information Certificate Parameters Key Revocation

Include FODMN:

Don't use FODN in certificate v

Include Device's I[P Address:

Common Name (CN):

certauth.cisco.com

Organization Unit (OU):

TAC

Organization (O):

Cisco

Locality (L):

Bangalore

State (ST):

KA

Country Code (C):

IN

Email (E):

Include Device's Serial Number [ |

S5AEFPAT  RFBHAXRENEFEZABRMNMAPIRSA, Edisve

%

AR N TRSARARE | H/NEAKRNN20481L,




Add Cert Enrollment

MName*

‘ ssl_certificate |

Description

CA Information Certificate Parameters

Revocation

Key Type:

(@ RSA () ECDSA () EdDSA

Key Name:*

‘ rsakey |

IKey Size: I

‘_ 2048 v |

v Advanced Settings

:I lgnore IPsec Key Usage

N INRSAZ A

o | (IR

6.7£Cert EnrollmentT™ , MNISIZH THEE R EREER , RFETHAID,




Add New Certificate (7]

Add a new certificate to the device using cert enrollment object which is used to
generate CA and identify certificate.

Device*:
| FTD-A-7.4.1 v |

Cert Enrollment®:
ssl_certificate + |+

Cert Enrollment Details:

Mame: ssl_certificate
Enrollment Type: Manual (CA & ID)
Enrollment URL: MN/A

TN HNFTIE B

7.BEID, REEHRIUEMCSR,

Warning

This aperation will generae Cortificate
Signing Request do you want 1o

continue?
= [

4 CSR

8.2 HICSRHAMMRHEMCALE, CAMABMHERSE , iH K dBrowse Identity Certificate H Rt
Import$ A & 3HE$,




Import Identity Certificate (7]

Step 1
send Certificate Signing Request (CSR) to the Certificate Authority.

Certificate Signing Request (Copy the CSR below and send to the Certificate Authority):

BEGIN CERTIFICATE REQUEST-----
MIIEyTCCArECAQAWVTEMMACGA 1 UECWwWDVEFDMQ4wDAYDVQOKDAVDaXNjbzEbMBKG

ATUEAWWSY 2Vyd GF1dGguy 2122 8uY 29tMOQswCOQYDVOQIDAJLOTELMAKGATUEBRMC

SUAwggliMADGCSqGSIb3IDOEBAQUAALICDWAWIgIKACICAQDMNZr43 1mtYG+f1bLFE
WYSZd9wTa fgsB7TFIAWT +ndUuxLDws54R /e 9teX /6 5uSyY 8 /bxkKidsghigsrawO
JdogCVOjtAtel+95np 1 /myzFOZZ RWTeBdK/H1 plLEdR4AXEZINMSNA/GLYIMnPoOP

Step 2
Once certificate authority responds back with identity certificate file, import it to device.

|dentity Certificate File: | [ Browse Identity Certificate 1
N

S AIDiEH

N
E¥ . WRIDEBHAXBERE , ATAREEESR7. XLERMEHCSR , FAA

A LA AIDUEH,

AR INZEE/AECAILEH

1.EMBRB>IES , RFETHRM,

2.1%$%Device , AAE# T Cert Enrollment 89 05 (+).

3.IEARRBIF | auth-risaggar-caFl F ik & 12/ FiE$.




n Certificate

General Details Certification Path

| & g Certificate Information

This certificate is intended for the following purpose(s):

* All issuance policies
» All application policies

Issued to: auth-risaggar-ca

Issued by: auth-risaggar-ca

Valid from 04-03-2023 to 04-03-2033

Issuer Statement

auth-risaggar-ca

ARAGEREN , RBRERFHENCAGE THEMRE,




5.1 CA OnlyH S pem#& X &5 M ZEE/HNEBCAILEH,

6.1% # CAIEF E AR %l 1 #9Skip Check for CA flag , AR5 % Hisaves

Add Cert Enroliment Q
| Internal_CA |
Description

CA Information Certificate Parameters Key Revocation

Enrollment Type: Manual hd

CA Only

eck this option If you do not require an identity certificate to be
created from this CA

CA Certificate: | ----- BEGIN CERTIFICATE--- =

MIIG1jCCELEgAwWIBAgIQQAFu
+wogXPrrd¥Y9x1zq7eDANBgk
ghkiGOwOBAQsFADBK
MQswCQYDVQQGEwJVUZES
MBAGATUEChMJSWRIbIRydX
NOMScw.JQYDVQADEx5JZGV

u

VHJ1c30Qg029%tbWVyY2IhbCB
Sb290IENBIDEwHhcNMT kxM v

Validation Usage: IPsec Client SSL Client [ | SSL Server

AEER

7.7ECert EnrollmentT™ , MNISIZZH THEE R EREFTR , RAEETA,




Add New Certificate

@

Add a new certificate to the device using cert enroliment object which is used to

generate CA and identify certificate.
Device*:

FTD-A-7.4.1 v

Cert Enroliment*:

e —

Cert Enroliment Details:

Name: Internal_CA

Enroliment Type: Manual (CA Only)

Enroliment URL N/A

Cancel Add

AR EBCA
8. ZBINMMIERERA

e et 21
2R IS
ELEVPNA F 8y ith ikt

1. SMBN K> REE > 3k t> IPvaits,

2B A B A EBR N IPvAth ST




Edit IPv4 Pool Q

MName*

vpn_pool

Description

IPv4 Address Range*

Format: ipaddr-ipaddr e.g., 10.72.1.1-10.72.1.150

Mask*
| 255.255.255.0

Allow Overrides

OConﬁgu re device overrides in the address pool object to
avoid IP address conflicts in case of object is shared across
multiple devices

» Override (0)

Cancel Save

N HNIPv4 3t

LR R2E T IRRE

INERRBEURTRENMNMRERENMENEREE SRR,

2.8MEBEXN RSN REE> VPN >R EFF i XH>R T 28 w3,

BHARBW , AEMHEPER ZTE2E /IR X,



https://software.cisco.com/download/home/286330811/type

4 FF 342 A% R A Secure Client Image , ARG # HSave,

Edit Secure Client File (7]

Mame:*

I SecureClientWin-5.0.05040 ‘

File Name:*

‘ cisco-secure-client-win-5.0.05040-wek ‘ | Browse..

File Type:*

Secure Client Image v

Description:

Cancel Save

NI 2B R

Bl EEXMLE B XX %

INER BB UR TRARRZEE IR EXHRERR,

28 HEEXH , ABMNEFRIEPER THREPEFELE. SEBRFHFHEBPLEILES , 22
% P i ] BAARIE 17 i B PO 8 68 A OB /IMIE 5 SRR ERAE 5.

SN AT RETR

i TEHL T2 wmXRTWindowsZA it it EHIEFH 76 X LAVIERERK.


https://software.cisco.com/download/home/286330811/type

i. AP : £ EZ P wNXE FEAWindows A P B E# X P HTIEPER,

FfCertificate Store OverrideiZiE N True,

XAWEEREREZEEFWREAWindowsitEH ( ARG ) IEBFEFPRIERHTES WIES
BHRIE, RABRT , EPFREBZMGER TUMER REERENSSL, EMAIPSec/IKEV2EY
, REEFIREE XA RETE M

Fa Cisco Secure Client Profile Editor - VPN

File Help
VP | Preferences (Part 1)
"\.\
=4 Profile: C:\Users\dolljain\Dewnloads\client_profile.xml
+* Preferences [Fa
Backup Servers
Cer’uﬁiate Pinning B use start Before Logon B user Controllable
Certificate Matching
E Certficate Enrollment D Show Pre-Connect Message
3 Mobile Policy Client Certificate ...
macls  All .
B windows Certificate Store Override
[ ] Auto Connect On Start B user Controllable
B minimize On Connect B user Controllable
[ ] Local Lan Access B user Controllable
[ | Disable Captive Portal Detection B user Controllable
B ~uto Reconnect [ user controllable
Auto Reconnect Behavior (") user Controllable
ReconnectAfterResumse
[ ] Suspend AnyConnect during Connected Standby
B ~uto update [ user controllable
RSA Secure ID Integration D User Contrallable
Automatic
Windows Lagon Enforcement Windows VPN Establishment
SingleLocalLogon W AllowRemotellsers
Linux Logon Enforcement Linux VPN Establishment
SingleLocalLogon W LocalusersOnly
B cClear smartCard FIN [ user controllable
TP Frotocol Supported
IPv4, IPv6

ANINEET ( SB1889 )

3. ( Ti% ) BUB% F Disable Automatic Certificate Selection , N © 4 %18 RikE & 4 KT

o




Em Cisce Secure Client Profile Editor - VPN
File Help

& VPN | Preferences (Part 2)
o — Profile: C:\Users\dolljain\Downloads\client_profile xmil

& Certifeats Pinning [ isable Automatic Certificate Selection (] user Controllable

| 7 Certificate Matching Proxy Setti
= Certificate Enrollment ngs  Native o User Controllable

4 Mobile Policy
i Server List

Public Proxv Server Address:

Hote: Enter oublic Proxv Server address and Port here. Examole:10.86.125.33:8080

B Allow Local Proxy Connections

[_] Enable Optimal Gateway Selection (] user Controllable
Suspension Time Threshold (hours) 4
Performance Improvement Threshold (%) 70

(] Automatic VPN Policy '
Trusted Network Policy Disconnect
Untrusted Network Policy Connect

Bypass connect upon VPN session timeout

Trusted DNS Domains

Trusted DNS Servers
Mote: adding all DNS servers in use is recommended with Trusted Network Detection

Trusted Servers @ hitps://<server=[:<port>]

https:/f Add
Delete
Certificate Hash: Set

Disable interfaces without trusted server connectivity while in truste...

Abwrays On (More Information)
Allow VPN Disconnect

Allow acoess to the following hosts with VPN disconn...

Connect Failure Policy Closad
Allow Captive Portal Remediation

Remediation Timeouwt {min.) 5
Apply Last VPN Local Resource Rules '

[ ] captive Portal Remediation Browser Failover
8 Allow Manual Host Tnput

FPP Exclusion Disable w  [_]user Controllable
PPP Exclusion Server IP [ user Controllable
(] Enable Scripting ("] user Controllable
Terminate Script On Next Event Enable Post SBL On Connect Script
[ ] Retain VPN on Logoff
User Enforcement Same User Only

Authentication Timeout (seconds) 0




ANINEET ( 5B288 % )

4 B E RS ERHIR T R itgroup-aliasfgroup-url , BIEZAFHERZREEFIKVPNHREREXHH
it B 3 A H AR FEXMLES & 3 server List Entryo

Ea Cisco Secure Client Profile Editor - VPM
File Help

Lgﬂ Server List

Preferences (Part 1) . -

> Preferences (Part 2) Profile: C:\Users\dolljain\Dewnloads\client_profile.xmi
Backup Servers
Certificate Finning
Certificate Matching
Certificate Enrollment |EEL-‘.-'F'H https://certaut... ssi-cert — Inherited -

Hostname Host Address User Group Backup Serve... SCEP Mobile Settings  Certificate Fins

Hote: it is highly recommended that at |east one server be defined in a profile. Add... Delate

Details

Server List Entry x
Server Load Balancing Servers SCEP Mobile Certificate Pinning
Frimary Server Connection Information
Display Name (required) [ SSL-vPN| | Primary Frotocol  S5L v
FQDN or IP Address User Group ASA gateway
I https://certauth.cisco.com J |ssh-cert I Auth Method During IKE Negotiation  EAP-AnyConnect
Group URL IKE Identity (105 gateway only)
Backup Servers
Host Address Add
Move Up
Move Down
Delete
oK Cancel

AN INBRSS B B3R

5. XMLECE X EJ#=ERA,




ding="UTF-8~F>

jon Usercontrollables"trus">truec/UseStarchefor »
ion roll " falae"rtrua</Rutomatictertdelections

—

aptivePortalbetections

rue
s« false”-ReconnectAd tesResume < Autol

sd3tandby>

ration>

<Hosthddresss] H /Hosthddresss
<UserGroup>asl=carte/UserGroups
</HostEncey>

XML & 34+

bt [echenas anlecan siglenseding/” w=lns:ixsi="hitp: /v Wl org /200000 Schena-instanca” x5l

ten="http //echenks anlecap org/enceding/ AnyConnectProfile . xsd >

EMEEREHXMLEEXHNVE !

* Linux - /opt/cisco/anyconnect/profile
* MacOS - /opt/cisco/anyconnect/profile

« Windows - C:\ProgramData\Cisco\CiscoZ £ & F° iiz\VPN\E B 3 #

6. FMEXN K> REE> VPN >R EF P IR XA4>R KR £ 5wl E X o

TRAXHNEN , AR ETBrowse UERXMLE B X . BE, sae




Edit Secure Client File (7]

Name:*
" Anyconnect_Profile-5-0-05040

File Name:*

" ACProfile5-0-05040 xml

File Type:*
Secure Client VPN Profile -

Description:

Cancel Save

ANz 2% P inVPNELE X4

ZEFR I B VPNEL &

1. BIZACLLL A 17 7] NS R

2EMEXNR>NREE>RFIR>IRAE | R ETMNIRETRRSIR.




Edit Standard Access List Object Q

Mame
Split_ACL

+ Entries (1)

Add

Sequence No Action Metwork

[ ] Allow Overrides

A DNFRIEACL

S
A REEPREALACLENBABRRME LB,

3. &M ENRE> VPN >ZRR TR , REETHM.

A ABRBXHNEN , AREERFTDREARE T —F,




Remote Access VPN Policy Wizard

o Policy Assignment 2 | Connection Profile 3 | Secure Client 4 | Access & Certificate 5 | Summary

Targeted Devices and Protocols
Before You Start

This wizard will guide you through the required minimal steps to configure the Remote

Before start, ensure the following configuration
Access VPN policy with a new user-defined connection profile. youl s fig

elements to be in place to complete Remote Access

Mame:* VPN Policy.
I RAVPN I Authentication Server
Description; Configure LOCAL or Realm or RADIUS Server Group
or 550 to authenticate VPN clients.
Secure Client Package
VPN Protocols:

Make sure you have Secure Client package for VPN
Client downloaded or you have the relevant Cisco
=t credentials to download it during the wizard.
IPsec-IKEV2
Device Interface
Targeted Devices:
Interfaces shoukd be already configured on targeted
Auailable Devices Selected Devices devices 30 that they can be used as a security zone
or intérface group 10 enable VPN access.
Q Search FTD-A-7.4.1

FTD-A-7.4.1

FTD-B-7.4.0

FTD-ZTHA-7.4.1

ANINEC B X B R

5.5 A Connection Profile Name , 3 7EAuthentication , Authorization , and Accounting(AAA) T 1%
£ Authentication Method as Client Certificate Only,

Connection Profile:

Connection Profiles specify the tunnel group policies for a VPN connection. These policies pertain to creating the
tunnel itself, how AAA is accomplished and how addresses are assigned. They also include user attributes, which
are defined in group policies.

Connection Profile Name:* | RAVPN-CertAuth

@) This name is configured as a connection alias, it can be used to connect to the VPN gateway

Authentication, Authorization & Accounting (AAA):

Specify the method of authentication (AAA, certificates or both), and the AAA servers that will be used for VPN
connections.

Authentication Method: § Client Certificate Only v

Username From  — ap specific field (@) Use entire DN (Distinguished Name) as username
Certificate:

Primary Field:
Secondary Field
Authorization Server: ‘ - ‘ -
(Realm or RADIUS)
Accounting Server: ‘ - ‘ -

(RADIUS)



®EHHRIES

6.5 FiClient Address Assignment FEJUse IP Address Pools , REEZE 2 BTG H IPv4 ittt i,

Client Address Assignment:

Client IP address can be assigned from AAA server, DHCP server and IP address pools. When multiple options are
selected, IP address assignment is tried in the order of AAA server, DHCP server and IP address pool.

Use AAA Server (Realm or RADIUS only) @
] Use DHCP Servers
Use IP Address Pools

IPv4 Address Pools:l vpn_pool | s
IPv6 Address Pools: | | e
IERZE P i i ik 5 B
7 YREEH R ER,
Group Policy:

A group policy is a collection of user-oriented session attributes which are assigned to client when a VPN
connection is established. Select or create a Group Policy object.

Group Policy:* | DfltGrpPolicy v |+

I Edit Group Policy I

IRIB R

8.5 E|General > Split Tunneling , i%# T E{EE K Tunnel networks , A Split Tunnel
Network List Type T 1% ##Standard Access List,

9. 2 B 8 HIACL,




Edit Group Policy Q

Mame:*
DfitGrpPolicy

Description:

Secure Client Advanced

VPN Protocols IPv4 Split Tunneling:
IP Address Pools | Tunnel networks specified below v |
Banner IPv6 Split Tunneling:
DNS/WINS | Allow all traffic over tunnel v |

Split Tunneling Split Tunnel Network List Type:
(@) Standard Access List

() Extended Access List
Standard Access List:
| Split_ACL v |+

DNS Request Split Tunneling
DNS Requests:

| Send DNS requests as per splittv |

Domain List:

NI 53 BEE

10.$MEREEFR>-BEXH  ARFEFREEXH  RAEEHERT.




Edit Group Policy Q

MName:*
DfitGrpPolicy

Description:

General Secure Client Advanced

m Secure Client profiles contains settings for the VPN client

Management Profile = functionality and optional features. The Firewall Threat

Defense deploys the profiles during Secure Client

SSL Settings
Client Profile:

| Anyconnect_Profile-5-0-05040 v | +

Connection Settings

Custom Attributes

Standalone profile editor can be used to create a new or
modify existing Secure Client profile. You can download the
profile editor from Cisco Software Download Center.

AR ST ImEC B X 4

1.8 ENnext , REIEFESecure Client Image , AF & Fnexto

Secure Client Image

The VPN gateway can automatically download the latest Secure Client package to the client device when the VPN
connection is initiated. Minimize connection setup time by choosing the appropriate OS for the selected package.

Download Secure Client packages from Cisco Software Download Center.

Show Re-order buttons -

|_| Secure Client File Object Name Secure Client Package Name Operating System

I AnyconnectWin-5.0.05040 cisco-secure-client-win-5.0.05040-webde_.. Windows v | I

ANINR 2B R AR




12.3%#Network Interface for VPN Access , 1£3EDevice Certificates , 3% fisysopt permit-vpn , R/ £ &

Nexto

Network Interface for Incoming VPN Access

Select or create an Interface Group or a Security Zone that contains the network interfaces users
will access for VPN connections.

Enable DTLS on member interfaces

A All the devices must have interfaces as part of the Interface Group/Security Zone selected.

Device Certificates

Device certificate (also called Identity certificate) identifies the VPN gateway to the remote access
clients. Select a certificate which is used to authenticate the VPN gateway.

Certificate Enroliment:* ss|_certificate v+

Enroll the selected certificate object on the target devices
Access Control for VPN Traffic

All decrypted traffic in the VPN tunnel is subjected to the Access Control Policy by default. Select
this option to bypass decrypted traffic from the Access Control Policy.

Bypass Access Control policy for decrypted traffic (sysopt permit-vpn)
This option bypasses the Access Control Policy inspection, but VPN filter ACL and
authorization ACL downloaded from AAA server are still applied to VPN traffic.

VPN E A 07 R 42 %)

13.REFMBEE , RAEEEFinish.




Remote Access VPN Policy Configuration

Firewall Management Center will configure an RA VPN Policy with the following settings

Name: RAVPN
Device Targets: FTD-B-7.4.0
Connection Profile: RAVPMN-CertAuth
Connection Alias: RAVPMN-CertAuth
AAA
Authentication Method: Client Certificate Only

Username From Certificate: -

Authorization Server: -

Accounting Server: -
Address Assignment:

Address from AAA: -

DHCP Servers: -

Address Pools (IPv4): vpn_pool
Address Pools (IPv6): -
Group Policy: DitGrpPolicy
Secure Client Images: AnyconnectWin-5.0.05040
Interface Objects: outside-zone
Device Certificates: ssl_certificate

Device Identity Certificate Enrollment

Certificate enrollment object 'ssl_certificate’ is not installed on one or more targeted
devices. Certificate installation will be initiated on the targeted devices on finishing the
wizard. Go to the Cerfificates page to check the status of the installation.

TR iFRIVPNE R &

14. TR RVPNIHBIRER |, RECUENERREEXH , AESMEIBIE,

15. 8 NS ER(+)EEAR B




Edit Alias Name

Alias Name:

ssl-cert

wEAR A

16. 2 H NS BFRgoup-uwl(+)ELE. FRAZAEE,HEEX4PEENHERAURL,




Edit URL Alias

URL Alias:
| certauth

Enabled

REELHURL

FSE17. S EAccess Interfaces, ESSLIRE T iE#ZInterface TrustpointfSSL Global Identity
Certificate,




RAVPN

Ener Descripton

Connection Profie Access Interfaces Advanced

Iititaces ol the Lipeted Sevcs Which elong 10 Belw apated inletsss Goups Wil SUpport mediming Remots Ateess VPN connedctions

Hama

Logal fealm: cisc

o Dynamic Access Policy: None

outsida-200e -] -] -] W
Access Settings
Al Users 1o select connection prafile while lagging in
SSL Settings:
Web Access Port Number * 443
DTLS Port Number.* 443
SSL Giobal keentity Centibcate
YmIETEAE O
18. 8 HSave H EFB E K,
~>
AN
ERARSS AIHERERSIE o

1. Z2BFRPCHMERAFPCLZREEEREH,. TEMERRRAEAEKVNIES, WIEPH
MFARIEPLTREFTDLNCANER , WHIFIR. T —NROIF , H4HAFIUE+ Hauth-

risaggar-cai & o

#  Cestificate

E‘ Detads  Certificaton Path

f Certificate Information

This certificate is intended for the following purpose(s):
= Ercres the identity of a remote computer
#Brotects e-mad messages
= Al dsts on disk to be anarynted
= Proves your identity i & remote computer

I Tssued ta:  deljain. doon, com I

Tesued by: suth-risaggar<a

| valid from 13-06-2024 to 13-06-202¢ |
T ou have o private key that comesponds to this certificate,

Temuer Statement

o

ERER

| Cedificate

Gereral Eeuﬁunonpath

Show: | <all> -

|2 Pubibe by REA {2048 Bits)

_ |Publc key parameters 0500
[ JErtanced key Usage Server Authentication (1.3.6....
L] Appiication Pobces [1]Apphcaton Certificate Pobc...
i} subgect Key Identifer 1500057149 4001250516,
B ity Ky Trarfiar K TP f P S o Sy PR G

TN = dalljaen, 2o, 2om

0 = Cisco Systems Inc.
= San Jose

[ = California

=S

Ecit Properties... Copy to Fie...

& Certificate x
ﬁu’\ﬂ'ﬂlmm
Show: <Al
Feid Value -
1] CRL Distribution Ponts [1)CRL Distribusion Point: Distrl

e 10
s e Utage Dl Sggrature, Kery Encipher
| Thumbprat TGS TOLBOT 18T IS 16,
| Friznally name dobyert -
Sarver Authertication (1.3.6.1.5.5.7.3.1)
(Clent Authentication (1.3.6.1.5.5.7.3.2)

it Propertes... Copy o Fle.

%



AR BERRILEBSAEREF RS HRIEEKU,

5 Cisco Secure Client

atfrat]ne
clsco

Secure Client

Status Overview Virtual Private Network (VPN)

wired

Connected (10.106.63.12)

Preferences Statistics Route Detals Frewall Mestage History
AnyConnect VPN
27-02-2024

01:55:11 Contacting S5L-VPN.
Network 01:59:16 Establishing VPN session.
01:59:19 The Csco Secure Chent = lhnmbader is performing update chedhs....
01:59:19  Checking for profie updates. .
ISE Posture 01:59:19 Checking for product updates...
01:59:19 Checking for customization updates...

ISE Posture:
Mo policy server detected.
Defauk network access is in effect.

01:55:19 Performing any required updates...

Umbrella 01:59:19  The Cisco Secure Chent - Downloader update checks hawe been completed.
01:59:19 Establiching VPN - Initiating connection...

01:59:19 Estabishing VPN session...

01:59:19 Establshing VPN - Examining system...

01:59:19 Estabishing VPN - Acthvating VPN adapter...

01:59:20 Establshing VPN - Configuring system...

01:55:20 Establishing VPN...

01:59:20 Connected to SSL-VPINL

& ©

D] Vg ol P

3.1Z21Tshow vpn-sessiondb anyconnectin & , HAIAERANWFEEA T E AR NEZFHAER.

firepower# show vpn-sessiondb anyconnect

Session Type: AnyConnect

Username
Assigned IP
Protocol
License
Encryption
Hashing
Bytes Tx

Group Policy :

Login Time
Duration
Inactivity
VLAN Mapping

Audt Sess ID :
Security Grp :

: dolljain.cisco.com Index : 8

: 10.20.20.1 Public IP 1 72.163.X.X

: AnyConnect-Parent SSL-Tunnel

: AnyConnect Premium

: AnyConnect-Parent: (1)none SSL-Tunnel: (1)AES-GCM-128
: AnyConnect-Parent: (1)none SSL-Tunnel: (1)SHA256

1 14402 Bytes Rx : 9652
Df1tGrpPolicy Tunnel Group : RAVPN-CertAuth

: 08:32:22 UTC Mon Mar 18 2024

: 0h:03m:59s

: 0h:00m:00s

: N/A VLAN : none

0ac5de050000800065f7fcl6
none Tunnel Zone : 0




HUEHEER

REo RENEETATHEERTHRED R,
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debug crypto ca 14
debug webvpn anyconnect 255
debug crypto ike-common 255

2.1752 M CiscoR £ 5 /7 i VPNE I [ iR FE 5E B 15 r BURER HL b &5 Bf



https://www.cisco.com/c/zh_cn/support/docs/security/asa-5500-x-series-firewalls/212972-anyconnect-vpn-client-troubleshooting-gu.html
https://www.cisco.com/c/zh_cn/support/docs/security/asa-5500-x-series-firewalls/212972-anyconnect-vpn-client-troubleshooting-gu.html
https://www.cisco.com/c/zh_cn/support/docs/security/asa-5500-x-series-firewalls/212972-anyconnect-vpn-client-troubleshooting-gu.html
https://www.cisco.com/c/zh_cn/support/docs/security/asa-5500-x-series-firewalls/212972-anyconnect-vpn-client-troubleshooting-gu.html
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