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10.40. 100902
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ZE2HRIMEL LB N IBLERE — ETPBRIZIZAR(BGP)HVPN
EReHEPEEREREA

1.2 RELFREHFHERZ LI
2.5 EIConnect > Network Connections > Network Tunnel Groups , /5 % H+AddELE M & B&E
4,

| Jaikishan Yadav

wafusndis
tsco Secure Access

- [Network Connections |

Manage the connections that allow user traffic to reach private resources on your network, For information about these options, see Help

o
Connector Groups Network Tunnel Groups Meraki Sites FTDs
Hom

Network Tunnel Groups o il

o
Experience
Insights 0 0 0
Discanmected Warning Jb Conmbeted &
&
Connect

Network Tunnel Groups

= A network tunnel group provides a framework for establishing tunnel redundancy and high
availibility. Connect tunnels 1o the hubs within a netwark tunnel group to securely control
USer 3CCESS 1o the Internat and private resources. Halp ©f

Z215R — MERREA

SEEMBZMBEL — FMRE


https://login.sse.cisco.com/

- REREAEH, KONRELD
C BEH T

+ Network Tunnel Groups
Add a Network Tunnel Group

Add a network tunnel group to Secure Access and enable secure network connections to
the internet and private resources. Select one of your erganization's available network
devices to establish this network tunnel group connection. Help ©7

@ General Settings

2 Tunnel ID and Passphrase
3 Routing

4 Data for Tunnel Setup

I General Settings

Give your network tunnel group a good meaningful name, choose a region through which it will connect to Secure Access, and choose the
device type this tunnel group will use.

Tunnel Group Name

[ Fro-Bor

Reglon

[ US (Pacific Northwest) =~ J
Device Type

[ FTD = ]

{ Cancel m

Z2HR — MERBEAEARE

4 BERREIDFMAS,

- REREDNAT

C BEH T

& Network Tunnel Groups
Add a Network Tunnel Group

o

Add a network tunnel group to Secure Access and enable secure network connections 1o

the internet and private resources, Select ane of your
devices to establish this network tunnel group connection. Hel

ZE

@ General Settings
@ Tunnel ID and Passphrase
3 Routing

4  Data for Tunnel Setup

i ik
q 'S

Tunnel ID and Passphrase
Configure the tunnel ID and passphrase that devices will use to connect to this tunnel group.

Tunnel Il Format

@ Email 1P Address

Tunnel 1D

[mugpvpn ] (@< org><hub>.sse.cisco.com

Passphrase

[ BaiARARBANARBRGAASREERRAE Show J

The passphrase must be between 16 and 64 characters long. It must include at least one upper case letter, one lower case lattar, one number, and cannot include
any special characters,

Confirm Passphrase

[[ B T T T Show ]l

) 2

e — MERBEAIDMOS



5.0 EMH

- BRERBASHRS
RiEfrfF

@ Tunnel ID and Passphrase
Internet Protocel Version Setting for Routing

() Routing l () Enable IPv6 Routing in addition to IPv4
IPv4 is enabled by default.

4 Data for Tunnel Setup Routing option

Static routing

Use this option to manually add IP address ranges for this tunnel group.
(@) Dynamic routing

Wse this option when you have a BGP peer for your on - premise router.

Device AS Number

Advanced Settings .

[") Multinop BGP
Select this oplion to enable the ability for BGP peers to establish a connection
{hep) when not directly connected.

[~} owerride BGP route summarizati
By default, advertised routas are summarized using the configured summary
subnets in the Route Summarization page. Select this option to override route
summarization.

[7) Block default route advertisement
Selact to block the advertisement of the default route.

< Canecel

Ze1iR — MERRIEARH

6. R FMERREAEE

+ Network Tunnel Groups

Add a Network Tunnel Group

Add a network tunnel group to Secure Access and enable secure network connections to
the internet and private resources. Select one of your organization®s available network
devices to establish this network tunnel group connection. Help

Data for Tunnel Setup

@ General Settings
Review and save the following information for use when setting up your network tunnel devices. This is the only time that your passphrase is

displayed.

@ Tunnel ID and Passphrase
Primary Tunnel ID: fidbgpvpn@

Routi
@ i Primary Data Center IP Address: 44228138150 O 26035004:93:20e:10 O
5 fu

@ Data for Tunnel Setup Secondary Tunnel ID: dbapvpni@
Secondary Data Center IP Address: 52.35.201.56 [ 2603:5004:13:20c:1100 0
Passphrase:

Dewnload CSV
< £



Z&ipk — MEREER

£ EBEPBRINZ 2B XL RMBH(FTD) LB EE T oA EMIPsec VPN

1. 2% K ImEEF O (FMC)

2 B ERELREZAVTI

- SMERE > RBEE

bl Firewall Management Center

CISCO  Devices / Device Management

— Devices = X
Monitor
I Device Management I + Upgrade
Insights & Reports >
Template Management Threat Defense Upgrade
2% Events & Logs >
Platform Settings Chassis Upgrade
Manage FlexConfig
!} Policies > Certificates
— Objects

— Show less
| mm Devices I

R NEEE — 2EER

s RHERBZDWHERS , AR5 E InterfaceZf 2
« B HAdd interfaces #i%&$## Virtual Tunnel Interface


https://docs.manage.security.cisco.com/cdfmc/t_create_vti_tunnel.html

Doploy ) 3 admin

Monitor
- Device Inline Sets Routing CHCP VTEP
£F  Insights & Reports »
Y e 5 Interfaces | Virtusl Tunnets | © search by name | [ Sync Inh:rl'ilc'e ]l Add Interfaces ~ I
Sub Inertace
Hanage Interface Logical Mame  Type Security Zones  MAGC Address (Active/Stand... 1P Addross Path Manit.. Virty Redundant interface
1 Pelicios > Group Intertace
managemant Physical Cisabled
%5 Objects
[@ GigabitEthemetn/o cistside Physical  ocutside 192168112/ 24(5tatie) Cisablad @abal | oonack interface
‘an Devices s
(@ cigavitethemeton inside Physical  inside 10.10.10.1/24 Static); Disatled Giopa| YMIInterface

&' Securs Connections

[@ GigabitEthemetn/2
& Integrations »

@ Giga

ERhEmetl) 3

LZEPHAEEE —FTD VTIERE

- BEEVTI



Add Virtual Tunnel Interface ®@

General Path Monitoring

Tunnel Type

@ Static O Dynamic

[ VTI-1 ]

Enabled

Description:

" Virtual Tunnel interface for

Security Zone:

wii v

Priority:

0 (0 - 65535)

Propagate Security Group Tag:

Virtual Tunnel interface Details
An interface named Tunnel<I/D> is configured. Tunnel Source is a physical interface where VPN tunnel terminates for
the VT

Tunnel |D:*

[ 1 ] (0 - 10413)




Virtual Tunnel Interface Details
An interface named Tunnel<ID> is configured. Tunnel Source is a physical interface where VPN tunnel terminates for
the VTI.

Tunnel |D:*

[ 1 ] (0 -10413)

Tunnel Source:*

[ GigabitEthernet0/0 (outside) v ] [ 182.168.1.12 v ]

IPsec Tunnel Details
IPsec Tunnel mode is decided by VPN traffic IP type. Configure IPv4 and IPvE addresses accordingly.

IPsec Tunnel Mode:*

@® ipva () pve

IP Address:*
(® Configure IP [ 169.254.21/30 ] i |
O Borrow IP (IP unnumbered) = Select Interface w -~

Cancel m

ZEPHNIEEE —FTD VTIEE
- BEVTI-2U KR EEZLHRMEEBIIPsec VPN

FTD |

Cisco Secure Firewall Threat Defense for ViMware

Device Interfaces Inline Sets  Routing DHCFP VTEP

Interfaces | Virtual Tunnels Q1 Search by name ] [ Sync Interface ] [ Add Interfaces ~ ]
Interface Logical Mame Type Security Zones  MAC Address (Active/Stand... IP Address Path Monit...  Virtual Router
@ managementofo managemant Physical Disabled Global Q<
E GigabitEthernetd/0 outside Physical outside 182.168.1.12/24(Static); Disabled Global &
(& Tunnel VTI- VTl wii 169.254.2.1/30(Static); Disabled Global & 0
(@ Tunnel2 VTI-2 VTl vt 169.254.2.5/30(Static); Disabled Global & 0

GigabitEthernet0/1 inside Physical  inside 10.10.10./24(Static); Disabled Global &



ZEPHAEERE —FTD VTIEE

3.8finFISecure Connections > Site-to-Site VPN & SD-WAN , A5 % AJdLAE EVPN

Center O Search ? Q0D G admin
ite VPN & SD-WAN = oD e
= Last Updated: 10:16 AM HAT Exemptions
® J[ Refresh ]
Maniter
IS.Io-‘O-SiIl‘r VPN & SD-WAN o I
T Insights & Reports >
Remote Access VPN
& Events & Logs »
Dynarmic Access Policy
Manage
1 Policies »
9" objects
wm Dovices 3
" Ho VPN topologies ane configured. Create a VPN Topology.
& Secure Connections
& Integrations H

LZEMPHAEEE — FTD VPNE &

- BIEVPN#HF

Create VPN Topology @

Topology Name *

[ SecureAccess-VPN-Primary ]

VPN Type

New P ~
@ Route-Based VPN O Policy-Based VPN

O SD-WAN Topology
simplifies and automate

25 the

A SASE Topelogy cannot
be selected because

Cisco Umbrella

Select VPN Topology -
Select VPN Topology Select VPN Topology Connection is not

@ configured.
@ O @ Hub and Spoke Prerequisites
@ @ ® L e
Peer to Peer

Prerequisites C' Refresh

ZEPHAEEE — FTD VPNELE

« MConfigure Network Tunnel Group on Secure Accessk 5865 3R BY £ Z H 4 Bh B E H /O B BR
EIDMIPH#t,



« K ifEndpoints

« ENRAT , RERZHREENFTDIRZ

« KRiVirtual Tunnel Interface}#1&F E — S HaIENE —NVTIHED

« R iiSend Local Identity to Peersit I F#iE£ZEmail ID , % A EBE&EID ( MConfigure Network
Tunnel Group on Secure Access T BY“Save Network Tunnel Group Configuration” )

« 7ENode BT , K ifiDevice}# £$FExtranet

- mifiDevice NameH W HIEEB M

« RiEEndpoint IP Addresses ( KimIPibit ) , RER AR ST RIEFMEEBIPbiE , LUES 5 R
(£ Configure Network Tunnel Group on Secure Access T “Save Network Tunnel Group
Configuration” ( IRIFMERFELHEE ) )

« = FAdd Backup VTI

« KR iVirtual Tunnel Interface}#1%&F L — S oI E —NVTIHED

- R iiSend Local Identity to Peersi& il HiE£FEmail ID , ¥ AHBIFZEID ( MConfigure
Network Tunnel Group on Secure Access T #J“Save Network Tunnel Group Configuration”

)
« RiFSave

Edit VPN Topology ®

Topology Name:*

| SecureAccess-VPN-Primary |

Network Topology:

Point to Point

IKE Version:* [ ] IKEv1 IKEv2

Endpoints IKE IPsec Advanced
Node A Node B

Device:* Device:*

| FTD v | ‘ Extranet v ‘
Virtual Tunnel Interface:* Device Name*:

| VTI-1 (IP: 169.254.2.1) v 1 | | Secure Access ‘
Tunnel Source: outside (IP: 192.768.1.12)Edit VTI Endpoint IP Address*: :
(J Tunnel Source IP is Private \ 44.228138150,52.35.201.56 |

Send Local Identity to Peers

Local Identity Configuration:*

[ Email ID v J

| ftdbgpvpn(

oo (3



R2FTD - VPNA R EL &

Edit VPN Topology

Topology Name:*

[ SecureAccess-VPN-Primary ]

Network Topology:

| Point to Point

IKE Version:* [ IKEv1 IKEv2

Endpoints IKE IPsec Advanced

Backup VTI: Remove

Virtual Tunnel Interface:*

[vrl-z (IP: 169.254.2.5) - ] e

Tunnel Source: outside (IP: 192.168.1.12)Edit VTI
D Tunnel Source IP is Private

Send Local Identity to Peers

Local Identity Configuration:*

[ Email ID v ]

[ tdbgpvpn@ 22-
Additional 0

Configuration

Route traffic to the VTI : Routing Policy
Permit VPN traffic : AC Palicv

R£FTD - VPNA R EL &

. BEZXENIPsecSHEBIKEV2iZE
« %&$FPolicies as Umbrella-AES-GCM-256
. %&#FAuthentication TypefE ;I Pre-Shared Manual Key


https://securitydocs.cisco.com/docs/csa/olh/120435.dita

Edit VPN Topology

Topology Name:*

[ SecureAccess-VPN-Primary ]

Network Topology:

| Point to Point

IKE Version:* [ IKEv1 IKEv2

Endpoints IKE IPsec Advanced

IKEv2 Settings

N
Policies™® | mbrella-AES-GCM-256 &

Authentication Type: [ Pre-shared Manual Key v ]

Confirm Key:* [

C] Enforce hex-based pre-shared key only

Z4£FTD - VPN IKE& &

- Bli&IPseci® &
« %ERIKEV2 IPsec ProposalsfE N Umbrella-AES-GCM-256
- BRAPFSENEFRERAER20



Edit VPN Topology

Topology Name:*

[ SecureAccess-VPN-Primary ]

Network Topology:

| Point to Point

IKE Version:* [ IKEV1 IKEv2

Endpoints IKE IPsec Advanced

Transform Sets: IKEv1IPsec Proposals 4 IKEv2 IPsec Proposals* /4

tunnel_aes256_sha Umbrella-AES-GCM-...

D Enable Security Association (SA) Strength Enforcement

Enable Perfect Forward Secrecy

Modulus Group: [ 20 v ]

Z2FTD - VPN IPseci& &

- BRIRE
« RERE



Edit VPN Topology ®

Topology Name:*

[ SecureAccess-VPN-Primary ]

Network Topology:

Point to Point

IKE Version:* C] IKEvl g4 IKEv2

Endpoints IKE IPsec Advanced
IPsec IKE Keepalive: [ Enable ¥ ]
Tunnel
Threshold: Seconds (Range 1
Retry Interval: Seconds (Range2-1
Identity Sent to Peers: [ autoOrDN v ]
Peer Identity Validation: [ Do not check v ]

Z2FTD - VPNSLRIRE

ETFTDXRREHIEEH

EESEKAT  BECSREBNIPHUHITEH, EETERNEARSEPESRERENKBR
W3, ETREEREEHEPBR)Y BN T EAMIUREANG  LEREB EFbiRHEH.

PBRAWEZREIPRELER. EEAENBEREBEERE , HINSTHER LNLEERRE. &
APBR , &I LARYE BARME LN RMG ( AlaFiw O, BArieit, BARmO, i, NASXLE
NRIAS ) ENEE. AXFAER  FSHETHEMAVEE

1.BEiHR &

s SMBEINR > FRIEK> TR
« B Add Extended Access List


https://www.cisco.com/c/zh_cn/td/docs/security/secure-firewall/management-center/device-config/720/management-center-device-config-72/routing-policy-based.html

abln  Firewall Management Center

€I5C0  Objects

Extended

ALK Sarvar

Monitor w  Access List

P Q@ @ sdmin

Add Extended Access List | (SRR

Value Override

. Extended
Insights & Reports >
Service Access
2 Events&logs » Standard Mame
¥ Address Pools
e Application Filters
1 Policies » A3 Path
BFD Template
Cipher Suite List
%n Devices > > Commanity List

ZE£FTD — ¥ BIFRFIE

- RHFRISIKRENR
- ENBRE
. Al — ENHRERNEETIPsechsE
- BHIE — REFLKIKREIPsechREHRE
- FREFEFIISTEMAN (MNERT )
« RirAdd
- RHERE

Add Extended Access List Entry

Action:

l Allow v ]
Logging:

[ Default w ]
Log Level:

Log Interval:

Sec.

MNetwork Port @ Application D Users @ Security Group Tag

Available Networks - + Source Networks (1)

Destination Networks (0)

Q. 10100, ® ] ©bj10.1030.0

0bj10.1030.0

Add to Destination

Z2FTD — ¥ B 5IR

’any

Cancel m



New Extended Access List Object @

PER J

L

Entries (1)

Sequence Action Source Source Port Destination Destination Port Application Users SGT

1 B alow  0bj101010.0 Any Any &0

Displaying 1-10f Trows ¢ Paget i |Qf'| b1[ s,

:3 Allow Overrides

Cancel m

Z2FTD — ¥ R %IE

2. BEETRIEHERH

- SHFNRE > REEE > FTD > B

alwli.  Firewall Management Center Gl Gaarch

€1sco v Secure Flrowall Routing

FTD [ cance |
Ciseo Secure Firewall Threat Defense for Vidware

Mt

Device  Interfaces  Inline Sets DHCP  VTEP

Virtual Router Properties

! insights & Reports

P
Events & Logs ¥ .
Manage Virtual Routers 58 a8 Th basic datalls of this virtual router
Glabal —
— | VRF Mame:
3 oo " Virtual Router Properties
Description
ECMP
%5 Objects
BFD
’ - Ty
OSPFV3 L RACT
Secure Connections >
* EIGRP Available Interfaces Selected interisces
%  mtogrations > 2
Policy Based Routing
~ BGP
B, Troubleshooting » Ped
IPVG

= Addeninlatratian

ZEFTD — ETXRBHNKH

KRiFAdd
- 1%&$FIngress Interface - Ingress interfacefE N EAVE LA 5T P E LK FH



Add Policy Based Route

A policy based route consists of ingress interface list and a set of match criteria associated to egress interfaces

Ingress Interface *

[ inside v]

Match Criteria and Egress Interface m

Specify forward action for chosen match criteria.

There are no forward-actions defined yet. Start by defining the first one.

Cancel

ZE£FTD — ETXRBHNKH

- EMEEZHMEOEO
« RiffAdd
« %&$#Match ACL
« i%£1#Send to as IP address
o AT —kIPH#bst, - VTHZEOIPHE N, 169.254.2.130F, 169.254.2.5/30, HIt
, VTI-1FVTI-289 T — BEIP#b1EfS 2 169.254.2.2F, 169.254.2.6
- Bi#fSave



Add Forwarding Actions ®

Match ACL: * {PBR v J +
Send To: * [IP Address v ]
IPv4 Addresses: [ 169.254.2.2169.254.2.6 J
IPv6 Addresses: [ For example, 2007:db8::, 2002:db8::12 ]
Don't Fragment: [None ~ J

D Default Interface

IPv4 settings IPv6 settings
Recursive: { For example, 192.168.0.1 ]
Default: [ For example, 192.168.0.1, 10.10.10.1 J

[ peer Addrass

Z2FTD — E T RIEHEXH

Cisco Secure Firewall Threat Defense for VMware

Device Interfaces Inline Sets Routing DHCP VTEP

Policy Based Routing
Manage Virtual Routers Specify ingress interfaces, match criteria and egress interfaces to route traffic accordingly. Traffic can be routed across Egress interfaces accordingly

IG[DDBI b Configure Interface Priority m

Virtual Router Properties Ingress Interfaces Match criteria and forward action

feme neide Ftraffic matches the Accass List Send through & o
BFD PBR 169.254.2.2

OSPF 169.254.2.6

O5PFv3

EIGRP

RIP

Policy Based Routing

~  BGP

ZEFTD — ET RN A

EFTDLEEBGP

1.3 HBGP



« &fnZlDevices > Device Management > FTD > Routing > General Settings > BGP
- BEFABGPHAMASH S ( FTDAR#ASEHES )
- RERE

ment Center

Q. search Daploy

N Dovice  Interfaces  InlineSots  Routing  DHCP  VTER
Insights & Reporis o=k

Enable BGP
& Evonts &Logs

Manage Virtual Routers AS Number®
Global [ 83010 J

Manage

1)  Policies » Virtual Router Propertias Override BGP general sellings router-id address:

ECMP

%5  Objects )
BFD

fam Devices » OSRF IF Agdress®
OSPFv3

Sacure C i »

& ecure Connections P
FiIP General # Neighbor Timers

EY Integrations i

Z4£FTD - BGP&H

- $MEBGP > IPv4

2 R INBGP Neighbor — %4 1 [FIBGPH %455 169.254.0.58, 169.254.0.9



Add Neighbor ®

IP Address* Enabled address
[ 169.254.0.9) ] () As override
Ramota ASH () Shutdown administratively

[ 64512 ]

(1-4294967295 or 1.0-65535.65535)

BFD Fallover Description

(1o S )

Update Source:
( ]

Filtering Routes Routes Timers Advanced Migration

() Enable Authentication
Enable Encryption
0 ~

Password
Confirm Password

D Send Community attribute to this neighbor
[:] Use itself as next hop for this neighbor
() Disable Connection Verification

O Allow connections with neighbor that is not directly connected

@ Limited number of TTL hops to neighbor
TTL Hops

[ 254 ]

(1-254)

() use TCP path MTU discovery

TCP Transport Mode

Cancel n

£Z4FTD - BGPH



FTD

Cisco Secure Firewall Threat Defense for Vidware

Device  Interfaces  Inline Sets

Routing  DHCP

VTEP

Enable 1Pva: @ AS Number 85010

Manage Virtual Routers

l Global bl

Virtual Router Properties

ECMP

BFD Address

Neighbor

Add Aggregate Address Filtering Networks

Remote AS Number

You have unsaved changes m m

Redistribution Route Injection

Remote Private AS Number Description

OSPF
OSPFv3
EIGRP
RIF
Policy Based Routing
w BGP
1Pvd

Z£FTD - BGP¥H

169.254.0.5

168.254.0.9

64512

64512

3AMMEE — FEBER R 2RI

« B OK

Z2FTD - BGPH

- REABEBEX

&0
eu

Add Networks

Network®

[ 0bj_10.10.10.0
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&
Wit

Secure Access @ L A Jakishan Yadav

&= Metwork Tunnel Groups
FTD-BGP

* Edit Configuration
- Details for the Aute VPN tunnels added to this group are listed including which tunnel hub it is a member of,

Summary Bee Lags
(=1 @ Connected
Rogion US (Pacific Nortrwest) Rowuting Typs Dymamic Routing (B0 Route summary subnets (0)
Dravicn Typer FTD Davico BGP A5 6500
& Last Status Update Jun 08, 2026 353 AM Peer (Secure Aocess) BOP AS s4512
Connect BOP Pesr (Secure Access) IP Addresses  150.254.0.0, 169,254 0.5, 2a04:0 408:bc 723 B6 700000120

Musitinep BOP Addresses

= Muitinop TTL - View advanced settings

' Primary Tunnel Hub SonLogs o Secondary Tunnal Hub Seelegs of
Secure 2 Hub Up 8 Hub Up
a 1L 1
Active Tunmels & Active Tunmels B
Tunnel Group ID fdbgpvpnd Tunned Group ID fdbgevpni
Dratn Cantar S50 pw=2-11 Data Caritar F-ugw-2-1-0
1P Adddress 44220130150 2603500413 20e- 1101 1# Addiress 52,35 20158 26035004112 20c:110:1

ZLFTD - IPsecRREIRAS

EFMC L

Search Deploy 0

Last Updal
Monétor L L
! Insights & Reports »
Topology Hame VPH Type Netwark Topalagy Tunnel Status Distribution IKEwl  IKEv2
& Events&lLogs »
v Gecuredecess VPN Route Baged (VTI) Point-to-Point T o
Manege Hode A Hode B
U Palicies »
Dovice VPH interface VTiinterface Device VPH interface WTlinterface
®s  Objects
Extranat & ZIBIZBAS0 (44238, FTD outside (192.168112) VT 169.254.21)

4 Devices

Extranet 52.35.20156 (52.35.20 FTD outside (19216 VTI-2 169.254.2.5)

[ &' Secure Connections >

A  Intogrations » Vigwing 1-2 af 2
Z42FMC - IPsechiE RS
EFEPBRIWBENZELIRE(ASA) LEEE TEHASKAMNIPsec VPN

Z21F R ERVPNEE

1.2FZFLZ2 A EHERE2 A
2.8 Z|Connect > Network Connections > Network Tunnel Groups , A5 %8 th+AddLAHL & W &5
EA


https://login.sse.cisco.com/

|Network Connections |

Mannge the connections that siow war tailic 1 reach privaln f30UrEEs on your natwork, For information abeut these cptens, pee Halp

-
Groups ur Maraki Sites  FTDs
3 Natwork Tunnel Groups ..
1 o 2
Briconnected O Warning 4 Gennected ©
Netwark Tunnel Groups
= A natwork tunnel group provices: a framework for establishing tunnel redundancy and high

uSeT 2CCess b0 She Inieimed and private resources, Help o

Z&2iHk — MEREER

SEEMBEMBEL — FMRE

availibility. Gonnect bannels 10 the hubs within a netwerk tunnel grows to securely cantrol

3 Tunnel Groups

- BRERELARN. KEMRERE

c BEH T

4 Network Tunnel Groups

Add a Network Tunnel Group

Add a network tunnel group to Secure Access and enable secure network connections to
Hema the internet and private resources. Select one of your organization's available network
devices to establish this network tunnel group connection. Help 7

@
Experience
Insights

& @ General Settings

Connect
2 Tunnel ID and Passphrase

(=

Resources 3 Routing

l 4  Data for Tunnel Setup
Secure
Monitar

Q

Investigate

Z21hR — MERBEAENRE

4B ERREIDM AT,

. BERBEIDAOS.
C BET—%

General Settings

Give your network tunnel group a good meaningful name, choose a region through which it will connect to Secure Access,
and choose the device type this tunnel group will use.

Tunnel Group Name

| msa-naT [

Region

l US (Pacific Northwest) v |
Device Type

[ asa « |

cancel m




Home

L]
Experience
Inskghts

Resources

Secure

o

Moninor

Q

Imvestigate

do

FAudmiin

ZEE

4 Netwaork Tunnel Groups

Add a Network Tunnel Group

Add a network tunnel group to Secure Access and enable secure network connections to
the internet and private resources. Select one of your organization's available network
devices to establish this network tunnel group connection, Help 7

@ General Settings

@ Tunnel 1D and Passphrase

3 Routing

4 Data for Tunnel Setup

— MERSER

5. 15 FB P 4%t 31k 35 463 (NAT)

Tunnel ID and Passphrase
Configure the tunnel ID and passphrase that devices will use to connect to this tunnel group.

Tunnel ID Format

(®) Email IP Address

Tunnel ID

[ asahomevpn ] @<org=<hubs sse.cisco.com

Passphrase

The h must be bet 16 and 64 ch s long, It must include at least one upper case letter, one lower case letter, one
number, and cannot include any special characters.

Confirm Passphrase

[ - PR show ||

=)

+ Metwork Tunnal Groups

Add a Network Tunnel Group
w® Add & network b and enable t L]
Hama thi isbermel and privale resources. Selecl ane of your ceganization's available network
dinicad ik U natweek jaih. Halp 02
@
Experience
Insgres
@ PR Routing options and network overlaps.
s Configure routing aptions far this wnnel group.
Connect
@ Tunned I and Passphrase Iﬂ Matwork Adress Transistion (NAT)
= Select to add NAT mapping configurations that resolve overlapging subnet IF address ranges, inclisging netwarks with conflicting IP address spaces.
R (%) routing .
1 4 Data for Tunmel Satup Site + Securs Accoss O All sures [P addresses ransiste 1o Securs Access -+ Site O
gt Source NAT range: Source NAT a
2 Add & destination mapping o enable this rule
e Translate 1o Seduih Acceis NAT
aubnet
T+
AR Destination MAT Mappings
Haene Direction (0 Driginall CIDR Trarslated CER
do
poust (i ]
33 Configure full bi-directional granular control ination [P address
g + Add Mappings
= Internet Protocol Version Setting for Routing
S Enabis IPv8 Rsuting in additisn ta 1Pve
- =eD
—_— A RS ‘S
TR — MERBEANATRE

6.7 b B PRNATRR &

TR1 — BmE BBEE (HRHELHA )
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i Metwork Tunnel Groups

Add a Network Tunnel Group

Ak 2 retwark tunnal group bo Securs Access and enable secure natwerk coneeetions o
Home P BTG BN PrVELE MESUTSHS. SHICT o OF your Saganization’s ivalabia natwsrk
Sevices 10 astablish this retwork tunnal group coanection. Help (7

':f:' Genaral Satiings Reuting options and netwerk overlaps

L Cenfigure fouting splians for this wnnel groep.
Conmect —
() Tunnetio anaPassphease 1§ Network Address Translation (MAT)
Select to add NAT mapping configurations that resclve cverlapping subnet IP address ranges, including netwarks with conflicting I address spaces.
P— Raistin
= o d Source Mappings
| 4 Data for Tunnel Setup Site + Seciire Access AN i 1P 30T TN AL 1 Secure Access 5 Site
Anc " HAT nge: MAT o
Adid a destination mapping o enable this e
a
Mo ure Acoets NAT
Q
i Destination MAT Mappings
Hame Direction O Griginal CIDR Transiated CIDR

ASA-To-ETD » Sie - Secure Acoess ¥ WHI0N02/3Z | 1827080002032 | X
Ak ).

Rows per page | 30 ~ | ¢ [1 »

+ M Mappings

Internet Protecol Version Setting for Routing

Enable IPvE Rowting in addition to iPvd

R21HE — MERRELANATIRE

BE . BRANATHE , BGPEEFEM. ik , EFEFUERE LBEEHSVPN,

Je

RBR  BREICEping IR ERIP, HREMNIPEARKREHCIDR , MEERIPHE AR
CIDR,



Netwaork Tunnel Groups
Add a Netwerk Tunnel Group

Add & network funnal group 1o Secure Arcsss and enable secure ne
e internet and private resources. Select one of your srganization’s availsble network

devicos to establizh this netwark tunnal group connaction. Help =

)
() General settings

Rwork connection

s to

Routing options and network overlaps

Configure routing options for this tunnel group.

=
() Tunnel 10 and Passphrase Network Address Transtation (MAT)

Select to add NAT mapping configurations that resolve overlapping subnet IP address ranges, including networks with conflicting IP addrass spaces.

() Routing

s Source Mappings

4 Data for Tunnel Setup

Site » Secure Access All sowrce IP aodresses translate to Secure Access -+ Site All source IF addresses translate 1o
Sourca MAT ang: Source NAT g
Translate bo Secure Access NAT Transiate to Secure Access NAT
Dostination NAT Mappings
Mame Direction Original CIOR “Translated CIDR
ASA-To-FTD She = Secun Access 10.10.10.102/32 192.168.10.102/32
FTD-To-ASA Socure Access - SAe 10.10.10.101/32 172.16.10.101/32

+ Add Mappings

Rows per page | 30

Internet Protocol Version Setting for Routing

2R — MEFRELANATIR

KRifi &%

Je

ASA EHIVPNEL &

B

i

—
Back ﬂ
Sl

7 WM SESAEN AR TR , ACNHE- 10 BE IR A — >RE B,
F Nt RB B B A

£, MCNHE 1H9 = 77 6] B“SecureAccess -> Site”

1.5 3FXASA CLI , # A5 AE R H 18U & [0 Internetfy BE AR IPIE

ASA# sh ip
REIPHE -

BEOEMIPibuF BB 5%
GigabitEthernet0/0 outside 192.168.1.40 255.255.255.0 manual
GigabitEthernet0/1 inside 10.10.1 255.255.255.0F fift

METIPHEHE

BEOEMIPHut FMER 5 E
GigabitEthernet0/0 outside 192.168.1.40 255.255.255.0 manual
GigabitEthernet0/1 inside 10.10.1 255.255.255.0F fift

X



ASA# ping 8.8.8.8

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 8.8.8.8, timeout is 2 seconds:
Success rate is 100 percent (5/5), round-trip min/avg/max = 20/28/30 ms
ASA#

2. B EIKEV2ER R HE/N SR O £ B AIKEV2

crypto ikev2 policy 10
encryption aes-gcm-256
TR

£194

lifetime seconds 86400
crypto ikev2 enable outside

3.EtiEIPSeciEil

crypto ipsec ikev2 ipsec-proposal Ipsec-Proposal-primary
protocol esp encryption aes-gcm-256

4.1 B IPsechi & S #

crypto ipsec profile csa-profile-primary
set ikev2 ipsec-proposal Ipsec-Proposal-primary
set ikev2 local-identity email-id <primary tunnel-id>

5.BEARE , HERMT B RIKEV2IHML,

group-policy csa-policy-primary internal
HRMcsaRMMEERM

vpn-tunnel-protocol ikev2

6.E ERSELA

tunnel-group 44.228.138.150 type ipsec-I2|
tunnel-group 44.228.138.150 general-attributes
default-group-policy csa-policy-primary
tunnel-group 44.228.138.150 ipsec-attributes
ikev2 remote-authentication pre-shared-key
ikev2 local-authentication pre-shared-key



7 EEELRREEOVTI)

Nameif J AR ( i REIEEF )
PEAVTINIPHEI REBESASA LN EMEMEOES
PRIE R A = By A SRR A SR O

F&3E B ¥R = BHE PO P b 1t

interface Tunnel1

nameif VTI-1

ip address 169.254.2.1 255.255.255.252
(ESEp/ - mBIN-

P& B #r44.228.138.150

P& &R X IPSec IPv4

tunnel protection ipsec profile csa-profile-primary

S.ELEMMA , FHRFIPHIUHFNOREEVTHEORNKEH, FT—HREEEIVISEERNMIPEE,

route VTI-10.0.0.0 0.0.0.0 169.254.2.2 5. ( EAFEF EBMIIRAVPNEHCGNATH & )

C1%

route VTI-1 172.16.10.101 255.255.255.255 169.254.2.2 5

E T REERY B

1.5 8 5%

access-list PBR extended permit ip 10.10.10.0 255.255.255.0 any

2. 3% E BR &Y

route-map RM-CSA permit 10
match ip address PBR
set ip next-hop 169.254.2.2 169.254.2.6

3FEADED LN ARBMRE

interface GigabitEthernet0/1
nameif inside



2K 7100
ip address 10.10.10.1 255.255.255.0
policy-route route-map RM-CSA

5 E

Tradfic initiated from Router to Rowter 1

Traffic Initiated from Router! 16 Rauber 2

| sae

Sile -8
NAT Enbaled Reglon A

10.10.10.024 WA o ]
4‘ L o, % “““““““““““““ % 2l s — ﬂi
._\_\_‘/ : CNH‘E “A Intgrconnect ‘GHH.E- B . g .

> : A B - ruc

Flouter -1 : )
! Router -2
: 10.10.10.101
== = = = - 10.10,10,10¢

Roal IF - 10.10.10.801
Mapped iP 172.16.10.101 Raad IF + 10.10.10.102
apped IP 182 16518183

SrcIP - 10.10.10.101 - Src P - 100.96.0.048 .

- : Srz P - 100.96.0.016 : SrolP - 100.96.0.016
Destination I7. 192.168.10.102 : Destination 1P, 192.168.10.102 Destination IP. 182.168.0.102 - otk g e Y
SrcIP - 100.100.255.024 : Sec (P - 10.10.10.102

Src P - 10.90010.102 SrcIP - 101010102
Destination IP. 161010191 Esatutis MET ST RO Destination I 172.16,10.901 Destinstion IP. 172.16.18.101

B& B O MGWIEBMEIRA

Routerl#show ip interface brief

Interface IP-Address OR? Method Status Protocol
GigabitEthernetl 192.168.1.181 YES NURAM dowmn dowmn
GigabitEthernet?2 18.168.18. 181 YES NURAM wup up
GigabitEthernet3 una igned YES NURAM administratively down down
GigabitEthernet9 unassigned YES unset administratively down down
Routerl#ping 16.18.18.1

Type escape sequence to abort.

Sending 5, 188-byte ICMP Echos to 18.18.18.1, timeout is 2 seconds:

is 188 percent (5/5), round-trip minsavg/max = 17172 ms

Routerli#ping 192.168.18. 182
Type escape sequence to abort.
Sending 5, 188-byte ICMP Echos to 192.168.18.182, timeout is 2 seconds:

Success rate is 188 percent (5/5), round-trip min‘avgs/max = 287-211/223 ms
Routerl#

ASAEMBIEEHIR ( AHFW )



capture

capin type raw-data trace interface inside [Capturing - 1388 bytes]
icmp any any

tunnel type raw-data trace interface vti-1 [Capturing - 138@ bytes]
icmp any any

asp type asp-drop all [Capturing - @ bytes]

icmp any any

ASA# ter pag 20
ASA# sh cap capin

18 packets captured

1: 18:56:45.924244 18.18.1€.181 > 192.168.10.182 request
2: 18:56:45.231143 192.168.10.102 > 10.16.10.101 reply
3: 18:56:45.232478 16.190.10.181 > 192.168.1@.182 request
4: 18:56:45.441856 192.168.108.102 > 10.10.10.181 reply
5: 18:56:45.443122 16.190.10.181 > 192.168.1@.182 request
6: 18:56:45.652477 192.168.108.102 > 10.10.10.181 reply
7: 18:56:45.653423 19.19.10.181 > 192.168.10.182 reguest
8: 18:56:45.875397 192.168.108.102 > 10.10.10.181 reply
9: 18:56:45.876458 19.19.10.181 > 192.168.1@.182 reguest
1@: 18:56:46.882301 192.168.108.102 > 10.10.10.181 reply

18 packets shown

ASA# sh cap tunnel

18 packets captured

1: 18:56:45.924458 16.19.10.191 > 192.168.10.182 request
2: 18:56:45.230914 192.168.10.102 > 10.16.18.101 reply
3: 18:56:45.232516 16.19.10.191 > 192.168.10.182 request
4: 18:56:45.441795 192.168.10.102 > 10.16.18.101 reply
5: 18:56:45.443153 16.19.10.1981 > 192.168.10.182 reguest
6: 10:56:45.652432 192.168.10.182 > 10.16.10.1081 reply
7: 18:56:45.653454 16.198.10.181 > 192.168.10.182 reguest
8: 108:56:45.875351 192.168.10.162 > 18.16.18.1081 reply
9: 18:56:45.876480 16.19.10.1981 > 192.168.16.182 request
19: 18:56:46.0882248 192.168.10.162 > 18.16.16.1081 reply
18 packets shown

FTD (izfEfs AiE ) EREEIHIR



ftd# sh capture

capture vti type raw-data trace interface VTI-1 include-decrypted [Capturing - 1389 bytes]
match icmp any any

capture capin type raw-data interface inside [Capturing - 13808 bytes]
match icmp any any

capture asp type asp—drop all [Capturing - @ bytes]
match icmp any any

ftd# sh cap vti

18 packets captured

« 122292 188.96.2.8 = 10.10.168.182 H request

« 124856 19.19.18.1682 = 188.96.2.8 : reply

« 329557 108.96.2.0 > 10.108.18.162 H request

.338442 10.10.108.1682 = 180.96.2.0 H reply

. 546327 106.96.2.8 > 10.108.10.162 H request

« 547186 10.10.16.182 = 180.96.2.0 H reply

« 152036 188.96.2.8 = 10.10.168.182 H request

« 752814 10.10.108.182 = 180.96.2.0 : reply

1B6:41.967891 108.96.2.0 > 10.10.18.182 H request
18: 16:86:41.968581 10.10.108.182 = 180.96.2.0 H reply

18 packets shown

ftd# sh cap capin

1:
2:
3:
4:
- H
['H
T7:
8:
9:

18 packets captured

:41.123299 188.96.2.8 = 10.10.168.182 z request
- 124825 10.10.16.182 = 180.96.2.0 H reply
« 330008 188.96.2.8 = 10.10.168.182 H request
« 338396 10.10.108.182 = 180.96.2.0 H reply
.534GE88 188.96.2.0 > 10.10.18.182 H request
547098 10.10.108.182 = 180.96.2.0 : reply
« 152448 188.96.2.8 = 10.10.168.182 H request
« 152783 10.10.16.182 = 100.96.2.0 H reply
1B6:41.968242 188.96.2.8 = 10.10.108.182 H request
18: 16:06:41.968486 10.10.18.1682 = 100.96.2.0 H reply
18 packets shown

W0 = LN g L B

Mix2. - Router 2 —> Router 1 ping iz,

RouterZ2#sh ip int br

Interface IP-Address OR? Method Status Protocol
GigabitEthernetl unassigned YES NURAM administratively down down
GigabitEthernet2 18.18.18. 182 YES NURAM wup up
GigabitEthernet3 unassigned YES NURAM admMinistratively down dowuwn

RouterZ#ping 18.168.18.1
Type escape sequence to abort.
Sending 5, 188-byte ICMP Echos to 18.18.18.1, timeout is 2 seconds:

buccess rate is 188 percent (5/5), round-trip Min/avg/Max = 1/

FTDEIE IR ( A By K )



capture

vti type raw-data trace interface VTI-1 include—decrypted [Capturing — 1388 bytes]
icmp any any

capin type raw-data interface inside [Capturing - 138@ bytes]

icmp any any

asp type asp-drop all [Capturing - @ bytes]

icmp any any

ftd# sh cap wti
18 packets captured

:11:45.622458 18.18.18.182 = 172. s H request
t11:45.823825 172.16.18.181 > 18. . H reply
:11:45.825762 18.18.18.182 = 172, . z request
:11:46. 045667 172.16.18.181 > 1. . : reply
:11:46.046857 18.18.18.182 = 172. . H request
:11:46.252321 172.16.18.181 = 18. . z reply
:11:46.253572 18.18.18.182 = 172. . H request
:11:46.453883 172.16.18.181 > 18. . : reply
:11:46.454764 18.18.18.182 = 172. s H request
18: :11:46.664119 172.16.18.181 > 18. . : reply
18 packets shown
ftd# sh cap capin

1:
2:
EH
4:
H
G6:
7:
8:
9:

18 packets captured

: 16:11:45.622883 16.18.18.182 = 172. . H request

: 16:11:45.823886 172.16.18.181 > 18. . : reply

: 16:11:45.825442 18.18.18.182 = 172. s H request

: 16:11:46.045697 172.16.18.181 > 18. . H reply

: 16:11:46.046582 18.18.18.182 = 172, . z request

: 16:11:46.252352 172.16.18.181 > 1. . : reply

: 16:11:46.253313 18.18.18.182 = 172. . H request

: 16:11:46.453849 172.16.18.181 = 18. . z reply
454596 18.18.18.182 = 172. . H request
. 664158 172.16.18.181 > 18. . : reply

ASABIEBHHIR (IZFEFW )



ASA# sh capture

capture

match icmp any any

capture

match icmp any any

capture

match icmp any any
ASA%# sh cap capin

18 packets captured

1:
2:
3:
4z
5:
B
7
i
9:
1@:

11:08:30.288391
11:98:38.289123
11:88:30.504566
11:88:30.584963
11:08:30.710992
11:98:38.711404
11:88:38.917112
11:88:30.917482
11:88:31.128243
11:98:31.128648

18 packets shown
ASA# sh cap tunnel

18 packets captured

1:
2:
3:
4:
5
B
rH
I H
q:
1@:

11:08:30.287964
11:08:30.289322
11:98:38.584585
11:08:30.585009
11:088:36.710961
11:08:30.711434
11:98:38.917066
11:88:38.917417
11:88:31.128197
11:88:31.128685

18 packets shown

asp type asp-drop all [Capturing - @ bytesl

180.1083.255.195 > 18.10.108.181
18.18.1@.181 > 180.1083.255.195
180.163.255.195 > 18.18.10.181
18.18.1@.181 > 104.1083.255.195
180.1083.255.195 > 18.10.108.181
18.18.1@.181 > 180.1083.255.195
180.163.255.195 > 18.18.10.181
18.18.1@.181 > 104.1083.255.195
180.1083.255.195 > 18.10.108.181
18.18.1@.181 > 180.1083.255.195

180.1683.255.195 > 108.10.18.1081
18.18.1@.1081 > 104.103.255.195
180.1683.255.195 > 18.10.10.101
10.10.18.181 > 108.183.255.195
180.1683.255.195 > 108.10.18.1081
18.18.1@.1081 > 104.103.255.195
180.1683.255.195 > 18.10.10.101
10.10.18.181 > 108.183.255.195
180.1683.255.195 > 108.10.18.1081
18.18.1@.1081 > 104.103.255.195

capin type raw-data trace interface inside [Capturing - 13@@ bytes]

tunnel type raw-data trace interface vti-1 [Capturing - 1380 bytes]

reguest
reply
reqguest
reply
reguest
reply
reqguest
reply
reguest
reply

request
reply
regquest
reply
request
reply
regquest
reply
request
reply




XFHEE
BRRAA IR SHSBEEL ANV RIERTRES, FELRUAFPEETS
AHEEBEITISHINE.,

IR MEERIFANSEE, HEREUARTENIFARRIKYE.

Cisco Systems, Inc. ¥ FENFRVERMERNAIBEMSRE, HFRNECERSEEXRAXY (BEiRfH
)



