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RXHENERTNRGWE D MR [ H &2 Cisco TACKIFRPIBCEDT,

TR

Z I E A FMacOSHIWindows,

&I T LT /-

« macOS : X ifCisco Endpoint Diagnostics Tool(CEDT). app/a3f.

« Windows & OMxA: X CEDT.exe/8 30
« B Internet EE.

. BRTACEAIDAMSIE (RELCESEE LALRNEE ),

R RS TR

ZTEERFINENRRERIE. FRWREMRENDSALSE.

—RREEE
Data mac0Ss
085, hardware, CPU, RAM, system_profiler
storage SPSoftwareDataType
SPHardwareDataType
Kernel parameters sysctl -a

M 4 B B

Windows

systeminfo , 11_'I.|’f'-.|"II classes
(Win32_OperatingSystem,
Win32_ComputerSystem,
Win32_BIO0S )

NfA


https://software.cisco.com/download/home/286332215/type/286344234/release/1.0.0

Data

Network interfaces & IP
addresses

Routing table
DNS configuration

MNetwork services

WIFi profiles

FmiER
Data

Cisco preferences/config files

Installation directories

Running Cisco processes

Installed Cisco products

Application logs

Event logs

Crash reports

m
Nil
Sl
gﬁ.

macOs

ifconfig -a

netstat -zn
scutil --dns

networksetup -
listallnetworkservices

N/A

mac0S5

fLibrary/Preferences/

com.cisco.*

1s -laR fopt/cisco

ps aux \| grep -i cisco

mdfind for Cisco apps

Cisco Secure Client log
directories

N/A

~fLibrary/Logs/
DiagnosticReports/cisco*

(last 7 days)

Windows

ipeonfig /all

netstat -zn
(included in ipconfig fall)

netsh intexface show
intexrface

netsh wlan show profiles

Windows

Registry exports

( _I-ﬂ.l'l"l.ﬁ OFTWARE\Cisco ,
HKCU\SOFTWARE\Cisco, acsock
service)

%ProgramFiles¥\Cisco ,
%ProgramFiles(x86)%\Cisco,
%ProgramData%\Cisco

tasklist \| findstr /i
cisco , WMI Win32_Process

WMI Win32_Product (vendor
Cisco)

%ProgramData%\Cisco\Cisco
Secure Client\Logs

Windows Event Log ( Cisco
Secure Client - Zero Trust
Access , Application provider

*Ciscox )

N/A



MDD RE
BHCEDTH , 22 RNV RE., SHRTZITENER :

- REAHE — ARENRE , ERRN TN EN R 2T RER,
- NABEE — WEHEFF RN IRSS 2014 RIS I B S S BE.
- RGWE — REBFENRERZEWN,. MEHN , FERSZLILEZEER,

sillisilis
cisco

J\/.

Welcome to the Client Endpoint Diagnostic Tool

Use this tool to collect diagnostic data, which helps the Cisco Support team
quickly identify and resolve your issues.

§0) System scanning Detected Cisco Secure Access modules

The following scans are run on your system's detected Secure - o . - .
Select products 1o diagnoge, Cigcod only SCanning your system for Secure

Access modules. i . -
g related modules. Mot parsonal data of any Kind is captured

@ Application logs
Collects diagnostic log file data generated by client software and

the service infrastructure I:] Zera Trust Access (ZTNA) - v5.1.14.3477

[ ] Remote Access VPN - v5.1.14.145

System data -
G) ¥ Common System Information

The collection of system data is secure, encrypted, and only
related to Secure Access diagnostics.

EEM , ZTE2BIRNREPLRENE AR ZEFEER, ERUETSMN DR RRE
ERERERES :

- EBEEHE(ZTNA)

« Z£WebMx(SWG)

« ZFETHRIVPN(RAVPN)

- BRARSGER (BRATH)

BRI



1. ERREUHEREEL M ™ m.
2. BHIE RN RS SE | RE LR LERIFRESR.

AR T ERUESSecure AccessERRVRIRIN IR, TLWREMREN N ABIE.

J\{.

Welcome to the Client Endpoint Diagnostic Tool

Use this tool to collect diagnostic data, which helps the Cisco Support team
quickly identify and resclve your issues.

47 System scanning Detected Cisco Secure Access modules

The following scans are run on your system’s detecled Secure
Access modules.

Select pr

ducts to diagnose. Cisco only scannin

E’J Application logs
Collects diagnostic log file data generated by client software and _ .
Zero Trust Access (ZTHA) - v5.1.14.3417
thi servicd infrastrociung,
Remote Access VPN - v5.1.14.145

@ System data
The collection of system data i$ secure, encrypted, and only
related to Secure Access diagnostics.

Common System Information

SEA  THBERE

IR F A EERESEN L N MBIERERR,

) 4512 W

IERBETHEEN

- DNSE#H — MIEEEVHITONSEM N X, ZFEATERERNBENHENTEIP, AIEER
#RE FH B — N H ST (dns/dns_lookups.txt) & | A MLE /N 2R



- BIEOHR — BREEFENENNEZHES (FEEEANR) .

« PingE#l — PingiE E AR EIEH,

o KN — FH BRI R 4L 5 (policy.test.sse.cisco.com) 4t X 18 E URLI izt 5 B 55
. ERZNESHIBHNEN (HZ108 ). FREFEXRKNZSMIEFEIHRN
HAREE

o MEEE NI — BRIFERHREN XL I (speed.test.sse.cisco.com) U & £/ T 5F E IR
o WETHEE (6MHITHR ). LERERE (3MNHTH ) MpingZEiR/#3h ( 10MNCMP R
) o ERLISONF X ARHERKXRTF.

« URLAEM — REFEAHTTP GETERZRRALIGHREENURL, BRIAZFHTTP (w0
80 ) MIHTTPS ( #0443 ) » AILA{EURL RIS JERR A8 O (46120
https://example.com:8443), BXKREHKRZ20MNURL , /MNURLER RF30#, HURLKER
BIEEHE  URL, THEMRA. HTTPIRANRE, MR E(mMs), ARKE. BTHIPHit,
TLSIRARMET &, 4 RRFZIreachability/reachability_results.jsonHl
reachability/reachability_summary.txto.

HERE

R RIR DU SR BE MLE IR

« HARHIR — iEFK B X BHERXEWHTTPIE—H(HAR) B #E. B #1{X X #FGoogle Chrome ( B
T Fo3L X 28 B3 LA Chrome DevToolsMY ) » ZIEALBIIRMEL EHChromeZ 3%
o BEIFX#FirefoxfSafari, HAR% HIBEHAR 1.28158 , BIETENMERE (2IEJISH
R BIXHR/fetchiB A ) o

- DARTHHZEE — MCiscoR£EFInREDARTZ B E., XTEMEERAE , 2F
FEEHRE(ZTA)BE ( HlanWindows E#flowlog.db , i F C:\ProgramData\Cisco\Cisco
Secure Client\ZTA\logs\ )

- REWIP — EZTRENIPOKKRE, BZAT—H2 , THRKENZHHNTEIR,

S

« BRAAEEHRE(Enable Debug Flags) — WEEAR HESI ¥4 B E LS MR IRAI B, X244
B HikE T EED—Cisco Secure Accessi= bt , Ik F 7 Ao

FEBE

« DebugView Capture(Windows) — fEWindowsZ £ 4 imiE s L5 AL A KidF. kM

XEWindows R4 LA A,



[ ] @ Cisco Endpoint Diagnostics Tool (CEDT)

B ready to start diagnostics

Ciseo Client Endpoint Diagnostic Tool
Step 1: Diagnostic Data Collection

Select from the options listed here to collect diagnostic data from your system.

Metwork Diagnostic Data Collection

Select which tests to run to collect system connectivity data, Select modules to collect performance and connectivity issues
DMS Lookup n HTTP Archive Capture

Packet Capture Secure Client DART bundle collection

Ping Hosts Reserved IP Addresses

Policy Test Output Certificate Store Inventary

Metwork Speed Test Browser Datection

URL Reachability

Page Load Time
Connection Type Detection
Proxy [ PAC Configuration

Debug Page Load

Cancel Step 2: Add diagnostic details

BRI

1. P SEBRFTE RV 12 BT,
2. RS BR2:M IS Wi 4015 B UAgREE
3. BifiBackiREE|“W P’ RE , HEEHCancelilB H,

FR 2 NI EFAER

B, NETREESTIPFANNRRE.

§

BELRE  ZAUNESIERANTHNHEERES

DNSE#RE

s EEENEN —BA—NESZNENE (LESSBE ). =l : cisco.com

o FRATERIP ( Ak ) — WA BENDNSHEMEBIP (LLES DR ) . =l : 208.67.222.222,
208.67.220.220, REBAELUEARERIADNSHENER. BERE , 2BESIMETIEFEHE
BEN , NMIRHTEIDNSAHRS 258 2 B FIDNSH#EHT 45 R LR



FIEDNSEHR Z& RHE S —Ma X4 : dns/dns_lookups.ixt , BN EH/EITEEESFERLEN
{t TextFSMEB 2 7 FRE ¥ o

Step 2: Add diagnostic details

Hosts to lookup

WWW.CISCO.COm

Resalver IPS (optional)

208.67.222.222

HEERHRIRE

« B0 — EREHRAMNSED (HREHNAI) .
o HZERAI( BFER ) B :
« macOS/Linux:iZ T Eiz{Ttcpdump -DUAMEFRIE AT A#EEO |, AREX4FUp and
Running ( A 2EMFEZNED ) WEO#TEIE. WREKRKEFHEO , NS
ELREEFHRanyiZ 0., PAETEEO EHITESITHHIR,
« Windows & AMRA:EAFMEHEREWREMBNICLH TR (BESHAT—T W
“TH”), HFEAdumpcapH BREREOR |, HZATEERESMEN ZIHY 32
A,
- BESHH — BN EOERRVBIESIE. BiA:100.5&KE : 10,000.
- FENE (¥) — sEKHREERE (®) . BiA:EmacOS/Linux L320% , EWindows Lt
N5, JmAME : 300 ¥ . HAFHFB I HEIFEBIRGIE (AEBENLE) |, HREEL

o

BY¥ el BEI/HRITE

Y
AEE - (Windows):ZTE < BalEFRETABRERK. Ei%pktmon ( K& FWindows 10

v2004+ ) , ERE|dumpcap ( BIR %% T Wireshark ) , RBERN&EFEREAnetsh
trace,



Platform Primary Tool Fallback 1 Fallback 2

macOS/Linux tepdump M/A N/A
Windows pktmon (Packet dumpcap (Wireshark) netsh trace —
Monitor) — captures — captures to PCAP captures to ETL

to ETL, converts to
PCAPNG

Packet Capture Settings

Interfaces (5

l enD [I5P) = |0 (Loopback] ¥ utunS [VPH) @ v

Packet count (max 10,000) Duration [max 300 sec)

3
Lok}

| 10000 | 300

IR S IR far i S

FERBRAEGFEMEONBRRE N LAY  tcpdump/{interface_name}_capture.pcap (
#Men0_capture.pcap. ethO_capture.pcap ) » &% R TTEIEF 2 X H
(tcpdump/packet_capture_manifest.txt) , iIERFEANWTEE. BIED TR, FETE., HIROEORMN
IR G

Pingi® &

* Host/s to ping — i AZpingW EH ( LLES DR ) . RBI : www.cisco.com,

Ping Settings

Hostfs to ping [comma-separated)

WAL CIECD, SO

URLTA MR E
ERBMNURL — W AENRAWURL ( LLES DM )« =6l : https://github.com

o EAHTTP GETERM i Ak,



« BN O : 80(HTTP)/443(HTTPS), ffimO-2IEFEIEIR AR O KIURLA (5120
https://example.com:8443),

- BIXRERZ201MURL,

. E8Y : B PURLIOH,

« FHURLIWEMNHIE : URL, TEMRAS. HTTPRARE. WA E(mMs), ASKE. BTN
IPitbyit, TLSKRZA< AT (E B

« 4 R {R1FFlreachability/reachability_results.jsonFreachability/reachability_summary.txt,

URL Reachability Settings

URLs to check (comma-separated)

WWWLCISC0, Com

RN IRE

« EHURL — AR TRV EN (250K, FZ101 )« T : www.cisco.com,
. %I‘RT BRREN R L imHITREEN R : policy.test.sse.cisco.com
- ERTIFLEWCEREN 5 H RN SHERED BB EROHARBIEE,

Paliey Test Settings

Host URLs

[ WL CIEC0. LM ]

HARIR X IE

- BAFURL — 8 AHARHEIRWURL ( LLUES2FE ) » =6 : https://www.cisco.com/s

Je

R HARTEIR H 51X X #Google Chrome, %I £ Chrome DevToolstii¥ (&
chromedp ) Bz {TTLLChromeEHHRMERE, BRENRSE LELEKGoogle
Chrome, B BIF X #FFirefoxfSafari,

HAR Capture Settings

Target URLs

WAW CISCO. 00y



http://www.cisco.com/

KDFig &

BEYHBEIRPEANZAREINERE. KDFARIZEFIZECiscoR2FFin B A 7 ML iEid
KA -

« KDFfig — &FEZRAMERKINIR,
« KDF HEX — BIEEEMTIR B31ER T SEHIE, EFECustomit , TR AZE S+
HE,

Preset Hex Value Description

Module Default {none) Mo KDF override is applied.
The Cisco Secure Client's
built-in module defaults are
used. This preserves the
customer's current debug
seftings.

DNS/OpenDNS Ax20801FF Enables DNS resolution and
OpenDNS proxy debug flags

via acsocktool -sdf.

SWG Proxy+DNS AxTRCALFF Enables SWG + DNS debug
flags via acsocktool -sdf.
Also sets
SWEConfigOverride.json with
"logLevel”: "1" for
enhanced SWG logging.

ZTA (ZTNA) Ax4880888152 Enables ZTA debug flags via
acsocktool -sdf . Also sets
logconfig. json with
"global™: "DBG_TRACE" for

maximum verbosity logging.
May trigger a VPN agent
restart on Windows.

Custom User-provided Allows entering a custom hex
value for advanced
troubleshooting.



KDF Settings

KDF preset

[ Module Default (no override)

KDF HEX Extra args

KDF Settings

KDF preset

| Module Default {no overrida) #

Module Default {no override)
DNS[OpenDNS

SWG Proxy+DNS

ZTA

Custom

=

REMNIPIRE

« NSLookup URLs — A& B E XnslookupEHL ( LUEFT 2R ) o &Z10MNURL, RELR

ERAERENBIEFERENEELEN.

« BRERURL — T B % Ytraceroute/tracertE 4l ( UES 2 ) o &Z10MURL, ZIEKE

macOS/Linux Lt B zh £ Atraceroute , £ Windows Lt B ZJJﬁFﬁtracerto

. fRHTERIP — A TnslookupZHIHY AT 1% B E L EMTESIP ( BLES %R |, $141208.67.222 ) ,

« 222, 208.67.220.220), ®Z5MNP, EERE , BﬁTEm_/\W%ﬁHﬁﬁﬁ(%,ﬁﬁx)\DNs
127.0.0.1, 208.67.222.222 ) %\ , B &ER B E LS.

Reserved IP Settings

NiLookup URLS

[proy a5 56, CIS00,COM

Traceroute URLs

proxy NeEpe. Lo 550, cisco com

Resalver IPS [optional)

l 20887 222220 I

Comma-separated resolver Ifs. Leave empty to use system default

REWIPFEHAEFE



BRINMBERT , REBIPEHTUREN THIE
ERikTraceroute/Tracert B 4% ( BN XNAIEXLBIFIEIT )

208.67.222.222%0OpenDNS E 13 & AR5 25 1Y 18

B & =LY
208.67.220.220 F|OpenDNSHiBh A MRSV B& K
146.112.255.50 B A F|Cisco SWGE M & HEIP
swg-url-proxy-https-sse.sigproxy.qq.op endns.com(3&HEISWGRE X B

« macOS/Linux:{§ Atraceroutefi 5
« Windows & AR £ Atracertii &

EIANSLookupZEif] ( HEIHXNIEXLEEIRIZIT )

BEBTEFIRPHENIMENEFERE MnslookupB#r. BIABRT , BEFIIRSE=A
RNERTRERF

Resolver Description

Systemn default DNS The OS-configured DNS resolver (no explicit
server argument)

127.8.8.1 Localhost / local DNS proxy (e.g., Cisco Secure
Client's local resalver)

208.467,222.222 OpenDNS public resolver

MEHRET BENENRIP (H20208.67.222.222 ) , MAFXLEMEITRIPRMBIETRHR |, H
B 4 BEEeMERAE M nslookup B Fro

NSLookup B #5 :



Target Query Type Purpose

debug . opendns . com TXT ( -typestxt) OpenDNS debug record —
returns device identity,
organization ID, policy flags,

and server info

swg-url-proxy-https- A (default) SWG proxy hostname

sse.5igproxy.qq.opendns. com resolution — verifies DNS is
correctly resolving the WG
proxy endpaint

filgn | ERARIANINEMERE , 2746 nslookupZEif] ( 24N B#rx 3SR ) o AIM—PNEEX
FRATERIPFFUL R B MN8N E W ( 24N B FRxd4 N EMTER ) o

BNMEEXLAFRHABNSLookup URLERIFHEIN TRBMEFIIR (NE+BENENERF ) #
TEH,

FIEERHEEE —NXHF : reserved_ip/reserved_ip_diagnostics.txt , ¥ ¥ (traceroute,
nslookup) 74 , EFEREINKE N B HRMBENTREF I EiRk,

MEBETS B

HRBELSWCHRESEZEERMEA(DIA)WTEMENE, EERMERN

1LEAZHERN BE YA REBENEENHASANURL , AEHHELRER. E , EHATHFASN
FIHARIZ #,

Performance Diagnostics

Compares page load imes through SWGE proxy vs Direct Internet Access (DIA). Each URL is tested both through the current proxy and direct
ults are compargd side-by-side, Optionally generates HAR files for detailed analysis

Diagnostic Mode

Overall Diagnostic

Default URLs (always tested)

hitipsamazon.com
Mipssebay.com
hitlps S bing com
hittpsaten, wikipadia.org
hiips /Tacebook com

Additional URLs (optional, comma-saparated)



C] Generate HAR files (captures full network waterfall via headless browser)

Number of test runs per URL

E |

Results are averaged across runs, HAR mode uses a
single run.

2. —MNURLZHIEX: RN AT BET SeAENERBAZEN RNV EURL , REAFLBRER, R
&, ERATFEADTHAR #

Diagnostic Mode

[ One LIRL Diagnostic -

URL to test

|

I:I Generate HAR files (captures Tull network waterfall vig headless Browser)

Humber of test runs per URL

E
Aesalts

arg averaged across runs. HAR mode uses a

EREHEEFRE

« MEEBREMNIUEBFHEPRIES
* system
o B3R
- 1B
- FF
o RFRFIBRE, FHRFZEEIES

Certificate Store Inventory Settings
Caollects coertificates irom system cerlificate stores to identify missing, expired, or untnusted certificates.

Certificate stores to scan (comma-separated, leave blank for all)

WA MBIRE :

o hNEATEEREIHURL.
. H3R -

o IE R73R Sk

o W37 IE 32



- IFEER
- SSLTHIE

Debug Page Load Settings

Loads debug/diagnostic web pages and captures rendered content and timing data

Debug page URLS (comma-separated)

httpszifanans, Cig00, Com

BR1E

1. EERABRESNCEHANIZCHNIRE,
2. % & Start DiagnosticsFF 112 BTiE1T o
3. B#iBackiR[EFBR1 , =¥ diCanceliR H

o
AR HERIHRNTRLARMER. BAFRELETH] , RET TR

UBETEEERINEBRNZHES (HIMNZTNARSWGERE ) it , ERL IR T E A UEE
TP E Fpartway , HERSBTE R BYEE 2 g EI1Z A,

X, ERAEREET RS R SIERAARRE , R XEHRSKEER AN SRR,

- I Diagnostics Paused® AR , iFEEEE — ©EIFEHL A RiZXITEIEL T5ESR

o
- ENBIEEMRBEE, Bl -

- EFEEZEZIVPN
- IFARERENNIINARERF
- BEESBERNIR
- EYREE , 2HContinue

HBEEE, A, ZTEQKWEXH. MEERREH IR TN,
gf?ﬁ$§*|ﬂ }EFHE}%O /L:\-l«a%‘kfﬁﬁlﬁm'ik/h\ , K'Ja..\iﬁ.ltCOntlnue;FJi ;:Bﬁk

(B H1T)



MEMARETHIE , WTUEBOREIEEHE , TR FE,

1. FiRLIRPERNEFHEE,
2. EYEA.

3. IRE 4R HIREnterfB 4R EE,
4. EFETEKo

'. @ @ Cisco Endpoint Disgnostics Teol (CEDT)

Diagnostics Paused

u The following are now active: Start Packet Capture, Enable ZTNA
Debug Flags, Backup Z THA Trace Config, Enable ZTMA Trace Logs,
Reload ZTHA KDF Driver. Please reproduce the issue now, then click
Continue to stop all debugging and collect diagnastics.

EEANRET

% & Start Diagnostics/g , MMREEA TEERA LR RN INEE ( MBBIHRJBFE ) , U
ZIEAUEREIRMHEE R NR,

REFE R — MR R Administrator Privileges Required B33 iE4E :

« BEYesBTFEEANR, XFAA A macOS/WindowsZIER R

- Biflimited mode AYKLEIR/E | THITEHRE. EHIBFNES (BESHIR, BiEKFE)
« macOS : & T LA MosascriptE B EMacOSHIE I EE, MARSFY , REEEHOK,

« Windows B AMRA:RENE RIFHEUACH SRR, BiHYesARAiF,



Administrator Privileges Required

Some diagnostics (debug flag, packet capture) require administrator
privileges. Enable administrator privileges to run a full diagnostics of
your system,

n Select Limited Mode to run diagnostics without administrator
privileges.

Limited mode Yoz

B configure your disgnostic settings below, then click Start Diagnastics.

Cisco Client Endpoint Diagnostic Toal oy

Step 2: Add diagnostic details
Add details for the listed diagnostic SeMmgs 1o Tine tung

asaseript

oascript wanls 10 make changes.

Entor your passward to allow this.

=]
[F‘Jsmr\d :I
Reserved IP Settings
e QD
N5Lookup URLS

I Py SN 0. S50, CIEC0, CHM |

oplicnal custom nslookup hosts (comma separated)

Tragergute URLS

[ ey |55 58, C1GC0.COM ]

optional custom tracercule hosts [comma-separated)

Resolver IPs {optional)

I 208 67222322 I

Comma-separated reiahaer 1P, Ledad &mply 10 uis syslem dalault

Cancel Start Diagnostics

IEFERITIO M

BajE  ZITERETAARENSIES

HERE RBETRIER(HIIM59% — EEHITES3/9:DNSERK),
A Diagnostics in progress.....#r & & RETNER

- EETHIE , A REFEREOBEERA/ILE,

T & /RDiagnostics in progressiz4ll ( 2/ ) , R "ITEIE,



EESFFOMTER. BAXANARERF,

ﬂ Diagnostics in progress.

58%

Cisco Client Endpoint Diagnostic Tool

Step 2: Add diagnostic details

Add details for the listed diagnostic setting

Reserved IP Settings

MSLookup URLs

5 to fine tune your

Traceroute URLs

Resolver IPs (optional)

Cancel

MR — EERITAC

ERFBVHERE , FHI TR EE

PHITER. X LEZITACRES,

NEEE R :

Executing task 3/10: DNS Lookup

* Archive — % 2 WA SRV X2 ( Bl fcisco_diagnostics.tar.gz ) »

o XHRD — TR (FIIT7.72MB ) o
« SHA256 — A T EEMRIENFAEXAEN R,

EFEFTACRS , FHITUTERE

1. %1 ACase ID ( 5121698746730 ) .



2. WMALHTE (HERZERYE) .
3. £ #HOpen TAC CaseFF 1A L1k,

HEZXEREERE@IM ER......85.0%(6.56 MB / 7.72 MB).

BT EE , FHRTUTERE

- BHESkipxAMNEEMAS L&, FEXGDEREERL.

Diagnostics complete. Upload file to a TAC
case.

Archive: clsco_dlagnostics.tar.gz
File size: 32.54 MB

SHAZES: i e e R R R e B R e e
e

Case 1D

[ €. 700108160

Token

| Upload 1oken from cxd.cisco.com

LRRER — BARFE

Y EfRfE , SEREERERN

LHERE BT L& B RBI[RHIID]

HERER100%BIRE RN EBRT K.

BR1E



« B #HRun AgainFF i ET 2 BTE 1T,
- B#CloselRHENARRF.

A

ZHREARES

» macOS : ~/Desktop/cisco_diagnostics/
+ Windows & ARA:%USERPROFILE%\Desktop\cisco_diagnostics\

i 1784 32 £ (cisco_diagnostics.tar.gz) A& ML I8 R B E A W EMN 2 TR,

HUBE HEER

Issue Resolution

Mo products detected Ensure Cisco Secure Client is installed and
running on your system.

Packet Capture greyed out Enable it in Step 1, and grant administrator

privileges when prompted.

Debug Flags greyed out At least one Cisco Secure Access product must

be detected and selected.
DebugView greyed out This option is only available on Windows.

Upload fails Verify your Case ID and Token are correct.

Check your internet connection.

“Administrator credentials could not be You cancelled the password prompt or entered
obtained" an incorrect password. Click Start Diagnostics

again to retry.

Limited mode warning Some privileged tasks were skipped. Re-run
with administrator privileges for a full
diagnostic.



[7): e T B U 52 TR £ 244 2

A BTERBRERSGER (BRERS. &4 MEEE ). NABRE, »ﬁ#ﬁ‘:?nﬁﬂﬁ%ﬂi‘t”z%ﬂ’ﬂﬁ
REHE L)\&'—-_}Eﬂtilﬁlﬂ*ﬁﬂ*ﬁ?&ﬂ’]lﬂ%i@ﬂﬁi&ﬁo BREFANAD , TSR EL-THHKRE

LR GHIE, TWREMDALIE,

AR A EEEE R /R AR ?
A BERVENBE TN  ERUER, DRSET , SHERLELK (KRS, Witk
%) o ZTEARTEARYBILE,

B EALAZXIETIZTED ?
A: Yes.BREITERE , BUUKRTBIRETUABIFNZHESIE,

|4 HREEWE ?
A : LEERIREBlcisco_diagnostics X4 T ByDesktop ( =M ) o

| MEEETACEHIDEAT ?
A ELEBXNEEPEEHESKip, BREXGDREEARL, BAUUBEEFIFELEAZETACERIISH S
i%lhﬁﬁ/\?—o

B IEREME ?
A UHRER XA ESE (tar.gz) , H EBRBBEET S8 B REE.

[A]: HARTE 3R =k 35 TR L 53] Y5 25 2
A : HARHIR & 81X X #FGoogle Chrome, i%T £ Chrome DevToolstMYSEI T L3 528 B 3h
{t. FEIZITHARNEIR ZHI , FA{R 2 L% Chrome,

QEFERBMREI, HAALETH?

A: TZE, REANFRRYEAFARATERN , T2ETREEFELIR. RENAPWEZEITASE
 MRBESERELS TR , TER/HSE  MARE R

Al XEFRANESR, RiZMARE ?

A : & Diagnostics PausedE A — ZEO A THMEOZ/E. REH£EHEContinue ( RIEW S
THMENter ) 5 , BITF S9%EL,
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