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INTERNAL LAN
101.101.101.0/24

XERATHEERGNENY, WEML , AR EIL5KHEER

MREFRFRBEBEBIRNITENRE , WASNMEHAREE—INTG , HERETRIRERA
NAT, X# , FEBHFTUESRBEREKRBE-FHNRE, BE , XEFTATHN ; BR , WX
LEBRIE /5 FINATIE T /o VF N3 438 B 2R KOS IR B B — Rt i KR &

FRFA
B3R

o Z2IFRANR

« Cisco Catalyst SD-WAN Managerix2<20.15.1F1Cisco I0S XE Catalyst SD-WANR 2
17.15. 1R E @R A

o BXREBHRMNZHRNPER AR

« ECMP#IiR

« VPNAIIR

FRNAH
- REVREFS
« Catalyst SD-WAN Managerh4x20.18.1FICisco |I0S XE Catalyst SD-WANKR4x17.18.1
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ZEHREE
API 2

EfEfHSecure AccesstIZBFIFEE , BRERESDSR -
EnE L e I ER.

B Admin> APl Keys

K7 Add
o BEET—NED :
> Deployments/ Network Tunnel Group:ii:‘@/ B
Deployments/ Tunnels: iﬁ/ =4
Deployments/ Regions. Rz
Deployments/ | dentities: ®BE

. . AY
Expiry Date: 7K 733 HA
Key Scope 4 selected Remaove All
Select the appropriate access scopes to define what this APl key can do.
Scope
O Admin 17 > Deployments / Identities Read [ Write A X
8 Deployments 23 2 Deployments / Network Tunnel Group Read [ Write A X
O Investigate 2 > .
Deployments { Tunnels Read | Write A x
O poli 25
L Policies 25 > Deployments / Regions Read-Only N X
() Reperts 17 >

Metwork Restrictions

Optionally, add up to 10 networks from which this key can perform
authentications. Add networks using a comma separated list of public IP
addresses or CIDRs.

IP Addresses
| X ADD

\
EE RE , BSTRMONMG | LRATUNKLERERITFHRIT, ERESHR

28 IPH#h 3k S CIDRSIZFR A I 4%

o B creaTEKEY , SERMBYAP KeyBlKey Secreto


https://login.sse.cisco.com/

APl Key

397766cdb29f43b0Bddee3b1d8c04ed5

Key Secret
|

bfce729cd3e243e281df7271acb12208

£ .
=

&

g

[}

ERE 2 e EHE $lacceprt AnD cLose; B

7

y 20N

EEEFHCIETCA) , HBBRAREFIN
$R 5 % T ACCEPT AND CLOSE,

SD-WANEL &
APISE R
& i E Catalyst SD-WAN Manager:

. ijl.ﬁAdministraIion>Settings > Cloud Credentials

Monitor

Y [a

Configuration

« ARG R TCloud Provider Credentials , J3 F Cisco SSEF IEZRAPIFIA LR E
x Settings

Settings / External Services
Cisco Account

Cloud Credentials
v
Cisco services registration 2 . s
nl = Cloud Provider Credentials Umbrella DNS Certificate
Analytics License Reporting
e PnP Connect Sync
Workflows
Data Collection & Statistics

w

Tools

Configure Cisco Umbrella, Zscaler, and Cisco Secure Access credentials to enable Cisco Catalyst

SD-WAN Manager to create automatic SIG tunnels to Cisco Umbrella or Zscaler endpoints.
C‘ Umbrella

Cloud Services

C’ Zscaler
Data Stream
& @D ciscosse
Network Statistics Configuration & Coligttior
Reports —
Organization Id
Statistics Database Configuration [ ]
=
Maintenance External Services w Field is required
2o Alarm Notifications Api Key Secret
Administration N [
Threat Grid API .
o UTD Snort Subscriber Signafure ‘) Cantext Sharin
q
Explora
Cisco DNA Portal

Managed Cellular Actiyation - eSIM

Identity Provider Sefflings

| Cloud Credentials I |
® Organization ID: 2N

70N

7] LA M SSE#2 I H 4 #Y URLIK Bl https://dashboard.sse.cisco.com/org/xxxxx
s Apkey NZEE2THRIRESREFHT

« secret : MSecure Access Configuration ( Z£FRIEE ) TRES T


https://dashboard.sse.cisco.com/org/xxxxx

RE , Rt save

S

EE ERERELBEE , BEERRSD-WAN ManagerFCatalyst SD-WAN EdgeEH&
DNS#& A7 1 B Bk M 177 1] o

ERERETEATDNSER , BEME :

« & #HConfiguration > Configuration Groups
s RELSRBNVEEXHHRERSGEENH



Configuration Groups | so-wan v ]

<« Configuration Groups 3 System Profile 4 Transpor
[ Q Search ] [ Las
Name Type Profiles

SIA Secure Internet Access R1 + R2 074

Type: Single Router

System Profile

[ SIA_Basic v ]

Service Profile (optional)

[SIA_LAN v] o O

+ Add Profile

- AREREGlobalitI , H¥RS AiEIDomain Resolution



Global

Name
SIA_Basic e =
Discription: SIA Basic Profile Description (optiona
Device solution  Updated by  Last updated Shared [ Global Description
SO-WAN admin Nov 05, 2025 03:37:08 PM 1 Growp
® NATSA ® BGP ® Authentication ® SSH Version
Q searct
) HTTP Server HTTPS Server
Profile Features
ARA B
’ b anagr I FTP Passive Domain Lookup
AR & Banner &
~ - - ©
. i S
&0 ]e [ cioval = ARP Proxy RSHIRCP
Multi-Regian Fabric NTP
il |eo | I o Cisco Discovery Protocol (CDP) Line Virtual Teletype (Configure O
—_— —_—

[

SR E>RuEA:

o E 7 secure Internet Gateway / Secure Service Edge™ Add Secure Internet Access

Policy Group 4 Application Priority & SLA 3 NGFW 0 Secure Internet Gateway / Secure Service Edge 3

Secure Internet Gateway / Secure Service Edge 3

[ Q Search Table /

;- -

Add Secure Internet Gateway (SIG) Add Secure Internet Access Add Secure Private Application Access

AR EET20.1809MRAF |, LIRITAR N IR £ BR 554 4 (SSE)

- BERM, BRGTEH KD creae



Secure Internet Access

Name

[ SIA

Solution

l sdwan &
Description (optional)

ETRME B R IFETECatalyst SD-WAN EdgeH ZREBEL & f5 8 2PRE

SSE Provider

(@) Cisco SSE

Context Sharing

@ VPN @D scT

Tracker

Source IP address

(o IR {{ Monitoring 1

* SSE Provider:SSE
* Context Sharing: It B VPNE/FISCGTEUR F IR ES

® Tracker

- SourcelP Address:iE ¥ Device Specific ( XHERM AR ERERT , AEXBNEREE
ERRA )

’f:l_:i/FConfiguration—g?ﬁT , REREE :

Configuration

+ Add Tunnel



Single Hub HA Scenario ECMP Scenario with HA

Max one tunnel per hub
Tunnel Type f
Tunnel Type

Interface Mame(1..255) Tunnel Source Interface*

m = = = Interface NMame(1.255) Tunnel Source Interface®

GigabitEthernetl
ors Loopback!

Tunnel Route Via Tracker @ Tial Adiitaria Thackanib

@ @~ J_v\ GigabitEthernet E

Data Center \ © Frimary ) Secondary Data Center O Frimary

By default, for the tunnel route, the system will select the
first NAT-enabled interface it finds. If there is more than
one, you should select your desired WAN interface.

S

SingleHub HA Scenario: FEE TR A |, B[ LU —INTGAEEZANTG |, B3 —/"NTGH/E#H )
NTG , NIELES THAY , BNTGHHRAFTHLE N1 Gbps

ECMP Scenariowith HA:TELL TR , BNELB RS U U ES/NREE , BINTCERREZ XK
1671\R2E, WWIREAFRBERNNELEES

AR MREHMXEONTLEAT1Gbps , AEFEAY B , M4AEATEED,
BN, BUNERKRE EWREED. XEH TMNZ2TH RS BECMP,

24 IRERNECMPAREENREEO |, A H 51E 5 H 25 68 F AV K BE T 7E configuration

GroupsTransport & Management Profile > ':F' % Iﬁﬂ; =] }’% A,

}f—(_'\ EL_TAdd Tunnel

Edit Tunnel

Tunnel Type
Interface Name(1..255) Tunnel Source Interface*
@ @ v I Loopback1
Tunnel Route Via Tracker ©®
l B v GigabitEthernet
Data Center © Primary (O secondary

* IntefaceNameiipsec1, ipsec2, ipsec3%

® Tunnel Source




Interface: 1 # ¥ Loopback InterfacesTRM 22 M BEE R 45 E D

* Tunnd RouteViaZﬂu%ﬁjéﬂilﬁl ) f@%%ﬁ?%EMq:%EE;ﬁ.%H’QWEEDo yu%;f:ﬁ?%ﬂ;@ ) lﬂ::&
METARE , HEARSOENE—NSANATHED, MRESNEO,

KWANEEQO

* Data Center:1X = IRk & & £ Secure Access P& TiEEM PO

BREEER T — &5 A BB RHNFENKEERE,

v Advanced Options

General
Shutdown Track this interface
TCP MSS P MTU

H

@ v 1350

@ v 1390

H

BRI

DPD Interval

IKE Diffie-Hellman Group

(o] [

|

&

*,
)

* TCcPMSS: 1350
e IPMTU:1390
* |KE Diffie-Hellman Group:20

Za , 18 B s ) FE B B E PO B B BRE

DPD Retries

BELBFHAT =
Configuration
+ Add Tunnel
Interface Name Description Shutdown TCP MsS 1P MTU Action
@ ipsect @ false @ 1350 & 1390 &
@ ipsec? @ false @ 1350 @ 1390 &

XEREEAEEZRBBNNREAER,

ECMP SCENARIO WITH HA



Interface Name Description Shutdown TCP MSS IPMTU

@ ipsecl © false @ 1350 @ 1390
@ ipsec2 @ false @ 1350 @ 1390
@ ipsec3 PRIMARY HUB @ false @ 1350 @ 1390
@ ipsecd & false @ 1350 @& 1390
@ ipsecs © false @@ 1350 @ 1390
@ ipsecil © false & 1350 @& 1390
@@ ipsec12 © false @ 1350 @ 1390
@ ipsec13 SECONDARY HUB © false @ 1350 @ 1390
@ ipsecld @ false @ 1350 @ 1390
@ ipsecls @ false @ 1350 @ 1390

RE , CREEERLEBRMNEKPEESTAM,

High Availability

+ Add Interface Pair

B #Add Interface Pair:

Meniter (15w |

Overview  Devices  Applcations  Security  Malticlosd  Tunesls Loges  Enesgy Managossn

Ay



PRIMARY

X
Active Interface Active Interface Weight
(-] [oser (o]
Backup Interface Backup Interface Weight
|[ & - ] [ psecll [ @ v ] 1
Tunnel Type Tunnel Type
Interface Name(1..255) Tunnel Source Interface*® Interface Mame(1.255) Tunnel Source Interface®
Loopbackl Loopbackll
Tunnel Reute Via Tracker @ Tunnel Route Via Tracker @
Data Center Data Center Primary O Secondary

HEUSRS  ERENEERENSIMBENEEERENHERBE, XERKEFIMBEHRFEEC

W&, BiclE , XLERRER B2 N PrimaryMSecondary , T2 A THEM,
“Activeinterface’ 2% 78 £ BEIB |, T “Backup interface” 7% 7~ 48 B BRIE

* Active Interface:
* Backup Interface: Zﬁﬁj}

BL  URBRIMTR , WFLEURBE , W FR2BYMNIRHERI L2 RINERE,

NBERESTAME  RENTEM TR, EAERAIRRAF , HARERT ANMBRE, TR

High Availability

+ Add Interface Pair

Active Interface Active Interface Waelght Backup Interface Backup Interface Weight Action

¥ ipsect & 1 & ipsecit B 1 & U
T ipsee? & 1 @ ipsect2 & 1 e O
& ipsecs &1 @ ipseci3 & 1 & 0
ZF lpsecd @1 & ipsecid D1 Pl
& ipsech 1 @ ipsects i 1 &0

Eenes m



EE  BZ8BREN (161°B&& : ATESD-WAN Catalyst vManage it B8 E X #2 F84

WRMIERE, CiscoRE£EARSIIF10XREE,

,‘f—l_'\jl.ﬁ Save
WE , WRFEEREHRER , NIFREESD-WANEESENZLAE P ERAUP,
EESD-WANAFRIE , EREGFESR

i i E Monitor> Tunnels

« SRfE ¥ $SIG/SSE Tunnels
Monitor

Overview Devices Applications Security Multicloud Tunnels Logs Energy Management

SD-WAN Tunnels | SIG/SSE Tunnels

H B &7 LAE 22 37 ZCisco Secure Access UPHIBZIE.,

Advisories

Pttt Tusned Sroup Tunnel Hame. ot harme e Hame 4 Fusned Graup i Teunsgon Trpe Tursei Type. b P Provider Eenter

LR STERN

oeal)

[ 1 ! £-Put
RA 1 . £-Puly
RO 1 SSE-F up
RO 1 up
[ W1 P up Up
R 1 66168101 P : up up
[ 1 B1681015 " ) 1 up up
R 1 Pt Uy Up
R¥-1 1 IPSEC F kg
R 1 561691015 " P [
RAO 1 == [
RO 1 SSE-F b up
RO 1 backup up
A 1 IPSEC backup up up
R 1 i backup up up
Rt 1 b uUp Up
S 3=E B .
EEPIUE secureAccess , B ERELE -
* 5 HConnect™> Network Connections

Network Tunnel Groups

A netwerk tunnel geaup provides a framewerk for estabiishing tunnel redundancy and high

availibility, Connect tunnels to the hubs within a network funnel group to securly contral

uSer access 1o the Intemet and private resources. Help o

[[ Sb28-ddb0-bbze-S0539b5c667d l] Rig . s v | 1 Tunel Growp m

Hetwork Tunnel Group Status Region Primary Hub Data Center Primary Tunnets Secondary Hub Data Center Secondary Tunnels
CBK-PAYG-560-5b26-adb0- © Cannactod Europe (Germany) sse-euc-1-1-1 a sse-euc-1-1-0

BE2e-Db580B5C6ET



EEANRG K QEBENRR

= PRIMARY e SECONDAR)
o o

el i e

e -

Tunsah Paarin SrarDvies B Addrana e ams sta Contee 2 Astrun tain s Girten Upeiste
e D Conmecind
» x 4 O Cowasied DazILINSI086
Srimar 4 B Commniiet
Brimary & B Commnited
....... B commnite
Frimig 6 Yo
..... r L
Frimacy B 0 Commnitet
Secons, LY -
Secondary 2 O Ciwwwiied
Seconary 3 0 Conmacied
oo 0 Conmacied -
- 0 Comectnd -
= 1 Conrecied
Seaaury? e maazses 110 422302 1 conmecind
..... 4 B Coreacied

Zia , BA LAREE SR | Create your Custom Bypass FQDN or APPin SD-WAN
ESD-WANR S| B E XL STFQDNR A A ( 7Tk )
ERESRFEARGD  SFEVNENASZSEMFQDNSIP , Bl SUFHEH N A TR B K -

S/ FSD-WAN Manager|]F :

. ifﬁConfiguration> Application Catalog > Applications

Application Caﬂ:alog duConfigure Cloud Connection
Overview Application Source Sattings Cloud Sourced Applications Discoverad Application Application Lists Conflicts

Applications 1553 Select Application ALttt v Custom Application & Export

1 Greate ApplicationList  Define Probe Endpaint As of: Dec 23, 2025 05:00:05 PM &
Application Harwe Apgplication Family Application Girup lication Source type SaaS probe endpoint value Tratic Class Business Relevance Action
Zannet flile-server oihe: BudtAnps - - bulk-data

B MRETHMRAETF20.15 , ATLLFEPolicy Lists T €12 B & X 5 A

AE EHRNAEZR, 49U8 BSD-AVC,



,‘f—(_'\ E Custom Application

Applications 1sa Select Appiication Atiibte N L Export @

) Sisbisctind Create Application List Daling Probe Endpaint Ag of: Dec 23, 2025 05:00:05 PM

EHMER , FHALXLEFE — UmbrellatE R SWG FQDNEL B EAHER: -

ProxySecur eAccess

Custom Application

Application Name @ Server Names @

Name of the [
< ProxySecureAccess ] [ swg-url-proxy-https-sse.sigproxy.qg.opendi ]
Custom APP
Application Name: ProxySecurefccess-Custom

Application Family Application Group

[ Select Application Family ~ ] [ Select Application Group v ]

Traffic Class Business Relevance

[ Select Traffic Class ~ ] l Select Business Relevance v ]

o L3/L4 Attributes

IPv4 Address @ Ports @ L4 Protocol @

—

FQDN

[ 10.X.X.X, 20.0.0.0/24 separated by ] [ Space separated ports or range or ] [ Enter L4 Protocol

q

Saa$ probe endpoint type

(O 1P address () FabN () URL

Saa$ probe endpoint value

Cancel

* Saver Name: fE AR E LI IFQDN ( EARBIREE TSWGHFQDN )
- swg-url-proxy-https-sse.sigproxy.qqg.op endns.com
swg-url-proxy-https-ORGID.sseproxy.qq.op endns.com
KR save

S

AR EABKHSSEALR RS EHRORGID,

BETXR, QIZEARERR ; EAHIF , Umbrella DNSARSS 85

UmbrellaDNS




Custom Application X

Name of the Application Name ® Server Names ©
Custom App [ UmbrellaDNS ] [ Enter Server Names ]
Application Name: UmbrellaDNS-Custom

Application Family Application Group

[ Select Application Family v ] [ Select Application Group ' ]

Traffic Class Business Relevance

[ Select Traffic Class v ] [ Select Business Relevance ~ ]

° L3/L4 Attributes

IPva Address @ Ports @ L4 Protocol ©

— Configure IP addresses to exclude

[ 208.67.220.220,208.67.222.222 ] [ Space separated ports or range or ] [ Enter L4 Protocol v ]

4 »

SaaS probe endpoint type

(O P Address () FQDN () URL

SaaS probe endpoint value

Cancel Save

TUTE S8 7] ALK S e I8 B R SRR o

B EHE

ELSERF  GEEELIRERAELENRE , WBZENZ2 RN E#TRP. EXHERT
, BEARENRERE  ATRIMNESIRLERE , N\MEPDTHLEBIREHRAETFENR
B, B RBENEIRMEE.

B, BN A AR RS 0%

* Configuration > Configuration Groups > Service Profile > Service Route: It FF E IR B LR £ 15 I MY B B ) BEZ
RIEM,
* Configuration > Policy Groups > Application Priority & SLA: Lt 5 3EESD-WANR IR ZFp R AT , REE
MR, EATEEIRERE , AEF2BIRLHEREZRE.
NREBRBEUHAEREIRERRIT — , BRATERALLTELE Application Priority & SLA!

* }f—(T\EEConfiguraIion> Policy Groups = Application Priority & SLA

« SRIGH T Application Priority & SLA Policy



Policy Groups

Policy Group 4 Application Priority & SLA 4 NGFW 0 Secure Internet Gateway / Secure Service Edge 3 DNS Security 0

Application Priority $¢SLA Policy 4
Q Search Table /

IAppIication Priority & SLA Pol icyl

Name Description References Upd:

- BERBEEW , RG] creae

Application Priority & SLA Policy

Policy Name

[ SIA-ROUTE

Description (optional) \

* enable Advanced Layout
M5 + Add Traffic Policy

Policles, » Application Prority & SLA

SIA-ROUTE & & Additional Settings Advanced Layout @9

SLA Class QoS Queue

| ¥y Change made in advanced view won't save to simple view.

Mo SLA Class added, add your first SLA
+ Add Traffic Policy Class in Traffic Palicy



Add Traffic Policy List

Policy Name

[ SSE ]
VPN(s)

[ Corporate_Users ]
Direction

[ From Service v ]

Default action

@ Accept O Drop

* Policy Name: R FE L TR 2 SR BE I R0 B KA B LK B 5
« VPNEIERMFBBERERNAFRSVPN

* Direction: MRS

* Default action:Accept ( R )

Za , B BUT iR el R B R e

In this way, you are bypassing the routing of specific traffic to Secure Access

A
VPH: Corporate_Users  Direction: From Service  Default Action: Accept
O Searct
MAME MATCH ACTION
LocalNetwor Destination Ip - 172.16.200.0/24 =
£ 1 K Base action - accept 89
Source lp - 101.101.101.0/24
. BypassSSEP . " ~
i 2 roxy App List - SecureAccessProxy Base action - accept a
mbrellaDN i
£ 3 Urabralla App List - UmbrellaDNS .
S Base action - accept a8 5
SIAAUTOF Base action - accept  Sse Secure Service Edge - true e
4  ULL TRAFFI Source Ip - 101.101.101.0/24 o]
C Sse Secure Service Edge Instance - Cisco-Secure-Access

l

In this way, you are sending specific traffic to Secure Access to be protected

1. Local Network Policy (Optiondl): & 101.101.101.0/24 , B #5172.16.200.0/24, b #& H 7] B LE & R 57
B RIZEICiscoRe1hEl, BE , EFF2XMHM , ENESD-WANTEH , NEEHAEFEH
DMEHELE, MEETHERFSNXEFMZANNBRERBILLHE , EABRT
LW EREFEYE ( Uik , BURTENMEIRE )

2. BypassSSEProxy (Optional)



KB ARG L E R 2 B P i B ACisco Umbrellatdik B & ASWGH ARSIt EHIGRERE
REER, FRERE/BIKHIZTRRESRE,

3. UmbrellaDNS (Best Practice): )bt 5% B 0] By LE 183 BRI8 & %5 & i InternetlIDNSZE ], BiINFEBIRZE
FIDNSE ) &= F|Umbrellafi##785(208.67.222.222,208.67.220.220),

4. SIA AUTO FULL TRAFFIC: It SR BE SR i3 48 2 B 2 2 I SSERR B ¥k BiR101.101.101.0/24 9 PR B R
ERBIEBRMN , LBERLEREESDZERF.

5 E

ERIITRERTELZBECiscoR 2Rz |, 5 M FleventsE Activity SearchBY Network-Wide Path

Insights , %Eﬁﬁfﬁ’gﬁgﬁ%ﬁﬁ?ﬁﬁ/ﬁ .
Z21HR — EHER
E’rﬂﬁf:MonitoPActivity Search:

Activity Search = B LT 24 HoURS ¥

IDENTITY CEE=PAYG=013-d4e8-4eab-beo0-calfed 712216 X

1817 Tota O

Event Details *
@ Allowed

Dec 28, 2025 614 AM

Warn Page Behavior hitps:/fimg 3 joymax.com 1102241817 v+ | Forsilkwemetaccess (ZIG0@53)
L
TVRN-10 {VEN-10)
slate — CBK-PAYG-0H3-dded-doal-boBl
calBed 2216
O

hitps: fimg 3. joyman.com 110.23418.17 101101.301.20

ZEUF — BH

= ﬂf'l, Z Monitor>Events:



CBK-PAYG-0f3-ddo...

CBK-PAYG-560-5b...

CAK-PAYG-560-5b...

CBK-PAYG-560-5b...

CBK-PAYG-0f3-dde...

CBK-PAYG-0f3-dde...

CBH-PAYG-DI3-dde...

CBK-PAYG-DI3-dde...

1M0.234.18.177:443

8.8.8.8:53

ag88

888853

110.234.18.177:443

110.234.18.177:443

110.234.18.177-443

110.234.18.177-443

SD-WAN-Allaw-We...

Forall Internet acce...

For all Internet acce...

For all Internet acce..

SD-WAN-Allaw-We...

SD-WAN-Allow-We...

SD-WAN-Allaw-We...

SD-WAN-Allaw-We..

> Firewall  Disconneci Oaliowed O4cealgEESacdEle
> Firewall  Disesnneet @ allowed BiBedibbdealts1de
> Firowall  Conmect O llowed 204e46d757012847
> Firewall  Disconneet @ Allowed H28e0bbdeals1de
b Firewall  Disconnect O Allawad Sdcead9EEiacdsic
> Firewall  Désconnect @ Allowed eech39315cdde282
> Firewall  Disconneet O Allawad eachig315cdda282
w Firewall  Disconnect 8 mllgwed SdceaZ acdBic

= I T

9 Source & Connection

Mietwark Tuneols:  CK-PAYG-0F.
Viptala WPH: VPRSI0 (VPN-10).
Source 1P 10110110120
Source port: 55240

Type: Network Tunnel

S

&

& Security Conrols

Firewall
Aow: 0 View sl 5

Aztion: Allow

Egress |P: -

Egross Type: -

Datscenter: Europe (Garmany)

Mo Fi coringl svant Tound

.

& Destination
FQON: -
Résoureo Apphication Namd: -
Dostination IF: 110.234.18177
Dastination Peet: 443
Destination List: -
Protocol: TCP
Sevsion Dytes Received: 180
Session Bytes Sen: 362
Application Category:
Appiication Protocol: -
Content Category:

AR BRENRIAEKEEAARLER , MABRTEER.

Catalyst SD-WAN Manager — M 4538 B B2 20 47

£ i E Catalyst SD-WAN Manager:

« B FTools> Network-Wide Path Insights
,'f—l_'\ E New Trace

Dec 28, 2025 617 AM

Dec 28, 2025 617 AM

Dec 28, 2025 617 AM

Dec 28, 2025 617 AM

Dec 28, 2025 617 AM

Dec 28, 2025 617 AM

Dec 28, 2025 617 AM

Dec 28, 2025 6:17 AM



[ Traces & Tasks ] |

[ New Auto-on Task ]

(] Enable DNS Domain Zfiscovery®

Trace Name

Trace Duration(minutes)

[ e.g trace_[site Iy/

}‘60

Filters

VPN*

—

1 VPN(s) X K%

Destination Address/Prefix

{ 101.101.101.20

|1

Application
®

®

O

Application Group
®

o sielEFBARENBN I SUE K
. VPN:ii#ﬁ."iE’JiﬁéMﬂﬁﬂA?m':F'z:‘éﬁ’EE’JVPN ID

 sourceFFIPE

, TEInsights/ |

&R B EIE

78 BV B SIS JE R MR R R A9 P site B RvenE

BZANRENREOZLFRNRERR

e: trace_B0 (Trace Id: 80)

- INSIGHTS

Applicaticns Active Flows

Search by Domain, Application, Readout, etc. ™

[

Completed Flows

* Readout Legend: @- Error, @- Warning, @- Information, ©= Synthetic Traffic, @-PCAP Replay.

tal Rows: 10 ke
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https://www.cisco.com/c/zh_cn/support/index.html?referring_site=bodynav
https://docs.sse.cisco.com/
https://www.cisco.com/c/en/us/solutions/collateral/enterprise/design-zone-security/sase-design-guide.html
https://www.cisco.com/c/en/us/solutions/collateral/enterprise/design-zone-security/sase-design-guide.html
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/security/ios-xe-17/security-book-xe/m-cisco-secure-access-integration.html
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/security/ios-xe-17/security-book-xe/m-cisco-secure-access-integration.html
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/security/ios-xe-17/security-book-xe/m-cisco-secure-access-integration.html
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/security/ios-xe-17/security-book-xe/m-cisco-secure-access-integration.html
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/security/ios-xe-17/security-book-xe/m-cisco-secure-access-integration.html
https://www.cisco.com/c/en/us/solutions/collateral/enterprise-networks/sd-wan/nb-06-sase-sd-wan-secure-access-aag-cte-en.html
https://www.cisco.com/c/en/us/solutions/collateral/enterprise-networks/sd-wan/nb-06-sase-sd-wan-secure-access-aag-cte-en.html
https://www.cisco.com/c/en/us/solutions/collateral/enterprise-networks/sd-wan/nb-06-sase-sd-wan-secure-access-aag-cte-en.html
https://www.cisco.com/c/en/us/solutions/collateral/enterprise-networks/sd-wan/nb-06-sase-sd-wan-secure-access-aag-cte-en.html
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