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3 dashboard.umbrella.comic/a2 viicensing

Cisco Umbrella o~
9 asco  LICENSING @

Understand what Umbnella Boensing has besn purchased for your o

Upprade 1 Seeisns Acsbid

Invitadion previouly Ssend. Pieate cihecl r SYTUAT

Umbrella Package

Gurrent Package License Stant Date
Uimkegils DMNS Seournity Septombsr 11, 2025
Essantials

2. iIe FHLRID , EAHIH 58350166,
3. &$% i ] 71 H £ BIRequest InvitationiE I

A EE(EE : Request InvitationiZ A A EMASCCHIUmbrellafB F B E, BFRSERE
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Welcome to Cisco Sm:u:ity Cloud

no-raply-security@cisco.com cno-reply-security@cisco.com

H To: I

Welcome to Cisco Security Cloud

Thank you for choosin

IR NH. Yoy will nedd & Security Cloud Sign On account 1o claim your subscription.

Rty tha r:nr.'H!L.r"' o this subscn pnr‘n lizbesd &l the and ol this alrgady have ong
of thesa prod
product support

To claim your subscripticon:

1. Sign in o &
time sigring | & A0 Controd, 8 mevw organzabon will be aled for you
aulomatcally Cia tha subscription. i your account ks ciatod with multipla
organizations, solect the desingd crganization fnom the Organization menu

Clhck Claim Subscription.

Enter your subscription clalm code NI and follow the on-screan
nstructions fo review and claim your subscription,

For delaiied instrucsions on claiming your subscription, see the documentatiol

2. ERENIA BRBEFEIUERFRSCC

1. $MBZEEEF - HEREHENBERRILER,

ﬁ

EE . AT R RZERNUmbrellal® & EAR Y AE R B R & F &I,
2. %R Create new organization ( MREZEUEALR )

3. TE“F4H 42 B #5"(New Organization name) =Bk il A FT4H 42 & o
4. MRegion deployment i 3 & FR % 238 2 19 X5,

N orE  XAAREHESSHERNHE X,
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https://security.cisco.com

Select Drgunizutionﬁ

el

el
[ Croaate new organization & v ]

MNew organization name *

[ JalernSSE
50 charactor hmit
Region deployment *

..|’| Europe N ]

This selection sets the preferred reglon for all products and services in this
| organization. See your Product's Privacy Data sheet on the Trust Portal to confirm
' regional availability

5. i FContinue ASTE A L B2,
3.ffUmbrella Org##2ISCCH HIF ] H

1. 1% Claim subscriptioniZ4ll , AER LR F1 LS FREEN KRB HTARBE,
2. BAEIT AR E S ETEAUmbrellaB L2 IDA R FE M N RISCCHIBIE

N sEE  Umbrella org IDAFMEEEIUmbrella Dashboard EfI#E, X3 FEBFBER
SCCHIUmbrellag =& FEEEE,
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Security Cloud Control

Subscriptions m

Invitations to attech sxksting product @ 9
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1% $F Attach productfF &I Umbrellatl 2 Fff InEISCC.,

Mitnes | &% FTE R — T H & £ Cisco Secure AccesstERN= T , AL T RBIFTR :

Subscriptions

8350166_secure-access Externally managed (0
End date: —

Product Region Entitlaments Status

Clsco Secure ACcess Global 0



3. HAURHERBHERET -5

Claim Subsecription

o Enter subscriplion claim code Enter SUb“ﬂpﬁun Chrm Cﬂdﬂ

Tor bgin, @nter your chiim code below and click Next, For detailed
Instructions please read our decumentation (5.

Subscription claim code *

L rliiL] ]

g Cancel

4. MCreate new instance or attach existing T 1 3 & H 1% £ Attach existing instance:

@ Envers iptise claim Review products

To use an existing instance instead of creating a rew one, choose Attach existing
linstance from the dropdown many for the product. Post- claim actions may dso ba
Tibgpangd 10 SHDly Bobrclad 10 L0/ PROdUCT IRTLEATE

Read doc urseatanion for mone detalls [

B Feslaw products

Prodscis ‘Create new instance or attach
wxigking

l Attach gxisting instance

00 Secung ACCORS DNEMJI'IHIQI'/ ’
¢ o = -

5. REIRE :
1. ¥R (Existing instance) 27~ mABA MK — 5
2. FZXEHIRENFTIEENZ LT ESRFINIEXE,
3. &$EClaim move ABET — I,

@ Enter suk fon clien code Review subscription

Subgcrigtion D e ganiTatien
() meviowprosucts L
I Eucpe
€ roviow subscription | I
Products Geployments

Cigg Securs ADeid DNES Agwantige Rarghons por alating o

SRR ,/

¢ Cancel m
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A Claim subscription

Claiming this subscription will asscciate the subscription details, including
subscription ID and product licenses, with the JaleroSSE organization.,

Cancel

5 IBEMALRS , BMELRTE S BUE™ miSubscriptionsTTH

Subscriptions

@ subscription successtully claimed, "

Products will appear inthe navigation shortly, Once your products ane fully activaled, you can access them
from the left-hand navigation or the platform navigator at the top of the page. After activation, configure
YOUr role - based access controls to ensure proper user permissions.

Product and service activation status 1

Ciseo Secure Access DNS Advantage Start date 09/16/2025

B350166_secure-access Extemally managed (0

End it —
Product Region Entitlemants Status
Clsco Secure ACcess Global 1] -

f8643562-d914-4582-a95d-49cf392¢757d
End date: —

Product Reglon Entithements Status

Cizco Security Cloud Control Firewall

Eungpe 1 Agthvated
Management Bage .

4 FFFAEN AT &2 175 R KA

1. 1% Action requiredif I,

Product and service activation status 1 \ r

Ciseo Secure Access DNS Advantage Start date 09/16/2025

2. % App license,



Cisco Secure Access DNS
Advantage

Subscription ID

Apply Boense to an existing instanca

The following Clsco Secure Access DNS Advantage
instances are associated with your Cisco Security
Cloud organization. Select an instance and click
Apply license.

-@ Cisco Secure Access  Extemnally manasged
Instamnce ID 8350166

% BISCCH R4 1 i 4585
FALSIRIEZNZLTHEHESRE 24EEISCC,
1T AR mEUERA

I iECisco Secure Access <License Type>r= i 354 2 385F -



End date; Sep 16, 2026

Product Region Entitlements Status

Cisco Secure Access DN3 Advantage Global 50 @ Activated

2 mIIRANE LA

Z2RAEELFIFNEFRT

el Security Cloud Control

& Organization
Jalero55E »

£ Home

Products
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© 55 Overview e
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Upgrade to Secure Access

Upgrade your ofganization to Secure Access's next-genaration cloud-deliverad

Internet protections and access controls.

3. £Upgrade Manager W H , ¥ #FEnable Cisco Security Cloud Sign on T~ #YStart,
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cisco Upgrade Manager

Upgrade to Cisco Secure Access

This upgrade process involves migrating data and configurations to your new Secure Access organization.
The result is that all current identity traffic Is steered through Secure Access. No protections are lost. Help .3

0/ steps complete

o Prerequisites

Complete these steps before beginning the upgrade process. If you have previously completed a step, mark it

\
@ (=] &

1. Enable Cisco Security Cloud Sign 2. Update VAs and AD connectors
Oon

Enable Security Cloud Sign On as your Update your virtual appliances and Active
authentication method. Directory Connectors to their latest versions.

[_] Mark as done

4. FESAML Dashboard User Configuration FI£RENABLE SAML , fFSCCHERSAMLIZ T2
SR TR ERE R,



© ik Authentication e

Sot up singhe sign-on via SAML for Umbrelia dashboard users and check on the stabus of two-step verification for your account.

2 Prerequisite 1 : Enable Cisco Security Cloud Sign On

[ Ratum to Upgrade Manager I
Update your Umbreila SAML provider to Ciseo Security Cloud Sign On

SAML Dashboard User Configuration

d Cisco Umbrella suppons Seculity ASsertion Mankup Language of SAML for leins 10 the Umnbrella dachboand. This allows you o provida single sign=-on (S50) access 1o
Urnbrella uging enbérpeise identity providens Such &t Okla, Onelogin, AZune dnd Ping ldentity. SAML S50 s svalabhe 1o Al Ciscd Umbngis dashboard uers, Far rmong
nlormation, see Umbrelia's Help.

Smams @ Disabled
Prowider Mone

Two-Step Verification

a This indicates whether iwo-step verification (2FA) is enabled for your user account. If you wish to enatée this feature, navigate 1o Agmin » Accounts and expand the account
you'ne logged in as by ciicking on the account nama, then soloct Enabie to got started. For more infarmatian, see Umbnella's Help

Status & Enabipd

5. fEEAATEST CONFIGURATIONIE TN i SAMLEL & .

SAML Dashboand Ustr Conliguration

Verify Cisco Security Cloud Sign O
Using Clsoo Security Cloud Sign On a8 your SAML prowider for Umbrells reguires all accounts in this cegantzation fo already have axisting Cisco Sacurity Cload Sign On
sccounts, and for thode stcounts 19 hires the Clico Umnboela sop sssigred. You can omats Chco Security Cloud Sign On scoounts and assign the Cico Uimbrells app a8

B O TG -0n, M Unty S HS G COM,

Please verily your Cisco Security Cloud Sign On acoount Iy chicking the ™ Test Configuration” button Delow

[ rcovnce B
.

CARGEL PRICWVHS

6. SCCHEFRMAMHIAES — M REEOH (BREZEABRKUEORILEERF ) . HIERE
, EEALHNSCCREREE R,



CONMNECTING TO CISCO UMBRELLA

Security Cloud Sign On

Ermail

i ]

Password

-
[ --------- Show
o

Multifactor authentication

Click on Finish or set up Google Authenticator as
an additicnal MFA option.

G Dug @ Ercolied

7. WEERE , FERLEIIHES | LESAMLE S JLF K

® @ login.umbrella.com|sso_test_suc

2% login.umbrella.com/sso_test_success

Success!

You have successfully configured your SAML provider. You may now close this modal.

8. BEESAMLEHERAFEER 7. FEHNEFSERSAMLIRECEWEE. ©&&F Next (T



- ﬁ ) o
SAML Dashboard User Configuration

Ste 2

Verify Cisco Security Cloud Sign On
Using Cisco Security Cloud Sign On as your SAML provider for Umbrella requires all accounts in this organization 1o already have existing Clsco Security Cloud Sign On

accounts, and for those accounts to have the Cisco Umbrella app assigned. You can create Clsco Security Cloud Sign On accounts and assign the Clsco Umbrella app at
hitps://sign-on.security.cisco.com.

Please verify your Cisco Security Cloud Sign On account by clicking the ° Test Configuration” button below,

TEST CONFIGURATION

@ Your SAML settings have been property configured!
CANCEL PREVIOUS ]

9. REERHBHRAF.

S1en {2

Save and Notify
After clicking "Save', all users In your organization will be required to use the single slgn-on service rather than a password, Umbrella will send an emall to every

administrative user in the dashboard, stating their password has been removed from their account.

If you disable the single sign-on service in the future, all users in your dashboard will be emailed a link o reset their passwords and their old passwords are not

restored.
Block page bypass users will no longer work once SAML is enabled. Instead, you must use codes for bypassing block pages. For more information, read here.

Two step verification with Umbrella is not available when SAML is enabled. Instead, use the two factor options available with your S50 provider. /

PREVIOUS SAVE AND NOTIFY USERS

10. SAMLELE E 5T HK :

SAML Dashboard User Configuration

-ﬂ Cisco Umbrella supports Security Assertion Markup Language or SAML for logins to the Umbrella dashboard. This allows you to provide single sign-on (S50) access o
Umbrella using enterprise identity providers such as Okta, Onelogin, Azure and Ping klentity. SAML S50 Is avallable o all Cisco Umbrella dashboard users. For more

infermation, see Umbrella's Help.
Status @ Enabled

Provider Cisco Security Cloud Sign On
DISABLE CONFIGURE

11. 7 Start UpgradeZB 2 Hi%#FUpgrade , 74 E|Secure Access:



Prerequisites © V3 prerequisites done

Start Upgrade © Hot Started -

GClicking Upgrade gensrabes your new Secuns ACCoss onganization (and dashboard) and coples your Umbrella configunations 1o Secune Access. Umbnsla
CONINLOS 1o opdrate during this process and your organtzation is abways protected, Help (7

m@

Upgrading to Secure Access

Gaonorabes 4 new Secun AcCoss crganization jonganization URL does not changs),
and coples DNS policiss and componants 10 Secund AcCeds policy nules.

12. RTHEFR -

Start Upgrade @ inProgress -

Clicking Upgrade generates your new Secure Access onganization (and dashboard) and coples your Umbrella configurations to Secure Access. Umbrella
continues to operate during this process and your organization is always protected. Help (5

~

Upgrading to Secure Access...

¥ou can exit and return 1o this page at any time. Changes are automatically saved,

13. TR/ , ERUILTAE :



Start Upgrade ——» ODoe -~

Clicking Upgrade genarates yous new Secune Access onganization (and dashboard) and coples your Umbrslla configurations 1o Secure Access, Umbrella
continues 1o operale during this process and your onganization ks always protected. Help 3

Upgrade Success.

Your new Secure Access anganization has been successiully generated and ks now listed
in Umbrelia's navigation menu. To review your new Secun Access deployment, click
Secure Access.

Umbrella DNS policles have been copled and converted to Secura Access policy rules. All
deployrnent and policy components, including identities (sources) and Admin sattings, ane
shared between Secure Access and Umbeella. Any changes to these shaned components
ane automatically updated in the other organization.

Application seltings and policy ane not shaned Detween the two dashboands, 50 changes
are not reflected between Secure Access and Umbredla.

Umibrella and Secure ACCESS are now running simulaneousty, but traffic is only steensd
theough Umbrella. Complete the upgrade process and redirect traffic 1o Secune Access.

View rules in Secure Access m

14. FREEEMIZ LA :

Redirect Traffic © Mot Started -

Help 7
Redirect your onganization’s identify traffic 50 that it is steerad through Secure Access. You must manually select which idantity traffic ks upgraced 1o be steenad

through Secure Access.

Redirecting traffic to Secure Access

Upgrades traffic steering so that ldentity (Source)
traffic is steered through Secure Access,

— 3

15. BIAEEBETK. FEARHIF , ML F B MUmbrellai®# E|Secure Access:



Redirect Traffic to Secure Access
Salact which Umbralla Identities, upgrndud to sources in Securs Access, should have thedr traffic redirected to Secum ACCass.

Traffic redirected to Secure Access
To verify redirected traffic, in Secura Access review Activity Search logs.

Hetworks & Network devices Roaming computers
r Secure Access 1 0

50% Umbrella 0 0

16. TR ALK FH T B E|Secure Access,

B XN EMBERENUmbrelladB R , FEFTHE , RitERITHS R H |, FH
RATEMB#ET2ER.

o Complete Upgrade and Close Umbrella © Heol Bearind
ol

| Uieniweiia huas e Buncesstuly UDQred S0 Babecting e S Now B Snsswa TeTUGh Secun Access. Thae a7 se0 n the

Jpgrace procens i to permanenty Wt down Umbrela and cancel your Lmbrella subacription. el (7

17. HIRTE ARG £ %32 Close Umbrellabs |, 4570 55 75 S8 R <R 40 40 4 A BR Bt o B3 4T3 18D 6

Complete Upgrade and Close Umbrella

Are you sure you want 1o close your Umbrella account? Once closed,
all access to Umbrella |5 lost and cannot bé recoverad.

I understand and wish to proceed

Cancal Close Umbrella
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1. B FKEIUE & FSecure Access,
2. §MBZE > BRI REUE REBHAN |, AT REIFAR. ARIDANE LHERTEIE
o HEVHERE,

= dashboard.sse.cisc

ailh Sacure Access

Access Policy
Internet access rules apply to traffic to public internet sites from devices that are an your network or that your
e arganization manages. Private access rules apply to users and devices accessing applications and other resources on
your internal network. Secure Access applies the first rule in the list that matches traffic. Help OO
Homid
[ Search by rule name ] = Filters
o J
Connect
5 Rules
=
EELED [ #@ Rulename Action Access Sources Destinations
( : | 1 3/3 DNS-only-policy-1(U.. &) Allow Intermet Any AD Group... +1 Global Allow...
Secure
] 2 2/3 DNS-only-policy-1 (U.. & Block Internet Any AD Group... +1 Alcohol  +26
Q
Manitor
D 3 1/3 DNS-only-policy-1 D... = Allow Internat Any AD Group... +1 Any

HXER

Umbrella3Z #4
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https://www.cisco.com/c/zh_cn/support/index.html
https://www.cisco.com/c/zh_cn/support/index.html
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