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Connect > End User Connectivity > Virtual Private Network > FQDN > Global

End User Connectivity

End user connectivity lets you define how your organization’s traffic is steered from
endpoints to Secure Access or to the internet. Help 3

Zero Trust Virtual Private Network Internet Security

FQDN

Use the FQDN listed here to configure VPN access to Secure Access. Help 7

Global: on.sse.cisco.com [ Copy  View Regional FQDN's

VPN£ FFQDN

2. & F B Azure F# I RA VPN & 13 16 iF 8| ZEnterprise S T2 5. &7 LAfE & 1 Cisco Secure
Firewall - Secure Client ( LABI#: A AnyConnect ) B3 KIEMTE XN ARERF.
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Cisco Secure Firewall - Secure Client (forme... X

,ﬂ? Got feedback?

Logo @ Name * (O

Cisco Secure Firewall - Secure Client (formerly AnyConnect) auth...

Publisher (@ Provisioning (0

Cisco Systems, Inc. Automatic provisioning is not
supported

Single Sign-On Mode @ URL @

SAML-based Sign-on https:/fwww.cisco.com/go,/sec

Linked Sign-on urefirewall

Read our step-by-step Cisco Secure Firewall - Secure Client {formerly
AnyConnect) authentication integration tutorial

Use Microsoft Entra ID to manage user access and enable single sign-
on with the Cisco Secure Firewall for Secure Client (formerly
AnyConnect) SAML authentication,

EAzureh 8122 N A

SEMEBNARR.

Properties > Name

Save >< Discard ]il Delete R'j Got feedback?

View and manage application settings for your organization. Editing properties like display information, user sign-in
settings, and user visibility settings requires Global Administrator, Cloud Application Administrator, Application
Administrator roles. Learn maore.

If this application resides in your tenant, you can manage additional properties on the application registration.

Enabled for users to sign-in? &) I Mo jl

Mame * (i) | Cisco Secure Access RA VPN e |
Homepage URL O | https://www.cisco.com/go/securefirewall Iy |
Logo @

ERENARRF
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Home > Enterprise applications | All applications > Cisco Secure Access RA VPN

2a Cisco Secure Access RA VPN | Users and groups

Enterprise Application
‘ - Add user/group

8 Overview

'El The application will appear for assigned users within My Apps. Set 'visil

L[]] Deployment Plan
7+ Diagnose and solve problems ] o
Assign users and groups to app-roles for your application here, To creat
~ Manage
, J2 First 200 shown, search all users & groups
II P . =
roperties
& Owners Display name
& Roles and administrators
Mo application assignments found
&4 Users and groups
PEHAF/A
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fFlan | W RIFVPNE HFQDNA #Eexamplel.vpn.sse.cisco.com , 3} BEH BRI L 215 EIVPNE &
XHEZFAVPN_EntralD , M| ( S54KID ) MEESURL ( #iSHBRERSURL ) WENT :

FRIRRF ( E4KID ) : https://example1.vpn.sse.cisco.com/saml/sp/metadata/VPN_EntralD

ESURL ( IS ERERS
URL ) : https://fexample1.vpn.sse.cisco.com/+CSCOE+/saml/sp/acs?tgname=VPN_EntralD



Identifier (Entity ID)* ©
The unique 1D that identifies your application fo Microsoft Entra ID. This value must be unique across all applications in your
Microsoft Entra tenant. The default identifier will be the audience of the SAML response for IDP-initiated S50,

Default

https://fexamplel.vpn.sse.cisco.com/saml/sp/metadata/VPN_EntralD oy | @ Tm]

Add identifier
Patterns: hitps://*YourCiscoServer.com/saml/sp/metadata/TGTGroup

Reply URL (Assertion Consumer Service URL)* ©

The reply URL is where the application expects to receive the authentication token. This is also referred to as the Assertion
Consumer Service” (ACS) in SAML

Index Default

https://example 1 vpn.sse.cisco.com/+CSCOE+/saml/sp/acs?tgname=VPN_EntralD v’| | | @ ]

Add reply URL
Patterns: hitps://YOUR_CISCO_ANYCOMNMECT_FQDN/+CSCOE+/SAML/SP/ACS

Azure P I SAMLS 3
s AY A —
6. TEEX & T HIEXML,
SAML Certificates
Token signing certificate 2 edit
Status Active
Thumbgpnnt B3194903628E192F88.COC B4 ETE14BE6TFTOF1TE
Expiration 3/28/2028, 11:50:10 AM
Motification Email
App Federation Metadata Url https:floginmicrosoftonline.com/T1414341-5150... [y
Certificate (2asedd) Download
Certificate (Raw) Download
Federation Metadata XML Drownload
Verification certificates (optional) 2 e
Required Mo
Active ]
Expired 1]
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Connect > End User Connectivity > Virtual Private Network > Add IP Pool
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REIPH : Secure AccessfE Al tRadius & A RIEEIhEE , FHPRIEFERK B HBERNMBIP,
IP3th - ARINFTEYIPH | HI5EA P IEZEIRA VPNEREMIP,

Setup VPN profiles

MNo VPN profiles added. To configure VPN profiles, you must first
setup IP pools and then add profiles that map to users.Help

Add IP Pool

A VPNES & X4



Parameters

Edit this IP pool's parameters including its mapped region, DNS servers, and IP
addresses

Region

Canada (Central) (X)) v ]

Display name

RA VPN ]
DMNS Server
DNS (208.67.222.222) “ ] + Add

(] DDNS Servers updates

System IP Pool @

17216.2.0/24

IP Pools

Add the IP pools this region will use. You can add a maximum of 25 IPV4 and 25

IPV6 subnets per IP pool.Help 7
+ Add

IPHEE — 1502

« AddIP Pool X

Add up to 25 subnets per protocol to this IP pool. The number of connections
available here is set by the number of subnets added to the System IP Pools field

IP Pool name

RA VPN Pool

IPv4 subnets @

17216.1.0/24




2.7 IVPNEC B X 4.

Connect > End User Connectivity > Virtual Private Network > + VPNEL & X4
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VPN Profile name

[ VPN_EntralD ]

General settings

1 General settings i ) ) i
Select and configure the network, protocol and posture that this VPN profile will use. Help 7

Display name

[ VPN - Lab ]

This name will be displayed in Cisco Secure Client application.

Default Domain

[ lab.local ]

DNS Servers @
@ Region Specified
View DNS servers mapped to regions

Custom Specified
DDNS Servers updates

IP Pools ®

Edit assigned IP pools

VPNE & X E — 132

Profile Settings
Include machine tunnel for this profile (i) 4 Add Machine Tunnel

(] Include regional FQDN (©)

Protocol ©
TLS / DTLS

(] 1Psec (IKEv2)

IP version mode @

(] 1pve

Connect time posture (optional)

| Mone e

Multiple WPN postures can be created in Posture.
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FERACAIEBHITEHRIE : NREEEFASSLIEBHITE PRI HIEIEIAP SAMLIEHEFIHIT
B,

BEEFRSHRIE : FHEVNVPNEENASBHERHTEARIL. BHEFSFHRIETLSE
R, XATLAEZSAML IdPIRE ( AflH Azure ) o
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Protocols

SAML

() Authenticate with CA certificates
Select to use CA certificates to authenticate this VPN profile.

SAML Configuration
I:I External browser authentication

Forced re-authentication

(®) SAML Metadata XML Configuration

|i, 1. Download Service Provider XML file

This XML file contains metadata required to configure your IdP.

Download service provider XML file ]

i:zi 2. Generate IdP Security Metadata XML File
a. Upload the Service Provider XML file to your |dP.

b. From your IdP, create and download an |dP Security Metadata XML file.

T, 3.upload IdP security metadata XML file

© File ‘Cisco Secure Access RA VPN.xml' uploaded. [ Delete
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Traffic Steering (Split Tunnel)

Configure how VPN traffic traverses your network. Help 7

Tunnel Mode

Bypass Secure Access W |

All traffic is steered outside the tunnel.

35— O

WPN Internet

Add Exceptions
Destinations specified here will be steered INSIDE the tunnel.

Destinations

Exclude Destinations

10.1.1.0/24

DNS Mode

Default DNS W
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Cisco Secure Client Configuration

Select various settings to configure how Cisco Secure Client operates. Help 0

Session Settings | 7 Client Settings 13 Client Certificate Settings 4

+ Add

=& IhEE. Hlan : TND, KiZfE4k., if

c*s Download XML

‘ General

4 R |

‘ Administrator Settings

] i |
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Zore Trust ‘Virtual Privato Motwork Intarne! it Securi ty

FGQDN Regions and IP Poals

Use the FODHM lished here 1o configure VPN access to Secure Access. Help Helg
Regions mapped 1 Ma
Global: J Copy  View Reglonal FQDNs = nage
WPH Hapdaad: ’ & Copy
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8 Cisco Secure Client - >

AnyConnect VPN:

6 Ready to connect.

| wpn.sse, dsco.com/VPMN_Entral] v|

LLHT I VPNIE 2

A\ S8Ry A E B FIVPN:



€9 Cisco Secure Client - X

™ AnyConnect VPN:
n Cornected to 79d5, vpn.sse.dsco,com/VPN_EntralD,

vpn, sse.dsca. com/VPN_Zn' [ Disconnect

00:00:13 (3 Hours 59 Minutes Remaining) IPvs

2IEEZFIVPN

BREER , NTHXES | BA5EES R DA TEESIVPN — SR EVPNE B XA RYEM

8 Cisco Secure Client — >

ﬁ AnyConnect VPH:

' Ready to connect,

| VPN -Lab - TLS - Auto SelectNez ~ | [ Connect
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Monitor > Remote Access Log

Usar Device Name Connection Event Event Detasils Public IPv4 Addrass

4 Josue @ Connected

BERENERETN
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Azure

Internal IPv4 Address

172611

Internal IPvG Address

VPN Profils
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RA VPN)>E&# (Manage)>F F~ #14A (Users and Groups)

Home > Enterprise applications | All applications > Cisco Secure Access RA VPN

2a Cisco Secure Access RA VPN | Users and groups

Enterprise Application

o i + Add user/group ¢ ’ Edit assignment Remove assignment

=

Overview
(i) The application will appear for assigned users within My Apps. Set 'visil

[—
[

Deployment Plan

7+ Diagnose and solve problems i o
Assign users and groups to app-roles for your application here. To creat
" Manage
- _ 2 First 200 shown, search all users & groups
il Properties #
a Owners

Display name

ar. Roles and administrators
|:| . losue

&A& Users and groups
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Connect > Users, Groups#HIEndpoint Devices

wal Sacure Access

Users, Groups, and Endpoint Devices

Provision and manage the authentication of users, groups, and endpoint devices, for access control purposes. Help .7

o
Home Users 7 Groups and Organizational Units 4 Endpoint Devices 2
@
Experience Users
Insights
Manage your organization’s users and their devices connections and enrollments. To add users, go 1o Configuration management > Integrate directories
Ed At any time, you can disconnect or unenroll a user's device. Help
Connect
[ ! josue ][ Source v ][ Directory » 3 resulls
Resources Name Email Username Source Directory

1 Josue josued josued azure Entra ID
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Connect > End User Connectivity > Virtual Private Network

VPN Profiles

Help
Hamae Display name Ganaral Authentication, Authorization & Accounting  Traffic Steering Secure Client Configuration J| Profile URL Downboad XML
VPN_EniraiD WPN_EntralD lab.local Cerlificates Bypass Secure 13 Settings VpN.Sse.cis
11P Paols SAML Apcess co.comVPH_Emr (3
TLS/DTLS 1 Exceptionis) all

B E M AHFURLHM . xmIB & X
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