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Edit Network Tunnel Group
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& Connact

General Settings

() Beners Sutiings
Giwe your network tunnel group a good meaningful name, choose a region through which it will connect 1o Secure Access, and choose the device type this

1
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> () Tinnal 1D and Passphrase
= Turnel Group Mame
() routing catéx
o Admin Z
Region
4 Data for Tunnel Setup
United Kingdom
Device Typs
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Network Tunresd Groups 3 Detalls
Edit Network Tunnel Group

Edit your network tunnel group. Froceed with caution when updating settings. Any
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changes made hene may dsnpt end-us

Tunnel ID and Passphrase

General Sottings
Configure the tunned I and passphrase that devices will use to connect to this tunnal group.
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4. & ¥ EData for Tunnel SetupEpa FHIBEEFAE R

Cisco 10S XER&E

AT N B SHIMIECisco |I0S XEREHEE ENAMCLIEE., EEFHEEEELRRERE OMNIKEV2ERE
BGP4REXRRFMECMPH 5,

BN WMEUA , HEREERLHN
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IKEv2F1IPsecZ

BB IKEV2E R FIIKEV2IRIL | XS HE LA FIKE SANEE (B )

crypto ikev2 proposal sse-proposal
encryption aes-gcm-256

prf sha256

group 19 20

crypto ikev2 policy sse-pol
proposal sse-proposal

N
X B ENIPsecS HISSESE R LHEAFIENENNRES

TEXIKEV2ERATE |, @K imIPibit M A TIEE SSEX R 1T H B RIENTAHLZESN -

crypto ikev2 keyring sse-keyring

peer sse

address 35.179.86.116

pre-shared-key local <boring_generated_password>
pre-shared-key remote <boring_generated_password>

Bt B IKEv2HL B 3 HX¢

REXNEEANKESORE, EETENFEURKIEZNEFENIKES HARbHEHR, SSEXR
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BE EESSERMEAHBNMNERRELEILSZSRRE , ©iHL4MEREBENRIKES
3, Cisco I0S XEFAX#F X R , AN ECERENFBEEERME — VA1 MZREIKES 45Xt
o NTRARULPRE| , SSEXum#IT 71858 , SUIEIUTRAMNIKE
ID:<tunneld_id>+<suffix>@<org><hub>.sse.cisco.com

WK IZ=FTA |, BREIDEN R : cat8k-dmz, EEERRT , BHRERHAFUABM T HRRIESR
HIKESZ 3 : cat8k-dmz@8195165-622405748-sse.cisco.com.

BR  ECAMERNMNEBREARYT ZBRE , RERAZAIKE ID:Mcat8k-
dmz+tunnel2@8195165-622405748-sse.cisco.com,

WMEISNFRFENESR . (tunnel1Ftunnel2 ) .

S
AR MEIATR |, AIKES B RAXBZFIFHRE, EAULEEERNEMER , R
FHcBEEREDA,

crypto ikev2 profile sse-ikev2-profile-tunnell

match identity remote address 35.179.86.116 255.255.255.255

identity local email cat8k-dmz+tunnell@8195165-622405748-sse.cisco.com
authentication remote pre-share

authentication local pre-share

keyring local sse-keyring

dpd 10 2 periodic

crypto ikev2 profile sse-ikev2-profile-tunnel2

match identity remote address 35.179.86.116 255.255.255.255

identity local email cat8k-dmz+tunnel2@8195165-622405748-sse.cisco.com
authentication remote pre-share

authentication local pre-share

keyring local sse-keyring

dpd 10 2 periodic

FLEIPSecE#E, HIREENATIPsecREXEr ( 20 ) WEE :

crypto ipsec transform-set sse-transform esp-gcm 256
mode tunnel



B B R IKEV2EL B X S 3 SR 88 121V IPSect i& XX 4F

crypto ipsec profile sse-ipsec-profile-1
set transform-set sse-transform
set ikev2-profile sse-ikev2-profile-tunnell

crypto ipsec profile sse-ipsec-profile-2
set transform-set sse-transform
set ikev2-profile sse-ikev2-profile-tunnel2

ERgEREERN

AN ERERERNELPBEZEOMKEZEONEE. EREHTCHIRZSED , BLAEHAME
BN ABIPI EEANNEFEIRNVITIED, 4, Cisco IOS XER&RE—MNHO#ED
GigabitEthernet1, Cisco I0S XER X #F A E—F2ERFMPEE B FrEEZ VT,

ERRUCRS , SR UERAREEOFFEE LA BENVTIRIERER,

IREFSSEAFE Pt 2 B SR IMIPIERES JLAMIER

1. G AT AP 2 EAIREED (EEHELEIPHUEZEE )
2. AEEOSEAEIPHL , HEARKREIPRIISNATRE,
3. FAVASHED (FZFEETXE , IREMMELRIEEED )

FERZEF , BT RO TS BRFIFMANAE = NEU,
BEANAERED , FESMEQ TR nat inside™@m o

interface Loopbackl

ip address 10.1.1.38 255.255.255.255
ip nat inside

end

interface Loopback?2

ip address 10.1.1.70 255.255.255.255
ip nat inside

end

E B SNATT B2 H FIRAMNATS HIED -

ip access-1ist extended NAT
10 permit ip 10.1.1.0 0.0.0.255 any



ip nat inside source 1list NAT interface GigabitEthernetl overload

Bl E R A pgE RO

interface Tunnell

ip address 169.254.0.10 255.255.255.252

tunnel source Loopbackl

tunnel mode ipsec ipv4

tunnel destination 35.179.86.116

tunnel protection ipsec profile sse-ipsec-profile-1
end

|

interface Tunnel2

ip address 169.254.0.14 255.255.255.252

tunnel source Loopback?2

tunnel mode ipsec ipv4

tunnel destination 35.179.86.116

tunnel protection ipsec profile sse-ipsec-profile-2
end

N
EE  MERIZEHRAR AVTIHIPH SR BIEEE 7/ 169.254.0.0/24, ] LUfE

AEMFMNZE , B2 %‘”‘E’EEBGP*Q?& BGPEE it 22 [H],

BGP&H

AED N B ESSSELIHEIUBCGPREXRATENEELS B, SSEXLIK LWBGPHEMITRE FM
169.254.0.0/2491F AP, EEHNVTILEIBGPXE , EEENHMNBE"
169.254.0.9(Tunnel1)#169.254.0.13(Tunnel2), L4\ , 27115 ESSERZ HIEH R + & F#IRemote
AS{E,

M2025F11 AFFtA , FRBFBIZM R L5 RIALBIBRINGER 22 FLASN 3264471 W KPR EH A
BGPX%., 120255118 282 M K IA H LR 7] LA4REF fPrivate ASN 64512 , X% FASN
64512 I R N L 25 RIBGPH FHREM .

<tfroot>

router bgp 65000

bgp log-neighbor-changes

neighbor 169.254.0.9 remote-as 32644
neighbor 169.254.0.9 ebgp-multihop 255
neighbor 169.254.0.13 remote-as 32644
neighbor 169.254.0.13 ebgp-multihop 255
!

address-family ipv4



network 192.168.150.0
neighbor 169.254.0.9 activate
neighbor 169.254.0.13 activate

maxi mum pat hs 2
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<number of routes>",
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b Secure Access

+ Metwork Tunnel Groups
catBk
N
Review and edit this netwark tunnel group. Details for each IPsec tunnel added 1o this group are ksted including which tsnel hisb it is a member of. Help
Summary Last Status Update  Sep O 2024 2:32 PM
Ak Warning Primary and secandary hubs mismatch in numbaer of tunnats.
Region Urited Kingdom Rasting Type Dynamic Aouting (B6F)
» Devica Type 150 Davica BOP AS 85000
Connest Paer {Securs Access) BOP AS: Ba512
BOF Poer (Socure Aocens) P Addresser 16035409, 18925405 View sdvisond sittings
q Primary Hub Secondary Hub
& HubUp ) Hub Down
2 0
Active Tunnets & Active Tunnels
Tunnel Group 1B catfl-dmzBE195165-82 2405748 550 clsco.com Tunnel Group ID caifk-dmzi8105185- 52240574 6-s5e.cisco com
Dt Conitor E-pum-2+1:1 Data Conter
s 1P Address 3517986118 1P Address
Network Tunnels
Review this network tunnel group's IPsec tunnels. Help o
Tunnals Paar 1D Paar Davics IP Address Dats Contar Naimd Dats Conter IP Address Status Last Status Update
Primary 1 3INT 173.38.154024 sge-euw-2-1-1 ¥5aTaBENE Sep 03, 2024 2:31 PM
Prifmary 2 a2m 173.38.154104 sEe-guw-2=1-1 I5179.8ENE Sep 03, 2024 232 PM
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<tfroot>

wbrzyszc-cat8k#

show crypto ikev2 sa

IPv4 Crypto IKEv2 SA

Tunnel-id Local Remote fvrf/ivrf Status
1 10.1.1.70/4500 35.179.86.116/4500 none/none READY
Encr: AES-GCM, keysize: 256, PRF: SHA256, Hash: None, DH Grp:20, Auth sign: PSK, Auth verify: PSK
Life/Active Time: 86400/255 sec
CE 1id: 0, Session-id: 6097
Local spi: AL5E8ACF919656C5 Remote spi: 644CFD102AAF270A

Tunnel-id Local Remote fvrf/ivrf Status
6 10.1.1.38/4500 35.179.86.116/4500 none/none READY
Encr: AES-GCM, keysize: 256, PRF: SHA256, Hash: None, DH Grp:20, Auth sign: PSK, Auth verify: PSK
Life/Active Time: 86400/11203 sec
CE 1id: 0, Session-id: 6096
Local spi: E18CBEE82674E780 Remote spi: 39239A7D09D5B972

RIESH XN EHEHBCPREXRRES NUP:

<#froot>

wbrzyszc-cat8k#

show i p bgp summary

Neighbor V AS MsgRcvd MsgSent Tbh1Ver InQ OutQ Up/Down State/PfxRcd
169.254.0.9 4 32644 17281 18846 160 0 0 5d23h 15
169.254.0.13 4 32644 17281 18845 160 0 0 5d23h 15

WX 3R MBGPIRENIEAMER M ( HEBARPEDLZRTRANAT—BE)

<{froot>

wbrzyszc-cat8k#

show i p route 192.168.200.0

Routing entry for 192.168.200.0/25, 2 known subnets

B 192.168.200.0 [20/0] via 169.254.0.13, 5d23h
[20/0] via 169.254.0.9, 5d23h

B 192.168.200.128 [20/0] via 169.254.0.13, 5d23h



[20/0] via 169.254.0.9, 5d23h

wbrzyszc-cat8k#

show i p cef 192.168.200.0

192.168.200.0/25
nexthop 169.254.0.9 Tunnell
nexthop 169.254.0.13 Tunnel2

BHREHBIEIRIRBEICER , B2FEXHP2ENencapsHdecapsitZias EEE N

<{froot>

wbrzyszc-cat8k#

show crypto i psec sa | i peer|caps

current_peer 35.179.86.116 port 4500
#pkts encaps: 1881087, #pkts encrypt: 1881087, #pkts digest: 1881087
#pkts decaps: 1434171, #pkts decrypt: 1434171, #pkts verify: 1434171

current_peer 35.179.86.116 port 4500

#pkts encaps: 53602, #pkts encrypt: 53602, #pkts digest: 53602
#pkts decaps: 208986, #pkts decrypt: 208986, #pkts verify: 208986

RNE , TURERANMNVTEOD LNBRESHR , LBARREEVTIZERI A FH9E, HXTECisco
|I0OS XEiR & LEEHRARNBESHIRNELE , B NERS4 LEENBERHBAXBIEEIERE, £
fild | JRIPF192.168.150.189Clsco |I0S XEE H B8 /G E Y E M IEFEM192.168.200.0/24 F M [a Z 4
IPRIZEICMPiER, mEFA |, ICMPERERRE 2 A1 A

<{froot>

wbrzyszc-cat8k#

show nonitor capture Tunnel 1l buffer brief

# size timestamp source destination dscp protocol
0 114 0.000000 192.168.150.1 -> 192.168.200.2 0 BE ICMP
1 114 0.000000 192.168.150.1 -> 192.168.200.2 0 BE ICMP
10 114 26.564033 192.168.150.1 -> 192.168.200.5 O BE ICMP
11 114 26.564033 192.168.150.1 -> 192.168.200.5 O BE ICMP

wbrzyszc-cat8k#


https://www.cisco.com/c/zh_cn/support/docs/ios-nx-os-software/ios-embedded-packet-capture/116045-productconfig-epc-00.html

show nonitor capture Tunnel 2 buffer brief

0 114 0.000000 192.168.150.1 -> 192.168.200.1 O
1 114 2.000000 192.168.150.1 -> 192.168.200.1 O
10 114  38.191000 192.168.150.1 -> 192.168.200.3 O BE ICMP
11 114  38.191000 192.168.150.1 -> 192.168.200.3 O
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