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BRFRBER.

BoE

EZ2H AP EEVPN

1.5 Z|Secure AccessI BEE 4R

Connectivity (.

Network tunnel groups o o Resource connector groups 2 .1
4 pisconnected o 3 warning ® 1 pisconnested o 0 warning ®
2 Connected L] O overloaded [in Last 24 Hours) z 1 Connected -]
Data Transfer | L zsnous v |
TOTAL USAGE
Usage data - delayed up 1o 30 min
1.33 GB Total traffic @ —» Branch
202.13 MB " increase {last 24 howrs)
@ —» Cisco Secure Client
366.26 MB Received —e RAVPN
221.14 MB " Ineroass (last 24 hours) "
B —+ Browser-based ZTHA
961.01 MB sent B —o Client-based ZTNA

19.01 MB *u Ducroase (last 34 hours) 50.0ME I l l
[ I n

Select Al
2.5 #Connect > Network Connections > Network Tunnels Groups.
B2 Overview Overview
The Overview dashboard displays
." Connect Essentials
Manage connections betwidn your dala centers and SSE
O Network Connections Connector Groups
HH Resaources Connect data centers, wnnals, —
resource connactors
' - = Netweork Tunnel Groups o .
ecure
Users and Groups 2 3 2
Disconnacted O Warning £ Connected ©
k”  Monitor
End User Connectivity
Mar ffic st f
o Admin

3.#ENetwork Tunnel Groups T , ##+Add,


https://login.sse.cisco.com/

Network Tunnel Groups

A Detwork tEnnel group provides a iramework for establishing tunnel redundancy and hegh
availibility, Connect tunnets 1o the hubs within a network tunnel group o securely control
USEr AC0ESS 10 e Internet and private resources. Help o

4 EEREAEBN. XEMRFRE,

5$H:T-|:_2Eo

@ Sanersl Eaiiings | General Settings

Give your network tunnel group a good meaningful name, choose a region through
which it will connect to Secure Access, and choose the device type this tunnel

@ Tunnel ID and Passphrase group will use.
) Tunnel Group Name
@ Routing
[ Fortigate ® J
@ Data for Tunnel Setup Region
[ Europe (Germany) v J
Device Type

S

LY

s
D
Y/

f

L IERIE R B A S AL E &I Y X

ol

6.EERREIDERFON,
7$EE-F_$O

w w | 8 Tunnel Groups ml



@ General Settings

@ Tunnel ID and Passphrase

@ Routing

@ Data for Tunnel Setup

Tunnel ID and Passphrase

Configure the tunnel ID and passphrase that devices will use to connect to this
tunnel group.

Tunnel ID Format

@® Email IP Address

Tunnel ID

[ fortigate ® J Ii@ﬁfu::::’vrf:‘.>sStt:.c:iscrwom

Passphrase

[mmmmm" ®

The passphrase must be between 16 and 64 characters long. It must include at least one
upper case letter, one lower case |letter, one number, and cannot include any special
characters.

Confirm Passphrase

[ —— ® |

e

SHEEME LEENIPHISTENEN , HFELEBI T2 EEERE,

9.5 HRF,

@ General Settings

@ Tunnel ID and Passphrase

e Routing

@ Data for Tunnel Setup

Routing options and network overlaps

Configure routing options for this tunnel group.

MNetwork subnet overlap

[_] Enable NAT / Outbound only

Select if the IP address space of the subnet behind this tunnel group overlaps with other IP address spaces in your network,
When selected, private applications behind these tunnels are not accessible.

Routing option

(@ static routing
Use this option to manually add |P address ranges for this tunnel group.

IP Address Ranges
Add all public and private address ranges used internally by your organization. For example, 128.66.0.0/16, 192.0.2.0/24.

128.66.0.0/16, 192.0.2.0/24 m

192.168.100.0/24 X

Dynamic routing

Use this option when you have a BGP peer for your on-premise router,



10.R7FE , NETRELNES. REFELESUMT -SEAR ; BEVPNERIPBHIE EHNER

o

Data for Tunnel Setup

Review and save the following information for use when setting up your network tunnel
devices. This is the only time that your passphrase is displayed.

Primary Tunnel ID: @ -sse.cisco.com [Jl
Primary Data Center IP Address: 18156.145.74 [J

Secondary Tunnel ID: @ -sse.cisco.com [

Secondary Data Center IP

i 45, Tl
Address: Slflenss [

Passphrase: PO

BEVPNI, [EIFFEHITE FRMR

1. SMBIBHH TH S ER.

2.8 VPN > IPsec Tunnels.

0 VPN
IPsec Tunnels

IPsec Wizard

IPsec Tunnel Template

VPN Location Map

3.5 Create New > IPsec Tunnels.



4 Createnew +

© |IPsec Tunnel

I IPsec Aggregate I

4. % $HCustom , BLiEName , AF# HNext,

& VPN Setup

Name 2

Cisco Secure

il

Template type  Site toSite  Hub-and-Spoke Remote Access

< Back Next > Cancel
ET—REEGS , BELE S A9 B E 1 Network B
P &
Network Network ¢
IP Version ipva IV IP Version IPva
Remote Gateway Static IP Address - Remote Gateway Static IP Address -
IP Address 0.0.00 IP Address 18.156.145.74
Interface ¥ e | % WAN (port1) ~|
Local Gateway (o ] Local Gateway >
Mode Config Mode Config
NAT Traversal 2 oisavie Forced NAT Traversal E Disable Forced
Keepalive Frequency 10 Keepalive Frequency 10
Dead Peer Detection Disable m On Demand Dead Peer Detection Disablc On Demand
DPD retry count 3 DPD retry count 3
DPD retry interval 20 - DPD retry interval Lo I8
Forward Error Correction ~ Egress || Ingress Forward Error Correction  Egress | Ingress
© Advanced... 2 Advanced...
Add route LYl © Disabled Addroute © Disabled
Autodiscovery sender @ Enabled Auto discovery sender  © Enabled
Auto discovery receiver & Enabled Auto discovery receiver @ Enabled
Exchange interface IP © Enabled = JoetiEs Exchange interface IP ® Enabled
Device creation @ © Enabled Device creation @ © Enabled
Aggregate member © Enabled

M &



 IPRRZR:IPV4

« TREMREES IP bt

« |P Address:{f ARZE IR P IR EEZIPEIE P O\PHb LAY IPith i
o BORRAUTRATEIBRERNWANEO
o AR ERINER TEZERA

- BXEERANBEIATEH

« NATZ#i:enable

o RIFEHNE : 10

o RBIETUR M Z2 PR B

- DPDEiRit%# : 3

- DPDEREE:10

o« BIEEE: Rk P EIEAE

s BR..... BXEELR , BSHE2ME

M7E , BLEIKEAuthenticationo

AR
Authentication Authentication
Method Pre-shared Key - Method | Pre-shared key -|
Pre-shared Key Pre-shared Key I ........ I
IKE IKE

Version 2 Version 1
Mode Aggressive MYET (] Saitehy)

- SHWIE

« TERMAERAENRIAE

- MAZES  £ABERESRPIRHELN D
+ IKE

o ARAIEFRRRAS2

S

AR REH M EEIKEV2,

BTk ) e i Phase 1 Proposal o

S BREW



Phase 1 Proposal © Add

Encryption AES128B «  Authentication SHA256
Encryption AES256 w  Authentication SHA256
Encryption AE5128 = Authentication 5HA1
Encryption AES256 * Authentication SHA1

32 31 30 29 28

Diffie-Hellman Groups 21 20 19 18 17
15 14 5 2 1

Key Lifetime (seconds)

Local ID

. BIMEREIL
. INZR REAES256
. BRI IEFESHA256

NAEEES2M BRI,

B2/ BB

27
16

X X X X

Phase 1 Proposal  © Add
Encryption AES256 » | Authentication | SHA256 -

32 31 30 29 28 27

21[F20] 119 (118 [ 117 [ 16
15445 02 D1

Diffie-Hellman Groups

Key Lifetime (seconds) 86400

Local ID I fortigate@8195126-621099508-sse.ci I

Diffie-Hellman4i:{Xi&#F20 , MNREFZNED , LG AT REIE R [E] &
REAETFRTE (B ) :86400 0 RIAE
36 1D:# A Tunnel Datazb B A 45 H /Y EB2EID

o

o]



MNew Phase 2
Mame
Comments

Local Address

Remote Address

B Advanced

Phase 2 Proposal

Encryption
Encryption
Encryption
Encryption
Encryption
Encryption

Encryption

Enable Replay Detection

Enable Perfect Forward Secrecy (PFS) Local Port All D
i A - 29 28 27 Remote Port Al D
Diffie-Hellman Group 21 200 ()19 18 17 16
15 14 5 2 1 Protocol All D
Auto-negotiate
Local Port All
Autokey Keep Alive
Remote Port All
Key Lifetime Seconds
Protocol All
Seconds 43200
Auto-negotiate
Autokey Keep Alive
Key Lifetime Seconds -
Seconds 43200

CSA
Comments £
addr_subnet « 0.0.0.0/0.0.00

addr_subret - 0.000/0000

MNew Phase 2
© Add Name CSA
AES128 ~  Authentication  SHA1 - x eSS SammEnts
AES256 ~ Authentication  SHA1 - % Local Address addr_subnet
AES128 ~ Authentication  SHAZ256 v X Remote Address addr_subnet
AE5256 v  Authentication = SHA256 v % & Advanced...
AES128GCM = % Phase 2 Proposal @ Add

AES256GCM w 3¢ Encryption AES128 « | Authentication [ SHA256 -

CHACHAZ0POLY1305 + X Enable Replay Detection [

Enable Perfect Forward Secrecy (PFS)

- FHER2

at

RE , BHOK, B FERARLIFREIVPN , BaMETT~—5% ; BEBRREREO,

O CSA

R

B2 RENRIAE ( HWESEHNVPNEZZFRTE )
7 3y 3 31 -4 58 R 1A {B(0.0.0.0/0.0.0.0)
ARt BRiA9(0.0.0.0/0.0.0.0)

Nz JRFAES128

B RIEEFESHA256
EREBRNAREARANE (BH)

B AR EERZRPFS) BUH kS Ei%E
im0 - REBRARINE (BA)
ERBEORBANRIAE (BA)

i REBABRINE (BA)

Baheg - REBABINE ( RFRiE)
Auto-key Keep Alive : IREB R ERIAE ( RFFIE)
HEEMHRENRIANE (H)

¥ REBRINE(43200)

[ WAN (port1)

@ Up




il EPgE#E O
BIERRER , FEOEERELAEWANEOEZRSHREEN KOG,

1.EREWIN |, &S M ENework > Interfacestb 4t o

i FortiGate VMS4-AZURE 1
 Network -

Interfaces b I I I -

[+ Create New~ | # t tegr t Search Q

Administrative Access ¥

IP/Metmask +

Name
[E] 8 802.3ad Aggregate @

He fortilink He 802 3ad Aggregate Dedicated to FortiSwitch FING

Security Fabric Connection

[l & Physical Interface @

= LAM (port2)

192.168.100.5/255.255.255.0

= Physical Interface

B WAN (portl) = Physical Interface 10.3.4.4/255.235.255.192 PING

? B = Tunnel Interface €

0.0.0.0/0.0.00

=1 NAT interface (nafroot) % Tunnel Interface

2TV RATEZEHRABEN KO ;| ARG HR2EBwan,

e ™ WAN (port1) ™ Physical Interface

® () CSA () Tunnel Interface

3.8 & Tunnel Interface , &G #E EHEdit,



*+ CreateNew~ || " Edit ] 1 Delete Integrate Interface Seart

Name Type
[=] 3¢ 802.3ad Aggregate €@
de fortilink de 802.3ad Aggregate
[=] W Physical Interface @
™ LAN (port2) [™ Physical Interface
= ™ WAN (port1) ™ Physical Interface
""" ® () CSA (=) Tunnel Interface

AFSHARGURERE,
EOEE

« IPEEFRENZHNRARBIP (HlE, 169.254.0.1)
- EREIP/REEB G ERIPEENZOIPHT —NP , MBI H30 ( Hla0 , 169.254.0.2
255.255.255.252 )

5. 8T Mok RIFEEIRE , ARRENITT—F ; BEXRKEH (ETHRMNEH ).



Name 2 CSA Name A C5A

Alias Alias

Type (2 Tunnel Interface Type (2 Tunnel Interface

Interface ™ WAN (port1) Interface [ WAN (port1)

VRFID @ 0 VRFID @ 0

Role €@ Undefined v Role ©@ Uncefined -
Address Address

Addressing mode Manual Addressing mode Manual

P 0.0.0.0 P | 169.254.0.1 |
Netmask 255.255.255.255 Netmask 255.255.255.255

Remote IP/Netmask  0.0.0.0 Remote IP/Netmask [ 169.254.0.2 255.255.255.252

A

BE =G , BiEFortiGateBr MIFRBE AR T NENRZFLZETFRIURNEZ £ TH R F
E*ﬂ"ﬂ%ﬂ"]uw%o

155 3R B 3% EE

lat , BMELFVPNEEHREANZEHE, NE |, BATREEHREHE|Secure Access , B
ﬁ?}ﬁlU\E’Jl)lb%ﬁﬂqFoniGatepﬂkiﬁﬁﬂg%m }S‘Zmﬂ’g]ﬁlu—]o

1. 5= Network > Policy Routes.

& Dashboard I *+ Create Newl

« Network
Seq.#
Interfaces
DNS 1
IPAM
2

SD-WAN

Static Routes

Policy Routes

2.BE KA,



If incoming traffic matches:

Incoming interface +

Source Address

IP/Netmask
(+]
Addresses +
Destination Address
IP/Netmask
[+]
Addresses +
Internet service +
Protocol tcP upp  scTp [ Specify
Type of service 0x00 Bit Mask 0x00
Then:
Action S EIGHIE (s Stop Policy Routing
Outgoinginterface @ & CSA v

Gateway address
Write a comment...

(+NNEGINE © Disabled

Comments 4 0/255

Status

- WNSREAFRE T

s EABENARENREEFNKBIZSHR (RE

o BEHbut
o IP/REBR-MRMNEBEFONFR |

- H E’Jtﬂziﬂ:

« Wb MRBRPERMRE , HikFal, MREHTHREER , &4

IP3tEFICGNAT3EE 100.64.0.0/10,
« BB IRFRANY,
- Rl
- REE ERRERE

If incoming traffic matches:

Incoming interface F LAN (port2) b4
+*
Source Address
IP/Netmask I 192.168.100.0/255.255.255.0 I
[+
Addresses +

Destination Address

IP/Netmask

Addresses o all x

Internet service

+
TCP UDP SCTPmSpecify

Protocol

Type of service 0x00 Bit Mask 0x00
Then:
Action =T M i (=Ml Stop Policy Routing
Qutgoing interface @] = CSA 'I
Gateway address 169.254.0.2
Comments Write a comment... 40/255
Status [+ RNELIENE © Disabled

R ) WO,

18 8 A kbR T,
o MR REBR TR , HERENFRERBESNEONZANAFRN

, TEfE At T

A HNVPNEL & 3244

- EHEOERESEREBEREZOSEDEHM Tunnel Interface,
« 5%t Bl & £ RemotelPetmask 5 B 1 Bt & K iZ 2P,

o R EFEEnabled,

3R FokRERERE, RIEARMEENRER

oAl

BEEMBHIR2TFA.



ERIIREEANERBIIZSHR , BERMNEN
FEACUiZITH S :

C:\Windows\system32>curl 1ipinfo.io
{
"ip": "151.186.197.1",
"city": "Frankfurt am Main",
"region": "Hesse",
"country": "DE",
"loc": "50.1112,8.6831",
"org": "AS16509 Amazon.com,
"postal": "60311",
"timezone": "Europe/Berlin",
"readme": "https://ipinfo.io/missingauth”

Inc.",

BRI ERERENLHT

Bz

« &/NEH:151.186.176.1
« JAEHM : 151.186.207.254

~
AELREELL

AR XEIP

MRERFEHLHIPREER , WRTFEZIREHLRNRE

R EEEZNERAMA , LEMVPNaaSHZTNATAE

- R

RA] L fEinternet L BB /ABIP |, tha L

= 70N

R
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RYR A o

BRI BERRY RULSEE,

R

/Ll\

A LAE Secure AccessiE#IE
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