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1.5 Z|Secure AccessI EE 4R

B2 Overview Overview
The Gverview dashboard displays status, usage, alth metrics for your crganization. Uise this infarmation to addnes
#¥  Connect
fi.  Ressurees Data Transfer [(as 7o
O secure TOTAL USAGE
b Mositar 69.52 MB T .
. otal traffic - B —s Branch
725,98 MB “« Drcroase (st 7 days) P .
+ Cisca Secure Cliéril
o fudmin . a c6 Secu il
16.45 MB Received L B — Raven
o Workdiows .

35,30 MB . Decrsass (last 7 days)
B —* Browser-based ITHA

53.07 MB sent .
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BE  Overview Overview

The Overview dashboard displays

Essentials

I &% Connect

R Network Connections
[ Resources

Connect data centers, tunnels,

resgource connectors

) Secure Users and Groups

Provision and manage

" Monitor

o Admin
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https://login.sse.cisco.com/

Connector Groups | Bata Network Tunnel Groups

Network Tunnel Groups : .
1 1 o

Disconnected O Waring ik Connected ©

Metwork Tunnel Groups

A network tunnel group provides a framework for establishing tunnel redundancy and high
availibility. Connect tunnels 1o the hubs within a network tunngl group 16 securely contrel
user A008sS to the Intermet and private resources. Help of

~ | 2 Tunnel Groups

Primary

Netwaork Tunnel Group Status Region Primary Hub Data Center Tunnels Secondary Hub Data Center Secondary Tunnels
HOME i Dizconnected Europe [Genmany) sge-guc-1-1-0 o E-euc-1=1-1 o
SAD A Wasning Europe [Germany] sse-auc-1-1-0 1 sse-euc-1-1-1 ]
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General Settings

Rows perpage | 10 v | € >

Give your network tunnel group a good meaningful name, choose a region through which
it will connect to Secure Access, and choose the device type this tunnel group will use.

Tunnel Group Name

[ Palo Alto ® ]

Region

[ Europe (Germany) v ]

Device Type

[ Other % ]

Cancel

AR RERBEEH AN ERKITHXE,

6.BERREIDERMOT.



7$a-=l-|:_$o

Tunnel ID Format

® Email IP Address
Tunnel ID
<org>
[PaloAlto ] @ g .
<hub>.sse.cisco.com
Passphrase
[ ([ RN NN RN RN NN NN Shﬂw ® ]

The passphrase must be between 16 and 64 characters long. It must include at least one upper
case letter, one lower case letter, one number, and cannot include any special characters.

Confirm Passphrase

[ Show ® ]

(o) 23
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Routing option
@ Static routing
Use this option to manually add IP address ranges for this tunnel group.

IP Address Ranges
Add all public and private address ranges used internally by your organization. For example, 128.66.0.0/16, 192.0.2.0/24.

128.66.0.0/16, 192.0.2.0/24 m

4

192.168.0.0/24 X 192.168.10.0/24 X

Dynamic routing

Use this option when you have a BGP peer for your on-premise router,
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Data for Tunnel Setup

Review and save the following information for use when setting up your network tunnel
devices. This is the only time that your passphrase is displayed.
Primary Tunnel ID: PaloAlto@ -sse.cisco.com [l

Primary Data Center IP Address: 18.156.145.74 (1

Secondary Tunnel ID: PaloAlto@ -sse.cisco.com [

Secondary Data Center IP
3120.45.23 O

Address:

Passphrase: P O
f£Palo Alto LBt Ep2E
BLERREREO
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1. Network > Interfaces > Tunnel,
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= Interfaces Ethernet | VLAN | Loopback | Tunnel | SD-\

B3 Zones
e VLANS ~
u"-.
E-l_@ Virtual Wires
: MANAGEMENT
virtualiRouters INTERFACE PROFILE IP ADDRESS
1 IPSec Tunnels
tunnel none
-ﬂ}*— GRE Tunnels
ZE: DHCP tunnel.1 Interface_CSA
ONS ¢
< DNS Proxy tunnel.2 169.253.0.1

§ Proxy

N @I GlobalProtect

@;\ Portals

(@ Gateways

@] MbM ‘
Clientless Apps - [@Add] Delete @ PDF/CSV

3.1#£ConfigX k8 T , Bl & Virtual Router, Security Zone , AP B ERES-

Tunnel Interface @

Interface Name

Comment

Netflow Profile | None v
Config | IPv4 IPv6 | Advanced

Assign Interface To

| Virtual Router Routerl W
ISecurity Zone | CSA I W

AFEIPVAT |, BCEAFFIBREMIP, B0, £&7T LAfE A 169.254.0.1/30,
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Tunnel Interface

Interface Name
Comment

Netflow Profile | None

Olw

(7] 169.254.0.1/30

(¥) Add

IP address/netmask. Ex. 192.168.2.254/24

Config IPv4 IPvé Advanced

“ CanCE|

6.2 , WU LIBEBMNMTHAR :

Ethernet | VLAN Loopback

Tunnel SD-WAN

MANAGEMENT VIRTUAL SECURITY
INTERFACE PROFILE IP ADDRESS ROUTER ZONE FEATURES
tunnel none none CSA
tunnel.1 169.254.0.1/30 Router CSA 0—1_5)
tunnel.2 169.253.0.1 Router CSA (T'_;
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1. Network > Network Profile > IKENZ%,
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DASHBOARD C MONITOR POLICIES OBJECTS NETWORK
"
[
[f’} Clientless App Groups 1C 4 items
2 Qos
» D NAME ENCRYPTION AUTHENTICATI... DH GROUP KEY LIFETII
% LLDP
| — [ ] default aes-128-cbc, 3des shal group2 8 hours
= Network Profiles |
GlobalProtect IPSec Cryp [ ] Suite-B-GCM-128 aes-128-cbc sha256 group1?9 8 hours
IKE Gateways [ ] Suite-B-GCM-256  aes-256-cbc sha384 group20 8 hours
IPSec Crypto [ ] CSAIKE aes-256-gcm non-auth group19 8 hours
IKE Crypto
19 Menitor

l‘f‘t' Interface Mgmt
@ Zone Protection
2 QoS Profile

™ LLDP Profile

4 BFD Profile

@ SD-WAN Interface Profile PDF/CSV

SEREATSH

- B BEAMURIREE XY,
« DH GROUP : 419
- BRRIEIES R
« 0% :aes-256-gcm
« iTRYEE:
o B4 HE:8 At
« IKEV2E 3 R1E:0
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IKE Crypto Profile

Mame | CSAIKE

[] | oH croup [[] | EncryPTION
[ ] groupl9 [] aes-256-gcm
(+) Add : () Add
[] | AuTHENTICATION Timers
[ ] non-auth Key Lifetime | Hours
8
Minimum lifetime = 3 mins
\ IKEv2 Authentication | 0
G)Add ' ' Multiple

S5MREHRLEFRNFTEE , FREHTCommitREFEEE , ARHET—% ; BEIKEMX,
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BLEIKEM %
1. Network > Network Profile > IKE Gateways.,
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DASHBOARD ACC MONITOR POLICIES OBIJECTS NETWORK

" DNS Proxy Q) 2 items
_;_ Proxy

o= Local Address |
"-{". GlobalProtect

@ Portals (] NamE PEER ADDRESS | INTERFACE P ID

@ Gateways CSA_IKE_GW 18.156.145.74  ethernet1/1 192.168.0.204/24 18.156.145.74
@] Mbm

5@ Clientless Apps [[] CSA_IKE_.GwW2 3.120.45.23 ethernet1/1 192.168.0.204/24 3.120.45.23
@_3\ Clientless App Groups

2 Qos
™ uop
| = Network Proﬁ[esl
GlobalProtect IPSec Cryp
I IKE Gateways I

IPSec Crypto ‘
IKE Crypto -|-ﬁ-_F_'Add| (—) Delete (v) Enable () Disable () PDF/CSV

SEHENATSH :

- B BEA TR RIkeMXH B

o MRARIKEV2E

. bR IPv4

- BEOERENBEBRMWANED

o ZRih IP bk kRIS BEBECRWANEOMIP

o WEIPHuESEA: P

o X &bt ATunnel Datab R4 H#Y E IPEIE RO IPH#HERYIP
- BRI ZHA

« MHAEHA FEATunnel DataF WAL HENOS

- WINTAREZEZR4A:FEMTunnel Data b BHAHNOT

o ZAFRIAIEEFE User FQDN(Email address) , A2 B Tunnel Dataf 45 EEY EFZEID
o XEMEPRIRERIP AddressH i A Primary IP Datacenter IP Address



IKE Gateway ©)

General Advanced Options

Name [CSA_IKE_GW

Version | IKEv2 only mode
Address Type @) 1Pv4 IPvé

Interface | ethernetl/1

Local IP Address | 192.168.0.204/24
Peer IP Address Type o P FQDN Dynamic
Peer Address | 18.156.145.74

Authentication @) Pre-Shared Key Certificate

Pre-shared Key | esseeese

Confirm Pre-shared Key | ssssssss

Local Identification | User FQDN (email address) “ | paloalto@ -sse.cisco.c
Peer Identification | IP address w1 18.156.145.74
Comment

4.8 FHAdvanced Options,

- BANATZHH
« EE1E S B Configure IKE Crypto Profile 1 8|2 I IKE Crypto Profile
- EHRIERE EIRE
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IKE Gateway @

General Advanced Options

Commeon Options

D Enable Passive Mode
| Enable NAT Traversal

IKEv2

IKE Crypto Profile | CSAIKE

[ Strict Cookie Validation

u Liveness Check

Interval (sec) | 5

MREZEUFRNHATEHE , FREHECommit ARFEE , RFLE T —F Configure IPSEC Crypto
Profiles

BB IPSEC I E & 3

1.EREBIKEM>X , 55 M EINetwork > Network Profile > IPSECHNZ,
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DASHBOARD MONITOR POLICIES OBJECTS NETWORK

E} Clientless App Groups () 4 items
.}
QoS D NAME ESP/AH ENCRYPTI... | AUTHENTI... | DH GROUP LIFETIME LIFE
= Lop
[] default ESP aes-128-cbc, shal group2 1 hours
[~ L Network Profiles | 3des
GlobalProtect IPSec Cryp | 7] gyite-B- ESP aes-128-gcm  none group19 1 hours
IKE Gateways GCM-128
| - IPSec Crypto| [ ] Suite-B- ESP aes-256-gcm  none group20 1 hours
GCM-256
IKE Crypto
. «[ ] CSA-IPsec ESP aes-256-gcm  sha256 no-pfs 1 hours
5 Monitor

f\ Interface Mgmt
@ Zone Protection
2 QoS Profile

B LLDP Profile
4 BFD Profile

% SD-WAN Interface Profile 7 PDF/CSV

SEHENATSH :

B FABMIRREL 2 IPsech & X4
IPsec tHi:ESP

%% :aes-256-gcm

« DH Group : no-pfs , 1/Nad
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IPSec Crypto Profile

Name lCSA-IF’seC

I IPSec Protocol | ESP I DH Group | no-pfs

[[] | ENCRYPTION Lifetime | Hours .||

[] aes-256-gem

Minimum lifetime = 3 mins

[]Enable

() Add

D AUTHENTICATION

[ ] sha256

() Add

S5MREBHENFRITEE , FREHCommitRFERE , REHRET - ; BEIPSech&iE.
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1. Ef&EIPSec Tunnels , 5 EINetwork > IPSec Tunnels,
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DASHBOARD ACC MONITOR POLICIES OBJECTS NETWORK

(=3 Interfaces -
E® Zones IKE Gateway/Satellite
@t VLANS
PEER \
B virtual Wires
{8 Virtual Vvires D NAME STATUS TYPE INTERFA... | LOCAL IP ADDRESS STATUS INTERFA... | F
@ Virtual Routers
— | CSA - Auto Key ethernet... 192.168... 18.156.1.. @ IKE tunnel.l I
I ay IPSecTunnelsI Tunnel o (
unn I
4 GRE Tunnels nfo
= DHCP CSA2 . Auto Key ethernet.. 192.168... 3.120.45.. @ IKE tunnel.2 I
= |'
Tunnel nfo '

DNS Proxy

Proxy

(&< GlobalProtect

;" Portals

?D MDM

f&\ Clientless Apps

'T._‘:ﬁ Clientless App Groups

QoS

..
L

SEHEUATSH :

o AW EABMKRRR 2 RIBRE
- BEEOERSRIEENPERED , LEREZO
. type : BZHEH
. R IPv4
o IKENKERESREEIKEM X EEENIKEMNK
* IPsectNZHl B XA R E S REE IPSECHIZEL & 4 FELEHIKER <
o EPFEHIETEIRAE
* IPSectEXRRE L ZFRZE
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IPSec Tunnel

General Proxy IDs

e [CsaA
terface | tunnel.1
Tvi o
Address Type @) 1Pv4
E Gateway | CSA_IKE_GW

Profile | CSA-IPsec

| | Tunnel Monitor

A BL  REIDFAZXE  BEREEERAZLIFRMPalo Alto IPSECESE H £ X EID# 1T
B E.
MELNVPNERIE |, BAIUSREHITHSR ; BEETRBHNER.
REETRBNER
1 EREETRBNELR , BSMBIER > ETRBENE L,
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| < A=\ IV DASHBOARD ACC MONITOR POLICIES

3> NAT C
2 Qos
rﬁg Policy Based Forwarding |

—
-

Policy Optimizer NAME TAGS ZONE/INTERFA

= 1 CSA none
~— Rule Usage i

L':‘ Unused in 30 days 0 oz A
L': Unused in 90 days 0
[s:' Unused 0

Object : Addresses L | (#) Add \

SEELTSH

- BN
- B EABHRIRRETRMRBERR R ( BKIFREH )
- RIR

o XEE R RIRE RS B E M XiF

- Rt BEEZERMERNENIME

- RAFBEENRERAINAS (WMREA)
- BAR/RIA/BRS

- Bfii : BALURENAny , SISER ST H & 4t 55 (100.64.0.0/10)
- BE

- BEBK

- Egress #0:1%& % 1E S B Configure the tunnel interface P Bl BRIPEE RO,

« T—Bk: 7%

4 8 FHOKFCommit,



Policy Based Forwarding Rule

Source Destination/Application/Service Forwarding

Name ’ csA

Description

Tags
Group Rules By Tag | None

Audit Comment

Audit Comment Archive

Policy Based Forwarding Rule

General Destination/Application/Service | Forwarding

Type | Zone v | [ Any
O ‘ ZONE ~ | O ‘ SOURCE ADDRESS ~
[] AN O 2192168302
L) ANz O 192168403
® Add Delete (*) Add Delete
[] Negate

any ~

| 0 ‘ SOURCE USER ~

@ Add Delete




Policy Based Forwarding Rule

General Source |Destination!&plicationf$ervice| Forwarding
nAny EA"Y

D ‘ DESTINATION ADDRESS ‘ D ‘ APPLICATIONS ~

() Add Delete

[ ] Negate

(*) Add Delete

Policy Based Forwarding Rule

any A7

O | SERVICE ~

(%) Add Delete

General Source

Destination/Application/Service

Action | Forward
Egress Interface | tunnel.1

Next Hop | None
[:]Monitor

Disable this rule if nexthop/monitor ip is unreachable

[]Enforce Symmetric Return

NEXT HOP ADDRESS LIST

+) Add

Schedule | None

W
W
N
W
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